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opposition supporters. Rosales also has experience in 
mounting a nationwide campaign. 


12. (C) Still, it is difficult to build a national structure 

from a regional base, and it remains to be seen if the UNT 

can attract people outside of Zulia and Caracas. Although 
Rosales has incorporated popular, young, politicians from 
Caracas (the largest voting district), many other UNT leaders 
are associated with the discredited parties and policies of 

the pre-Chavez era. These recycled political figures may 
undermine his message that UNT represents a new, more serious 
brand of opposition politics. They may also hinder his 

efforts to reach out to Chavista moderates and undecided 
voters. We are also hearing more complaints about Rosales 
increasingly controlling tendencies within the opposition, 

which threaten to alienate other parties and undermine 

efforts to maintain opposition unity. While these complaints 
are coming from opposition groups that have badly mishandled 
their approach to Chavez over the past eight years, Rosales 
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may need to redeploy some of his excellent coalition-building 
skills. Continued planning gaffes like those committed 
during his most recent Washington trip will hurt attempts to 
garner international support as well. 


BROWNFIELD 
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1. (U) Poloff and DCM delivered reftel demarche to Ambassador 
Elizabeth Harper, Director General of Guyana\'s Ministry of 
Foreign Affairs. Ambassador Harper promised to look at the 
points closely and discuss it with the Minister of Foreign 

Affairs (who concurrently serves as Guyana\'s Permanent 
Representative to the United Nations). 

Robinson 
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E.O. 12958: DECL: 03/15/2017 
TAGS: PGOV, KDEM, CU 
SUBJECT: M.B. ROQUE: NEED A MILLION CUBANS IN THE STREETS 


Classified By: COM Michael E. Parmly; Reasons 1.4 (b) and (d) 


1. (C) Martha Beatriz Roque (MBR), head of the Assembly to 
Promote Civil Society (APCS), told COM and Pol-Econ Counselor 
March 14 that she was withdrawing from her day-to-day running 
of the APCS for health reasons and also to focus on the 

bigger picture. Her objective for the next few months is to 

plan for how to mobilize a million Cubans to take to the 

streets to demand significant political and economic changes. 
She did not provide any specific target date, although she 
acknowledged Fidel Castro\'s funeral as one catalyst and the 
tenth anniversary of a seminal opposition document \"The 
Nation Belongs to AIl" ("La Patria es de Todos") that she and 
three other dissidents authored, landing them all in prison. 


2. (C) MBR said she was worn down from having to act as 
leader and also her own secretariat for the APCS, her last 
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major event being the congress of independent libraries, that 
concluded at the end of February with a ceremony at our PAO 
residence. The recent release from prison of APCS 
Vice-President Rene Gomez Manzano allowed her more leeway; 
Gomez Manzano will now share the leadership with Felix Bonne 
Carcases, the APCS\'s other vice-president. MBR would still, 
inevitably, be reachable to the thousands of members of the 
opposition, particularly families of political prisoners, who 

turn to her for help. However, she would not continue the 

same pace of constituent services that she had delivered in 

the past. 


3. (C) The big picture, said MBR, required time to reflect. 
She said she admired Oswaldo Paya for his ability to think 
and write and strategize. \"We have reached a new level of 
maturity and need to set aside rivalries,\" she added. She 
commented that wherever she goes she is stopped by total 
strangers who say they recognize her and respect what she 
stands for. She believes that she has developed a network 
nationwide that, at the right moment, could very 

realistically put a million Cubans in the streets. The trick 
was to aim for the mobilization at the exact point when its 
impact would be the most transformational. 


4. (C) Comment: We agree with MBR\'s main point that the 
current repertoire of oppositionist activities has reached a 
certain limit that, while still worthy and necessary, does 

not add up to a sufficiently combustible mix to bring about 
regime change. In our view, only she and Oswaldo Paya have 
the nationwide name recognition to mobilize anything close to 
a million Cubans. In this context it is encouraging to hear 

her speak favorably about Paya. 

PARMLY 
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SUBJECT: T&T MEDIA FIRES BACK ON JAMAICA LNG 


REF: (A) PORT OF SPAIN 168, (B) KINGSTON 342 
SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: The media dogfight between Jamaica and Trinidad & 
Tobago over liquefied natural gas has escalated in response to 

Jamaican private sector calls for retaliation against trade with 

T&T. Tensions between the two CARICOM members have implications for 
momentum on regional integration, Venezuela\'s role in the region, 

and Alcoa\'s investments in Jamaica and T&T. While the T&T 
Manufacturers Association has attempted to smooth ruffled Jamaican 
feathers, T&T media is pushing back and also voicing doubt that 
Venezuela will be able to supply LNG to Jamaica. GOTT Energy 

Minister Saith publicly speculated that Venezuelan gas might be 

liquefied in Trinidad for sale to Jamaica. END SUMMARY. 


2. (U) An exchange between the heads of the T&T Manufacturers 
Association (TTMA) and the Jamaica Manufacturers Associations (JMA) 
has set off a new round in the media dogfight over prospects for T&T 

to supply liquefied natural gas (LNG) to Jamaica. 


3. (U) In a conversation with Econ Chief and later in a press 

interview published by the Trinidad Guardian March 14, TTMA 
President Paul Quesnel said that JMA President Doreen Frankson had 
threatened to lobby the GOJ to take action against imports from T&T 

if the GOTT does not come through on its MOU to supply LNG to 
Jamaica starting in 2009. Frankson had further complained that 
non-tariff barriers were blocking Jamaican businesses from entering 
the T&T market. Quesnel responded that T&T manufacturers too have 
difficulty with bureaucratic red tape and a shortage of industrial 

park space in T&T. Quesnel offered TTMA assistance to any Jamaican 
or other CARICOM business seeking to set up a business in Trinidad, 
and he invited Jamaica to participate in the TTMAYs upcoming Trade 
and Investment Convention. 


4. (U) Editorial commentary in the March 15 Guardian took aim at the 
\"anti-integrationist rhetoric from Jamaica\'s private sector,\" 

arguing that such rhetoric was \"absolutely not justified.\" The 

Guardian pointed out that the T&T-Jamaica MOU was \"an expression of 
intent\" and not \"a promise to supply\" LNG. In an extended analysis 

in the same issue, Business Guardian editor Anthony Wilson 

discounted past GOJ assertions that CARICOM national treatment 
should have a bearing on the price at which T&T would sell LNG to 
Jamaica. Wilson proposed instead a focus on reciprocity, since 
Jamaica needs LNG to expand alumina production and T&T needs alumina 
to smelt aluminum for prospective downstream manufacturing. 


5. (U) Turning to the LNG MOU reportedly signed March 12 by Jamaican 
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Prime Minister Portia Simpson Miller and Venezuelan President Hugo 
Chavez, the Guardian labeled it a \"fairy tale MOUW and noted that 
\"President Chavez signed the MOU without having in place any 
identifiable LNG facilities whatsoever.\" In T&T\'s case \"it took 
Atlantic LNG four years from the signing of the sales contracts (not 
the MOU) to the delivery of the first LNG shipment - and that was 
considered to be warp speed in the LNG industry at the time.\" By 
contrast, \"Venezuela has been trying since the early 1970s (more 
than 30 years) to get an LNG facility off the ground and...the 
closest the South American country has come is the framework 
agreement signed by Shell and Mitsubishi five years ago. Little has 
been heard of that project, involving two blue chip multinationals, 
since 2002. However, the Guardian editorial concluded, \"if 
Jamaica\'s private sector believes that President Chavez\' fairy-tale 
MOU will come through for it, it may stop trying to provoke Mrs. 
Simpson-Miller into declaring a trade war against T&T.\" 


6. (U) GOTT ministers have not responded publicly to calls from the 
Jamaican private sector for trade retaliation. However, GOTT Energy 
Minister Lenny Saith told reporters on March 13 that it was in fact 
Prime Minister Manning who suggested to PM Simpson Miller that she 
seek an LNG arrangement with Venezuela. Saith also suggested that 
because Venezuela does not have any facility to produce LNG, the 
Venezuelan LNG going to Jamaica \"might\" come from the fifth LNG 
train that the GOTT is currently contemplating, according to a story 

in the T&T Newsday. At the same time Saith emphasized that he was 
being very cautious not to make any unilateral statements as to how 
10 trillion cubic feet of natural gas reserves lying across the 
T&T-Venezuela border would be commercialized, a question left open 
by the framework unitization agreement recently initialed by the two 
countries (reftel A). 


6. (SBU) COMMENT: As our colleagues in Kingston have pointed out 
(reftel B), T&T-Jamaica tensions over LNG have significant 
implications for Venezuela\'s role as energy supplier to the region 

and for the momentum of economic integration under the CARICOM 
Single Market and Economy. There are also significant implications 
for Alcoa\'s investment in the region, as the company seeks cheap and 
reliable energy for both an expansion of alumina production in 
Jamaica and a new aluminum smelter in Trinidad. Alcoa can expect 
increased scrutiny and debate over its role in this issue and 

whether its investment is worth the opportunity cost to taxpayers in 
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the region. 


7. (SBU) COMMENT CONTINUED: We see the outlines of a deal among the 
governments in the LNG-for-alumina swap proposed by Anthony Wilson 
of the Guardian and in Lenny SaithYs suggestion that Venezuelan gas 


Column 3 

might feed a new LNG train in Trinidad -- providing Venezuela 
agrees. However that will not get LNG to Jamaica by 2009. A 
well-placed LNG industry contact tells us that if Venezuela had all 

of the contracts and financing in hand today, it would be lucky to 
deliver LNG on its own by 2012, and he was hard-pressed to think of 
a company with the necessary expertise that would be willing to 
invest in Venezuela in the current climate. Even T&T, with 

extensive experience in the business, would need three or four years 
to develop gas fields and bring on line a new LNG train that could 
supply new customers like Jamaica. END COMMENT. 
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E.O. 12958: DECL: 03/14/2017 

TAGS: UNHCR-1, PHUM, PREL, ZI 

SUBJECT: PRESSING AFRICANS TO SUPPORT UN HUMAN RIGHTS 
COUNCIL ACTION ON ZIMBABWE 

REF: GENEVA 633 (NOTAL) 

Classified By: DRL DAS Erica Barks-Ruggles. Reasons 1.4 (b) and (d). 


1. (U) Summary: The United States believes the UN Human 
Rights Council (HRC) should respond to the extremely brutal 
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attacks -- which resulted in at least one death -- by 
Zimbabwean authorities against opposition members during and 
after a peaceful prayer meeting on March 11. Posts are 
instructed to demarche host governments at an appropriately 
senior level, and President Konare as African Union President 
or his senior staff, in support of a response to these abuses 

by the UN Human Rights Council (HRC). In addition, posts are 
requested to deploy as soon as possible a robust public 
diplomacy strategy, to encourage local media to run pieces on 
the situation in Zimbabwe and the Human Rights Council\'s role 
in addressing it (but without associating these pieces with 

the U.S. efforts). For Pretoria Only: Ambassador should 
approach Aziz Pahad personally on this issue. End Summary. 


Background 


2. (U) Democratic opponents of the Mugabe regime gathered 
peacefully in a Harare suburb for a prayer meeting on March 
11, and were brutally attacked by government security forces. 
At least one person was killed, and others - including 
children - were wounded. Over a hundred people were 
arrested. Among others, Morgan Tsvangirai - a leader of the 
Movement for Democratic Change - was severely beaten after 
being detained. The full extent of Tsvangirai\'s injuries has 
not been confirmed, but he suffered serious injuries, 
including a skull fracture, for which he is now being treated 

in intensive care. Many of those who were arrested and 
assaulted by the police on March 11 remain in the hospital. 
The High Court ordered medical attention for those who had 
been beaten while in custody of Zimbabwe\'s authorities only 
after the High Court ordered they be brought before the court 
on March 13. 


3. (U) The funeral for the slain opposition activist Gift 

Tandare will be held on Monday, March 19. Morgan Tsvangirai 
said he intends to participate in the event if he is 

physically able to do so. The U.S. has called on the 
Government of Zimbabwe to exercise restraint at the funeral 
and to respect the democratic rights of the people of 
Zimbabwe to assemble and express their views peacefully. 


4. (U) The United States has strongly condemned the 
disgraceful abuse and mistreatment the detainees received at 
the hands of the police and has called on the Government of 
Zimbabwe to investigate and prosecute those responsible for 
this outrage. Secretary-General Ban, UK Foreign Secretary 
Beckett, UN High Commissioner for Human Rights Arbour, EU 
officials and others have joined in this international call 

for the respect of human rights in Zimbabwe. U.S. officials 
continue to monitor the situation carefully and will work to 
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insist that the victims receive proper medical treatment and 
legal counsel. 


5. (U) The USG believes strongly that the Human Rights 
Council (HRC), the UN\'s premier human rights body, has a 
responsibility to act when confronted by egregious human 
rights violations, notably as gross violations are emerging. 
The Council is currently in session in Geneva, which 
facilitates its taking action on Zimbabwe now. Individual 

HRC members (e.g., the UK, Canada, South Africa, Australia) 
have issued individual statements on the situation in 
Zimbabwe already, but a response from the HRC as a whole is 
warranted. British Foreign Secretary Beckett, in particular, 
has also called on the HRC to \"look into the situation in 
Zimbabwe urgently.\" 


6. (C) There are several alternatives for HRC action on 
Zimbabwe. These include: a statement by the President of the 
Council (which would require the consensus of all 47 
members), a Special Session (which would require 16 sponsors 
on the HRC), and a resolution (a majority of 24 needed to 
pass). The U.S. and UK Delegations in Geneva have 
coordinated closely and believe that a resolution is the best 
option for action, since the unanimity required for a 
Presidential Statement would likely water it down beyond use. 
However, posts should not/not share with host government at 
this time the ultimate objective of a resolution by the HRC 

on Zimbabwe. (This is particularly important given that our 
mission in Geneva is also working to build support among 
sub-Saharan HRC African members for a nearly concurrent 
resolution on Sudan, opposed by the Africa Group\'s Arab 
members.) To achieve a resolution, given the history of 
African solidarity to oppose UN resolutions on Zimbabwe, we 
will seek to build support over the co 

ming few days with key partners and particularly with the 
Africans. Once we have laid the groundwork with demarches, 
outreach in Geneva, and strategic calls from Washington as 
needed, the UK - working with our delegation -- plans to 
unveil a draft resolution in Geneva on/about March 22 (as the 
tabling deadline for draft resolutions is March 23). 


7. (U) (Note: The United States chose not to run for 
membership on the Human Rights Council in its initial year, 
2006-7, due to concerns that the body and its membership 
would not represent enough of an improvement over the deeply 
discredited body it replaced, the Commission on Human Rights. 
The HRC\'s record in its first year has been a major 
disappointment, with the body issuing eight resolutions 
condemning Israel, taking only weak action on Sudan, and 
addressing no other country-specific issues. For these 
reasons, the U.S. recently announced we will not run for 
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membership in the HRC\'s second year, 2007-8, either, but has 
committed publicly to remaining as an active observer there. 
End Note) End Background. 


Objectives 


8. (U) Posts are requested to contact UK embassy and 
coordinate on these demarches, delivering them jointly where 
appropriate and helpful. Posts should: 

-- Raise the seriousness of the security situation in 
Zimbabwe, emphasizing that further instability or violence in 
Zimbabwe has the potential to spill over to neighboring 
countries. 

-- Express serious concern about the brutality of the 

attacks, noting 

that we are not seeking to politicize the situation, but that 
threats, physical beatings and arbitrary detention of 

citizens engaging in peaceful activities must stop. 

-- Urge host governments, in their national capacity, to 
condemn the barbaric events in Zimbabwe. 

-- Indicate that the Human Rights Council was created 
specifically to address urgent situations such as this, and 
that it has a responsibility to address such atrocities. 

-- Note that that a failure by the HRC to address this urgent 
and pressing human rights matter would raise further doubts 
about the body\'s credibility, particularly when viewed with 

its deeply disappointing record to date. The Council must 
take action on Zimbabwe - both to protect the rights of the 
people of Zimbabwe and to protect its own future. 

-- (For all action addressees except Kenya and Mozambique, 
which are not HRC members) Ask host government to send 
instructions to their missions in Geneva to support some sort 
of HRC action -- preferably by consensus -- to address this 
situation during the current HRC session (which runs through 
March 30). Missions should also be instructed to be in close 
contact with the U.S. and UK delegations in Geneva to 
coordinate. 


REPORTING DEADLINE 


9. Embassy should report results of efforts by cable to 

DRL/MLGA Julieta Noyes and IO/RHS Doug Rohn by OOB Wednesday, 
March 21. 

RICE 
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E.O. 12958: N/A 

TAGS: ACABQ, AORG, APER, PREL, UNGA/C-5, UNGA/C-6 
SUBJECT: ARGENTINA: DEMARCHE ON UN REFORM, INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: SECSTATE 31831 


PolOff delivered reftel talking points to Secretary Carolina 
Gigghino in the Foreign Ministry\'s Office of International 
Organizations. Gigghino stated that she would pass the 

points to the Argentine delegation at the UN, but explained 

that the GoA is likely to back the European Union\'s efforts 

to push for a resolution to the UNVs internal system of 
Administration of Justice by March 30. She said the GoA 

views the lack of access to justice for UN personnel as 
precarious, and the GoA believes it is important to achieve 

at least a minimum consensus on the proposed reforms in order 
to move forward on fundamental and necessary improvements to 
personnel issues within the UN. Gigghino also said that 

these types of negotiations always carry some sort of expense 
for all member nations, and that the GoA does not view the 
financial implications of the proposed reforms as especially 
costly or inefficient. 

WAYNE 
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E.O. 12958: DECL: 03/14/2017 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: G-8 AMBASSADORS WANT TO HANG TOUGH ON PARIS CLUB 
SOLIDARITY 


REF: BUENOS AIRES 140 
Classified By: Ambassador E.A. Wayne for Reasons 1.4 (b,d) 


Summary 

1. (C) The German Embassy hosted a March 13 meeting of 
Ambassadors representing Argentina\'s top ten Paris Club 
creditors. Spain justified its bilateral treatment of its 

2001 loan to Argentina, but promised solidarity on other 
bilateral debt. Participants generally agreed that: 1) an 

IMF comfort letter was likely insufficient for a 

restructuring deal, noting concerns over setting a bad 
precedent; 2) progress was unlikely before the October 
elections; 3) solidarity was the best leverage to keep the 
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GoA from attempting to pick off individual creditors or 
criticizing the Paris Club to gain votes in the October 
election; 4) the lack of political pressure and easy access 

to financing (including from Venezuela) reduced pressure on 
the GoA to reach a solution; and 5) the GoA had not 
sufficiently explained its inability to pay arrears. End 
Summary. 


Germans host G-8 plus for Paris Club discussions 

2. (C) At Post\'s suggestion, and under the guise of the 2007 
G-8 agenda, German Ambassador Rolf Schumacher hosted a March 
13 lunch for G-8 Ambassadors, plus Spain and the Netherlands, 
to discuss Paris Club issues. These countries represent 
Argentina\'s top ten Paris Club creditors. (Comment: Russia\'s 
lending to Argentina is minimal, but Germany included the 
Russian Ambassador to maintain the perception -- in case of 
leaks to the GoA or media -- that this was a G-8 event, and 

not an attempt to fortify Paris Club solidarity against GoA 
attempts to conclude one-off deals with individual creditors. 

End Comment). The Spanish and French sent DCMs, but 
Ambassadors represented all other missions. 


Spain on-board with Paris Club solidarity 

3. (C) The Spanish DCM preempted possible criticism of 
Spain\'s bilateral debt restructuring deal with Argentina (see 
reftel) by assuring Spain\'s support for showing and 
maintaining solidarity. He said Spain had arranged for 
separate treatment of its $1 billion loan, which it lent to 

the GoA in 2001 in conjunction with an IMF disbursement. 
However, he said the GoS would exclusively seek treatment of 
its other loans (approximately $680 million) through the 

Paris Club. 


Ambassadors skeptical of idea of IMF comfort letter 

4. (C) The Spanish DCM wondered if an IMF comfort letter 
would be enough to move forward with a rescheduling deal, 
although he also questioned whether even this would be 
possible, given President Kirchner\'s frequent public 
rejection of any IMF role in Paris Club negotiations. Other 


participants were very skeptical that a comfort letter would 
be enough to justify a restructuring, especially given 
IMF-Argentine relations, and argued that the Paris Club 
needed to avoid setting a bad precedent for other countries 
seeking treatment in the future. 


Ambassadors assure no bilat talks ongoing 
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5. (C) All participants assured the group that, contrary to 
persistent rumors in the local media, they were not 
negotiating bilaterally with the GOA. The French DCM and 
German Ambassador specifically stated that there were no 
separate talks underway and that, according to their 
understanding, neither of their export credit agencies would 
be able to act with Argentina until a Paris Club agreement 
was underway. (Note: Local press reports have stated that 
the GoA was attempting to complete individual deals with 
Germany -- the largest creditor with over $2 billion in loans 
-- and France. End Note). The participants acknowledged 
that a significant part of the GOA\'s motivation for resolving 
the Paris Club situation was to gain and announce access to 
export credit agencies for big infrastructure projects (i.e., 
thermal energy plants and high speed rail), preferably prior 
to the October elections. 


Notable lack of progress, and elections looming 

6. (C) Participants also agreed that no progress was evident, 
and the GoA was not making serious offers. Several 
Ambassadors were skeptical that a deal would be reached 
before October elections in Argentina, and the UK and the 
Dutch thought that chances were not great even afterwards. 
Most thought that the President had authorized Economy 
Minister Miceli to explore a deal in late 2006, but on the 
condition that the IMF would impose no/no conditionality nor 
play any overt supervisory role in a rescheduling. Miceli 

saw the advantages of reaching a deal, particularly in 
opening access to export credit agencies. She then moved to 
cut a deal under these conditions, and has also been testing 
individual countries\' openness to bilateral negotiations. 
\"They are going fishing," as the UK Ambassador put it. All 
participants concluded that the GoA was trying to divide the 
Paris Club and that the strongest leverage creditors had was 
to hang tough and stay united. 


Why can\'t Argentina just pay? 

7. (C) Participants also agreed that the GOA had not 
demonstrated sufficiently why it could not just start paying 

its arrears to Paris Club creditors. The UK Ambassador said 
GoA officials had told him they preferred to use their 
resources for investment in Argentina, and he wondered why 
the GoA could not also pay its debts. There was discussion 
that the Argentines could come up with their own unilateral 
plan and just start paying arrears, since they have the 
money. Several thought this option might be attractive to 
the GOA as it would avoid the IMF complication. (Comment: 


Column 3 

Economic Ministry officials have expressed interest in this 
option, but insist that it must allow access at least to 

German and French export credit agencies, and must also come 
with some kind of agreement that allows the President to 
announce that he has resolved the Paris Club debts. See 
septel. End Comment) 


Notable lack of pressure on Argentina 

8. (C) Participants felt that there was no political pressure 

on the GOA to solve the Paris Club debt problem. 
Furthermore, Argentina\'s solid financial situation and the 
apparent largess of its new Venezuelan partner reduced the 
financial pressure, because the GoA was not as pressed to 
obtain export credit agency financing for infrastructure 
investment. \"A lot of people in the government think that 
they can live just fine with what they have,\" as one European 
Ambassador put it. 


9. (C) The German Ambassador noted that they fact of not 
solving the problem does not cost Kirchner domestically; in 
fact, the Italian Ambassador wondered if Kirchner might 
actually be setting up the Paris Club (as an institution) for 
criticism later as an \"outside force." in order to garner 

votes in the election. This would be similar to Kirchner\'s 
frequent outbursts against the IMF. The government\'s strange 
use of press leaks might support this conclusion. 

Participants expressed concern with the governmentVs practice 
in recent months of leaking details about Paris Club talks. 

The press articles often quote GoA officials saying that 
negotiations are moving forward, or even near completion, 
despite the lack of any real movement in Paris (see septel). 


Bond holdouts still a sticking point for some 

10. (C) The Italian Ambassador commented that the issue of 
the holdouts from Argentina\'s 2005 debt exchange was still 
politically sensitive (with 400,000 bondholders involved), 
although he said it was relegated for the most part to the 
courts and the ICSID case. He said Kirchner had bluntly 
refused during his September 2006 meeting with Italian Prime 
Minister Prodi to consider any political solution (a big 

\"no\"), stating that the issue had to be handled by the 

lawyers. The German, Japanese and U.S. Ambassadors described 
legal and other steps still being taken by their citizen bond 
holders. The general consensus was that this issue would not 
be addressed easily by GOA, and not quickly. 


Comment 


11. (C) Post initiated this meeting and worked with German 


Column 3 

Embassy counterparts to have Ambassador Schumacher serve as 
host, though the idea originally comes from the Dutch 
Ambassador who was very concerned about Argentina\'s divide 
and conquer strategy. Germany\'s role as G-8 and EU President 
in 2007 provided cover in case the existence of the meeting 
leaked to the press or GoA. Post chose to maintain a low 


U.S. profile, to avoid being seen as leading the effort to 

circle the PC wagons. The purpose of the meeting was to 
exchange notes on the different missions\' interactions with 
government officials. It is heartening to learn that all the 
missions seem under instructions to adhere to Paris Club 
solidarity. However, the conclusion of the meeting is that 

the window may have closed for an agreement prior to the 
October elections. The Japanese Ambassador suggested that 
the group meet again to compare notes. End Comment. 
WAYNE 
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EXIM BANK FOR MICHELE WILKINS 

OPIC FOR JOHN SIMON, GEORGE SCHULTZ, RUTH ANN NICASTRI 
USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 


E.O. 12958: DECL: 03/14/2017 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: PARIS CLUB STILL IN THE NEWS IN ARGENTINA, AND GOA 
CONTINUES TO PURSUE RESTRUCTURING OPTIONS 


REF: A. BUENOS AIRES 383 


B. BUENOS AIRES 242 
C. BUENOS AIRES 247 
D. BUENOS AIRES 140 


Classified By: Ambassador E.A. Wayne for Reasons 1.4 (b,d) 


Summary 

1. (C) The Ambassador spoke March 14 with Cabinet Chief 
Alberto Fernandez to clarify Fernandez statement to the 

press that Argentina was \"very close to concluding a Paris 
Club deal. The Ambassador noted that negotiations were 
stalled and big differences remained over the role of the 

IMF. Fernandez acknowledged that the best way forward might 
be for the GoA to develop its own payment plan, and agreed to 
discuss it with Economy Minister Miceli. Separately, Finance 
Secretary Chodos told Econoff that he planned to present new 


SIPDIS 

arguments to Treasury during the upcoming IDB meeting in 
Guatemala for why Paris Club creditors should consider 
rescheduling Argentina\'s debt without requiring an IMF 
agreement. He also expressed interest in a bilateral meeting 
between Treasury Secretary Paulson and Economic Minister 
Miceli during the April IMF/World Bank meetings. End Summary. 


Conversation with Cabinet Chief Fernandez 

2. (C) Ambassador spoke with Cabinet Chief Alberto Fernandez 
regarding a March 13 Reuters story that quotes Fernandez as 
saying Argentina was very close" to concluding a deal with 


Column 3 

the Paris Club. The Ambassador noted that the story was 
incorrect and registered his \"low-key\" concern about sending 
an incorrect message in public, which could complicate 
efforts to work with the Paris Club. Fernandez explained 

that he had only meant to signal that the Economic Ministry 
was still working hard for an accord and that Argentina did 
want to find a way to pay its debt. He noted that \"very 
close might have a different connotation in English than in 
Argentine Spanish. 


3. (C) The Ambassador noted that there had been no 
negotiations underway for some time and that big differences 
remained, especially surrounding the role of the IMF, which 
was an important Paris Club norm (see septel for report of 
G-8 Ambassadors\' discussion of Paris Club). Fernandez 
acknowledged that Paris Club norms and regulations were a 
problem, especially given Argentina\'s position on the IMF 
(reftels). 


4. (C) The Ambassador asked if Argentina had considered 
presenting its own payment plan, and noted that this idea had 
been informally discussed with Economy Minister Felisa Miceli 
and her team. Fernandez agreed that in the end this might be 
the way for Argentina to proceed and that he had discussed it 
with Miceli and would again. He said the good news was that 
Argentina wanted to pay. He also said he had been careful 
not to criticize anyone in his public remarks. The 


Ambassador said the U.S. also wanted to get the Paris Club 
debt problem solved and would continue to work toward that 
end with our Paris Club partners and Argentina. 


Finance Secretary Seeks Options 

5. (C) In a separate telcon on March 13, Finance Secretary 
Chodos told Econoff that, despite clear messages from the USG 
and other Paris Club creditors, the Economic Ministry was 

still developing arguments for why creditors should consider 

a rescheduling agreement with Argentina, without requiring an 
IMF agreement. He said he would pursue some of his ideas 
during his March 18 bilateral meeting with Treasury DAS Nancy 
Lee, on the margins of the IDB annual meetings in Guatemala. 


6. (C) Chodos commented that Argentina could potentially be 
seen as a positive Paris Club precedent, given the potential 
for similar situations to arise in the future. He said he 

had been reviewing other countries\' experiences, and noted 
several other large emerging market countries with sizable 
debts to Paris Club members that did not have current IMF 
agreements. He claimed that this was part of a worldwide 
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trend away from IMF financing programs. In particular, he 
listed Indonesia, with 38% of its total external debt to 

Paris Club creditors, Algeria, with 57%, and Egypt, with 56%. 


7. (C) Given the potential that these countries could 

experience debt sustainability crises in the future, Chodos 
argued that creating an orderly debt rescheduling deal with 
Argentina now could serve as a useful precedent for similar 
negotiations in the future. (Note: Chodos acknowledged 
Econoff\'s comment that the issue of precedent was one of many 
reasons the U.S. required an IMF agreement. He said Treasury 
had explained to him in past meetings that the IMF agreement 
ensures maximum payment to the U.S., and thus obviates the 
need to score the deal against the budget or seek specific 
Congressional authorization. End Note) 


8. (C) In addition to discussing these options, Chodos said 

he hopes to present theQA\'s analysis of its financing 
constraints to DAS Lee during their meeting in Guatemala. 
Minister Miceli is currently reviewing the paper, which 

Chodos asserted would bolster the government\'s arguments for 
a rescheduling agreement. 


9. (C) Chodos commented that he was not necessarily opposed 
to an arrangement where Argentina would begin payment of 
Paris Club arrears according to its own schedule. However, 

he said it would be politically difficult to sell, 

particularly during an election year. He predicted that the 

GoA would not be able to get public support for unilateral 
payment of arrears -- using funds that could be used for 
education and infrastructure -- unless the GoA could show 
some benefit. He listed examples as: 1) access to export 
credit agency financing (Note: we know he is referring to 
Germany\'s Hermes and France\'s COFACE, which would facilitate 


their financing of capital goods exports to support priority 
energy and high-speed rail projects); and 2) a public 
agreement that allows the President to announce to the 
public, \"I solved it." 


10. (C) Chodos expressed regret that Treasury Secretary 
Paulson was unable to accept Minister Miceli\'s request for a 
bilateral meeting in Guatemala. (Note: Econoff attributed 
itto scheduling issues. End Note) He said the Minister 
would be very interested to meet with Paulson during the 
IMF/World Bank meetings in April, and noted that this would 
help avoid press speculation about the state of 
U.S./Argentine relations and Paris Club talks. 

WAYNE 
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STATE PASS ISN/CATR KESSLER 


E.O. 12958: DECL: 03/15/2027 
TAGS: PARM, PREL, ETTC, CA 
SUBJECT: CANADA RESPONSE RE: COMMERCIAL REMOTE SENSING 


REF: STATE 31808 


Classified By: Political Officer Brett Mattei, 
Reasons: 1.4 (b) and (d). 


1. (SBU) We delivered reftel on March 14 to Department of 
Foreign Affairs and International Trade (DFAIT) Senior Policy 
Adviser for Science and Technology Phillip Baines, who 
expressed appreciation for para 9 reminder and para 10 draft 
text. 


2. (C) Per reftel para 9, Baines said he would soon complete 
and send Customer Access Profiles for Taiwan and China to J. 
Christian Kessler at ISN/CATR. 


3. (C) Turning to reftel para 10 draft text, Baines said it 

would take him a few days to digest the contents but that he 
expected to complete a response \"shortly.\" Canadian Embassy 
personnel in Washington would then convey it to ISN/CATR. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 


DICKSON 
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SIPDIS 
SENSITIVE 


PARIS PASS USOECD 


E.O. 12958: N/A 

TAGS: PHUM, OECD, PREL, EAID, KDEM, CA 

SUBJECT: CANADA TO SUPPORT US POSITION ON PARTNERSHIP FOR 
DEMOCRATIC GOVERNENCE 


REF: STATE 28310 


(SBU) We delivered reftel demarche to Department of Foreign 
Affairs and International Trade (DFAIT) Human Security Policy 
Advisor Jeff Senior on March 9, and followed up with the 
Assistant Deputy Minister Drew Fagan on March 10. Senior 
told us on March 14 that Canada was finalizing a \"positive 
response" that would support the proposal to house the PDG at 
the OECD. Senior said that Canadian officials would soon 
convey their detailed response directly to U.S. officials at 

the OECD. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 


DICKSON 
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E.O. 12958: DECL: 03/15/2017 

TAGS: UNHCR-1, PHUM, PREL, ZI 

SUBJECT: PRESSING HUMAN RIGHTS COUNCIL MEMBERS AND ACTIVE 
OBSERVERS TO TAKE URGENT ACTION IN RESPONSE TO EVENTS IN 
ZIMBABWE 


REF: GENEVA 633 (NOTAL) 
Classified By: DRL DAS Erica Barks-Ruggles. Reasons 1.4 (b) and (d). 


1. (U) Summary: The United States believes the UN Human 
Rights Council (HRC) must respond to the extremely brutal 
attacks -- which resulted in at least one death -- by 
Zimbabwean authorities against opposition members during and 
after a peaceful prayer meeting on March 11. Posts are 
instructed to demarche host governments at political director 
or equivalent level, in support of a response to these abuses 
by the UN Human Rights Council (HRC). In addition, posts are 
requested to deploy as soon as possible a robust public 
diplomacy strategy, to encourage local media to run pieces on 
the situation in Zimbabwe and the Human Rights Council\'s role 
in addressing it (but without associating these pieces with 
the U.S. efforts). Summary. 


Background 


2. (U) Democratic opponents of the Mugabe regime gathered 
peacefully in a Harare suburb for a prayer meeting on March 
11, and were brutally attacked by government security forces. 
At least one person was killed, and others - including 

children - were wounded. Over a hundred people were 
arrested. Among others, Morgan Tsvangirai - a leader of the 
Movement for Democratic Change - was severely beaten after 
being detained. The full extent of Tsvangirai\'s injuries has 
not been confirmed, but he suffered serious injuries, 


Column 3 

including a skull fracture, for which he is now being treated 

in intensive care. Many of those who were arrested and 
assaulted by the police on March 11 remain in the hospital. 
The High Court ordered medical attention for those who had 
been beaten while in custody of Zimbabwe\'s authorities only 
after the High Court ordered they be brought before the court 
on March 13. 


3. (U) The funeral for the slain opposition activist Gift 

Tandare will be held on Monday, March 19. Morgan Tsvangirai 
said he intends to participate in the event if he is 

physically able to do so. The U.S. has called on the 
Government of Zimbabwe to exercise restraint at the funeral 
and to respect the democratic rights of the people of 
Zimbabwe to assemble and express their views peacefully. 


4. (U) The United States has strongly condemned the 
disgraceful abuse and mistreatment the detainees received at 
the hands of the police and has called on the Government of 
Zimbabwe to investigate and prosecute those responsible for 
this outrage. Secretary-General Ban, UK Foreign Secretary 
Beckett, UN High Commissioner for Human Rights Arbour, EU 
officials and others have joined in this international call 

for the respect of human rights in Zimbabwe. U.S. officials 
continue to monitor the situation carefully and will work to 
insist that the victims receive proper medical treatment and 
legal counsel. 


5. (U) The USG believes strongly that the Human Rights 
Council (HRC), the UN\'s premier human rights body, has a 
responsibility to act when confronted by egregious human 
rights violations, notably as gross violations are emerging. 
The Council is currently in session in Geneva, which 
facilitates its taking action on Zimbabwe now. Individual 

HRC members (e.g., the UK, Canada, South Africa, Australia) 
have issued individual statements on the situation in 
Zimbabwe already, but a response from the HRC as a whole is 
warranted. British Foreign Secretary Beckett, in particular, 
has also called on the HRC to \"look into the situation in 
Zimbabwe urgently\" as has Australia. 


6. (C) There are several alternatives for HRC action on 
Zimbabwe. These include: a statement by the President of the 
Council (which would require the consensus of all 47 
members), a Special Session (which would require 16 sponsors 
on the HRC), and a resolution (24 needed to pass). The U.S. 
and UK Delegations in Geneva have coordinated closely and 
believe that a resolution is the best option for action, 

since the unanimity required for a Presidential Statement 

would likely water it down beyond use. However, posts should 
not/not share with host government at this time the ultimate 
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objective of a resolution by the HRC on Zimbabwe (exception 

is Canberra, which already knows and is working to support 

the strategy). It\'s important not to mention the possibility 

of a resolution now because we want to avoid any potential 

for a backlash to this sensitive proposal. Our mission in 
Geneva is also working to build support for a nearly 

concurrent resolution on Sudan, opposed by several Africa 
Group members. Early ann 

ouncement of our hope for a resolution could damage prospects 
for a Sudan resolution given Africa Group politics. Instead, 

we seek to consult and build consensus over coming days with 
key partners, including democracies either on the HRC or 
engaged as active observers there. Once we have laid the 
groundwork with demarches, outreach in Geneva, and strategic 
calls from Washington as needed, the UK - working with our 
delegation -- plans to unveil a draft resolution in Geneva 
on/about March 22, as the tabling deadline for draft 

resolutions is March 23. 


7. (U) (Note: The United States chose not to run for 
membership on the Human Rights Council in its initial year, 
2006-7, due to concerns that the body and its membership 
would not represent enough of an improvement over the deeply 
discredited body it replaced, the Commission on Human Rights. 
The HRC\'s record in its first year has been a major 
disappointment, with the body issuing eight resolutions 
condemning Israel, taking only weak action on Sudan, and 
addressing no other country-specific issues. For these 
reasons, the U.S. recently announced we will not run for 
membership in the HRC\'s second year, 2007-8, either, but has 
committed publicly to remaining as an active observer there. 
End Note) End Background. 


Objectives 


8. (U) Posts should: 

-- Express serious concern about the brutality of the 
attacks, noting 

that we are not seeking to pillory the government of Zimbabwe 
but that threats, physical beatings and arbitrary detention 

of citizens engaging in peaceful activities must stop. 

-- Raise the seriousness of the security situation in 
Zimbabwe, emphasizing that further instability or violence in 
Zimbabwe has the potential to spill over to neighboring 
countries. 

-- Urge host governments that have not already done so to 
condemn the barbaric events in Zimbabwe. 

-- Indicate that the Human Rights Council was created 
specifically to address urgent situations such as this on 
behalf of the international community as a whole, and that it 
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has a responsibility to address this matter in the face of 

such atrocities. 

-- Note that a failure by the HRC to address this urgent and 
pressing human rights matter would raise further doubts about 
the body\'s credibility, particularly when viewed with its 

deeply disappointing record to date. The Council must take 
action on Zimbabwe - both to protect the rights of the people 
of Zimbabwe and to protect its own future. 

-- Solicit host country views on the human rights violations 

in Zimbabwe and on possible action that the UN through the 
Human Rights Council could take. 

-- Ask host government to send instructions to their missions 
in Geneva to support some sort of HRC action to address this 
situation during the current HRC session (which runs through 
March 30). Their delegations should be instructed to 
coordinate closely with the U.S. delegation in Geneva to 
coordinate strategy. 


REPORTING DEADLINE 


9. Embassy should report results of efforts by cable to 

DRL/MLGA Julieta Noyes and IO/RHS Doug Rohn by OOB Wednesday, 
March 21. 

RICE 
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E.O. 12958: DECL: 03/12/2017 

TAGS: ENRG, IR, KNNP, MNUG, PARM, PREL, TRGY 
SUBJECT: IRAN RELATED BRIEFINGS 

REF: A. STATE 27549 


B. USUN 174 


Column 3 
Classified By: Ambassador Jackie W. Sanders. E.O. 12958. Reasons 1.4 ( 
B&D) 


1. (S) On 09 March Ambassador Sanders and Chief of Station\'s 
(COS) senior representative at USUN delivered reftel 

sensitive briefing on Iran\'s nuclear weapons program to 
Panama\'s Permanent Representative to the United Nations (UN) 
Ambassador Ricardo Arias and to Italy\'s Permanent 
Representative to the UN Ambassador Marcelo Spatafora. 
Ambassador Arias described the information as convincing and 
did not pose any follow-up questions. Ambassador Spatafora 
likewise found the material to be valuable and only asked if 

the information contained in the briefing had been recently 
acquired. Both Ambassadors accepted the nonpaper and stated 
they would review it carefully. 


2. (S) At the conclusion of the Iranian weapons program 
briefing, Ambassador Spatafora took the opportunity to 
forcefully describe his level of frustration at being 

excluded from the P-5 plus 1 negotiations of the Iran 
sanctions resolution. Pulling out a just received 

instructions cable from Rome, Spatafora launched into an 
emphatic warning regarding the possible consequences of not 
involving Italy in the early negotiations of the sanctions 
resolution. Spatafora noted that while Rome and the Italian 
Embassy in Washington may appear compliant and unconcerned 
with the negotiations, that he had received clear 

instructions from the Foreign Minister to object to the 
resolution if the economic sanctions in that resolution make 
Italy pay more!" than other nations. Spatafora emphasized 
that Italy agreed with the need for a sanctions resolution 

but that Italy will not simply go along with a resolution it 

has not been a party to negotiating. Spatafora vehemently 
complained about being kept in the dark by his EU colleagues 
and noted repeatedly that what information he has on the 
status of the resolution comes from the open press and not 
his EU colleagues. 


3. (S) Ambassador Sanders thanked Ambassador Spatafora for 
his candor and encouraged him to express his views to his EU 
colleagues. Additionally, Ambassador Sanders provided a 
general update on the status of the negotiations and assured 
Spatafora that USUN would take his views into account. 

WOLFF 
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SENSITIVE 
SIPDIS 


DEPT FOR WHA/AND AND EB/OMA 
TREASURY FOR STEPHEN GOOCH 


E.O. 12958: N/A 

TAGS: EFIN, ECON, PGOV, EC 

SUBJECT: Bank Holiday Rumors Provoke Nervousness and Presidential 
Rebuttal 


Ref: A) Quito 587, B) Quito 556, C) Quito 554 


1. (SBU) Summary. An unfounded rumor that banks would be closed 
for a \"bank holiday" circulated around Ecuador on March 13 and 14. 
According to banking contacts, many nervous clients called the banks 
to ask about the rumor, but actual withdrawals were minimal and not 
threatening to the banks. President Correa made a special evening 
televised address to dismiss the rumor and assert that it was being 
spread by the political opposition. Banking operations were 
reportedly normal the morning of March 15. End summary. 


2. (SBU) Consulate Guayaquil first heard of rumors on Tuesday, 
March 13 from a range of contacts in Guayaquil that there would be a 
\"bank holiday" in Ecuador. Since many Ecuadorians had lost money 
during a \"bank holiday" provoked by the 1999 banking crisis, these 
contacts had withdrawn funds from their banks. Subsequent 
conversations with Quito-based banks also support the view that the 
rumors about a bank holiday originated in Guayaquil. 


3. (SBU) On Wednesday, March 14 the rumor had become more 
widespread. Most of the banks we contacted confirmed that they had 
received numerous calls from clients who were nervous about rumors 
of a bank holiday or changes in banking regulations. The banks said 
that they told their customers that Ecuadorian law prohibits any 
government official from declaring a bank holiday. 


4. (SBU) The banks we contacted reported that on Wednesday there 
had been some withdrawals, but the magnitude of the withdrawals was 
small and did not put any pressure on their banks. One contact said 
that interbank clearing data from Wednesday evening did not show any 
danger signals for the system as a whole or any individual banks, 
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and that sector-wide liquidity was three times that which is 
\"necessary.\" As of Thursday morning, one contact said that his bank 
was not seeing any signs of nervousness; this was reaffirmed by 
contacts at the banking association. 


5. (U) The rumors did take on sufficient force, however, that 
President Correa made a public statement on March 14 denying that 
there would be a bank holiday. Correa also asserted that the rumors 
had been started by the political opposition, namely members of 
congress whose political rights were stripped by the Supreme 
Electoral Tribunal (reftels) and fanned through the use of anonymous 
call centers. Correa also said that the economy is in \"excellent 
health,\" and the most prosperous part of the economy is the banking 
sector which enjoyed record profits. Minister of Economy Ricardo 
Patino also issued a statement on March 14 that there would not be a 
bank holiday and appeared on morning TV programs on March 15 
reiterating the same message. 


Comment 


6. (SBU) We believe that the rumors were unfounded. It is possible 
that the rumors were promulgated by some group that is opposed to 
the Correa administration, but we do not know if there are any 
grounds for CorreaWs assertion that the defrocked members of 
congress are behind them. 


7. (SBU) While the broad banking system is sound, particularly the 
larger banks which have ample liquid off-shore assets, the rumors 
spread rapidly through a populace ready to believe there could be a 
banking crisis. Not only did Ecuador suffer a recent banking 

crisis, but in the last two months there has been nervousness about 
the direction of Correa\'s economic policies. There was a notable 
drop in demand deposits in the second half of February, although 
deposits largely recovered in March. Even so, four smaller banks 
have suffered a more pronounced fall in demand deposits - between 12 
to 20 percent, according to data through March 2 (before the rumors 
spread) - and these banks would be particularly vulnerable to 
additional nervousness. We believe the banking system is 
sufficiently strong that it will survive the closure of one or two 

small banks, but if several small banks failed simultaneously it 

could put pressure on the larger, healthier banks. 


7. (SBU) That so many people were spooked by an unfounded rumor 
will hopefully alert the Correa administration to the importance of 
public confidence in the banking sector and temper the government\'s 
inclination to impose stricter controls over the banks. 


Jewell 
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EMBASSY TEL AVIV: PLEASE PASS TO AID/HOWARD SUMKA. 


E.O. 12958: N/A 

TAGS: EAID, JA, IS, EAGR, KWBG, JO, ENRG 

SUBJECT: JAPAN ANNOUNCED USD 12.6 MILLION TO THE 
PALESTINIANS. 


REF: TOKYO 01005 


1. (U) At the March 14-15 visit of Cabinet-level officials 

from Israel, Jordan and the Palestinian Authority (reftel), 
Foreign Minister Aso announced additional assistance to the 
Palestinians. Although the two-day meeting focused on 
\"confidence buildingW and the \"Corridor for Peace and 
Prosperity Initiative\", FM Aso announced USD 12.6 million of 
grant assistance to the Palestinians. This assistance 
includes USD 7.2 million of humanitarian assistance which 
earlier had been announced on March 2. These funds will be 
directed through the multilateral organizations with UNDP 
targeting the agricultural sector, UNRWA providing medical 
assistance, and UNFPA targeting maternal and child health. 


2. (U) New funds totaling USD 4.4 million will include Yen 

500 million to be directed through UNRWA for food assistance, 
and Yen 100 million directed through FAO targeting assistance 
to farmers in poverty. MOFA Second Assistance Planning 
Division Deputy Director Usui told AID Counselor these two 
programs of USD 4.4 million will be officially announced 
through UNRWA and FAO on March 18 and 19 respectively. 


3. (U) Additional details concerning the confidence 
building meetings and the Corridor of Peace and Prosperity 
Initiative will be reported septel. 
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OSD FOR LAWLESS/SHINN/HILL/BASALLA; COMUSJAPAN FOR J00/ 
J01,/J4/J5 


E.O. 12958: DECL: 03/13/2017 

TAGS: MARR, PGOV, PREL, JA 

SUBJECT: AVM MORIYA BLAMES DEFMIN KYUMA FOR UNDERMINING 
DPRI IMPLEMENTATION 


REF: NAHA 47 
Classified By: Ambassador J. Thomas Schieffer, Reasons: 1.4 (b/d) 


1. (S) Summary: Ministry of Defense (MOD) Administrative Vice 
Minister Takemasa Moriya accused Defense Minister Fumio Kyuma 
of derailing negotiations with the Okinawa Prefectural 

Government (OPG) on implementation of the May 1, 2006 Defense 
Policy Review Initiative (DPRI) agreement during an informal 

March 8 dinner. Moriya accused Kyuma of reaching a secret 

deal with Governor Hirokazu Nakaima to adjust the 

construction plan for the Futenma Replacement Facility (FRF) 
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agreed upon by the Security Consultative Committee (SCC) last 
year. Moriya claimed that Nakaima was motivated only by 
business interests and can no longer be trusted as a partner 

in the implementation process. He added that MOD is 
considering coercive measures that had been contemplated last 
year in the case of an opposition victory in the November, 

2006 Governor election. End Summary. 


2. (S) During a March 8 dinner hosted by Independent Okinawan 
Diet Member Mikio Shimoji, MOD AVM Moriya lashed out a 
Defense Minister Kyuma for sabotaging implementation of the 
FRF portion of the May 1, 2006 Alliance Transformation 
Roadmap. Moriya said that it is increasingly clear that 

Kyuma had secretly promised Gov. Nakaima that he could 
deliver a bilateral agreement to move the FRF\'s \"V-shape\" 
runway off-shore and is unwilling to back out of this 

commitment regardless of pressure from Washington or his own 
government. 


3. (S) Moriya said he was unsure of why Kyuma got himself 
into this fix, but suggested that it may be related to 
under-the-table financial dealings with local business 

interests. Moriya was less speculative about Nakaima\'s 
motives, asserting that the Governor is beholden only to his 
business cronies and unconcerned about the interests of other 
local political leaders or the residents of Okinawa. Moriya 

said that neither Nakaima nor Vice Governor Nakazato could be 
trusted, and characterized Nakaima as \"just as bad as (former 
Govs.) Inamine or Ota.\" While characterizing Kyuma as the 
main trouble-maker within the central government on the FRF, 
Moriya said that Finance Minister Koji Omi, Okinawan Affairs 
Minister Sanae Takaichi, and National Security Assistant 
Yuriko Koike have also tried to insert themselves in 

unhelpful ways for various personal or financial reasons. 


4. (S) Moriya asserted that Kyuma has seriously put himself 

in a corner over the FRF. Kyuma knows that Prime Minister 
Shinzo Abe is furious with his freelancing, but is clearly 

even more concerned about the prospect of failing his 

partners in Okinawa. Given the circumstances, Moriya claimed 
that Kyuma has only two ways out: convince the USG to change 
the FRF plan or get himself fired by the Prime Minister. 

Moriya suggested that Kyuma could cite expulsion from the 
cabinet to explain to his Okinawan associates why he was 
unable to deliver his end of the deal on the FRF. Moriya 
asserted that Kyuma\'s decision not to pursue a 2 2 meeting in 
March was based on concern that it would reveal that his 

effort to change the USG position on the FRF had failed. 


5. (S) Moriya singled out Higashi Namakon Corp. CEO Hirotsugu 
Nakadomari as the key figure in the initiative to move the 
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FRF off-shore. According to Moriya, Nakadomari worked for 
former Okinawan Gov. Nishime and had planned a political 
career of his own. A political scandal severely tarnished 
Nakadomari\'s name, making a run for office impossible. 
Instead of seeking election himself, Nakadomari turned to the 
construction business and backroom politics. Moriya said 
Nakadomari has managed to leverage his money and political 
acumen to position himself as the \"kingmaker\" in northern 
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Okinawa politics. 


No More Carrots? 


6. (S) Moriya suggested that recent actions by Kyuma and, 
especially, Nakaima have totally ruined prospects for a 
cooperative way forward with the OPG on the FRF. Moriya 
noted that MOD will require cooperation from the Governor at 
five different points in the implementation process, each 
offering an opportunity for further protracted haggling. 

Rather than pursuing further discussions with the OPG, Moriya 
said it was time to prepare for unilateral action. 


7. (S) In this context, Moriya touted MOD\'s environmental 
\"pre-survey\" work that will be conducted on the reef area off 
Camp Schwab prior to the formal environmental impact study. 
Moriya emphasized the importance of moving ahead on this 
before the May coral spawning season so that work on the FRF 
project will not slip into next year. Information collected 

by MOD could later be inputted into the formal environmental 
certification process, he added. While in theory this could 

be approved by the OPG, Moriya said that MOD is preparing to 
move ahead with Special Measures legislation that would 
suspend OPG\'s authority to issue permits for DPRI-related 
survey work. He expressed confidence that the ruling 
coalition, and perhaps even the Democratic Party of Japan 
(DPJ), would support such legislation as long as it was 
introduced after the July 22 Upper House election. 


Realignment Legislation on Track 


8. (C) On a more positive note, Moriya offered an upbeat 
assessment of prospects for Diet passage of base realignment 
legislation, which includes provisions to allow the Japan 

Bank for International Cooperation (JBIC) to finance DPRI 
projects on Guam. Moriya said that the DPJ appears set to 
support the bill, but assessed that final Diet action may not 
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come until late May/early June. 


Comment: Bad, but Not Fatal 


9. (S) It is remarkable how freely Moriya shared his contempt 

for Kyuma and his role on the FRF with USG interlocutors. 
Moriya\'s casual remark that \"Kyuma never tells me anything 
suggests that rumors of a breakdown in communications between 
the Defense Minister and his deputy are on the mark. 
Unfortunately, there are also indications that Gov. Nakaima 

and his top aides have also stopped talking to Moriya and his 
MOD team, leaving early agreement on FRF construction in 
doubt. 


10. (S) Moriya\'s advocacy of taking a harder line with 
Okinawa is consistent with recent comments by working level 
MOD officials. It is far from certain, however, that MOD 
would receive backing from the Prime MinisterYs Office or 
ruling coalition for using coercive action, especially 

Special Measures legislation, against the conservative 
Nakaima. If quiet MOD-OPG negotiations do fail, the Liberal 
Democratic Party (LDP) and Kantei would likely seek to use 
more subtle means, such as withholding payments to 
DPRI-affected Okinawan municipalities, to apply pressure on 
Nakaima to cooperate. 

SCHIEFFER 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, OTRA, ASEC, PE 
SUBJECT: COUNTRY CLEARANCE FOR TREASURY PERSONNEL 


1. (U) The Embassy welcomes and grants country clearance for 
the visit to Peru of Benjamin Arthur Abramson, Special 
Assistant and Matthew Everson, Lead Advance from o/a March 
16-22, 2007. The purpose of the travel is to support 
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Treasury Secretary Paulson\'s official visit to Peru. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Economic Counselor Adam 
Shub, office telephone number (51)(1)618-2413, cellular 
telephone 9-992-1369, e-mail: shubam@state.gov. Embassy 
after-hours direct line for Marine Security Guard is 
(51)(1)618-2936. The Embassy address is Av. La Encalada, 
Cuadra 17, in the Monterrico Sur Section of Lima. Control 
officer should be notified as soon as possible upon arrival 

in country if you are not met at the airport. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. ¿Palm Pilots8, MP-3 players, etc. 

within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
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bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 
Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 
State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
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and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 

grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 

remain alert to their surroundings at all times, particularly 

when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 
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6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 
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It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
camnot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. The WAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
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As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 

STRUBLE 
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E.O. 12958: DECL: 03/15/2017 
TAGS: PREL, UNSC, KPKO, KPAL, LE, SY, IS 
SUBJECT: UN DPA ON SYG BAN KI-MOON\'S MIDDLE EAST VISIT 


CLASSIFIED BY: AMBASSADOR ALEJANDRO D. WOLFF, PER 1.4 (B) AND (D). 


1. (S/NF) SUMMARY: A/S SILVERBERG AND DAS DANIN MET WITH UN 

DPA MIDDLE EAST ADVISOR MICHAEL WILLIAMS MARCH 13 TO DISCUSS 
THE SYG\'S FORTHCOMING MIDDLE EAST TRIP AND UPCOMING UNSCR 
1701 REPORT. SYG BAN KI-MOON PLANS TO MEET WITH SARG 
PRESIDENT BASHAR AL-ASAD ON THE MARGINS OF THE ARAB LEAGUE 
MEETING IN RIYADH AND PROBABLY AGAIN DURING A LIKELY APRIL 
VISIT TO DAMASCUS. WILLIAMS SAID HE FAVORS ACTING ON UNIICS 
EXTENSION NOW AND DEALING WITH THE MORE COMPLEX AND 
CONTENTIOUS TRIBUNAL ISSUE LATER. A/S SILVERBERG CAUTIONED 
WILLIAMS THAT THE FORTHCOMING UNSCR 1701 REPORT SHOULD AVOID 
ANY LANGUAGE THAT IMPLICITLY PUTS PRESSURE ON ISRAEL TO BRING 
THE SHEBAVA ISSUE TO A CONCLUSION. DAS DANIN PROVIDED 
WILLIAMS WITH DETAILED U.S. INFORMATION ABOUT ARMS SMUGGLING 
INTO LEBANON. WILLIAMS SAID THAT HE WOULD WORK TO INCLUDE 
THIS INFORMATION IN THE JUNE UNSCR 1701 REPORT. END SUMMARY 


2. (U) PARTICIPANTS: DPA MICHAEL WILLIAMS, IO A/S SILVERBERG, 
NEA DAS DANIN, ASSISTANT LEGAL ADVISER LINDA JACOBSON, USUN 
POLMIN COUNS BRENCICK, POLOFF (NOTETAKER). 
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3. (C) WILLIAMS DISCUSSED SYG BAN KI-MOONYS UPCOMING TRIP TO 
THE MIDDLE EAST IN CONNECTION WITH THE ARAB LEAGUE SUMMIT IN 
RIYADH. WILLIAMS EMPHASIZED THAT THE SECRETARIAT WANTED TO 
WORK OUT THE \"CHOREOGRAPHY\" CAREFULLY IN VIEW OF THE 
SECRETARY\'S OVERLAPPING VISIT TO THE REGION. A/S SILVERBERG 


SIPDIS 

RESPONDED THAT WE HAD NO PROBLEM COORDINATING WITH THE SYG, 
BUT WANTED TO AVOID ANY IMPRESSION THAT THE SYGVS MEETINGS 
WITH THE SARG LEADERSHIP WERE IN ANYWAY ENDORSED BY THE U.S., 
WHICH HAD EXPRESSED CONCERNS WITH THESE VISITS. WILLIAM 
CONFIRMED THAT THE SYG WILL MEET WITH BASHAR AL-ASAD IN 
RIYADH AND AGAIN DURING A SEPARATE APRIL VISIT TO DAMASCUS. 
WILLIAMS SAID HE HAD ARGUED VOCIFEROUSLY WITH HIS UN 
COLLEAGUES TO POSTPONE THE DAMASCUS VISIT. EU FM JAVIER 
SOLANAYS VISIT TO DAMASCUS, HOWEVER, MADE THE ARGUMENT FOR 
DELAY HARD TO SUSTAIN. 


4. (C) A/S SILVERBERG ASKED ABOUT WHAT MESSAGES THE SYG 
PLANNED TO GIVE THE SARG LEADERSHIP. WILLIAMS SAID THE 
MESSAGES WOULD CENTER ON LEBANON AND THE NECESSITY OF SARG 
COMPLIANCE WITH UNSCR 1701, RESPECT FOR LEBANESE 
INDEPENDENCE, COOPERATION FULLY WITH UNIIIC. THE SYG WOULD 
ALSO UNDERLINE THE IMPORTANCE OF THE TRIBUNAL AS A CONCLUSION 
TO THE INVESTIGATION AND WARN AGAINST ANY ATTEMPTS TO 
OBSTRUCT THE PROCESS. 


5. (C) WS SILVERBERG SOUGHT WILLIAMSY VIEWS ON EXTENDING 

UNIIIC BEFORE THE SPECIAL TRIBUNAL IS ESTABLISHED. WILLIAMS 
SAID HE HAD COME AROUND TO THE VIEW THAT IT WAS BETTER TO ACT 
ON UNIIIC\S EXTENSION NOW AND DEAL WITH THE MORE COMPLEX AND 
CONTENTIOUS TRIBUNAL ISSUE LATER. 


6. (C) A/S SILVERBERG SAID THAT THE U.S. IS CONCERNED THAT 

THE FORTHCOMING UNSCR 1701 WILL CONTAIN LANGUAGE THAT WOULD 
CREATE AN EXPECTATION THAT THE UN IS REVISITING THE LOCATION 

OF THE BLUE LINE. RATHER, THE UN SHOULD MAKE CLEAR THAT ITS 
ROLE UNDER 1701 IS TO DEVELOP PROPOSALS FOR A PROCESS TO HELP 
SYRIA AND LEBANON DELINEATE THEIR BORDER, BUT THE OUTCOME AND 
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THE TERMS ARE THE PURVIEW OF THE SOVEREIGN COUNTRIES 
INVOLVED. THE REPORT SHOULD NOT CONTAIN ANY LANGUAGE THAT 
IMPLICITLY PUTS PRESSURE ON ISRAEL TO BRING THE SHEBAVA ISSUE 
TO A CONCLUSION. FURTHERMORE, THE REPORT SHOULD NOT 
OVERDRAMATIZE ANY NEW EVIDENCE. WE ALSO WISH TO AVOID 
FORESHADOWING THE OUTCOME OF NEGOTIATIONS ON SHEBAVA OR 
GIVING THE IMPRESSION THAT A RESOLUTION IS IMMINENT. 


7. (C) WILLIAMS REPLIED THAT THERE WOULD BE NO \"SURPRISES\" IN 

THE UPCOMING REPORT AND THAT THE CARTOGRAPHER WOULD DELINEATE 
THE DISPUTED AREA WITHOUT COMMENTING ON SOVEREIGNTY. HE 

NOTED THAT THE REPORT WOULD DISCUSS METHODOLOGY AND 
DOCUMENTATION ON SHEBA\'A AND THE LACK OF SYRIAN COOPERATION 
WITH THE CARTOGRAPHERYS ANALYSIS. WILLIAMS SAID HE IS UNDER 
STRONG PRESSURE WITHIN THE SECRETARIAT AND FROM THE EU 
DELEGATIONS, WHO ARE FIXATED ON SHEBAVA AS A KEY PEACE 

FACTOR, TO ADDRESS THE ISSUE AT LENGTH IN THE NEXT REPORT IN 


JUNE. THE UN WOULD HAVE TO EVENTUALLY \"DEFINE THE AREA" BUT 
IT WOULD THEN BE UP TO THE PARTIES TO AGREE ON SOVEREIGNTY. 
ALA JACOBSON SAID THAT DEFINING THE AREA IN DISPUTE SO THE 
PARTIES CAN DEAL WITH THE DISPUTE WAS FINE AS LONG AS THE 
FRAMING OF THE INFORMATION DID NOT REOPEN THE DELINEATION OF 
THE BLUE LINE. WILLIAMS SAID THAT THE SECRETARIAT WOULD BE 
CAREFUL TO AVOID THIS IMPRESSION. 


8. (S/NF) DAS DANIN LAID OUT IN DETAIL U.S. INFORMATION ABOUT 

ARMS SMUGGLING INTO LEBANON AND PROVIDED WILLIAMS WITH A 
SANITIZED NON-PAPER CONTAINING INFORMATION ON HIZBALLAH 
REARMAMENT. WILLIAMS THANKED DANIN FOR THE INFORMATION AND 
REPORTED INTENSE DEBATE WITHIN THE SECRETARIAT REGARDING THE 
AVAILABLE INTELLIGENCE ON HIZBALLAH REARMAMENT. WILLIAMS 

SAID IT WAS TOO LATE TO REOPEN THE MARCH UNSCR 1701 REPORT TO 
INCLUDE THIS INFORMATION, BUT HE WOULD INCLUDE IT IN HIS ORAL 
BRIEFING TO THE COUNCIL AND THE JUNE 1701 REPORT. WILLIAMS 

SAID THE UPCOMING REPORT WOULD REFER TO THE EVIDENCE ON 
HIZBALLAHYS REARMAMENT AS WCLEAR AND SUBSTANTIAL." WILLIAMS 
URGED AMB FELTMAN TO WORK VERY CLOSELY WITH THE UN IN THE 
WEEKS AHEAD ON THE ARMS SMUGGLING ISSUE. 


9. (U) A/S SILVERBERG CLEARED THIS MESSAGE. 
WOLFF 
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ZNY CCCCC ZZH 

O 160058Z MAR 07 

FM USMISSION USUN NEW YORK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1534 

INFO RUEHGG/UN SECURITY COUNCIL COLLECTIVE IMMEDIATE 
RUEHUNV/USMISSION UNVIE VIENNA IMMEDIATE 0648 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/14/2011 
TAGS: PREL, UNSC, IR 
SUBJECT: UNSC/IRAN: P5 RESOLUTION INTRODUCED 


REF: STATE 33349 


Classified By: Ambassador Alejandro D. Wolff, Acting Permanent Represen 
tative, for reasons 1.4 b,d 


1. (SBU) Summary: On behalf of the P5, on March 15 the UK 
introduced a draft resolution on Iran to the Security Council 
following the IAEA\'s report of February 22 of Iranian 
non-compliance with resolutions 1696 and 1737. The draft 
resolution builds upon the sanctions established by 1737, 
including by increasing the number of companies and people 
subject to the travel and financial measures, and by imposing 
a mandatory ban on arms exports from Iran. Each of the 
permanent members spoke briefly to introduce the draft 
resolution to the elected members of the Council. Most of 

the ensuing discussion focused on the timing of Council 
action, with Indonesia and Qatar, in particular, seeking an 
overly long delay in order to consult with capitals. 
Ambassadors agreed to have an experts-level consultation on 
Thursday afternoon, at which UK, U.S. and French experts 
walked the rest of the Council through the text. The first 
round of full Council negotiations is currently scheduled for 
the week of March 19. USUN and UKUN are working to persuade 
the South African Presidency and others to move quickly to 
adopt the resolution by conducting the first negotiations as 
early as possible. End Summary. 


2. (U) On Thursday, March 15, the UK introduced to the 
Security Council a draft resolution on Iran that had been 
previously agreed-upon by the five Permanent Members of the 
Council and Germany. The resolution (reftel) would 
strengthen the measures imposed by 1737, in response to the 
report of the IAEA Director General of February 22 
(GOV/2007/8) that found that Iran had not suspended its 
proliferation-sensitive activities as called for in 
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resolutions 1696 and 1737, but had expanded them. In 
introducing the text, UK Permanent Representative (PR) Jones 
Parry said the resolution was intended to induce Iran\'s 
return to the negotiating table through an \"incremental 
increase\" in sanctions. Iranian compliance, he emphasized, 
would allow for the measures to be reversed. Jones Parry 
called for prompt consideration by the Council of the draft 
but said that he wanted a \"full debateW among all fifteen 
members, and the timeline to adoption was for the Council to 
decide. 


2. (U) French Deputy PR Lacroix walked the other Ambassadors 
quickly through the text, noting that the majority of the 
preambular paragraphs and the concluding operational 
paragraphs were drawn substantially from 1737. He said the 
annex of entities and individuals proposed for designation 

was \"balanced\" and the inclusion of representatives of the 
Iranian Revolutionary Guard Corps (IRGC) was a \"very 
important element of the P5 discussion." 


3. (U) Chinese PR Wang said that China was \"deeply concerned\" 
by the Iranian nuclear issue, and believed that it could only 

be resolved through peaceful means. China urged Iran to 
\"seriously respond!" to the requirements of the IAEA and the 
Security Council, and is in favor of new sanctions measures 

by the Council to \"increase pressure\" on Tehran. The \"rhythm 
and degree!" of these measures should be considered carefully 
and should be \"gradual, appropriate and proportional.\" 
Measures imposed by the Council should be \"sufficient to drag 
Iran back to the negotiating table\" but \"not put Iran in a 
corner.\" Sanctions should focus on nuclear and missile 

issues and not impact normal economic activity or the 
well-being of the Iranian people. Given these 

considerations, China \"is in favor of bringing the current 

draft to the Council as the basis of discussion.\" 


4. (U) Ambassador Wolff noted that the Council was in the 
position of considering another sanctions resolution because 
Iran had failed to comply with the provisions of two previous 
Chapter VII resolutions. He called for quick action by the 
Council to approve the text introduced by the P5 and Germany. 
The question before the Council was not about Iran\'s right 

to peaceful nuclear energy, but instead was about Iran\'s 
failure to meet the requirements of the IAEA and the Council, 
including, as the IAEA reported, \"through activities 

undeclared to the agency for twenty years.\" Iran is 
challenging the authority and legitimacy of the NPT, the IAEA 
and, through the Security Council, the entire UN. Wolff 
stressed the importance of ensuring the credibility and 

integrity of Council decisions and responding appropriately 

to Member States that ignored the Charter-mandated compliance 
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with Council decisions. Iran\'s President had, Wolff reminded 
his colleagues, again called the Council\'s resolutions \"torn 
pieces of paper. The P5\'s proposed resolution represented a 
modest, incremental approach, as explicitly called for in 
resolution 1737 in the event of Iranian non-compliance. 


5. (U) Russian PR Churkin made a very brief statement, in 
which he expressed his hope that adoption of the resolution 
before the Council would allow for a return to negotiations 

and would encourage the Iranians to \"take advantage of the 
very generous opportunities" in the proposal presented by the 
six powers in 2006. 


6. (C) There were few substantive comments from other 
delegations. Belgian PR Verbeke said the Council should act 
in unity, swiftly and soberly. \"Our impression of the draft 
resolution is that it represents an appropriate, incremental 
increase to the measures imposed by 1737." Panamanian PR 
Arias noted his appreciation for the introduction of the 
resolution. He asked for further information from the 

drafters on the political and diplomatic efforts that the P5 

and Germany were undertaking to reach the objective of a 
negotiated settlement. Italian PR Spatafora said that while 

he did not doubt that the Council was \"right\" in its adoption 

of 1737 and follow-on measures, he was not confident that 

Iran perceived the Council in the same way. (Comment: Though 
Spatafora did not further elaborate his point, he seemed to 
imply that the burden was on the Council to \"prove\" that its 
requirements were just and should be accepted.) 


7. (C) The Council's discussion focused on the timing of the 
consideration of the resolution. Indonesia and Qatar argued 
for a lengthy process, including repeated rounds of 

expert-level consultations next week. This approach was 
rejected by the drafters, who called for negotiations solely 

at Ambassadorial-level. The experts could meet to provide 
\"clarifications\", but the Council should move immediately to 

a political-level negotiation, said Jones Parry. Slovakia, 
Belgium, Panama and Peru were helpful in turning off the 
efforts to dramatically slow-down the process, but they all 
accepted that the first meeting of the Council to discuss the 
text would not occur until the week of March 19, allowing 
capitals at least a couple of workdays to consider the text. 
South African PR Kumalo, as Council President, suggested the 
first PR-level meeting should take place on Wednesday, March 
21. (Comment: USUN and UKUN have expressed to Kumalo that 
such a delay is simply unacceptable. Russia and China do not 
share our concerns about the proposed timing and did not 
speak. In private discussions after the Council session, 
elected members told us that they were seeking maximum time 
for the capitals to consider the text. USUN recommends that 
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Department underscore with capitals the importance of moving 
to adoption promptly.) 


8. (C) Council experts met later on Thursday. The drafters 
had agreed to go through the text and provide 
\"clarifications\" as appropriate. (The meeting was chaired by 
the UK, with support from U.S. and French experts. Russian 
and Chinese experts did not speak.) After a quick 
explanation of the origin and basic purpose of each of the 
paragraphs, the elected members asked few questions. Most of 
the discussion was focused on the content of the annex. 
Indonesia, in particular, asked for more information on each 
of the proposed designees. Qatar specifically asked for 
information on the background of the IRGC individuals 
proposed for designation. 

WOLFF 
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ZNR UUUUU ZZH 

P 160112Z MAR 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 1728 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/COMPATWING ONE KAMI SEYA JA 
RUEHNH/AMCONSUL NAHA 2728 
RUEHFK/AMCONSUL FUKUOKA 0255 
RUEHOK/AMCONSUL OSAKA KOBE 3765 
RUEHNAG/AMCONSUL NAGOYA 9638 
RUEHKSO/AMCONSUL SAPPORO 1219 
RUEHBJ/AMEMBASSY BEIJING 6181 
RUEHUL/AMEMBASSY SEOUL 2261 
RUCNDT/USMISSION USUN NEW YORK 3585","UNCLAS SECTION 01 OF 10 TOKYO 001158 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 
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WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 03/16/07 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Iraq assistance: 

4) Top Iraqi officials coming to Japan in separate visits 

5) Government firms up plan to extend Iraq special measures law for 
two years, allowing SDF to continue transport services 


North Korea talks: 

6) US may also assist North Korea with power generators 

7) Prime Minister Abe: US removal of financial sanctions on North 
Korea was assumed 

8) Japan alarmed by US flexibility toward North Korea, with pending 
removal of partial financial sanctions on account at Macao bank 
9) Foreign Minister Aso: Abduction issue will be the last to be 
resolved in six-party talks with North Korea 

10) Influential Republican members of Congress in letter to White 
House oppose removing North Korea from terrorist list without 
resolving abduction issue 


11) Lower House Speaker Yohei Kono defends his 1993 statement as 
chief cabinet secretary on comfort women, \"issued based on my 
convictions\" 


Political scene: 

12) Major bills with Abe policy imprint face uphill battle in 

clearing the Diet 

13) Government plans to have Lower House approve national 
constitution referendum bill in mid-April 

14) Minshuto head Ozawa calls of Agricultural Minister Matsuoka to 
\"take responsibility" (i.e., resign) for misreporting expenses at 
political office 


15) Ministry of Land, Infrastructure and Transport plans to restrict 
foreign capital from becoming major stockholders in main airports 
like Narita 
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Articles: 


1) TOP HEADLINES 


Asahi: 
MIC found to have outsourced work to staffing agency Pasona in 
return for amakudari 


Mainichi: 
Tokyo gubernatorial election: Ishihara vows, \"I\'ll realize the doshu 
(region) system\"; Asano pledges, \"I\'ll disclose information\" 


Yomiuri & Tokyo Shimbun: 

Ruling parties to come up with a bill allowing divorced woman to 
register child as \"child of current husband\" if she gives birth 
within 300 days of divorce 


Nihon Keizai: 

Matsushita Electric likely to give preferential negotiating right to 

US TPG over the sale of its subsidiary Victor Co.; Agreement likely 
to come by end of month 


Sankei: 
Hokuriku Electric Power found to have hidden criticality accident 
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caused by double errors in operation, procedures 


Akahata: 

LDP, New Komeito force decision to hold a hearing on the national 
referendum bill on March 22, despite protests from JCP, other 
parties 


2) EDITORIALS 


Asahi: 
(1) Criticality accident: Criminal concealment 
(2) Lifting of financial sanctions: DPRK must not miss the forest 


Mainichi: 

(1) Criticality accident: Every effort required to find the cause 

and take measures 

(2) Financial sanctions: We must not allow DPRK to get more by its 
taking a hard line 


Yomiuri: 

(1) How will removal of financial sanctions affect DPRK\'s nuclear 
disposal? 

(2) Concealment of criticality accident: Engineer\'s lack of 
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awareness 


Nihon Keizai: 

(1) US must not change its DPRK policy 

(2) Concealment of criticality accident betrays the public\'s 
confidence 


Sankei: 
(1) Too early for DPRK to smile with removal of financial sanctions 


(2) Landing failure: No flights for strict examination 


Tokyo Shimbun: 

(1) Removal of financial sanctions: Next step is to suspend nuclear 
facilities 

(2) ANA plane accident: Was the problem limited to the detached 
\"bolt\"? 


Akahata: 
Utility costs scandal: Protecting agriculture minister only spread a 
sense of distrust 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, March 15 


NIHON KEIZAI (Page 2) (Full) 
March 16, 2007 


09:33 
Met at Kantei with LDP Secretary General Nakagawa, New Komeito 
Secretary General Kitagawa and others. 


SIPDIS 


09:56 
Made an informal representation at the Imperial Palace. 


11:18 
Met at Kantei with former Foreign Minister Machimura, followed by 
Kansai Economic Federation Chairman Akiyama and Kansai Association 
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of Corporate Executives President Morishita. Afterward met physical 
exercise instructor Hiromichi Sato. 


14:10 
Met former Home Affairs Minister Suita and Lower House member 
Nishimura, followed by ROK-Japan Cooperation Committee Chairman Nam 
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and others in the presence of Japan-ROK Cooperation Committee 
Chairman Yasuhiro Nakasome, former Prime Minister. 


15:30 
Met Prince Willem-Alexander of the Netherlands. 


16:00 

Met Economic and Fiscal Policy Minister Ota, followed by Advisor 
Nemoto and others. Afterward met Deputy Chief Cabinet Secretary 
Matoba. 


16:58 
Attended a regular Japan Chamber of Commerce and Industry general 
meeting at the Imperial Hotel. 


17:33 
Attended a monthly economic report-related cabinet meeting at 
Kantei. 


18:10 
Met Administrative Reform Minister Watanabe. 


19:20 

Dined at a Nishi-Azabu Chinese restaurant with members of the 
parliamentary group to build schools for children in Asia, including 
Senior Vice Education Minister Endo. 


21:01 
Returned to his official residence. 


4) Iraqi leaders to visit Japan 


YOMIURI (Page 4) (Full) 
March 16, 2007 


Iraqi Vice President Hashimi and Prime Minister Maliki are scheduled 
to visit Japan soon in succession at the invitation of Japan. 
Coordination is underway for Hashimi\'s visit in late March and 
Maliki\'s visit in April. 


5) Gov\'t to extend Iraq law for 2 years, ASDF to stay on 


MAINICHI (Page 2) (Full) 
March 16, 2007 


The government decided yesterday to adopt a plan in a cabinet 
meeting within the month to extend the Iraq Special Measures Law for 
two years. The government is now coordinating with the ruling 

parties to make a cabinet decision on March 27. 


The Iraq Special Measures Law, enacted in July 2003, is a 
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time-limited law that is valid for four years and is due to expire 

at the end of July this year. The Air Self-Defense Force, currently 
basing some troops in Kuwait, has been continuing an airlift mission 
in Iraq based on the law, so the government needed to extend the law 
in order to continue the ASDF\'s Iraq mission. 


TOKYO 00001158 004 OF 010 


In July last year, the Ground Self-Defense Force withdrew troops 
deployed in lraq\'s southern district, so the government considered 
extending the law for two years, half the period of time for 
deployment under the current law. Meanwhile, the United States held 
off-year elections in November last year, and the ruling Republican 
Party was defeated in the midterm elections. As a result, there were 
calls in the United States for pulling US troops out of Iraq. The 
government seemed likely then to extend the law for one year. 


However, President Bush strongly rejected an early pullout, and Vice 
President Cheney also ruled such out when he visited Japan in 
February. As it stands, the government deemed it would be easier to 
assess the Iraq situation if the ASDF\'s Iraq mission were extended 
for a longer period of time, according to government officials. If 
there were just a one-year extension, the law would have to be 
extended next year again, in addition to extending the Antiterror 
Special Measures Law, which is to expire in a year. \"This would 
greatly affect Diet deliberations,\" a senior Defense Ministry 

official said. The government therefore decided to extend the law 
for two years. The ruling Liberal Democratic Party and its coalition 
partner, the New Komeito, both approved the two-year extension. 


6) US offers to provide N. Korea with generators 


ASAHI (Page 2) (Slightly abridged) 
March 16, 2007 


BEIJING-An economic and energy cooperation working group of the 
six-party talks held its first meeting yesterday at the South Korean 
Embassy in Beijing to discuss economic aid to North Korea in return 
for that country's abandonment of its nuclear programs. According to 
informed sources, the South Korean government formally clarified its 
course of action to provide North Korea with fuel oil amounting to 
50,000 tons as an initial step. The United States indicated that it 

was ready to provide small power generators to be used at hospitals 
and other facilities. 


According to a high-ranking US government official, the United 
States will provide generators to North Korea as the first step in 
aid. This step is considered as aid that is equivalent to fuel oil 
totaling 50,000 tons and is estimated at several million dollars, 
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the official said. 


South Korea hosted the working group meeting. At its outset, Chon 
Yong U, South Korea\'s chief negotiator for the Korean Peninsula\'s 
peace process, urged North Korea to implement an agreement reached 
at the six-party talks, saying, \"Aid must be linked to the scope and 
speed of denuclearization.\" South Korea will provide North Korea 

with 50,000 tons of fuel oil in aid along with the arrival of 

International Atomic Energy Agency (IAEA) inspectors in North Korea 
to verify the shutdown and sealing of nuclear facilities at Yongbyon 

in that country. 


North Korea explained its energy situation and requested aid. In 
that course, North Korea referred to its thermal and hydroelectric 
power plants, saying they are now superannuated and need to be 
renovated. In addition, North Korea revealed that its capacity of 
fuel oil storage is limited and that it cannot store more than 
50,000 tons at a time. 


Representing Japan, Junichi Ihara, director of the Foreign 
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Ministry\'s Asian and Oceanian Affairs Bureau, attended the meeting. 
Japan stressed its position that it cannot respond to aid as long as 
there is no progress in the issue of Japanese nationals abducted to 
North Korea, Ihara revealed yesterday evening. 


7) Abe describes lifting of sanctions \"as expected"; To reaffirm 
Japan-US cooperation in six-party talks 


YOMIURI (Page 2) (Full) 
March 16, 2007 


Prime Minister Shinzo Abe, speaking to reporters yesterday, took 

this view on Washington\'s decision to partially lift its financial 
sanctions on North Korea: "The move was expected. | don\'t think it 
will have a serious impact on matters, including Japan-DPRK talks." 
The government intends to reaffirm close cooperation between Japan 
and the United States with the aim of bringing a comprehensive 
settlement to the nuclear and adduction issues. 


Liberal Democratic Party Policy Research Council Chairman Shoichi 
Nakagawa noted: \"I think the United States will continue with its 
(financial sanctions) under its legislation. | don\'t think 

Washington has shifted its course." Senior Vice Foreign Minister 
Katsuhito Asano indicated that the brakes on North Korea\'s 
money-laundering will remain effective, saying, \"Banco Delta Asia 
will be shut out of the international financial system." 
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A senior Foreign Ministry official indicated that America's latent 
\"pressure\" is in place, noting, The United States has learned that 
the financial sanctions are quite effective. It has obtained a stick 
other than force.\" 


Meanwhile, Former Foreign Minister Masahiko Komura, in aKomura 
faction meeting yesterday, expressed wariness about the United 
States removing North Korea from its list of state sponsors of 
terrorism before the abduction issue makes progress. He said: 
\"Although Japan is not in a position to say this and that about a 
decision made by US financial authorities, the government should 
urge Washington not to remove North Korea from its list of nations 
sponsoring terrorism.\" 


Association of the Families of Victims of Kidnapped by North Korea 
(AFVKN) Representative Shigeru Yokota, in yesterday\'s 
government-prefecture abduction meeting, said: \"North Korea is 
waiting to hear a call in Japan for making concessions so as not to 
become isolated (in the six-party talks).\" AFVKN Secretary General 
Teruaki Masumoto expressed concern to reporters, saying, \"(The 
lifting of the sanctions by the United States) will have an adverse 
effect.\" 


In contrast, former LDP Vice President Taku Yamasaki told reporters 
in the Diet building: \"The dialogue between Washington and Pyongyang 
has advanced. Japan, too, should take a flexible stance.\" 


8) Macau likely to unfreeze North Korea\'s bank account: Japan 
alarmed about related countries softening their attitude 


SANKEI (Page 1) (Full) 
March 16, 2007 


The US Department of the Treasury yesterday announced its decision 
to bar US banks from dealing with Banco Delta Asia in Macau, a 
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special administrative region of China, for its having been involved 
in North Korea\'s unlawful financial activities, such as money 
laundering. This measure is based on the Anti-Terrorism Act. The 
decision will come into force within 30 days. 


At the same time, it also announced the decision to let local Macao 
government authorities decide whether to unfreeze North Korean 
assets amounting to 25 million dollars (approximately 2.93 billion 
yen) held by that bank. The bank will reportedly release Pyongyang\'s 
assets in some form or other. It means that Washington will 
effectively accept the lifting of financial sanctions against North 
Korea. 
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North Korea demanded the return of the entire amount of money it 
holds at Banco Delta Asia in exchange for its returning to the 
six-party talks on North Korea\'s nuclear ambitions. Quoting a 
comment by a US senior government official, the March 15 edition of 
the New York Times reported, \"Only assets obtained through legal 
activities will be eligible for the lifting of the sanctions. Assets 
obtained by an illegal means will not be returned.\" 


Tokyo has been reserved in assessing the effective approval by the 
US to release the North\'s frozen assets. There is concern that North 
Korea may now turn bullish taking advantage of the concessions made 
by the US. As such, the government intends to keep an eye on the 
North regarding whether it will properly take actual measures to 
dismantle its nuclear facilities. It is also determined not to 

respond to Pyongyang\'s demand unless the abduction issue makes 
progress. Prime Minister Shinzo Abe yesterday said, \"Japan will 
continue with sanctions.\" 


Foreign Minister Taro Aso also noted during a meeting of the Upper 
House Foreign Affairs and Defense Committee: \"The US in a way has 
made concessions to North Korea, but it is praiseworthy that the 

talks have made progress toward the denuclearization of the Korean 
Peninsular. At least, it will be good if talks on suspending nuclear 
facilities in Yongbyon will get under way.\" 


The government has viewed that progress in the US-North Korea talks 
on the financial sanctions issue has led to resumption of the 

six-party talks in February, when agreement was reached on the 
suspension and sealing of a nuclear facility in North Korea. Though 
the US decision this time was assumed, the prime minister reiterated 
it would not affect Japan\'s position. However, there still remains 
concern that the North might bargain about the blanket lifting the 
financial sanctions taking advantage of pressure from the 

international community. 


The government is alarmed about the possibility of other nations 
softening their attitude to the North, occasioned by the removal of 

the financial sanctions. As such, it plans to work on the US, China, 
South Korea and Russia to tighten cooperation at such venues as the 
six-party talks. In particular, it intends to continue to ask the 

US, which has begun talks to remove the North from a list of state 
sponsors of terrorism, to make the resolution of the abduction issue 
a condition. 


9) Foreign Minister Aso: Abduction issue will be the last to be 
discussed 


MAINICHI (Page 2) (Full) 
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When asked by Minshuto (Democratic Party of Japan) member Shinkun 
Haku at an Upper House Foreign Affairs and Defense Committee session 
yesterday about his view on the abduction issue following the US 
decision to lift its freeze on accounts related to North Korean 

funds at the Banco Delta Asia, Foreign Minister Taro Aso stated 
yesterday: \"l felt initially that this issue would be the last (on 

the list of priority issues at the six-party talks).\" The Japanese 
government regards the abduction issue as its top priority. Aso 

appears to have aimed at avoiding public criticism of the government 

by stressing the difficulty of negotiations with North Korea, 

although other discussions on the denuclearization of North Korea 

have moved forward. 


Aso showed his understanding for the US decision on removing its 
financial sanctions on the North, saying, \"The six-party talks were 
launched to denuclearize North Korea. | hope that great progress 
will be made on the nuclear weapons issue." 


Citing the fact that a working group meeting on March 7-8 on 
normalization of Japan-North Korea relations made no headway, Aso 
stated: 


\"There are considerably large differences in views between the two 
sides. The abduction issue will be taken up for discussion at the 
end. We are prepared for such a situation." 


10) Influential US Republican Party lawmakers: Resolving the 
abduction issue should be precondition for removing the North from 
terrorist list 


MAINICHI (Page 2) (Full) 
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Masaya Oikawa, Washington 


Three influential members of the House of Committee on Foreign 
Affairs of the Republican Party sent a letter to Secretary of State 
Condoleezza Rice calling for premising the removal of North Korea 
from the US list of state sponsors of terrorism on resolving the 
abduction issue. The three members of Congress appear to be giving 
consideration to Japan, as well as applying the brakes to a possible 
expeditious removal of the DPRK from the list. 


The letter to Secretary Rice came from Republican Party lawmakers 
lleana Ros-Lehtinen, a ranking committee member, Edward Royce, and 
Donald Manzullo. The letter stated: North Korea should remain on 

the list of state sponsors of terrorism until the issues of North 
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Korea\'s abductions of Japanese and South Korean nationals are 
resolved and assurances are given regarding any such future acts." 


The United States agreed to begin the process of removing its 
designation of the North as sponsor of terrorism, but many 
Republican Party members are opposed to the US government\'s 
decision. 


11) Kono: I issued the statement with conviction 
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In 1993, then Chief Cabinet Secretary Yohei Kono released the 
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so-called Kono Statement on the wartime comfort women issue. Kono, 
now Lower House Speaker, made the following comment on the statement 
during a press conference yesterday: \"I issued it with conviction 

(shinnen o motte). | have no intention of saying this or that at 

this point. | hope people will take it as it is.\" 


There is a call in the ruling Liberal Democratic Party and the 
opposition Minshuto (Democratic Party of Japan) for a review of the 
Kono Statement. Prime Minister Shinzo Abe, however, has indicated 
that the government would basically continue upholding the 
statement. 


12) Key bills representing Abe\'s policy agenda face uphill battle in 
gaining Diet approval 


MAINICHI (Page 5) (Excerpts) 
March 16, 2007 


Tatsuo Eto 


Uncertainties are looming large over the important bills the Abe 
administration aims to enact during the current session of the Diet. 
The bills are related to constitutional revision, security, the 

pension program, public servants, and other matters strongly linked 
to Abe\'s policy imprint. The reason is that other bills have been 
randomly created by cabinet members out of their \"ambition to 
receive recognitionW and without any consultation with the Prime 
Minister\'s Official Residence (Kantei), which is lacking a \"control 
tower\" for the coordination of bills. As a result, bills failed to 

be introduced in the Diet by the deadline for the submission of 
March 13. In addition, adequate time for deliberations is lacking. 
Given that the Upper House election is coming this summer, it is 
unlikely the current Diet session can be extended beyond its June 23 
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closing date. The government and the ruling parties are certain to 
be stuck in a \"traffic jam\" in handling the backlog of bills, 
submitted or not submitted. 


In the area of foreign and defense affairs, the special measures 
bill for the realignment of the US Forces Japan (USFJ) and 15 bills 
that are treaty-related have already been introduced in the Diet. 
The Special Iraq Measures Law, which is to expire at the end of 
July, must be amended during the current Diet session, given the 
importance of Japan\'s alliance with the United States. When 
amendments to laws are introduced in the Diet, it is expected that 
such measures would be discussed first before any other bills. The 
bill amending the Security Council Establishment Law aimed at 
establishing a Japanese-style National Security Council (JNSC), 
sponsored by Chief Cabinet Secretary Yasuhisa Shiozaki and Special 
Advisor to the Prime Minister Yuriko Koike -- may not have ample 
time for deliberation. 


The national referendum bill setting the procedures for revising the 
Constitution, which is under deliberation, is expected to be sent to 
the Upper House in mid-April or after as result of the ruling 

Liberal Democratic Party\'s (LDP) consideration for its junior 
coalition partner New Komeito, which is cautious about passing the 
bill before the first round of the unified local elections (election 

day on April 8). Prime Minister Shinzo Abe turned around his 
previous stance about the bill, noting, \"| am not insisting on 
enacting the bill by May 3, Constitution Day.\" But a senior House of 
Councilors member of the LDP expressed concern: \"If we fail to get 
the bill approved by early May, it will be difficult to enact it 
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during the current Diet session.\" A senior member of the LDP Diet 
Affairs Committee is getting increasingly irritated at the fact that 

the priority order of deliberations on the bills has yet to be 
determined and complained: \"The Kantei is overstepping itself in 
insisting that all the bills must clear the Diet. We need to ask the 
prime minister whether he is unwaveringly resolved to handle (every 
bill).\" 


13) National referendum bill likely to clear Lower House in 
mid-April; Ruling coalition gives up on coordination with Minshuto 


YOMIURI (Page 1) (Full) 
March 16, 2007 


The outlook is that a bill outlining procedures for a national 
referendum, which is needed to amend the Constitution, will pass the 
House of Representatives in mid-April. The ruling Liberal Democratic 
Party (LDP) and coalition partner New Komeito gave up yesterday 
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jointly marking up the bill with the main opposition party, Minshuto 
(Democratic Party of Japan). Having given up its plan to jointly 
submit the bill to the Diet with Minshuto after working out 
differences on the bill, the ruling coalition decided yesterday to 
present their own revised bill to the Lower House Special Research 
Commission on the Constitution. The ruling camp also decided to send 
the legislation to the House of Councillors after the full Lower 
House adopts it on April 13. As it stands, the referendum bill, one 
of the key bills for Prime Minister Shinzo Abe, will likely be 

enacted during the current Diet session. 


The special constitutional commission decided by a majority of 
members from the two ruling parties yesterday to hold a central 

public hearing on March 22. Although the opposition camp has opposed 
the decision to hold the public hearing on March 22, the ruling bloc 
intends to submit the corrected bill to the public hearing and put 

it to a vote at the special commission on April 12, after holding 

several debate sessions. The ruling camp aims to have the 

legislation clear the Diet during the ongoing session, after holding 
deliberations twice a week at the House of Councillors. 


The New Komeito, which is concerned about a negative impact on 
campaigns for the unified local elections, had urged the LDP to take 

a vote on the bill on or after April 8, the date of the Tokyo 
gubernatorial election. The LDP accepted the New Komeito\'s request. 


The ruling coalition\'s bill includes such revisions as: (1) the 
minimum age for granting voting rights should be 18 (20 years old 
for the time being), and (2) the referendum law should be 
implemented three years from its promulgation, during which period 
Diet debate on constitutional anendments would be frozen. 


The ruling camp intends to limit the application of the referendum 
law to a vote on constitutional reform. Therefore, Minshuto\'s 
proposal that the law should be applied to other important national 
issues will be listed as a \"topic under consideration.\" 


14) Ozawa urges Matsuoka to take responsibility 


YOMIURI (Page 4) (Full) 
March 16, 2007 


Ichiro Ozawa, president of the major opposition party Minshuto 
(Democratic Party of Japan), held a press conference in Tottori City 
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yesterday in which he urged Agriculture, Forestry, and Fisheries 


Minister Toshikatsu Matsuoka to step down from the post for his 
failure to offer a detailed account on his utility charges. Ozawa 
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said: \"If he cannot fulfill his accountability, he has no other 
option but to take political responsibility 1" Social Democratic 
Party Secretary General Seiji Mataichi also said in a press 
conference yesterday: \"We must consider filing criminal charges 
against Matsuoka (over a violation of the Political Funds Control 
Law).\" 


15) MLIT to regulate airport companies regarding foreign capital: 
Issuance of golden shares up for consideration 


YOMIURI (Page 11) (Full) 
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The Ministry of Land, Infrastructure and Transport (MLIT) yesterday 
revealed its policy of introducing an investment regulation intended 

to bar foreign companies from becoming major stockholders of Japan\'s 
major airport companies with the planned listing of Narita Airport 
Company in fiscal 2008 or later in mind. lt presented a draft report 

on privatization of airports at an informal meeting held by the 

Civil Aviation Bureau chief yesterday. The draft noted: \"It is 

necessary to prevent hostile takeovers by those who do not 

understand the public nature of airports or the ruling of the 
management of airports by foreign capital or specific persons." 


MLIT plans to set a concrete framework for that policy at the 
Transport Policy Council, an advisory panel reporting to the MLIT 
minister, and to submit related bills to the regular Diet session 
next year. 


As specific measures, the draft included the adoption of golden 
shares, which grant owners veto powers on key matters, and rules on 
the possession of stocks by foreign companies and bulk possession by 
single owners. As domestic rules on foreign capital restriction, NTT 
and airlines set the ceiling at one-third of total shares and 

broadcasters at one-fifth. MLIT wants to set up a regulation based 

on those examples. It will also look into the possibility of issuing 

golden stocks, consulting with the Tokyo Stock Exchange. 


Narita International Airport is currently a special company wholly 
owned by the government. The plan is to completely privatize it in 
the future, eliminating the government stake 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, RP 

SUBJECT: VISITING EAP/MTS OFFICE DIRECTOR URGES PHILIPPINES TO MAKE 
PROGRESS ON UNLAWFUL KILLINGS 


REF: MANILA 777 AND PREVIOUS 


1. (SBU) Summary. EAP/MTS Office Director Marciel highlighted need 
for progress on solving and stopping unlawful killings in a series 

of meetings with Philippine officials during the week of February 

26. He also expressed the USG\'s appreciation for success in 
counterterrorism efforts and on defense reform. This was yet 

another useful opportunity to convey our concerns on this critical 

issue. End Summary. 


2. (SBU) Marciel and Pol/C met on February 28 with the Philippine 
National Police (PNP) PC Superintendent Geary Barias, newly 
appointed head of Task Force Usig. He and his staff presented an 
update on TF Usig\'s investigations of \"unexplained\" killings. 
According to PNP records, there have been 114 killings of party list 
members and \"militants\" since 2001. Of these, fifty cases have been 
filed, with nine arrested suspects, one surrendered suspect, and 27 
Vat large\" suspects. At least 11 cases have alleged links to the 
military, with six cases filed, while 29 cases have links to the 
Communist Party of the Philippines/New People\'s Army. Sixty-four 
cases remain under investigation. Of the 26 cases involving 

killings of journalists, PNP has filed charges in 21 cases, while 

five remain under investigation. Of two cases involving military 
elements, charges have been filed in both, with one arrest. Of 

three cases involving police personnel, charges have been filed in 
each, with two arrests and four convictions. Of four cases 

involving local government officials, charges have been filed in 

each, with four surrendered suspects. Marciel urged prompt justice 
in all cases, and warned that failure to bring the culprits to 

justice could be detrimental to U.S.-Philippine relations despite 
positive progress in other areas. Barias pledged that the PNP would 
do all in its power, but cited resource constraints and a lack of 
forensic equipment, modern databases, and police subpoena powers. 
Barias said he would seek to expand the TF\'s mandate and oversight 
and to improve communication about what TF Usig is accomplishing. 


3. (SBU) On March 1, Marciel met at Philippine Department of 
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National Defense (DND) headquarters with Assistant Secretaries 
Roberto Nuqui and Joji Aragon, joined by the JUSMAG chief and 
Deputy Pol/C. Marciel noted that the USG was pleased with progress 
in defense reform (PDR) and in neutralizing Abu Sayyaf. Nuqui 
expressed appreciation for USG assistance. Marciel urged the DND to 
take all steps to ensure that the killings stop and culprits face 

justice. Nuqui and Aragon acknowledged the seriousness of the 
problem and pledged that DND would do everything in its power to 
ensure that elements of the military were not involved, while 

pledging that any who were would face justice. 


4. (SBU) Marciel and Pol/C met on March 2 with Assistant Secretary 
of Foreign Affairs for the Americas Rey Carandang and outgoing U.S. 
Division Director Eduardo De Vega. After recognizing that the 
\"reservoir of goodwill\" between the two countries has grown with 
cooperative successes against terrorism, natural disasters, and 
planning for Avian Influenza, Marciel noted that unresolved, 

unlawful killings have the potential to become Wa cloud in the 
relationship." Carandang assured Marciel that the Philippine 
government took the issue very seriously and was committed to 
resolving this problem quickly. 


5. (SBU) Comment: Director Marciel\'s visit was a useful opportunity 

to continue to convey the importance of this issue to Philippine 
counterparts, complementing messages delivered by other Washington 
and Embassy official over the past several months. 


6. (U) EAP/MTS Marciel cleared this cable. 
KENNEY 
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SUBJECT: PHILIPPINES LOOKING FOR WAYS TO NUDGE BURMA TOWARD 
DEMOCRACY 
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1. (SBU) Summary: In a meeting at the Department of Foreign Affairs 
(DFA) on March 2, EAP/MTS Director Marciel underscored the USG\'s 
concern with the Burmese government\'s record on democracy and rights 
and urged the Philippines, while chairing ASEAN, to press for a 

unified, regional voice to seek political change in Burma. Manalo 
expressed support for a \"caring and sharing approach that might 
include training for Burmese diplomats and perhaps local officials. 

The DFA has traditionally been less forward-leaning on Burma than 
Philippine political leadership, especially President Arroyo. End 
Summary. 


2. (SBU) EAP/MTS Director Marciel and Pol/C met on March 2 with 
Assistant Secretary of Foreign Affairs for Asia and the Pacific 

Romeo Manalo to discuss Burma. Marciel expressed the USG\'s concern 
over negative developments in Burma and their implications for 

regional security. He urged the Philippines and ASEAN to press for 
progress toward democracy, but not to confuse completion of the 
National Convention with genuine progress. The current National 
Convention would not lead to national reconciliation and instead 

seemed an instrument to exclude the opposition while retaining power 

by the military. He expressed appreciation for the thoughtful 

remarks in the Chairman\'s statement at the January ASEAN Summit, and 
urged that the Philippines continue to play a leadership role in 

ensuring that ASEAN encouraged positive change in Burma. 


3. (SBU) A/S Manalo assured Marciel that the Philippines also 
remained concerned about Burma, but asserted that \"country-bashing\" 
would be counter-productive. Manalo stated that pushing Burmese 
government too hard might cause its leaders to retrench and endanger 
democratization. Manalo acknowledged that the ASEAN \"troika\" of the 
Philippines, Indonesia, and Malaysia had not yet been able to take 
action, because the Burmese authorities had not responded positively 
to the concept. He noted that the DFA was considering an offer to 

train Burmese diplomats and perhaps local officials as part of 

ASEANVs overall theme this year of a \"caring and sharingW community. 
Manalo expressed interest in any creative ideas or other 

information on how to engage Burma from U.S. think tanks or other 
groups. Informally, Manalo said that former Philippine President 

Fidel Ramos might be an effective new U.N. envoy to Burma. 


4. (SBU) Comment: President Arroyo has demonstrated the strongest 
Philippine leadership on Burma. The Department of Foreign Affairs 
(DFA) is often more concerned about ASEAN unity. This was an 
excellent opportunity for DFA to hear our concerns directly from 
Washington. 


5. (U) EAP/MTS Director Marciel cleared the cable. 


Column 3 
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E.O. 12958: DECL: 03/12/2017 

TAGS: PREL, PGOV, MV 

SUBJECT: U/S FORE ENCOURAGES MALDIVIAN PRESIDENT TO PROCEED 
WITH ROADMAP FOR POLITICAL REFORM 


Classified By: Ambassador Robert O. Blake, Jr. for reasons 
1.4 (b) and (d). 


1. (c) Summary: In a friendly 30-minute meeting on March 7, 
Under Secretary of State for Management Henrietta Fore urged 
Maldivian President Gayoom to support the political reform 
efforts of the Foreign Minister and Attorney General. Gayoom 
expressed confidence that his government\'s dialogue with the 
MDP opposition party would help accelerate the passage of 
reform legislation. Gayoom cited three principal challenges 
facing the Maldives: ushering in liberal modern democracy, 
recovering from the tsunami, and protecting the environment 
from the effects of global warming, particularly increases in 
sea level. He welcomed the prospect of additional educational 
cooperation with the U.S., and noted Maldivian plans to open 
an Embassy in Washington within a month. U/S Fore urged 
Foreign Minister Shaheed to open personally the Embassy and 
meet the range of non governmental organizations such as the 
Asia Foundation, Asia Society and others that might be 


Column 3 
interested in expanding their activities in the Maldives. 
End Summary. 


Thanks for U.S. Assistance 


2. (C) President Gayoom opened by thanking the United 
States for the support it had provided to the Maldives for 
tsunami relief and earlier programs to support the education 
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of Maldivians. (Note: This refers to an earlier program by 

the Asia Foundation to provide scholarships for Maldivians to 
attend the American University in Beirut in the late 70\'s and 
80\'s. Five members of President Gayoom\'s present cabinet are 
graduates of that program.) Turning to the current 

situation, Gayoom reported that the Maldives GDP grew by 19% 
in 2006 while tourism arrivals jumped back up to 600,000 

during 2007 after experiencing a drop of 35% following the 
tsunami. He attributed the rebound to tourism promotion 
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efforts and the many international awards received by 
individual Maldivian resorts. 


Opposition Dialogue Unblocking Political Stalemate 


3. (C) U/S Fore congratulated the President on the country\'s 
progress. She noted how impressed she was with the political 
reform roadmap and urged the President to support as much as 
possible the reform efforts of the Foreign Minister and 

Attorney General. Gayoom thanked President Bush for the 
administration\'s support of the roadmap and said he would 
welcome any technical assistance the U.S. might wish to 
provide. He expressed satisfaction with the talks underway 
with the opposition MDP party. He told U/S Fore a new round 
of meetings was scheduled to start that day on three separate 
tracks; the Maldivian constitution, Maldivian laws, and the 
broader reform agenda. U/S Fore asked if the reform process 
faces obstacles. Gayoom acknowledged that reform legislation 
had experienced delays in the Special Majlis (constitutional 
legislature), but expressed confidence that the government\'s 
dialogue with the MDP would help unblock some of the 
obstacles. U/S Fore welcomed the Presidents prognosis, 
adding that political reform would help propel the country\'s 
progress. President Gayoom agreed and explained that key 
components from his perspective include \"complete\" media 
freedom, strengthening of human rights, and judicial reform. 
U/S Fore briefed the President on media training the USG had 
sponsored, adding that the U.S. was seeking to encourage U.S. 
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speakers on moderate Islam. Gayoom agreed that such speakers 
would be helpful as the Maldives was a moderate Islamic 

nation that faces challenges from external elements. 


Challenges 


4. (C) U/S Fore asked the President what he saw as the 
country's major challenges. Gayoom cited three: ushering in 
liberal modern democracy, recovering from the tsunami, and 
protecting the environment from the effects of global 
warming, particularly increases in sea level. With respect 

to the drug problem in the Maldives, Gayoom characterized it 
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as significant and expressed appreciation for the efforts of 

a private American company to help with rehabilitation. U/S 

Fore asked whether the Maldives had considered establishing a 
separate Drug Enforcement Agency. Gayoom responded that this 
was under consideration. (NOTE: In subsequent meetings 

with the Foreign Minister and others, we learned that the 
responsibility for drug abuse issues recently has come under 

the energetic Minister for Gender and Family, while the 
Commissioner of Police retains control over drug enforcement 
and interdiction. End Note) 


More Education Cooperation Needed 


5. (C) Turning to the future the President told U/S Fore 

that he has a \"Vision 20-20." Part of that vision is to 

become a middle income country within three years. U/S Fore 
commended the economic progress made by the Maldives and 
asked whether expanded educational cooperation with the U.S. 
would be of interest. The President enthusiastically 

responded that it would. The Ambassador described Embassy 
plans to: a) seek authorization for a full-time 

representative from the US Educational Foundation in Male to 
explain scholarship and other US educational opportunities to 
young Maldivians; and b) more vigorously promote American 
education as part of a week long trade promotion effort in 

early summer. 


New Diplomatic Missions 


6. (C) Gayoom welcomed these initiatives and noted that 
Maldives would be opening its embassy in Washington within a 
month. He expressed hope that the US would open a mission of 
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its own in Male. U/S Fore responded that the opening of a 
small American Presence Post was under consideration. With 
respect to the opening of the Maldivian Embassy she invited 
Foreign Minister Shaheed to come to Washington to meet not 
only State Department officials, but the broad range of non 
governmental organizations such as the Asia Foundation, Asia 
Society and others that might be interested in expanding 

their activities in the Maldives. 


7. (C) Gayoom responded that he himself had visited New 

York in 2006 for the UN General Assembly and the high level 
meeting hosted by former President Clinton. He took the 
opportunity to thank former Presidents Bush and Clinton for 

their tsunami relief efforts, but noted the Maldives still 

has a $70,000,000 budget shortfall for tsunami 

reconstruction. Priorities include rebuilding homes and 

harbors as well as restoring livelihoods. He praised the 

Asia Development Bank and the UN Development Program for the 
assistance they had extended. At the conclusion of the 

meeting, President Gayoom presented to U/S Fore a book that 
Maldives had sponsored to raise awareness about climate 
change and greenhouse gasses. U/S Fore thanked the President 
and briefed him on the initiatives of President Bush to 

address climate change through programs such as a new 
biofuels initiative with Brazil. 

BLAKE 
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OEG MEETING, MARCH 23 - 31, 2007 


REF: STATE 32956 
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1. (SBU) Embassy welcomes and grants country clearance to U.S. 
Government Officials listed below to travel to Auckland, New Zealand 
from on/about March 23 - 31, 2007. The purpose of this visit is to 
attend the Proliferation Security Initiative (PSI) Operational 

Experts Group (OEG) Meeting. 


2. (SBU) Delegation members, as listed in reftel, are: Richard 

Douglas, Steven Schleien, Elizabeth Phu, Howard David Belote, Walter 
Gary Sharp, Christopher C. French, Stephen George Heil, Edward Wayne 
Haberman, Janet Thomas, Jonathan Weinberger, Andrew Winner, Gary Lee 
McKenna, Craig Palmer, Wesley Bringham, Thomas Nedervold, David 
Hooks, Vicki Bruch, Michael Perron, Mark Bennett Courey, Michael 

Martin, Philip A. Foley, and Jeffrey Brodeur. 


3. (U) Embassy understands that country clearance is the only 
assistance required. 


4. (SBU) Embassy point of contact is Political-Economic Counselor 
Katherine B. Hadda. Contact details are as follows: 


Office: 644-462-6063 
Fax: 644-472-3537 
Cell: 027-451-2539 
E-mail: HaddaKB2@state.gov 


5. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


6. (U) Visitors should use local taxi service, which is generally 

safe, reliable and frequent. Taxi fare from the airport to downtown 
Auckland hotels is approximately NZD $60.00. A commercial shuttle 
service is also offered at the airport. 


7. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


8. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


9. (SBU) Security Information: 
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a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
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increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
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Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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TAGS: PREF, PREL, PHUM, TH, KS, KN 
SUBJECT: VISIT OF SENK SENIOR ADVISOR CHRISTIAN WHITON 


Classified By: POLITICAL COUNSELOR SUSAN SUTTON, REASON 1.5 (B, D). 


1. (C) Summary. Christian Whiton, Senior Advisor to the 
Special Envoy for Human Rights in North Korea (SENK), 
explained to Thai government and UNHCR officials the 
objectives the SENK was pursuing related to refugees, North 
Korean human rights, and political change in North Korea. He 
expressed appreciation for Thailand\'s humanitarian treatment 
of North Korean refugees, noted that the USG was pushing 
other regional countries on the issue, and said that the USG 
wanted to be part of the solution by offering U.S. 

resettlement. Thai officials stated their concern about the 
increasing numbers of North Koreans entering Thailand and the 
involvement of commercial brokers. Under Thai law, the 
refugees were illegal immigrants and would be treated 
accordingly. Atthe same time, the officials noted, no North 
Koreans had been sent back to North Korea. Once they reached 
Thai soil, the humanitarian solution of third country 
resettlement was possible. The RTG was also concerned that 
U.S. resettlement was a pull factor. An NSC staffer said the 
USG could approach the MFA about the possibility of 

additional North Korean refugee resettlement to the U.S. but 
did not give any commitment on what the response would be. 
UNHCR reviewed recent developments regarding North Korean 
refugees in Thailand. Whiton also met with North Korean 
refugees who have expressed interest in U.S. resettlement. 

His discussions with them focused on the increasing 

difficulties for North Koreans in their homeland and in 

China. End summary. 
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2. (C) Christian Whiton, Senior Advisor to the Special Envoy 
for Human Rights in North Korea, visited Bangkok from March 
7-9 and met with Thai government and UNHCR officials and 
North Korean refugees. 


3. (C) In his meetings, Whiton explained that President Bush 
has a personal interest in North Korean refugees and had 
named his former aid, Jay Lefkowitz, as the Special Envoy for 
Human Rights in North Korea (SENK). S/E Lefkowitz had three 
broad goals: to do more for North Korean refugees; to raise 
the international status and build an international consensus 

on North Korean human rights issues; and to work for a 
long-term peaceful political transformation in North Korea. 

The SENK had sought to achieve these objectives in various 
ways, including raising North Korean refugee issues with 
foreign government officials, getting the message out in 
speeches, op-eds, and through work at the United Nations, and 
seeking to increase radio transmissions into North Korea. 
Whiton noted that President Bush had also raised North Korean 
refugee issues with Chinese leader Hu Jintao. Whiton 
expressed appreciation for Thailand\'s humanitarian treatment 
of North Korean refugees and said he understood that the 
issue was difficult for Thailand for a number of reasons. 

The USG wanted to be part of the solution by accepting North 
Korean refugees, though most would likely choose resettlement 
in South Korea, and would be discreet in its efforts. The 

USG had no quota. Thailand\'s agreement to permit 
resettlement of North Korean refugees to the U.S. had been 
noted at high levels in the USG. The U.S. was also pushing 
other countries in the region on the North Korean refugee 

issue so Thailand would not have to carry the burden alone. 


Meetings with Thai Government Officials 


4. (C) The Director of the Social Division in the Ministry of 
Foreign Affairs (MFA), Dusit Manapan, said that the Thai 
government understood the mandate to carry out the North 
Korean Human Rights Act (NKHRA). He stated that China was a 
key actor and signatory of the refugee convention. Thailand 

did not share a border with North Korea. It was well 

downstream from the source of the problem. Dusit urged that 
the USG convince China to adopt a more humanitarian approach 
to the North Korean refugee issue. 


5. (C) According to Dusit, the number of North Koreans 
entering Thailand in recent years had increased sharply, 
particularly last year when there was a 500 percent increase. 
However, he noted it has since stabilized. Nonetheless, 
this made it harder to explain the humanitarian nature of the 
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issue to RTG security agencies, which saw a threat from the 
presence between commercial brokers (in addition to aid 
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workers). The RTG had taken measures to prevent North 
Koreans from entering Thailand, but when refugees were turned 
back on the Mekong River, which forms the boundary between 
Thailand and Laos, they often tried again the next day and 

were successful. No effective measures had really been found 
to prevent them from entering Thailand. The intervening 
countries such as China, Laos, and Burma appeared not to be 
taking any measures to slow the flow, though the Thai 

military reported that Laos and Burma had deported refugees. 
Once North Korean refugees entered Thailand, Dusit stated 

that a humanitarian solution of third country resettlement 

was possible. The RTG had not sent any North Koreans back to 
their homeland. Dusit asked the USG not be too forceful in 
implementing the NKHRA provision regarding refugees. He said 
that when the USG began implementing the NKHRA, the number of 
North Koreans coming to Thailand had increased. At the same 
time, he said that a Thai immigration official had recently 

told him that the current number is \"not alarming.\" Dusit 

said the RTG will limit the numbers permitted to resettle to 

the U.S. If there were an open door for U.S. resettlement, 

the number of North Korean refugees in Thailand would 
increase even more. 


6. (C) The Thai MFA Director responsible for Korean affairs, 
Singthong Lapisatepun, said that the RTG knew that something 
had to be done to address the human rights situation in North 
Korea, but it was unclear how best to do it. He reiterated 

that the RTG had never returned a North Korean asylum seeker 
to their homeland and would continue to address the refugee 
issue on a humanitarian basis. Nevertheless, North Koreans 
were illegal migrants under Thai law. They would be treated 
according to the law and then sent to third countries. The 

RTG had also tried to tighten up its borders and did not want 
too many North Koreans to enter the country. Unlike refugees 
from Laos or Burma, North Koreans had an option to go to 
South Korea. The RTG was concerned that the number of North 
Koreans kept increasing. 


7. (C) Singthong said that Thai officials had noted that the 

North Korean refugees did not seem that bad off when they 
entered Thailand. They seemed well-fed and clothed and some 
had money to pay \"brokers.\" The North Korean government has 
never approached the RTG about the refugee issue. Singthong 
added that Thai-North Korean relations were somewhat 

difficult currently because of the North Korean abduction of 
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a Thai citizen, Anocha Panjoy, from Macau and North Korea had 
also not paid Thailand about $300 million, including 

interest, for rice shipments. Resolution of these issues is 
necessary before Thailand is willing to open an embassy in 
Pyongyang, although it already has formal relations with the 
DPRK. In response to a question, Singthong said that North 
Korean diplomats did not seem to be engaged in illegal 

activities in Thailand, though they did conduct commercial 
activities such as operating a Korean restaurant. 


8. (C) Thai National Security Council staff person, Sing 
Visetpojchanakit, said that the RTG had given careful 
consideration to the North Korean refugee issue. It 

understood the humanitarian aspect and that conditions in 
North Korea and China were not good. It knew about the 
NKHRA, but was uncomfortable with the application of the law. 
The RTG was concerned about trafficking and a negative North 
Korean government reaction. Nonetheless, North Korean 
refugees who reached Thailand would be resettled to South 
Korea or the U.S. and Sing indicated to Refcoord, without 
giving any commitment on what the response would be, that the 
USG could approach the MFA about the next group of refugees 
it wished to process. Overall, discretion was stressed as a 
necessity. 


Meeting with UNHCR 


9. (C) UNHCR\'s Deputy Regional Representative Giuseppe de 
Vincentis told Whiton that the RTG was \"obsessed with" the 
pull factor that might be caused by U.S. resettlement. The 

RTG had tried to tighten up its borders, but without success. 
UNHCR was not aware of any cases of refoulement. De 
Vincentis stated that the numbers of North Korean refugees 
interested in U.S. resettlement had declined somewhat because 
of the long waiting time, He said that arrivals still 

exceeded the rate of departures. He described the problems 
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between the South Korean Embassy and the RTG regarding the 
issue of shelters for North Koreans and overcrowding at the 
Bangkok Immigration Detention Center. About 20 North Koreans 
a week depart for South Korea. Most refugees bound for 
Thailand transit Laos, whereas most bound for Cambodia 

transit Vietnam. One North Korean refugee had recently 
expressed interest in resettlement to the United Kingdom. 

When asked by UNHCR, the UK Embassy had responded that it 
would not consider the case. De Vincentis said that the Thai 
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had asked the Lao government to tighten up its borders but 
was unsure whether the request had yielded any results. He 
noted that the South Koreans had asked Laos for permission to 
process North Koreans for resettlement in Laos but had been 
turned down. He noted that the South Korea has \"internal 
limits\" on the number of refugees it will accept, and 

recently rescinded an offer to the RTG to house refugees when 
it could not reach agreement with the RTG on the matter. 
(Note: The ROK Embassy told us that after the police raided 
their safehouse twice, they decided they could no longer 
maintain a separate house. End Note.) 


Discussions with North Korean Refugees 


10. (C) Whiton also met with North Korean refugees under 
consideration for U.S. resettlement in two shelters: the YWCA 
and the Durihana NGO shelter. Durihana\'s house is presently 
run by a South Korean pastor and his wife, who look after the 
refugees and teach them English. The conversations were 
focused on the increasing difficulties for North Koreans in 
North Korea and China. The refugees said that the food 
situation in North Korea was getting worse. However, the 
border crossing situation remained unchanged as bribes could 
be used to sway border guards. The North Koreans also felt 
that due to the upcoming 2008 Olympics, crackdowns in China 
were getting worse. The Chinese issuance of new residency 
cards, which are more difficult to copy, also created 

problems. When asked if they had heard radio broadcasts of 
international programs such as VOA, or secretly had access to 
radios while in North Korea, the refugees said no. They 
added that the North Korean government required all 
televisions and radios rewired upon purchase to receive 
transmission only from within the country. Whiton asked for 
their impressions of what can be done to promote change in 
North Korea. In his response, an older North Korean man 
stressed that the USG should stop providing assistance to the 
North Korean government. He further stated that the 
assistance is not getting to the people and that the USG can 
help by pressuring China to permit North Koreans to have some 
legal status in China. Refugees also expressed frustrations 
with uncertainty entailed in processing to the U.S. Whiton 
concluded the meetings by reassuring the groups that the USG 
is very concerned about North Korean human rights issues and 
remains committed to helping North Koreans in the region 
through assistance and resettlement. 


11. (U) This message was cleared by Christian Whiton. 
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E.O. 12958: DECL: 3/16/2032 

TAGS: MARR, PGOV, PREL, JA, CH, TW 

SUBJECT: WEATHER GIVES OKINAWA GOVERNOR OPTION OF SIDE-STEPPING 
SENKAKUS VISIT 


CLASSIFIED BY: Kevin K. Maher, Consul General, U.S. Consulate 
General Naha, U.S. Department of State. 
REASON: 1.4 (b), (d) 


(SBU) Summary: The new administration of Okinawa Prefectural 
Governor Nakaima made its first large public misstep on the 
international stage, when it cancelled a publicly-announced over 
flight of the disputed Senkaku Islands. While Japan considers 
the Senkakus part of Okinawa Prefecture, China and Taiwan also 
claim them. Shortly after the governor announced his intent to 
visit the Senkakus, courtesy of the Japan Air Self Defense 

Force, local representatives of China and Taiwan sent protest 
letters. A hasty consultation with the governor\'s executive 
committee revealed a number of drawbacks for the prefecture in 
irritating China, but the conservative governor was loath to be 
seen as giving in to China\'s claims. Providently nasty weather 
the morning of the planned flight permitted the governor to 
postpone the visit, and spend some time thinking about his next 
move. End summary. 


(U) On March 6 Okinawa Prefectural Governor Hirokazu NAKAIMA 
publicly announced plans to fly over the Senkaku Island chain on 
March 13, courtesy of Japan\'s Air Self-Defense Force (JASDF). 
The island chain is uninhabited and considered by the GOJ to be 
part of Okinawa Prefecture. China and Taiwan also claim the 
Senkakus. The United States does not take a position on the 
sovereignty of the islands, but considers them within territory 

under Japanese administration. There are firing ranges and 

water training areas provided under the Status of Forces 
Agreement for US military use on and around the islands of what 
the central government calls Kuba Jima (Kobi-sho on USG-GOJ maps 
and Huangwei Yu in Chinese, using identical Chinese characters) 
and Taisho Jima (Sekibi-sho and Chuiwei Yu). The areas have not 
been used by the US military for decades, but Okinawa and 
mainland Japanese papers reported the purpose of the governor\'s 
visit was to view the military facilities. 


(SBU) Reiji FUMOTO, the Okinawa Prefectural Government\'s 
(OPG\'s) senior counselor for Military Base Affairs, told us that 
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the trip was one of many Nakaima was making to see all of the 
territory within Okinawa prefecture, not specifically the U.S. 
military areas. Apparently the JASDF needed a military-related 
reason in order to justify flying a prefectural governor, and 

the old training ranges provided the link. The press reported 
Nakaima also planned to fly over the oil and gas fields in the 
East China Sea to consider whether they could be exploited to 
Okinawa\'s benefit. Several of our contacts in Okinawa\'s 
business and political circles have told us they, too, have 
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flown out on JASDF or Japan Maritime Self Defense Forces (JMSDF) 
planes on \"fact finding missions.\" 


(C) Within days of Nakaima\'s announcement, the Chinese 
Consulate General in Fukuoka (whose consular district includes 
Okinawa Prefecture) sent a letter protesting the visit to 

disputed territory, and requesting Nakaima cancel his trip. 

The letter advised that Nakaima\'s visit could have a negative 
effect on Sino-Japanese relations. The Taiwan equivalent to a 
consulate general also sent a protest letter. Nakaima initially 
shrugged off the requests, asking rhetorically why he ought not 
visit islands in his own prefecture. MOFA\'s Special Ambassador 
to Okinawa Toshinori SHIGEIE told ConGen Maher that he had 
advised Nakaima that MOFA would not oppose him visiting the 
Senkakus. He added, however, that MOFA hoped to avoid taking a 
public stance on Nakaimal's trip, due to the pending visits of 
high-level Chinese officials to Tokyo. MOFA was apparently not 
speaking with one voice at all levels, however. An Embassy 

Tokyo contact at the OPG office in Tokyo said MOFA 
\"highhandedly\" urged the OPG to reconsider the governor\'s flight. 


(C) Notwithstanding his public nonchalance, Nakaima called 
together his two vice governors and treasurer on March 12 to 
reconsider whether to make the trip. Afterwards, OPG announced 
that the over flight would go forward as scheduled on March 13. 
Meanwhile, staff at the OPG\'s military affairs office privately 

told ConGen Naha that it would, in fact, be postponed. Later, 

at the ConGen\'s residence, Vice Governor Zenki NAKAZATO was 
preoccupied. He worried aloud to dinner guests, who included 
visiting Senate Foreign Relations Committee staffer and China 
hand Frank Januzzi. Nakazato was most afraid the flight could 
adversely impact an agreement with China to lend the OPG some 
Ryukyu Kingdom artifacts from the Chinese National Museum for 
the November opening of the new Okinawa Prefectural Museum. 
Nakazato was also concerned that the over flight might derail 
discussions regarding direct commercial air service between 
Beijing and Naha. 
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(C) On the other hand, Nakaima himself was determined not be 
seen as deferring to Chinese claims to the Senkakus. He had 
received calls from various leading conservatives, including 
former Minister for Okinawan Affairs Toshimitsu MOTEGI, urging 
him to hold fast and make the trip. OPG sources told us they 
and the governor were genuinely surprised by the international 
attention, and were in a bind. The prefecture wanted to avoid 
crossing the Chinese, without appearing to cave in to their 
demands. Januzzi, half in jest, told Nakazato the governor\'s 
best course of action was to pray for bad weather so he could 
postpone the flight. 
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(C) The morning of March 13, Nakaima went to the airport and 
met with the commander of the JASDF based in Okinawa, as 
scheduled. The skies were heavily overcast, with wind gusts and 
rain showers. Accompanied by the JASDF commanding officer, 
Nakaima announced to the gathered media that his trip was 
postponed due to unfavorable weather conditions. He insisted to 
reporters that the postponement had nothing to do with outside 
pressure, and that he wanted to reschedule the over flight as 
soon as feasible. The Ryukyu Shimpo opined on March 14 that the 
governor put himself in a bind, saying that unidentified OPG 
officials strongly implied that the postponement was, in fact, 
indefinite (i.e., permanent.) Embassy Tokyo\'s contact at the 
OPG\'s Tokyo office said that announcing the trip in advance had 
been a strategic mistake, and it was unlikely Nakaima would ever 
execute the planned visit. 


(C) March 14 Hiroshi NAKAMATSU, Executive Director of the 
Liberal Democratic PartyYs (LDP\'s) Okinawa branch, also told us 
that Nakaima should have just flown to the Senkakus without 
announcing it in advance. Okinawa Prefectural Assembly members, 
Okinawa Chamber of Commerce members, and political party 
leadership, including Nakamatsu, flew out to the Senkaku islands 
from time to time, courtesy of either the JMSDF or the JASDF. 
Nakamatsu speculated that Nakaima had probably already seen the 
Senkakus because of his roles as head of Okinawa Electric 
Company, chairman of the Defense Association, or chairman of the 
Okinawa Chamber of Commerce. Perhaps, Nakamatsu guessed, 
Nakaima and the few OPG officials with whom he consulted in 
advance just failed to imagine that his role as governor would 

make a difference 


(C) Comment: We think it is possible that OPG career officials 
were genuinely surprised by the international reaction. The 
issue would certainly not have been discussed during eight years 
under the administration of the extremely cautious previous 
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governor, Keiichi Inamine. JASDF/JMSDF fly overs for Okinawa\'s 
political and business leaders are almost matter-of-course. In 

late 2006 Consul General Maher himself was offered the chance to 
ride along on a JMSDF flight carrying local business leaders 
(which he politely declined, citing a scheduling conflict.) The 

OPG has been entirely directed toward intra-prefectural concerns 
and its relationship with the national government, and its 
international contacts have been limited to commercial and 

cultural issues. Career OPG staff is now on alert and decidedly 
leery of attempting another Senkaku trip. As for Nakaima 

himself, he has struck us as a tenacious and savvy operator. It 
seems unlikely that he was caught wholly unaware by the 
controversy. Nakaima might postpone the flight to a date with 
lower risk of endangering OPG interests, but we suspect there 

will one day be press reports of a completed over flight. End 
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Comment. 
MAHER 
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E.O. 12958: N/A 

TAGS: EAIR, ECON, SF 

SUBJECT: SOUTH AFRICA CIVIL AVIATION AUTHORITY IMPROVES 
SAFETY STANDARDS COMPLIANCE 

REF: PRETORIA 00152 


1. (SBU) Summary. The South Africa Civil Aviation Authority 
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(SACAA) has improved its compliance with international 
aviation safety standards according to a Federal Aviation 
Administration (FAA) technical assistance team. The FAA 
expects to conduct an audit of the SACAA in June to determine 
if SACAA will retain its favorable Category One status. The 
SACAA will be well-positioned for the audit if it is able to 
resolve two outstanding issues relating to civil aviation law 

and inspector qualifications. The FAA assured the SACAA that 
no pre-determination had been made regarding South Africa\'s 
status and that the FAA is pleased with the cooperation and 
work being done by the SACAA. If SACAA is downgraded by the 
FAA to a Category Two, South African airlines would be 
prevented from adding flights and routes and participating in 
code-share agreements with U.S. airlines. End Summary 


2. (SBU) A FAA technical assistance team providing aviation 
safety consultations to the SACAA March 5 to 9 told Economic 
Counselor and the Civil Aviation Officer that the SACAA has 
completed 40% of the action items required to bring SACAA 
into compliance with international aviation safety standards. 
The action items are contained within a joint FAA/SACAA 
action plan developed to help SACAA meet International Civil 
Aviation Organization (ICAO) safety standards when the FAA 
conducts an audit in June. The FAA technical assistance 
team, reimbursed by SACAA, made its third of five planned 
visits and reported that significant progress had been made 
by the SACAA since FAA\'s last technical assistance visit in 
December when only 5% of the action items were complete. 
During a March 9 out-brief with SACAA, the FAA team leader 
praised the SACAA for making progress and for the SACAA\'s 
cooperation. 


3. (SBU) Despite the progress, at least two issues remain 
unresolved which could cause the SACAA to be downgraded by 
the FAA from its current favorable Category One status. 
South Africa\'s civil aviation law presents a confusing and 
inefficient method for aviation safety oversight. The FAA 
team identified both short and long-term aviation law 
solutions for the SACAA to pursue. The SACAA also lacks 
operations inspectors who are technically qualified for 

certain types of aircraft that fly to the U.S. SACAA intends 

to hire qualified ICAO operations inspectors while the SACAA 
builds its own staff of inspectors. If the short-term 

aviation law solution and ICAO inspector contracting are 
implemented before the June audit, the SACAA will be in a 
better position to maintain its Category One status at that 
time. 


4. (SBU) The FAA technical assistance team was also able to 
help resolve a miscommunication between FAA and SACAA. Prior 
to the team\'s arrival, SACAA CEO Zakes Myeza expressed 
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concern to the Civil Aviation Officer that the FAA had made a 
pre-determination to downgrade South Africa from a Category 
One to a Category Two without waiting for the results of the 
June inspection. Myeza based his concerns on a February 22 
conference call held between the FAA and South Africa\'s ICAO 
representative. The ICAO representative told Myeza and sent 
a memorandum to the Minister of Transport stating that South 
Africa was unlikely to pass the June audit and that the FAA 
was not pleased with the work being done by the SACAA. On 
the first day of the team\'s visit, a conference call was held 
between Myeza and FAA representatives in Washington to 
clarify that no pre-determination had been made and that the 
FAA was pleased with the cooperation and work of the SACAA 
thus far. 


5. (SBU) The next steps are for the FAA to complete the last 
two scheduled technical assistance visits in April and May. 
These visits will be followed by the above-mentioned 
inspection in June. Based on progress reviewed during this 
inspection, the FAA will inform the SACAA whether it will 
remain in Category One or be downgraded to Category Two. 
Category Two status would prevent South African airlines from 
adding flights and routes and participating in code-share 
agreements (such as South African Airway\'s current code-share 
agreement with United Airlines). Embassy will keep 
Washington informed of the results of these visits. 

BOST 
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DRL FOR A/S LOWENKRON 

E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, PGOV, PHUM, KDEM, KCOR, AJ 


SUBJECT: SCENESETTER FOR DRL A/S LOWENKRONVS MARCH 21 
MEETING WITH AZERBAIJANI FOREIGN MINISTER MAMMADYAROV 


Classified By: Ambassador Anne E. Derse for Reasons 1.4 (b) and (d). 
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1. (C) As President Aliyev frequently notes in public and 
private meetings with Western officials, Azerbaijan is 
committed to Western values and has set itself the goal of 
developing as a market-based democracy, rooted in 
Euroatlantic structures. Aliyev and other senior Azerbaijani 
officials are candid in admitting that this decision is based 

on a calculated judgment that given Azerbaijan\'s history and 
geography, close ties to the West will maximize Azerbaijan\'s 
chances of preserving its sovereignty, independence and 
prosperity over the long term -- an orientation that appears 

to have been reinforced by recent developments with 
Azerbaijan\'s neighbors to the north and south. Azerbaijan\'s 
democratic aspirations are underscored in the range of 
commitments to democratic reform the GOAJ has made to key 
Western institutions, including the OSCE, the Council of 
Europe, NATO, the EU, and with bilateral partners. Senior 
Azerbaijani officials also readily agree that continued 

progress on democracy and human rights is a central element 
of our bilateral relationship. 


2. (C) Despite this orientation, however, democracy and human 
rights is the main area in which US -- and more broadly, the 
WestVs -- expectations and Azerbaijani performance 
consistently and disappointingly differ. In 2006, while 

there were some positive developments, the GOAJ made notably 
limited progress and in some areas, moved backwards, on 
democratic reform. At the same time, the need for real 
progress is becoming increasingly urgent. As Azerbaijan\'s 
economy continues to grow at dizzying rates and government 
revenues explode, increased transparency, rule of law and 
government accountability are essential to stave off the 
destabilizing effects of such vast financial inflows, 

especially acceleration of existing severe corruption and 
worrying inflation. There is also some evidence that while 
the President still retains the confidence of the majority of 

the Azerbaijani people, disappointment is growing with the 
government\'s perceived failure to implement long-promised 
democratic reforms; effectively and equitably employ 
Azerbaijan\'s new oil wealth to tackle corruption, 
unemployment and significant social needs; and promote 
development in Azerbaijan,s rural areas. Disappointment and 
poverty provide fertile ground for internal and external 

forces seeking to undermine Azerbaijan\'s democratic 
development and western orientation. 


3. (C) For these reasons, near term progress on democratic 
reform is increasingly a necessity to maximize Azerbaijan\'s 
chances of economic and political success. Progress, in our 
view, is stymied by key elements of the ruling elite who 
continue to resist reform for personal political or financial 
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reasons; by a belief even on the part of some reform-minded 
officials that overly precipitous change may open the door to 
instability, especially given the acknowledged efforts by a 
range of external forces to influence developments in 
Azerbaijan; and by a lack of generalized understanding in the 
government and society of what constitutes democracy and an 
equally serious lack of capacity to implement democratic 
change. A range of democratic partners, both institutions 

and countries, are working with Azerbaijan on developing the 
capacity and understanding for successful democratic 
development. Because near term progress on democratic reform 
is increasingly critical to long-term stability and 

prosperity in Azerbaijan, we need to work in our bilateral 
dialogue on strengthening the political will of the 

government to take difficult but necessary reform steps. 


4. (C) President Aliyev\'s agreement in December 2006 to 
conduct a results-oriented, realistic, and discreet dialogue 

on democratic reform as an integral part of a strengthened 
bilateral relationship is a key opportunity for us to help 
Azerbaijani leaders understand that further delay or 
backtracking on their commitment to democratic reform carries 
real risks, political and economic. Given the serious 
pressures, positive and negative, of Azerbaijan\'s new energy 
wealth and regional security developments, the GOAJ faces an 
important strategic choice now. The dialogue is also an 
opportunity for us to help the GOAu, and President Aliyev in 
particular, to identify specific feasible steps that can be 

taken to improve the trend on democratic reform in 

Azerbaijan, and to offer our continued support. We believe 

that to the extent we can address legitimate concerns about 
Azerbaijan\'s independence and security, we will encourage 
greater progress on democratic reform. 


5. (C) While presentable elections alone do not make a 
democracy, the 2008 Presidential election will in fact be the 
next time the world turns its eyes on Azerbaijan in a major 
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way. President Aliyev, by all accounts, stands an excellent 
chance of winning handily in a fair fight. We need to use 

our dialogue to convince him to take that chance, and to work 
towards a 2008 election that will truly illustrate 

Azerbaijan\'s democratic commitment and maturity. 


6. (C) Your March 21 discussions with Foreign Minister 
Mammadyarov will launch this process, setting the tone and 
content as we work with the GOAJ to develop a shared vision 
of Azerbaijan\'s democratic reform goals, specific, feasible 
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next steps and how the US can best support them. We believe 
this dialogue should be organized around the GOAJ\'s new 
National Action Plan for Human Rights, issued pursuant to a 
December 29, 2006 Presidential Decree on Promoting Democracy 
and Human Rights (septel) and address five key areas in which 
there is a need for democratic progress: rule of law, 

political process, media freedom, respect for human rights, 

and an engaged, empowered citizenry. This format can be used 
to identify possible shared reform objectives in each area 

and secure Mammadyarov\'s commitment that he will raise them 
with President Aliyev along with our offer to support in 

every way possible GOAJ efforts to implement them. 
AzerbaijanWs democracy commitments to the OSCE, Council of 
Europe, NATO and the EU provide an important framework. We 
recommend that wherever possible we support the steps 
recommended to the GOAJ by these institutions, with whom we 
are working increasingly closely in Baku. Finally, we 

recommend that you agree with Mammadyarov on next steps, to 
include a follow up visit by you to Azerbaijan, after he has 

had a chance to discuss with the President how to take our 

joint work on building democracy in Azerbaijan forward. 


7. (C) In this cable, we outline our recommendations for 
concrete, short-term objectives in all five areas, for which 

we would like to seek Mammadyarov,s agreement to raise with 
President Aliyev during the March 21 meetings. Broader, 
long-term objectives in all five areas were outlined in 

reftel. 


8. (C) Widespread corruption in the court system and the low 
quality of judges and advocates continues to undermine the 
rule of law and deny citizens access to a functioning 
judiciary. We have seen limited improvement in the 
professionalism of the judiciary. Notably, in 2006, the 
Government recruited 55 new judges through a rigorous 
examination and testing process that met international 
standards. However, President Aliyev has not yet appointed 
these 55 persons to the bench. Equally important, the 
criminal defense bar is currently a Soviet-era Collegium 
system which politicizes and restricts the public,s access 

to qualified and independent counsel. 


Recommendations: 
-- Urge the speedy appointment of the 55 judicial nominees in 


the interest of demonstrating GOAJ commitment to improving 
the judiciary\'s quality. 
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-- Urge that the GOAJ agree to abolish the current Collegium 
and replace it with a new international standard bar 

association based on a meritocratic principles; or, at a 
minimum, allow a new bar association to develop alongside the 
Collegium. 


9. (C) The GOAJ plans to present Azerbaijan,s new 
anti-corruption program at a May conference in Baku hosted by 
Transparency International. GOAJ has confirmed that it seeks 
input from an international anti-corruption working group, 
comprised of USG, COE, OSCE and Transparency International. 
We should applaud this positive development and ask 
Mammadayarov how else we can support early, concrete steps to 
tackle corruption. 


Recommendation: 


-- Underscore that implementation of existing conflict of 

interest laws is key to protecting the integrity of the 

public policy-making process and urge the GOAJ to present to 
parliament the following legislation in the first half of 

2007: 1) a comprehensive Anti-Money Laundering and Counter 
Terrorist Financing Law; 2) a conflict of interests law; and 

3) an ethics code for civil servants. 


-- Seek GOAJ agreement that the Ministry of Justice will 
update, maintain and open to the public the legislative 
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database created with USG funding. 


-- Seek GOAJ commitment to implement existing financial 
disclosure laws by a certain date. 


10. (C) Since Azerbaijan\'s November 2005 parliamentary 
elections, little has changed in Azerbaijan\'s political 

process and climate. Although there was some improvement in 
the conduct of the November 2005 elections and subsequent May 
2006 re-run elections, progress on electoral reform ended 

there. The GOAJ is currently in dialogue with the Venice 
Commission regarding potential changes to the Electoral Code. 

It has yet to implement most of the electoral reform 
recommendations made by the OSCE/ODIHR. The GOAJ must 
continue its work on electoral reform, institutionalizing and 
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building upon the hard-won procedural gains of the 2005 
elections. The challenge will be to convince President 
Aliyev and his key advisors that, in domestic political 
terms, his personal popularity gives him the space to allow 
the democratic opening that is needed. 


Recommendations: 


-- Emphasize that international perception of Aliyev,s 

legitimacy will ride heavily upon the manner in which the 

2008 Presidential Elections are conducted, and that this is 

an opportunity Azerbaijan can seize to demonstrate its 
democratic maturity. Press for full implementation of the 
OSCE/ODIHR election reform recommendations in time for the 
2008 elections to be conducted in full conformity. This is a 

key goal of the OSCE in Azerbaijan; the new OSCE Ambassador 
has already begun to discuss this with President Aliyev. 


--Seek a timeframe for GOAJ implementation of COE recommended 
electoral code changes that ensure that election commissions 
are truly neutral and balanced bodies. 


11. (C) The \"new\" parliament, which has now been seated for 
over a year, is off to a lackluster start, with little effort 

by the leadership to guide the legislative agenda or to make 
the legislative process more transparent and open. Although 
there are some reform-minded individual MPs, their efforts to 
increase the transparency and effectiveness of parliament 
have received no support from parliament\'s leadership. On the 
positive side, some reform minded MPs have begun reaching out 
to the USG, seeking greater engagement in order to help 
Parliament develop as an independent institution. 
Strengthening Parliament as an independent, transparent and 
democratic branch of government -- particularly by opening 

the legislative process to public scrutiny and debate, and by 
empowering Parliament to conduct true oversight of executive 
branch activities -- could create a significant opening for 

public debate. In practical terms, the GOAu has little to 

lose by giving more power to a body completely dominated by 
the ruling party. 


Recommendations: 


-- Urge that the GOAJ establish a body to work with 
reform-minded members of Parliament on a plan to take 
specific steps to strengthen Parliament\'s oversight and 
investigatory functions. As a first step, Mammadyarov 
himself could voluntarily begin to speak at Parliamentary 
commission meetings. (Parliament as currently structured 
does not hold hearings nor does it have subpoena powers.) 
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-- Urge that the Parliament be asked to make draft 
legislation publicly available and encourage MPs to seek 
opportunities to discuss potential changes with their 
constituents. 


12. (C) The GOAJ must create the political space necessary 
for a vibrant political process to emerge; dialogue among the 
ruling and opposition parties is an important first step. 

While the major parties confirm their willingness to begin a 
new dialogue, no one has made the first step and it is clear 
a concerted international effort will be key to this process. 
The OSCE Mission in Baku is prepared to take the lead in 
facilitating the dialogue. Separately, opposition political 
parties must be allowed to conduct routine party-building 
activities and exercise their right to peaceful freedom of 
assembly. 


Recommendation: 
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-- Urge strong GOAJ participation in a new political party 
dialogue, including appointment of a point person for the 
government to work with the OSCE. A strong show of GOAJ 
support will be essential at the start of the dialogue, and 
whoever represents the GOAJ must be fully empowered to make 
decisions on its behalf. 


-- Urge that the GOAJ loosen restrictions on freedom of 
assembly by identifying and making available a number of 
downtown sites that would be acceptable for political 
gatherings. 


-- Urge the GOAJ to permit parties and civil society groups 
to conduct legal, peaceful gatherings without regard to their 
political persuasion. 


13. (C) Setbacks in media freedom, culminating in the 
temporary suspension of ANS TV and Radio last year, continue 
to hinder Azerbaijan,s democratic development. The new OSCE 
Ambassador in Baku is ready to explore new strategies with 

the GOAJ and with the press for raising the quality of 

journalism and for addressing incidents of mutual concern. 
Options the OSCE is considering include a major expansion of 
journalism training programs with OSCE member state support 
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and a new dialogue with the GOAJ on how to address and 
resolve problems with the media. There are also several steps 
the GOAJ should take now to begin to restore international 
confidence that the GOAJ intends meet its commitments in this 
field. 


Recommendations: 
Urge that the GOAJ: 


-- Publicly and regularly affirm the vital role of the free 
media in a democracy. 


-- Resolve ANS, outstanding regulatory disputes before the 
next round of regular democracy talks. 


-- Ask President Aliyev to publicly renew the 2005 moratorium 
on libel suits against journalists by public officials as 
steps to decriminalize libel are considered. 


-- Take more visible and vigorous steps to bring to justice 
those responsible for attacks on journalists; publicly 
condemn such attacks. 


-- Redouble efforts to apprehend those responsible for the 
2005 Huseynov murder. 


-- Support the new OSCE Ambassador\'s renewed efforts to 
address media freedom by engaging with OSCE Baku early to 
develop a joint program. 


14. (C) Civil society in Azerbaijan is weak and fragmented, 
due both to its personality-driven nature and a lingering 

Soviet suspicion of non-governmental organizations. 
Prominent, respected NGO leader Arzu Abullayeva recently 
announced the creation of a new Democracy Council in order to 
engage the GOAJ in a meaningful dialogue with moderate, 
nonpartisan NGO and civil society leaders. This initiative is 
consistent with the GOAJ,s National Action Plan for the 
Protection of Human Rights, stated goal of working with the 
NGO community to foster political reforms. We should support 
efforts to get it up and running successfully. 


Recommendation: 


-- Ask that the GOAJ agree to work with the Democracy Council. 


Column 3 
-- Suggest the Foreign Minister meet with the Democracy 
Council in April. 


-- Ask the GOAJ to adopt the US NGO principles announced in 
December 2006. 


-- Ask that the GOAJ establish an effort now to work with the 
US and other international partners to develop a civic 
education curriculum for public schools, to teach students 
about their rights and their responsibilities in a democracy. 
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15. (C) Comprehensive reform of the police force is key to 
improving Azerbaijan,s human rights performance. The current 
Ministry of the Interior is mired in corruption and too often 

turns a blind eye to police abuse and misconduct and 

arbitrary police detention, particularly of members of the 
opposition, remains a problem. Public confidence in the 

police is very low and people perceive the Interior Minister 

to be a corrupt holdover from Heydar Aliyev,s time. The GOAJ 
works closely with the OSCE Mission in Baku to advance police 
reform and has made limited progress in some areas. However, 
the scope of the OSCE;s effort, even coupled with USG and EU 
assistance, is inadequate to be truly effectively. 


Recommendation: 


-- Urge that the GOAJ adopt as soon as possible by 
Presidential Decree a major police reform and training 
program. Suggest that the GOAJ establish a working group 
with the OSCE and other interested international partners, 
including the US, to devise the program. 


16. (C) Much of the public discussion of Azerbaijan\'s human 
rights record over the last year has been driven by two 
high-profile cases: the Yeni Fikir youth group and the group 

of 11 former GOAJ officials -- including ex-Ministers Farhad 
Aliyev and Ali Insanov -- accused of plotting a coup in the 
run-up to Azerbaijan\'s November 2005 parliamentary elections. 
The Yeni Fikir group\'s 2006 trial exhibited a complete 
absence of due process and did not meet international 
standards. 


Recommendation: 
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-- Urge Mammadyarov to ask President Aliyev to pardon these 
three persons. 


17. (C) The corruption and coup plot case has continued to 
attract public and international attention. This is 

particularly the case for Farhad Aliyev, who remains in 

pretrial detention, because of his lawyers, advocacy efforts 

in Washington and European capitals. The GOAJ separated the 
corruption charges from the coup plot charges in Insanov,s 
case and has not determined whether and when to go forward 
with the coup plot case. Insanov,s corruption trial began in 
mid-February and is ongoing and has more closely adhered to 
international standards for a fair judicial proceeding. 
Commentators believe that Insanov will be convicted of 
corruption as he was reputed to be among the most corrupt 
GOAJ officials while in office. They also believe the 

Insanov case might be precedent for Aliyev and the other 
detainees. Whatever the final charges, Aliyev,s trial is 
expected to begin in April and will attract considerable 
attention. 


18. (C) Insanov and Aliyev both claim to be political 

prisoners, although few outside of their advocates and 
supporters agree with this characterization. Since it remains 
unclear on what charges the GOAJ will try Aliyev and the 
other detainees, we should wait to assess the legitimacy and 
fairness of the future proceedings before passing judgment on 
this question. 


Recommendation: 


-- Stress the importance of ensuring that all persons in 
detention are accorded due process rights and a fair trial 
consistent with international standards. 


19. (C) Separately, the Council of Europe reports that at 
least three persons from its comprehensive 2003 Political 
Prisoners Experts, report on Azerbaijan remain in prison. 
Furthermore, local human rights activists assess that there 
are between 40 to 50 persons in detention or imprisoned for 
what the activists believe to be politically motivated 

reasons. It is difficult to determine which of the 40 to 50 
persons the activists, report meet international definitions 

of a political prisoner without a detailed investigative 
analysis. With the GOAJ,s consent and support, the Council 
of Europe prepared such an experts, report in 2003 that was 
effective in identifying and securing the release of 

political prisoners. 


Recommendation: 
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-- Encourage the GOAJ to invite the Council of Europe 
experts, group to return to Azerbaijan in order to update 
and revise its 2003 political prisoners report to enable 
Azerbaijan to transparently resolve any remaining cases of 
politically-motivated detentions or imprisonment cases. 
DERSE 
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E.O. 12958: N/A 

TAGS: ACABQ, AORC, APER, PREL, UNGA, UNGA/C-5, UNGA/C-6, AJ 
SUBJECT: DEMARCHE DELIVERED ON UN REFORM: INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: SECSTATE 31831 


(U) Pol/Econ Chief delivered reftel demarche to MFA First 
Territorial Department Director Rahman Mustafayev on March 
14. Mustafayev was grateful for non-paper, agreeing on the 
need for reform within the UN. Mustafayev said he would 
forward the non-paper to Deputy Foreign Minister Araz Azimov, 
who deals directly with UN-related issues. 

DERSE 
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SIPDIS 
EUR/EX FOR JOEL DANIES; RM/CFO FOR DONNA BORDLEY 


E.O. 12958: N/A 
TAGS: AMGT, ENRG, Ay 
SUBJECT: REQUEST FOR PERMISSION TO SOLICIT FUNDS 


REF: BAKU 319 2006 


1. This is an action request - please see paragraph 5. 
Reply requested NLT Friday March 23. 


2. The 2007 Caspian Oil and Gas Show (COGS) will be held on 
June 5-8, 2007, here in Baku. This annual event has 
thousands of attendees and is the largest oil and gas show in 
the region. COGS 2006 hosted 360 exhibitors from 33 
countries (including a dozen major U.S. firms) and 
approximately 10,000 registered visitors in 2006. Similar 
numbers of 

U.S. energy and energy services companies are expected to 
attend this year. 


3. Given the importance of Caspian Basin energy issues to 
our political, economic, and commercial agenda here, the U.S. 
Embassy in Baku plays an active role in COGS, staffing a 
booth along with the U.S.-Azerbaijan Chamber of Commerce and 
supporting American participants. The centerpiece of our 
efforts is the large reception jointly hosted with the 

British Embassy the first night of the show (this year, June 

5). Around one thousand industry and government officials 
are invited, and many American companies cite this reception 
as the best opportunity to network with colleagues and 
potential customers. We split the cost 50-50 with the 

British Embassy. The reception qualifies as a trade 

promotion event under the criteria defined in 2 FAM 
962.1-5b(1). 


4. The estimated 2007 cost for the U.S. Embassy\'s share of 
the joint event is USD 14,000. Since we began sponsoring 
these receptions in 1995, we have defrayed the U.S. Embassy\'s 
share of the cost via voluntary donations provided by U.S. 
energy and energy services companies active in the region. 
Donated funds are deposited in a special account which may 
only be accessed to meet specified reception costs. USD 
5,062.16 remains from the 2006 reception solicitation and we 
would like to apply this amount towards 2007 reception 
expenses. 
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5. ACTION REQUEST: In accordance with 2 FAM 962, we request 
authorization to solicit voluntary donations for this event 

and to use the balance left over from 2006. The text of the 
proposed U.S. Embassy solicitation letter and a list of 
companies to be solicited is provided in paragraphs 6 and 7 
below; apart from the dates and other, nonsubstantive 

changes, it is the same text as that approved by the 

Department in 2006. None of the companies does business with 
the embassy. Department approval is requested NLT March 23, 
2007, to permit smooth organization of the event and to help 
avoid a conflict with our Fourth of July Reception 

fund-raising activities. 


6. (Begin Draft Text of Donation Solicitation Letter): 


Mr. John Doe 
U.S. Energy Company 
Baku, Azerbaijan 


Dear Mr. Doe: 


The 2007 Caspian Oil and Gas Show June 5-8 will be an 
important event for the energy industry. As in years past, 
the American and British Embassies are organizing a reception 
in support of the show for industry and key government 
officials. The reception is planned for the evening of June 
5, at the Park Hyatt hotel. | write to request your 
assistance in ensuring that the joint U.S./U.K. reception 
achieves its goal of giving you an opportunity to meet in an 
informal setting with colleagues and potential customers. 


As a part of this, the U.S. Embassy seeks sponsorships 
to defray part of the reception\'s cost. Let me be clear that 
in accordance with U.S. Government policy of avoiding 
conflicts of interest as well as the appearance of 
impropriety, your assistance is not required and is not tied 
to any services you can expect from the U.S. Embassy in Baku. 


| hope that you, as a representative of an American 
business operating overseas (or, for non-U.S. firms, Was a 
representative of a business with substantial American 
interests”), can provide some financial support for the 
reception. Estimated cost of the U.S. Embassy\'s share of the 
reception is about USD 14,000. Any contribution you can make 
to help defray this cost will be greatly appreciated. If your 
company chooses to contribute, please return your 
contribution payable to the United States Embassy in Baku and 
direct itto Energy Officer Alan Eyre (498-0335, ext. 4373) 
or to Political-Economic Office Manager Linda Loth (ext. 
4242). The welcome banner at the reception will display the 
corporate logos of all contributors. 
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The U.S. Embassy is responsible for half of the 
approximately 1,000 guests invited to the reception. We have 
already begun to work on the acquisition of goods and 
services to support the reception. As U.S. Government 
regulations require us to have financial donations in hand 
before we can commit any money to these goods and services, 
we kindly ask that, if you are able to make a contribution, 
that you do so as soon as possible. In order to make sure 
that your corporate logo appears on the welcome banner, we 
will need to have your contribution by May 20. Should you 
donate, we would be pleased to acknowledge your companys 
support at the reception itself. 


| hope that ((company name)) will be able to support 
the joint U.S./U.K. reception at the 2007 Caspian Oil and Gas 
Show. Do not hesitate to contact me if you have any 
questions. 


Sincerely, 
Anne E. Derse 
Ambassador 


NOTE: Ambassador will add a postscript on letters to 
companies that contributed in 2006 saying \"Thanks again for 
your generous support in 2006!\" (End Draft Text of Donation 
Solicitation Letter) 


7. The proposed solicitation letter will be sent to the 
following U.S. energy and energy service companies active in 
Azerbaijan: 


-AIG 

--Amerada Hess 

--Azeri MI Drilling Fluids 

--Baker Hughes Azerbaijan 
--Bechtel 

--BJ Services 

--Caterpillar Borusan-Makina Services 
--Caspian Geophysical 

--Caspian Oil Services 

--Caspian Region Oilfield Services 
--Chevron 

--Conoco-Phillips 

--Cooper Cameron 
--Technip-Coflexip 

--Devon Energy 

--Emerson 

--Exxonmobil 

--Foxboro 

--Halliburton International 
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--Karasu Operating Company 
--Marsh Caspian Services 
--McDermott International 
--Oxus Energy 
--Petro-Alliance 

--Reed Hycalog 

--Spie Capag Petro-Fac International 
--Santa Fe Caspian Drilling 
--Schlumberger 

--Smith Bits 

--Tidewater Marine 
--Transoceanic 


8. Please note that, in accordance with reftel, the Embassy 
is not currently involved in any ongoing advocacy effort for 
these companies. 
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E.O. 12958: DECL: 3/16/2032 

TAGS: PHUM, PINR, KJUS, CH 

SUBJECT: SHANGHAI LEGAL EXPERTS ON LUO GAN SPEECH 
REF: BEIJING 1103 


CLASSIFIED BY: Mary Tarnowka , Section Chief, Political/Economic 
Section, U.S. Consulate Shanghai. 


Column 3 
REASON: 1.4 (b), (d) 


1. (C) Summary: Three of Shanghai legal experts said they were 
not surprised by Politburo Standing Committee member Luo Gan\'s 
abrasive rule of law speech published in a Party journal on 
February 2 (reftel). In the speech, Luo talked about the need 

to guard against \"unfavorable\" Western influences. The experts 
said that Luo and the Chinese Communist Party (CCP) had always 
had a conservative attitude towards judicial independence and 
there was nothing new about the tone of the speech. They did 

not foresee any changes to judicial independence and 
international cooperation, since the CCP controlled the courts 

and there was currently not a lot of judicial independence. Two 

of the experts said the speech was actually an improvement since 
it mentioned the importance of equality, justice and fair 

criminal trials. One expert was less positive and noted that 

Luo\'s comments indicated that the government intended to 
maintain tight control over the legal system for the foreseeable 
future. End Summary. 


2. (SBU) CCP Politburo Standing Committee Member Luo Gan 
delivered a speech on rule of law at a national conference on 
November 27, 2006. The speech was published in the CCP Central 
Committee\'s official journal, \"Seeking Truth,\" on February 2. 
While the speech focused on ways judicial organs (courts, 
procuracy, and public security organs) could help in building a 
\"harmonious society," Luo also talked about the need to guard 
against \"unfavorable\" influences from the West. (Reftel) 


3. (C) FSN Rule of Law Coordinator (ROLC) met with China Civil 
Litigation Society Vice President Zhang Wusheng and China Civil 
Litigation Society Vice President Xie Youping in separate 
meetings on February 13. Like legal experts in Beijing 

(reftel), Zhang and Xie were not surprised by Luo\'s remarks on 
the need to block the influence of \"foreign forces on China\'s 
legal system. Zhang said Luo was known for his conservative 
views and the speech\'s harsh tone was nothing new. Xie had a 
similar view to Zhang and noted that the speech did not deviate 
from the CCPYs usual tone. Other Chinese leaders had made 
similar comments. For example, Han Shubing, currently the 
Chairman of the China Law Society and former President of the 
Supreme People\'s Procuratorate, recently gave a speech that 
called for being cautious towards foreign forces, which were 
westernizing and dividing the country. While these types of 
statements were nothing new to Chinese academics, Xie said it 
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was rare for them to be published in such a high-level magazine 
as \"Seeking Truth.\" 


4. (C) Xie did not expect that the speech would have a negative 
impact on judicial independence and international cooperation. 

He said that the CCP already had a negative attitude towards 
cooperation. In addition, there was not currently much judicial 
independence, since the courts were completely controlled by the 
CCP. China Constitutional Law Society Vice President Tong 

Zhiwei had a similar view during a meeting with ROLC on February 
16. Tong said he had read Luo\'s speech carefully and thought 

that it was an attempt to apply President Hu Jintao\'s 

\"harmonious society\" concept to the judicial system. He did not 
foresee any policy changes, although slogans such as \"harmonious 
courts\" and \"harmonious police\" would probably start appearing 
throughout China soon. He also did not expect that there would 

be any new policy to restrict international cooperation. He 

noted, however, that there might be occasional incidents in 

which cooperation was restricted. For example, Luo Gan used to 
frequently visit a court in Chengde, Hebei province. When he 
found out that Beijing University Professor and Rights 

Protection movement (Wei Quan) activist He Weifang was scheduled 
to give a lecture in that court, he ordered the court to cancel 
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the lecture immediately. Tong thought similar cancellations 
would likely occur again. 


5.(C) Zhang noted that there were indications that Shanghai 
officials had not yet received instructions from Beijing on the 
speech. He said he recently discussed Luo\'s speech at an 
internal meeting of the Shanghai Communist Party\'s 
Political-Legal Committee. Local officials at the meeting were 
reluctant to discuss the speech and immediately changed the 
topic. 


6. (C) According to Zhang, Luo admitted in the speech that there 
was widespread dissatisfaction among the common people. Luo 
said that in some districts, some people participated in mass 
dispute matters such as demonstrations. These people did not 
necessarily have any direct interest in the matters, but used 
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them as a chance to express their pent-up dissatisfaction. He 
urged leaders to think deeply about these phenomena. Zhang said 
that as far as he could recall, this was the first time that a 

top leader admitted that there was widespread dissatisfaction in 
such a public way. This implied that the Central Government had 
realized the danger of the people\'s dissatisfaction and would 

take measures to tackle this issue. 


7. (C) According to Xie, the speech indicated that the Central 
Government knew that there were wide-spread conflicts among 
different levels of society in China. There was no quick way to 
tackle this problem as the political system was the key cause of 
the conflicts and the CCP was reluctant to implement political 
reforms. Unless there was a change in the political system, 
these conflicts would not be eased anytime soon. 


8. (C) Zhang and Xie noted that the speech had a few positive 
aspects. Zhang said that although the bulk of the speech was on 
how to amplify President Hu\'s \"harmonious society” concept, Luo 
also emphasized the importance of equality and justice. Xie 

noted that Luo also mentioned the need for fairness in criminal 
trials and supported the balance between strictness and leniency 
in trials. In addition, Luo mentioned criminal law reforms, 

including bail. He saw this as a good sign that there might be 
progress in criminal legal procedures. 


9. (C) Tong was not as positive about the speech as Zhang and 
Xie. He noted that Luo said that there should be no people 

outside of the government\'s management \"net.\" He saw this as a 
sign that the government would not lose its zeal to keep people 
under its control anytime soon. For example, the government was 
able to control lawyers and keep them obedient because all 
lawyers were required to pass annual inspection by the local 
judicial bureau to continue practicing. He believed that there 

would little progress on judicial reforms in the near future. 


10. (SBU) This message was coordinated with Embassy Beijing. 
JARRETT 
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P 160559Z MAR 07 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/12/2017 

TAGS: PGOV, PINR, PREL, IR, AJ 

SUBJECT: TRAVEL RESTRICTIONS BETWEEN IRAN AND NAKHCHIVAN 
EASED 


REF: 06 BAKU 1471 
Classified By: DCM Jason P. Hyland for reasons 1.4 (b) and (d) 


1. (U) On March 12, Baku newspapers reported that visa 
requirements between the Azerbaijani exclave of Nakhchivan 
and Iran had been eased. According to these reports, 
residents of Nakhchivan will now be allowed to travel to the 
Iranian border regions - any area within 45 kilometers of the 
border - visa free up to twelve times per year. For 
Nakhchivan residents seeking to travel to Iran more 
frequently or beyond the 45 kilometer border zone, a 
three-month, multiple-entry Iranian visa will be required. 
This visa will be available to Nakhchivan residents, free of 
charge, at the Iranian Consulate General in Nakhchivan or 
Embassy in Baku. These same restrictions will reportedly 
apply to Iranian citizens visiting Nakhchivan. Previously, 
residents of Nakhchivan with an Iranian-issued special travel 
document were allowed visa free travel to Iran up to four 
times per year (reftel). 


2. (C) Confirming these reports, the head of the Azerbaijani 
border service, General Farhad Tagizadeh, told Embassy EXBS 
Advisor that these same privileges would not be extended to 
Azerbaijanis wishing to enter Iran from border crossings on 

the \"mainland\" Republic of Azerbaijan-Iran border. Citing 

the Armenian blockade and its economic impact on Nakhchivan, 
General Tagizadeh said that the special waiver for Nakhchivan 
had been granted due to \"the need for local economic trade 
and development.\" 

DERSE 
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SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: MEDIA REACTION - US LIFTING OF FINANCIAL 
SANCTIONS ON DPRK - TOKYO 


LEAD STORIES: Friday morning\'s business daily Nihon 
Keizai front-paged an informal UNSC meeting Thursday in 
New York, during which Britain and other members proposed 
a resolution calling for additional retaliatory measures 
against Iran. 


1. \"What Effect Will US End to Financial Sanctions Have 
on DPRK Denuclearization?\" An editorial in the top- 
circulation, moderate Yomiuri commented (3/16): \"...The 
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US Treasury Department, which had been investigating the 
Macau-based Banco Delta Asia (BDA) on suspicion of 
helping launder money for North Korea, formally decided 
to sever ties between BDA and US financial institutions 
on the grounds that the Macau bank turned a blind eye to 
illicit activities by North Korea.... The US decision, in 
effect, paves the way for unfreezing DPRK-related 
accounts at BDA, which are estimated at about 25 million 
USD. But some observers believe that less than half that 
amount will be released. A partial release of funds could 
make it less likely that North Korea will agree to 

abandon its nuclear programs in line with the agreement 
reached at the six-party talks in Beijing." 


2. WUS Should Not Back Away from Basic Principles of DPRK 
Policy" The business-oriented Nihon Keizai editorialized 
(3/16): With a resumption of the six-party talks set for 
next Monday in Beijing, an announcement Wednesday by the 
US Treasury Department about the partial lifting of 
financial sanctions on North Korea was, as it were, a 
\'carrot\' intended to accelerate talks with the North 
concerning its denuclearization.... We strongly hope that 
the US will not play into the hands of North Korea, 

making compromise after compromise and weakening its 
policy of dialogue and pressure. In the past, the Bush 
administration had called for the North\'s abandonment of 
its nuclear programs in a complete, verifiable, and 
irreversible manner and had expressed strong support for 
Japan on the abduction issue. Nonetheless, criticism is 
now growing in Japan and elsewhere that the Bush 
administration, tied down with Iraq and Iran, is 

violating the basic principles of its policy on North 

Korea. Any US attempt to take an ad hoc policy that would 
only kick the can down the road would harm not only the 
trust it shares with Japan but also its prestige in the 
world." 


SCHIEFFER 
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E.O. 12958: DECL: 03/16/2017 
TAGS: PREL, PGOV, ENRG, EPET, KZ, Ay 
SUBJECT: FOREIGN MINISTER MAMMADYAROV\'S TRIP TO KAZAKHSTAN 


Classified By: DCM Jason P. Hyland Derse for reasons 1.4 (b, d) 


1. (C) Summary: During a February 27-28 visit to Kazakhstan, 
Azerbaijani Foreign Minister Elmar Mammadyarov signed 
agreements on visa-free travel and a strategic partnership; 

he also discussed Trans-Caspian energy cooperation and the 
Baku-Tbilisi-Kars railroad project. Official statements 
expressed only the \"interest\" and desire of both countries to 
futher study the financial and technical aspects of a 
trans-Caspian gas pipeline. MFA Director of First 

Territorial Department Rahman Mustafayev told emboffs that 
the Kazakhs Ware ready, but are very cautious\" regarding 
Trans-Caspian energy cooperation, due to the importance of 
maintaining good relations with Russia and China. 
Kazakhstani Embassy Counselor Yerzhan Mukash told us that 
Kazakhstan is \"very interested" in sending Kazakhstani gas to 
European markets, while cautioning that this is not a 

\"political issue, but a technical and economic issue\" that 
needed to be addressed by \"experts.\" End Summary. 


Background 


2. (SBU) Foreign Minister Elmar Mammadyarov visited 
Kazakhstan on February 27-28. Mammadyarov met with President 
Nazarbayev, newly appointed Foreign Minister Mara Tajin, 
Prime Minister Kerim Mesimov, and Senate leader Kasimjomart 
Tokayev, according to local press. According to press 

reports, two agreements were signed during the visit. The 

first agreement extends a 1997 intergovernmental agreement on 
visa-free travel for both countries\' citizens. The second 
agreement involved an exchange of documents to ratify a May 
2005 bilateral strategic partnership accord. Apart from 

these two agreements, local press reported that the visit 
focused on energy cooperation and Kazakhstan\'s participation 
in the Kars-Akhalkalaki-Tbilisi-Baku railroad project, now 
renamed the Baku-Tbilisi-Kars (BTK) railroad. 
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Public Statements on Trans-Caspian Pipeline 


3. (SBU) A review of official statements indicates both 

sides were only comfortable publicly acknowledging their 
\"interest\" and desire to further study the financial and 
technical aspects of a trans-Caspian gas pipeline. After 
meeting with Nazarbayev, Mammadyarov was quoted by RIA 
Novosti as saying, There was discussion of gas deliveries. 
As is known, Azerbaijan will launch the Baku-Tbilisi-Erzurum 
gas pipeline this year. The Kazakh side has expressed 
interest in this pipeline." Mammadyarov also reportedly 
commented that experts need to study several issues, 
including tariffs, customs duties, and other technical 
parameters, according to the same RIA Novosti report. 
Interfax quoted Mammadyarov as stating, There are several 
ideas how to deliver (Kazakh) gas to international markets. 
This issue is on the agenda, but it is too premature to say 
exactly which of these (options) will be chosen." 


4. (SBU) Azerbaijani press also reported that Mammadyarov 
said Nazarbayev had chosen the \"right strategy\" and 
\"establishing his (Nazarbayev\'s) policy on ways of many 
routes, he actually provides a platform for the strengthening 

of his country and its sovereignty.\" Kazakh Energy and 

Mineral Resources Minister Baktykozha Izmukhambetov adopted a 
more conservative tone while commenting on the energy 
discussions. Izmukhambetov reportedly said that Kazakhstan\'s 
position on a trans-Caspian gas pipeline is that the project 
cannot be put into effect without the consent of all five 

Caspian littoral nations, according to Interfax. 


MFA Perspective 


5. (C) Rahman Mustafayev -- director of the Azerbaijani MFA\'s 
First Territorial Department, who accompanied Mammadyarov on 
his visit -- discussed the visit with emboffs on March 14. 
Summarizing the prospects for enhanced 
Kazakhstani-Azerbaijani energy cooperation, Mustafayev said 
the Kazakhs Ware ready, but are very cautious,\" because of 
Kazakhstan\'s complex geopolitical setting adjacent to Russia 
and China. Mustafayev said that although Astana is open to 
sending oil shipments\" through Azerbaijan to Europe, there 
have been no concrete results in a bilateral commission to 
address this issue. Mustafayev noted that on a trans-Caspian 
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gas project, the Kazakhs are \"very reserved." Reflecting 
Kazakhstan\'s need to manage relations with its more powerful 
neighbors, Mustafayev said that his departmental counterpart 
in the Kazakhstani MFA listed Kazakhstan\'s foreign priorities 
in descending order as Russia, China, US, EU, and Central 
Asian and Caspian basin countries. Despite the lack of 
concrete progress, Mustafayev said that Azerbaijan was very 
interested in partnering with Kazakhstan on energy issues, 
and we \"feel they (Kazakhstan) are interested." 


Kazakhstani Embassy Readout 


6. (C) Commenting on the significance of Mammadyarov\'s 
visit, Kazakhstani Embassy Counselor Yerzhan Mukash mentioned 
the above-noted two agreements, while acknowledging that 
there had been some discussion on energy transportation and 
Kazakhstan\'s participation in the Baku-Tbilisi-Kars railroad. 

He observed that the key bilateral interest was energy 
transportation. In response to our question about the status 

of bilateral energy discussions, Mukash said Kazakhstan is 
\"very interested in sending its gas to European markets. 
Mukash cautioned, however, that sending Kazakh gas to Europe 
was not a \"political issue,\" but a technical and economic 
issue" that needed to be addressed by \"experts.\" Mukash 
emphasized that Kazakhstan does not view this as a political 
issue and seeks to avoid energy transit discussions being 
portrayed in a political light. 

DERSE 


100649 

RR RUEHCN RUEHGH RUEHVC 

DE RUEHGZ #0344/01 0750614 

ZNR UUUUU ZZH 

R 160614Z MAR 07 

FM AMCONSUL GUANGZHOU 

TO RUEHC/SECSTATE WASHDC 5890 

INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUCPDOC/USDOC WASHDC 

RUEHC/USDOL WASHDC 

RULSDMK/DEPT OF TRANSPORTATION WASHDC 
RUEAIIA/CIA WASHDC 

RUEKJCS/DIA WASHDC 

RHHMUNA/HQ USPACOM HONOLULU HI" "UNCLAS SECTION 01 OF 02 GUANGZHOU 000344 


SIPDIS 
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TAGS: ECON, ETRD, ELAB, EINV, WTRO, CH 

SUBJECT: U.S. Companies in South China are Profitable; Labor and 
Regulatory Challenges Remain 


REFERENCE: A) Guangzhou 301; B) 06 Guangzhou 32385; C) 06 Guangzhou 
31579; D) 06 Guangzhou 10089 


(U) This document is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) SUMMARY AND COMMENT: According to an AmCham-South China 
survey released on March 15, most U.S. investors in South China are 
profitable and planning further investments in 2007. Companies 

prefer Guangdong\'s Pearl River Delta (PRD) because of its large and 
relatively prosperous domestic market and its developed logistics 
network. The survey highlighted the gradual shift in the focus of 

U.S. companies in the past few years from manufacturing for export 

to manufacturing for the domestic market. Additionally, the number 

of companies providing services has increased to just over 50 

percent. However, despite the rosy outlook, investors remain 

frustrated with regulators\' lack of transparency, a dearth of 

skilled workers, and rising labor costs. A surprising 75 percent of 

survey participants have not made any preparations for an avian flu 
outbreak. Though business contacts often complain to Post of the 
difficulties of operating in South China\'s opaque and sometimes 

arbitrary business environment, this survey indicates that, on the 

whole, U.S. companies are doing well here, the domestic market is 
growing, and the market for services is increasing. END SUMMARY AND 
COMMENT. 


About the Survey 


2. (U) The 2007 State of Business in South China Survey, conducted 

by AmCham-South China and Hewitt Associates, surveyed 364 companies 
from January 14, 2007 to February 6, 2007. Half of the respondents 

are subsidiaries of U.S. companies and a majority has more than 10 

years of experience in China. Three quarters are headquartered in 

either Guangzhou or Shenzhen. The respondents are split 50-50 

between those that manufacture goods and those that provide 

services. 


Profitability and Rising Investment 


3. (U) According to the survey, most U.S. companies in South China 
are profitable and are meeting or exceeding budget expectations. 
Only those that established operations in China within the last two 
years are not profitable - though they almost all expect to see 
improvement within the next two years. The vast majority of 
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companies expect to increase their China business activities and 
expand existing facilities during the next few years. 


4. (U) Surveyed companies are also planning to increase their 
investment levels throughout the country. In most cases the 
increase will be in the range of a few million dollars - a 

significant amount considering that most of the companies invested 
less than USD 10 million in China in 2006. A 2006 AmCham-South 
China survey found similar results in profitability and investment 
trends (ref C). 


A Positive Business Climate 


5. (U) The vast majority of companies are satisfied with the 

business climate in South China, and most believe it has improved 

over the last 12 months. Almost all of the companies believe the 
government\'s economic reforms in 2006 were positive overall. As for 
why these companies chose Guangzhou or other South China cities as a 
base of operations, most cite the large and relatively prosperous 
customer base, proximity to Hong Kong, logistical and transportation 
advantages, and greater transparency. 


Shifting to the Domestic Market and Services 


6. (U) Interestingly, the survey highlighted the gradual shift in 

the focus of U.S. companies during the past few years from a heavy 
emphasis on manufacturing for export to now manufacturing for the 
domestic market. This demonstrates the growing maturity and 
openness of the domestic market. Additionally, the number of 
companies providing services has increased to just over 50 percent, 
also reflecting greater market openness largely due to ChinaYs WTO 
accession. 


Top Complaints: Regulatory Issues and Human Resources 
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7. (U) Despite the generally positive impressions of China\'s reforms 
in 2006, companies still see regulatory issues as their biggest 
challenge in China. Though the survey does not cite specifics, 
business contacts have complained of a lack of transparency in local 
regulators\' implementation of new laws. Human resource issues 
continue to be a serious concern for companies here as well, 
particularly the lack of qualified managerial and specialist talent, 
rising labor costs, and, to a lesser extent, a lack of unskilled 

labor (see reftel A). Companies see these challenges as unlikely to 
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change over the next few years. 


Avian Flu: Ignoring the Issue 


8. (SBU) Companies are no doubt aware of the risks of an avian flu 
outbreak in South China, both because of the intense media interest 

in 2006 and active outreach programs by AmCham and Post. However, 
three-quarters of companies still have not set up contingency plans, 
education campaigns, or vaccination programs for employees. 
Apparently, though companies are hearing the message, they are not 
taking it to heart. 


ROCK 


100650 

OO RUEHCI 

DE RUEHKA #0446 0750643 

ZNY CCCCC ZZH 

O 160643Z MAR 07 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3534 
INFO RUEHLM/AMEMBASSY COLOMBO 7824 
RUEHKT/AMEMBASSY KATHMANDU 8982 
RUEHIL/AMEMBASSY ISLAMABAD 1544 
RUEHNE/AMEMBASSY NEW DELHI 9733 
RUEHLO/AMEMBASSY LONDON 1649 
RUEHKU/AMEMBASSY KUWAIT 0237 
RUEHOT/AMEMBASSY OTTAWA 0670 
RUEHBY/AMEMBASSY CANBERRA 0303 
RUEHCI/AMCONSUL CALCUTTA 

RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKDIA/DIA WASHDC","C ON FID ENTIAL DHAKA 000446 
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SUBJECT: RIHS REGISTRATION RENEWED 

REF: 06 DHAKA 2001 

Classified By: P/E Counselor D.C. McCullough, Reason(s): 1.4 (b) 
1. (SBU) On March 13, local media reported that the the NGO 
Affairs Bureau of the GOB has renewed for five years the 


registration of the local chapter of the Kuwait-based Revival 
of Islamic Heritage Society (RIHS). 
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2. (SBU) We are attempting to confirm this report with GOB 
officials. Meanwhile, on March 14, Bangladeshi human rights 
watchdog organization Ain O Shalish (ASK)\'s Director of 
Investigation, Nur Khan Liton, told us that although the GOB 
had banned RIHS activities, its registration had never been 
cancelled. Liton said that the NGO Affairs Bureau did not 
find any evidence that RIHS was involved in terrorist 
financing, and therefore renewed its registration for a 
standard five-year period. 


3. (C) Comment: Senior officials of the former Bangladesh 
Nationalist Party-led government had assured us on many 
occasions that RIHS was being shut down in Bangladesh ana, in 
the process of shutdown, its expatriate staff had been sent 
home. In the likely event this report is correct, we will 

remind the government of its predecessor\'s assurances and 
remind it that one of its stated objectives on taking office 

on January 12 was to continue the campaign against extremism 
and terrorism. 

BUTENIS 


100651 

OO RUEHCI 

DE RUEHKA #0447 0750643 

ZNY CCCCC ZZH 

O 160643Z MAR 07 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3535 
INFO RUEHLM/AMEMBASSY COLOMBO 7825 
RUEHKT/AMEMBASSY KATHMANDU 8983 
RUEHIL/AMEMBASSY ISLAMABAD 1545 
RUEHNE/AMEMBASSY NEW DELHI 9734 
RUEHLO/AMEMBASSY LONDON 1650 
RUEHKU/AMEMBASSY KUWAIT 0238 
RUEHOT/AMEMBASSY OTTAWA 0671 
RUEHBY/AMEMBASSY CANBERRA 0304 
RUEHCI/AMCONSUL CALCUTTA 
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1. (SBU) On March 13, local media reported that the the NGO 
Affairs Bureau of the GOB has renewed for five years the 
registration of the local chapter of the Kuwait-based Revival 
of Islamic Heritage Society (RIHS). 


2. (SBU) We are attempting to confirm this report with GOB 
officials. Meanwhile, on March 14, Bangladeshi human rights 
watchdog organization Ain O Shalish (ASK)\'s Director of 
Investigation, Nur Khan Liton, told us that although the GOB 
had banned RIHS activities, its registration had never been 
cancelled. Liton said that the NGO Affairs Bureau did not 
find any evidence that RIHS was involved in terrorist 
financing, and therefore renewed its registration for a 
standard five-year period. 


3. (C) Comment: Senior officials of the former Bangladesh 
Nationalist Party-led government had assured us on many 
occasions that RIHS was being shut down in Bangladesh ana, in 
the process of shutdown, its expatriate staff had been sent 
home. In the likely event this report is correct, we will 

remind the government of its predecessor\'s assurances and 
remind it that one of its stated objectives on taking office 

on January 12 was to continue the campaign against extremism 
and terrorism. 
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1. (U) Per reftel, Post provides the following input on trafficking 
in persons issues in Ethiopia. (Due to length of information 
reported, responses are being reported in two complementary 
cables.) 


2. (U) Responses are keyed to questions in paragraphs 27-30 of 
reftel. 


3. (SBU) QUESTION 29 - INVESTIGATION AND PROSECUTION OF 
TRAFFICKERS: 


A. The government enacted new legislation relating to trafficking in 
May 2005. The May 2005 penal code improved trafficking-related 
language, outlaws labor-related trafficking, and replaces the former 
penal code of 1957. 


-- Article 596 (Enslavement) criminalizes any attempt to enslave, 
sell, alienate, buy, trade or exploit another person. 


-- Article 597 (Trafficking in Women and Children) criminalizes the 
recruitment, transportation, harboring, import, or export of women 
or minors for the purpose of forced labor. 


-- Article 598 (Unlawful Sending of Ethiopians for Work Abroad) 
criminalizes sending Ethiopian citizens abroad for work without a 
license. 


-- Article 599 (Participation of Illegal Associations and Juridical 
Persons) criminalizes any group or organization\'s participation in 
slave trade. 


-- Article 600 (Default of Supervision or Control) criminalizes any 
government official who fails to take all measures to control and 
prevent trafficking. 


-- Article 635 (Traffic in Women and Minors) specifically 
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criminalizes the trafficking of men, women and children for 
prostitution. 


B. Those found in violation of these articles face 5 to 20 years 
imprisonment and a fine not to exceed 50,000 birr (approximately USD 
5,656). For particularly egregious cases involving bodily harm, the 
penalty may be 10 to 20 years of rigorous imprisonment. 
Organizations found in violation Article 599 face a 100,000 birr 
(approximately USD 11,312) fine and dissolution. 


C. (Please refer to responses 29 A and B.) 


D. Article 589 of the penal code makes rape punishable by 
imprisonment not to exceed 10 years. If committed against a child 
under age 15, or to anyone under the protective custody or 
supervision of the accused person, or by a number of persons acting 
in concert, rape is punishable by imprisonment not to exceed 15 
years. Forced sexual assault as defined by article 590 of the penal 
code is punishable by imprisonment not exceeding 8 years, or with 
\"simple imprisonment\" for not less than 6 months. Depending on 
which article is used to prosecute, the penalties for rape and 
sexual assault may be more or less severe than the penalties for 
trafficking. 


E. Prostitution is not legal in Ethiopia. Article 634 (Habitual 
Exploitation for Pecuniary Gain) criminalizes the act of 

prostitution and those elements in support of it. Prostitutes, 
brothel owner/operators, clients, and those who procure customers 
for prostitutes (pimps) are subject to a maximum of five years 
imprisonment. In practice, however, few people are charged with 
prostitution or crimes related to prostitution. Enforcement of 
Ethiopia\'s existing anti-prostitution laws has lagged. 


F. According to an NGO source, in 2006, some 925 cases of trafficked 
children were nationally reported to the police. Of these, 67 cases 
have been referred to the prosecutor\'s office. Of the 67 cases, one 
case (July 2006) has resulted in conviction and sentencing (13 years 
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in prison and a 5,000 birr fine). Twenty-three cases are currently 
pending prosecution, and the remaining 43 have been closed due 
either to lack of evidence or absconded defendants. The low 
conviction rates partly result from an understaffed and overburdened 
judiciary, lack of cooperation with destination country governments, 
and alleged corruption on the part of responsible local authorities. 
Traffickers often destroy evidence, making convictions difficult. 


-- The Forum for Street Children, a domestic NGO funded by 
international donors, reports the following cases of trafficked 
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children and traffickers under investigation for March 2006 - 
January 2007: 816 cases of trafficked children reported to the 
police; 67 cases referred to the prosecutor office. One case 
resulted in conviction, 23 cases are pending prosecution, and 43 
cases have been closed for lack of evidence. 


-- In February 2006, the Assistant Prosecutor-General clarified that 
the federal government?s previously compiled ?trafficking? data was 
coupled with ?fraud\" cases. Such \"fraud\" includes 
trafficking-related cases, but also unrelated crimes such as 
counterfeit checks and other scams. As noted previously, the May 
2005 revised penal code recognizes and names trafficking as a crime. 
Citing a total of 70,000 intermixed and backlogged criminal files 

in the prosecutor\'s office, the Assistant Prosecutor-General asserts 
that the GOE lacks the institutional capacity and resources to 
separate trafficking from fraud cases. Such cases would have to be 
reviewed individually to distinguish between trafficking and other 
types of fraud. 


-- 2005: Some 411 cases of trafficked children reported (332 female, 
79 male); 5 cases remain under investigation by police; 14 of 15 
cases sent to prosecutors later dropped; 1 individual sentenced to 6 
years imprisonment. 


-- 2004: Some 251 cases of trafficked children reported; 8 cases 
investigated (5 dropped for lack of evidence; 3 still pending); 11 

of 12 cases sent to prosecutors were later dropped for insufficient 
charges. One individual was sentenced to 3 months and 15 days in 
prison. 


G. Information on who is behind trafficking has proven difficult to 
document. According to MOJ, MOLSA and IOM sources, very small and 
loose rings of Ethiopians are central to trafficking activities. 

There are several well known operators in Addis who have extensive 
linkages both throughout Ethiopia and destination countries. In the 

past, some worked under the cover of legitimate travel agencies. 

NGO representatives claim that traffickers tend to be individuals 

rather than organizations, and operate on a fairly small scale. 

They do not believe trafficking is operated or coordinated by 
international criminal organizations. 


--There is no report of organized crime families, gangs or the like 
participating in the trafficking process. There have been reports 

of small groups of smugglers (3 to 6 in number) who ask for 200-300 
birr (USD 23-34) to help migrants cross borders away from 
checkpoints. However these smugglers do not appear to belong to 
organized rings or sophisticated networks. 


-- The IOM Rapid Assessment (pp.33-42) reports: 


?The typical recruiter for external trafficking is a person who has 
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returned from the country of destination, has relatives living in 

the country of destination, or frequently travels abroad for a 
legitimate purpose. The person is either known to the victim (or her 
family) or works through a facilitator known to them. Traffickers 

are most often local brokers? relatives and family members of 
migrant workers, outside brokers [and] legally registered employment 
and travel agencies.... 


?BROKERS: Local brokers (called ?delalas?), who operate at the 
community level and are usually known to the victim and her family, 
often recruit potential victims for trafficking. Typically the 

broker is either a returnee from the country of destination or has 
relatives there. Reports indicate many women who work in [Middle 
Eastern] countries traffic through their families in Ethiopia. 
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Community members are more likely to trust traffickers with family 
members living and working abroad. This has helped some families to 
establish a small business trafficking women and children. In one 
case, a returnee reported that the broker who arranged for her 

travel to Beirut operated through her daughters, who live in three 
different countries in the Middle East. In some cases, families with 
children living abroad fraudulently claim that their children will 

help victims adjust to life abroad. In the words of one returnee: ?A 
woman introduced me to a broker and promised me that her daughter, 
who lived in Lebanon, would help me once | arrived. Once in 
Lebanon, | met with the daughter. She had no idea that her mother 
had helped to arrange my travel or sent me to her. She was very 
disappointed and angry with her mother. She asked me why her mother 
had sent me to Lebanon to suffer after having read all the letters 

she wrote about the terrible conditions she was facing in Beirut. | 
would never have trusted the broker or left Ethiopia if it wasn?t 

for the stories the mother told me about her daughter?s life.? 


2FACILITATORS: Brokers usually use facilitators for recruitment and 
do not directly contact victims and their families. Facilitators are 
typically neighbors or other persons known to the victim. This can 
also include close relatives and family members. The main tasks of 
facilitators in the recruitment process are to seek out potential 
victims, convince victims and their families of the benefits of 

working abroad, and arrange a meeting with the broker. Though 
facilitators present themselves as concerned individuals, they 
actually receive commissions from brokers for each successfully 
trafficked woman and child. The story of a returnee interviewed for 
this report sheds more light on the role of the facilitator in the 
recruitment process: ?I had just completed high school with poor 
results and was unemployed. At the Lideta Mariam ceremony organized 
by my mother, a woman | did not know came to our house with a 
neighbor. The neighbor was a very close friend of my mother and 
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very respected in the neighborhood. The woman told my mother about 
girls my age who live in Beirut and send money to their parents. 

She spoke of a close friend whose daughter lives a very good life 

and helps her family, and offered to talk to her friend about the 
possibility of my working in Beirut. The woman took my mother and 
me to the woman?s house a few days later to talk about the kind of 
work | am going to do in Beirut and the money we have to pay her. 
After the first meeting, | met the woman only a few times. My 

mother paid her a total of three thousand birr.? 


?Working through facilitators benefits the brokers in many ways. 
Since the facilitators are known and trusted by the potential 

victims, there is a better chance of engaging the victims while at 

the same time reducing suspicion of active recruitment. The 
arrangement also makes it easier for the broker to work in 
communities where he or she is not known. Additionally, the brokers 
are not held responsible for the victim?s exploitation in the eyes 

of the community. Even the victims may not hold the broker 
responsible; since the involvement of a facilitator gives the 
impression that the victim or her family came to the broker seeking 
assistance. The facilitator is also often considered blameless and 
seen as a good-intentioned neighbor or relative. This arrangement 
has become the normal modus operandi in trafficking due to the 
increasingly hostile atmosphere created by publicity of cases of 
abuse and the increasing attention given by law enforcement agencies 
to trafficking, especially in Addis Ababa. 


2To avoid notoriety and detection by authorities, local brokers do 

not have established or official places of work. They work from 

rented houses, neighborhood cafes or hotel rooms and do not publicly 
advertise their services. To avoid being identified, brokers also 

move from place to place in larger towns and work through multiple 
facilitators. According to a recent study, even the victims do not 

know the real names and addresses of the brokers who recruited and 
trafficked them. 


Travel agencies and import-export businesses 

Unlike in other countries, organized crime groups do not play a 
significant role in the external trafficking of women and children 

in Ethiopia. This does not, however, mean that organized groups are 
not involved in the process. Travel agencies and import-export 
businesses are in a position to make the business of trafficking in 
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persons from Ethiopia more efficient, organized and widespread. 
Their activities create frequent opportunities for travel to 
destination countries and contact with employment agents and 
individuals involved in trafficking at the destination side. 
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?Not much is known about the recruitment methods used by owners and 
operators of travel agencies and import-export businesses. They do 

not advertise their services since they are not licensed to arrange 
employment abroad. Presumably, they work with local brokers and 
facilitators at the initial stages of recruitment in the manner 

discussed above. 


2 THE RECRUITMENT PROCESS: As described above, most brokers recruit 
women and children in an informal manner using a facilitator. The 
facilitator?s first task is to identify a child or woman who could 

be convinced to seek the help of the broker. These are often 

parents in financial difficulty or with children out of school. The 

facilitator befriends the potential victim or her family and 

suggests the possibility of employment in a foreign country as a 

means of dealing with the family?s problems. Once the interest of 

the victim or parents has been secured, the facilitator offers to 

arrange a meeting with the broker. 


?The story of a returnee from Beirut describes this mode of 

recruitment: ?l was out of work and lived in my mother?s house. My 
family was facing financial problems since my father left us. 

Although my mother was employed, she could not earn enough to 
support my four younger brothers and sisters. A neighbor who works 

as a broker for housemaids told my mother about a woman who makes 
arrangements for employment in Lebanon. Our neighbor advised us not 
to miss the chance to talk to her, even if | decided not to go 

abroad. A few days later he arranged for a meeting at her house.? 


?The meeting with the broker may take place at his or her home, as 
in the above case. However, in most cases the first meeting takes 
place in public places, which will be the only address the potential 
victim knows if the meeting is not successful. Sometimes, brokers 
use the office of a legitimate activity, such as small brokerage 
houses for housemaids and places for purchase and sale of property, 
as cover operations. More cautious brokers depend on prescreening 
by facilitators and contact only the victims they deem viable. In 

such cases, the brokers use private meeting places like rooms rented 
in a private compound at an address known only to the facilitator. 
These rooms, arranged to make the victims assume that the broker 
lives there, are in many cases rented for a short time. The broker 
moves periodically among different communities and neighborhoods. 
The purpose of the first meeting is to create a resolve on the part 

of the potential victim to migrate. The broker reinforces her 

vision of migration abroad as the solution to her financial 

problems. The broker draws an attractive picture of life in the 
destination country and of the promising conditions and terms of 
employment. He reinforces these images with the often fictional 
stories of others he has sent to that country in the past. The 
potential victim may not have a preferred country or may doubt the 
selection of the suggested country. In this case, the broker will 
describe its many attractions in such a way that the potential 
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victim is persuaded to select the country in which the broker has 
contacts. The potential victim is not informed of any problems or 
challenges unless she specifically raises questions. In cases where 
the victim asks about such matters, they are downplayed as rare 
incidents caused by exceptional circumstances. 


?Once the victim has been convinced to use a broker?s services of 
the broker, the issue of payment may be raised at the first or 
subsequent meetings. Where the broker is hiding from the 
authorities, or fears exposure, the facilitator may handle all 
negotiations with the potential victim. A woman trafficked to 
Beirut said she never met the broker who arranged her travel to 
Beirut: a friend, herself a recent returnee from the same country, 
handled everything. The normal role of the facilitator in these 
meetings is as an advisor to the potential victim. The facilitator, 
who has the trust of the victim, convinces her that the payment set 
by the broker is fair. The total amount and manner of payment 
depends on several factors, primarily country of destination. 
Returnees interviewed for this report paid 2,000-8,000 birr. 
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Returnees from Dubai paid highest amount, while returnees from Yemen 
paid 2,000 birr. Those who traveled to Qatar and Bahrain paid 5,000 
thousand birr while those who traveled to Beirut paid between 
3,000-7,000 birr. 


Another factor affecting the fee is whether it is directly 

negotiated by the victim. Payments tend to be higher when 
negotiations are mediated by a facilitator, who earns a commission 
on the deal. A returnee from Beirut stated that she secured a 2,000 
birr (USD 226) deduction on the original 8,000 birr fee (USD 905), 
when she contacted the broker directly. 


?While there are written agreements between brokers and victims, 
most are made orally and are not witnessed by third parties; brokers 
sometimes use confidants as witnesses to create a facade of 

formality. Normally, the fee is paid in two equal installments 

covering the broker?s services, and transportation to the 

destination country. The first payment is due before the broker 

starts looking for employment. The second is paid after travel 
arrangements have been completed, marked by the procurement of the 
entry visa or confirmation of the flight. 


?In many cases, parents finance their children?s migration by 
borrowing money from illegal loan sharks at exorbitant interest 
rates, through facilitators and local brokers. One returnee stated 
that her mother borrowed 6,000 birr (approximately USD 679) to pay 
the local broker. Another interviewee reported having to paying 
2,000 birr interest on a 6,000 birr loan. 
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?Once fees are agreed upon and first payment is made, the potential 
migrant gives the broker a copy of her passport, one full body and 
one passport-size photograph, and a medical examination report 
proving that she does not suffer from any major ailment, in 

particular HIV/AIDS. Sometimes, brokers keep the original passport, 
so that the victim cannot approach other brokers for a cheaper deal. 
Copies of the victim?s passport and the photographs are then sent 
to the broker?s contacts in the country of destination for selection 

by potential employers. Finding an employer through the foreign 
contacts usually takes a few weeks. Upon confirmation of an 
interested employer, the broker faxes copies of the relevant 
documents to the country of destination to process and secures the 
necessary entry visa. 


2 The victims handle all official processes within Ethiopia. Brokers 
make non-official travel arrangements, like purchasing tickets and 
confirming flights, to avoid contact with any government authority 
and officially maintain the appearance of sending a legitimate 
migrant who secured employment abroad independently. After the 
entrance visa is sent to Addis Ababa, usually within one month to 
one year, victims receive the visa and airplane ticket to the 

country of destination.? 


H. GOVERNMENT INVESTIGATION: The government employs surveillance 
techniques to monitor trafficking. In the aftermath of the 2005 

election protests and violence, Addis police who had been 

traditionally assigned to special anti-trafficking units were 

temporarily reassigned to patrol duty. As of June 2006, all 

specially assigned counter-trafficking police resumed their duties. 

Each of the 10 counter-trafficking police stations in Addis Ababa is 

assigned 3 police officers. Police and immigration security 

officials are equipped to conduct electronic surveillance and 

undercover operations. 


|, SPECIALIZED TRAINING: In partnership with NGOs, the government 
has provided a limited number of officials with access to 

information and training in counter-trafficking. During the 

reporting period, IOM conducted a series of capacity building 

trainings to various governmental and non-governmental organizations 
to raise their awareness and heighten their skills. The 
counter-trafficking capacity-building for judges, police and 

prosecutors has provided participants with opportunities to discuss 
and identify gaps in laws and practices. Training participants 

included presidents of regional supreme courts, police 

commissioners, and heads of regional justice bureaus. By the end of 
the March 2007 reporting period, 110 law enforcement officials and 
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members of the judiciary will have received training. 


J. EXTRADITION: According to the MFA, there have been no requests by 
any foreign government to extradite non-Ethiopians charged with 
trafficking. The government does not extradite its own nationals 

charged with such offenses. 


K. COOPERATION IN INVESTIGATIONS: Police have been successful in 
thwarting potential trafficking of those transiting Addis Ababa\'s 

Bole International airport. However, according to MOLSA and the IOM, 
there is little international cooperation that occurs. The MFA 

intends to heighten Ethiopian diplomats? awareness of the 

seriousness of trafficking problems in-country, by highlighting and 
contextualizing the issue in its training programs. The MFA reports 

that neighboring destination countries have been hesitant to enter 

into any binding bilateral agreements with the GOE, despite the 

GOE?s attempts to initiate them. 


-- Ethiopia lacks diplomatic representation in several Gulf States. 

If funding permits, the GOE intends to open or expand a number of 
neighboring country consulates in coming years. Currently, the 

GOE?s Embassy in Saudi Arabia is accredited to Oman, and its mission 
in Kuwait is accredited to Bahrain. 


L. GOVERNMENT INVOLVEMENT: There have been no official reports of 
the involvement of government officials in trafficking, but there 

are specific if unsubstantiated reports that this practice exists. 

No government official has ever been officially implicated or 

arrested on any trafficking charge. 


M. STEPS AGAINST OFFICIALS: (Please see above response to 29 L.) 


N. NUMBER OF PROSECUTIONS: Ethiopia is not a high-volume child sex 
tourism source or destination. One foreign national has been 

convicted of pedophilia and is serving a nine-year sentence. A 

newly established court for women and children has led to several 
convictions of Ethiopian sexual abusers. While these convictions 

are not related to trafficking, NGOs see the court as a potentially 

useful tool for this purpose. 


O. INTERNATIONAL INSTRUMENTS: The government signed and ratified ILO 
convention 182 (2003), ILO convention 29 (2003), and ILO convention 

105 (1999). The government has neither signed nor ratified the 

Optional Protocol to the Convention on the Rights of the Child on 

the Sale of Children, Child Prostitution, and Child Pornography, nor 

the Protocol to Prevent, Suppress, and Punish Trafficking in 

Persons, especially women and children. However, both protocols 

have been submitted to the Council of Ministers for approval. 


-- The government signed and ratified ILO Convention 182 concerning 
the Prohibition and Immediate Action for the Elimination of the 
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Worst Forms of Child Labor. 


-- The government signed and ratified ILO Convention 29 and 105 on 
Forced or Compulsory Labor. 


-- The government signed and ratified the Optional Protocol to the 
Convention on the Rights of the Child (CRC) on the Sale of Children, 
Child Prostitution, and Child Pornography. 


-- The government signed and ratified the Protocol to Prevent, 
Suppress and Punish Trafficking in Persons, especially Women and 
Children, supplementing the UN Convention Against Transnational 
Organized Crime 


4. (SBU) QUESTION 30 - PROTECTION AND ASSISTANCE TO VICTIMS: 


A. MOLSA and NGO sources report that the government does not have 
the resources to provide any material assistance to victims of 
trafficking. Consulates in Beirut and Dubai dispense limited legal 
advice to trafficked victims and provide temporary shelter to them 

on (infrequent) occasion. The government does not provide temporary 
loans to trafficked victims who do not have the financial means to 

be repatriated. There is neither a specially designated victim care 
program nor victim-specific health care facilities in Ethiopia. 
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Returned trafficked victims must rely on psychological services 
provided by public health institutions. MOJ is exploring how to 

more effectively identify NGOs or community-based organizations who 
can and do provide such services, as well as to improve referral 
systems. 


B. GOVERNMENT FUNDING: MOLSA, EWLA, and IOM confirm that the 
government does not provide any funding or other forms of support to 
foreign or domestic NGOs for services to victims. 


C. IDENTIFYING VICTIMS: The MOJ plans to expand Addis Ababa 
screening and referral programs for children to other large cities 
and rural transport points. Each Addis Ababa police station is 
affiliated with a child protection unit, which collects information 
regarding victims, and aims to reunify them with their family. 
Shelter facilities are limited, especially for boys. 


D. VICTIMS? RIGHTS: The government respects the rights of victims 
upon their return. There have been no reports of returned 

trafficked victims being detained, jailed, or prosecuted for 

violations of other laws, such as those governing immigration or 
prostitution. 
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E. VICTIMS? RESTITUTION: According to NGO sources, government 
authorities have not made any concerted effort to interview returned 
trafficked victims about their experiences. Many returned victims 

fear retribution not only from accused traffickers but also from 

other trafficked persons trapped in destination countries. There is 

no codified legal barrier to victims pursuing civil suits or seeking 

legal action against traffickers. There is no victim restitution 

program. 


F. GOVERNMENT PROTECTION: The government accords no special 
protections, shelter, and other housing or special services benefits 
to trafficking victims or witnesses. 


G. GOVERNMENT TRAINING: In 2006 and early 2007, MOLSA officials and 
their inter-ministerial counterparts have been involved in 

NGO-brokered training, as supported by Post. However, MOLSA reports 
that many Ethiopian diplomats remain largely uninformed about 

trafficking issues as they receive little to no briefings on the 

topic. The MFA intends to include anti-trafficking in future 

training for its diplomatic corps. The Ethiopian consul-general in 

Beirut collaborates with NGOs in their anti-trafficking efforts. 


H. GOVERNMENT ASSISTANCE: MOLSA reports that there is extremely 
limited government assistance available to trafficked victims in 
Ethiopia or in destination countries. Ethiopia?s Beirut consulate 
negotiates with employers and agents under particular circumstances 
(e.g., when an employer refuses to pay a workers salary, or to 
furnish a migrant worker with a return ticket). It reportedly 

provides limited legal advice and serves as a temporary shelter for 
trafficked victims awaiting funds from family members or friends to 
pay off traffickers so that they can return to Ethiopia. MOLSA 

reports that the government helped transport Ethiopian women 
trafficked to Yemen to return to Ethiopia via bus. 


I. NGOs: The Addis Ababa-based Ethiopian Women Lawyers Association 
funds counseling and professional training for returned trafficking 

victims, and sent an attorney to Beirut on more than one occasion to 

offer legal assistance to victims there. 


-- The Forum for Street Children, a local NGO, has opened a center 
for sexually abused and exploited girls, offering education, 
counseling, and basic health information. It also has undertaken a 
child protection project within police stations for child victims of 
abuse. 


-- Gemanaye Ethiopia Association is an NGO founded in 2002 to foster 
awareness about working conditions in the Middle East to young women 
hoping to migrate there. lts Addis Miraf rehabilitation and 

reintegration shelter, established in June 2004, currently assists 

12 women trafficking victims with limited counseling and vocational 
training service. Victim assistance includes the provision of 
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shelter, food, medical services, skills training and help with 
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establishing a small business. In 2006, the shelter provided 
vocational training for 8 women victims. 


-- The Organization for Prevention, Rehabilitation and Integration 

of Female Street Children (OPFRIS) is an indigenous NGO founded in 
2000 to provide shelter and vocational training to young women 
victims of internal trafficking. 


-- The Good Samaritan Association has established a shelter for 
assisting victims of internal and cross-border trafficking. Victim 
assistance includes the provision of shelter, food, medical 

services, skills training, and assistance in setting up a small 
business. So far, more than 65 trafficking victims, including 

children, have either received or are receiving support. Children 
Protection Units (CPUs) of the Addis Ababa and Dire Dawa Police, in 
collaboration with the Forum on Street Children (a local NGO) refer 
the children to IOM. Child victims reunified with their families 

have received financial support to continue education. 


-- The International Organization for Migration (IOM) Addis Ababa 
started its counter-trafficking program in 2001, aimed at 

contributing to the GOE?s counter-trafficking efforts. Main 
components are a counseling service for migrants, potential 
migrants, returnees and their families; capacity building of 
government, NGOs and school personnel; basic assistance, training 
and counseling to victims of trafficking; and a campaign to enhance 
trafficking awareness among schools and the general public. 


-- Project Concern International (PCI) established its presence in 
Ethiopia in 2005, working with local organizations to provide 

support services to vulnerable children, prevent disease, improve 
community health, and promote sustainable development. In 2006, the 
Ministry of Justice designed a project proposal for funding 
counter-trafficking awareness campaigns and submitted it to Post. 

Post approved a USD 20,000 grant which PCI utilized to implement two 
regional training workshops for government officials and NGO 
representatives. 


WILGUS 


100653 

PP RUEHDE 

DE RUEHDS #0813/01 0750653 
ZNR UUUUU ZZH 

P 160653Z MAR 07 

FM AMEMBASSY ADDIS ABABA 


Column 3 

TO RUEHC/SECSTATE WASHDC PRIORITY 5131 

INFO RUCNIAD/IGAD COLLECTIVE PRIORITY 
RUEHDE/AMCONSUL DUBAI 0086 

RUEHJI/AMCONSUL JEDDAH 2497 

RUEHAD/AMEMBASSY ABU DHABI 0181 
RUEHLB/AMEMBASSY BEIRUT 0080 

RUEHDM/AMEMBASSY DAMASCUS 0075 
RUEHKH/AMEMBASSY KHARTOUM 0988 
RUEHRH/AMEMBASSY RIYADH 0975 

RUEHYN/AMEMBASSY SANAA 1760 

RUEAWJA/DEPT OF JUSTICE WASHINGTON DC 
RHEFHLC/DEPT OF HOMELAND SECURITY WASHINGTON DC 
RUEHC/DEPT OF LABOR WASHINGTON DC 

RUEATRS/DEPT OF TREASURY WASHINGTON DC”,"UNCLAS SECTION 01 OF 06 ADDIS ABABA 000813 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR AF/E, AF/RSA, G/TIP, G, INL, DRL, PRM 
STATE PASS USAID 


E.O. 12958: N/A 

TAGS: KCRM, PHUM, KWMN, ELAB, SMIG, KFRD, PREF, ET 

SUBJECT: ETHIOPIA: TRAFFICKING IN PERSONS REPORT (PART 1 - OVERVIEW 
AND PREVENTION) 


REF: 06 STATE 202745 (NOTAL) 


ADDIS ABAB 00000813 001.2 OF 006 


1. (U) Per reftel, Post provides the following input on trafficking 
in persons issues in Ethiopia. (Due to length of information 
reported, responses are being reported in two complementary 
cables.) 


2. (U) Embassy point of contact: Pol/Econ Officer Kimberly E. 
Wright, office: +251 (11) 517-4112; fax: +251 (11) 124-2405, 
WRIGHTKE2@STATE.GOV 


3. (U) Number of hours spent in preparation of TIP report cable: 
FEOC DCM: 1 hour 

FS02 pol/econ officer: 4 hours 

FP04 pol/econ officer: 40 hours 

LES: 50 hours 


4. (U) Responses are keyed to questions in paragraphs 27-30 of 
reftel. 
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5. (SBU) QUESTION 27 ? OVERVIEW: 


A. Ethiopia is a country of origin for internationally trafficked 
women, to a far lesser extent men, and a small number of children. 
Trafficking also occurs within the country's borders. Estimates 
vary, but local non-governmental organizations believe an estimated 
25,000 to 30,000 Ethiopians were trafficked internationally in 2006, 
slightly more than the previous year. Trafficking reported in 2006 
was primarily labor-related. Government officials do not have 
estimates for 2006. More females than males were victims of 
international trafficking, with prostitution comprising a minor 

share. Young women, particularly those age 18-30, were the most 
commonly trafficked group, while a small number of children were 
also reportedly trafficked internationally. 


B. Young women are trafficked from all parts of Ethiopia primarily 

to the Gulf States, Sudan and Djibouti to work as domestic laborers 

and less typically as commercial sex workers. Lebanon, the United 

Arab Emirates, and Saudi Arabia are the most common destination 
countries. According to International Organization for Migration 

(IOM) officials in Addis Ababa, there are a total of more than 

130,000 Ethiopian migrant workers (legal and illegal) in the Middle 

East, predominantly women. NGOs and Ethiopia\'s Ministry of Labor 

and Social Affairs (MOLSA) estimate that the majority of illegal 

Ethiopian workers in Middle Eastern countries were trafficked rather 

than smuggled for employment purposes. According to data from MOLSA 
and IOM, 13,498 Ethiopian workers migrated to the Middle East 

between September 2005 and August 2006; and 12,016 Ethiopian workers 
migrated to the Middle East between September 2006 and January 2007. 


-- Approximately 17,000 illegal Ethiopian workers remain in Lebanon, 
along with over 15,000 legally immigrated Ethiopians, representing a 
significant share of Lebanon\'s estimated 80,000 migrant worker 
community. (IOM reports that Lebanon continued to issue work permits 
to Ethiopians, after suspending issuance for 18 months.) 


-- Approximately 10,000 to 12,000 illegal Ethiopian workers are 
believed to be in Yemen. Several thousand Ethiopians are believed 
to be stranded in Puntland (Somalia), having unsuccessfully sought 
transit onward to Yemen. In February 2007, UNHCR reported that the 
captain of a boat sailing from Somalia to Yemen (across the Gulf of 
Aden) forced 240 passengers overboard, resulting in the deaths of at 
least 115 Somali and Ethiopian passengers. 


-- During the recent Lebanese-Israeli conflict, the IOM repatriated 
approximately 3,000 Ethiopian migrant workers to Ethiopia. Many 
reportedly crossed the border over to Syria. IOM Addis was trying 
to negotiate the return of about a thousand Ethiopian migrants who 
were in prison awaiting deportation, but they somehow escaped. 
Ethiopia?s foreign ministry informed Lebanese officials that these 
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detained Ethiopians did not want to return to Ethiopia (possibly due 
to fear of being stigmatized by their families). IOM was also told 
that almost all were ?run-aways? who had fled from their employers 
after having left their home country legally. 


ADDIS ABAB 00000813 002.2 OF 006 


-- From late 2005 to early 2006, Lebanon (refused to grant visas) to 
Ethiopian nationals. However, thousands of Ethiopians illegally 
crossed the border in pursuit of work (and/or as victims of 
trafficking). Over the last 14 months (since Lebanon has lifted 
their visa ban against Ethiopian nationals), the amount of 
trafficking to Lebanon has increased. 


-- IOM officials cite Yemen as a significant transit point, for 

young Ethiopian girls (average age 14-15) being trafficked to 
Djibouti. A recent impact assessment concludes that many of these 
trafficked girls in Djibouti have HIV/AIDS. 


-- There are no reports of trafficking of Ethiopians to the United 

States. A few years ago, IOM reported that approximately a dozen 
clients claimed that a smuggler was charging up to 80,000-100,000 

birr (USD 9,050- 11,312) to smuggle them into the United States. 
Since then, there is little to no information available about these 

routes. Yemen and Lebanon have been identified as some of the most 
popular destinations for trafficking and smuggling. 


-- In Saudi Arabia, there are reportedly close to 80,000 illegal 
Ethiopian migrants, the bulk of whom initially traveled to Saudi 
Arabia on religious pilgrimage (the Hajj and Umra) but then remained 
illegally. Some 5,000 to 7,000 illegal Ethiopian workers are 

believed to be living in Kuwait and Bahrain; and 4,000 to 5,000 

illegal Ethiopians are believed to be living in the United Arab 
Emirates, principally in Dubai. 


-- Men tend to be trafficked to Saudi Arabia and the Gulf States 
primarily as low-skilled labor. NGOs report transit countries 

include Egypt, Yemen, Djibouti, Sudan, Libya, Tanzania, and Kenya. 
Some Ethiopian women have been reportedly trafficked onward from 
Lebanon to Europe (specifically Turkey and Greece). Trafficked 
Ethiopians transit Egypt, Yemen, Djibouti, Kenya, and Tanzania, to 
perform domestic labor in Lebanon and other Gulf states. They also 
transit Sudan and Libya as part of irregular migration to Europe and 
North America. Ethiopians are trafficked to Djibouti for domestic 
labor and the sex industry, and to South Africa to perform labor 
associated with hosting the World Cup. 


-- Local NGOs report that internal trafficking of children and 
adults within Ethiopia has continued to be a serious problem. Both 
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adults and children are believed to be trafficked from rural areas 

to urban areas, principally for domestic labor purposes, and, to a 
lesser extent, for prostitution and other labor activities, such as 
weaving and street vending. Vulnerable individuals (such as young 
adults from rural areas and children), who transit the Addis Ababa 
bus terminal, are sometimes identified and targeted by agents (or 
traffickers) who approach them offering jobs, food, guidance, or 
shelter. Some social workers have reported that people from urban 
areas recruit children in their villages for housemaid work or 
traditional weaving. NGO representatives report that some 
traffickers focus on rural villages to recruit specific types or 
categories of laborers. 


-- IOM officials report some linkages between internal and 
international trafficking, specifically noting that children 
internally trafficked from Dire Dawa, Bahar Dar, and Dessie, are 
frequently sent to the Middle East, transiting through Dire Dawa, 
Jijiga, Bosasso (in Somalia), and then Djibouti. 


-- High unemployment and extreme poverty continued to provide the 
\"push\" behind labor and migration trends, while jobs, opportunities, 
and better living standards overseas served to \"pull\" desperate 
Ethiopians overseas, according to IOM officials. NGOs believe that, 
while the number of legal labor migration employment agencies has 
risen from 17 to 36 in the last year, the GOE has significantly 
tightened its implementation of various labor and employment agency 
provisions. The net result, according to NGOs, is that more 
Ethiopians are trafficked to neighboring countries (particularly 
Djibouti, Kenya, Tanzania, and Sudan) or via intermediate 
destinations (such as Syria or Egypt). A current total of 36 

registered employment agencies in Ethiopia, have been licensed by 
MOLSA to send workers abroad. These Addis Ababa-based agencies? 
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primary business hubs are in the Middle East. MOLSA has recently 
completed revising proclamation 104/98, a tool which until now has 
lacked coordination, supervision, and controlling mechanisms. The 
amended proclamation, pending early 2007 parliamentary ratification, 
should streamline employment agency protections for migrant workers. 


-- Ethiopia is not a destination country for internationally 
trafficked victims. Internally trafficked individuals are commonly 
targeted on arrival at Addis Ababa or recruited from rural villages 
for work as housemaids or for unskilled jobs in shops, factories, 
restaurants, or bars. Those without local family contacts or other 
recourse 

return to their villages and are at risk for exploitation, including 
prostitution. Coercion is sometimes a factor. 
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-- Employment-seeking individuals frequently choose to move from 
rural to urban areas. It is also common for family members to seek 
job opportunities for unemployed kin. 


-- The GOE has demonstrated political will to address the 

trafficking problem, in particular by informing Ethiopians about 

risks and realities of seeking employment overseas. Studies 
undertaken by IOM also include: Assessment of Trafficking in Women 
and Children in and from Ethiopia (November 2006). The GOE also 
supervises the work of the legal international labor migration 

firms, which includes counter-trafficking training in their initial 
screening and pre-departure counseling programs. Pre-departure 
counseling is designed to empower potential migrants by providing 
information about the realities of irregular migration, with 

specific focus on risks (such as exploitation, violence and abuse). 


-- Additionally, the project provides potential migrants and their 
families with counseling on human rights, financial management and 
health issues. These services aim to enable potential migrants to 
make better-informed decisions, and to facilitate their 
socio-economic integration into their destination/host country. IOM 
has also provided anonymous telephone hotline counseling support. 
This pre-departure counseling complements an already existing IOM 
information campaign to disseminate reliable information on issues 
related to irregular migration and trafficking to the community at 
large. The government has championed a program that involves 
matching employers in Lebanon with potential Ethiopian-based 
employees. Under the program, government officials verify the 
employer, position and contract terms in Lebanon. Once the 
employment opportunity is deemed valid, the contract and employment 
details are sent to MOLSA and then on to the prospective employee. 
Family members or friends already working in Lebanon often arrange 
for such referrals. The employee is then able to travel legally 

and registers with the Beirut consulate. 


-- The IOM Rapid Assessment (pp.33-42) reports: ?Trafficking routes 
usually overlap with the normal routes for movement and migration 
from rural to urban areas. Moreover, the process of in-country 
trafficking of women and children is largely not an organized 

activity involving actors exclusively and recurrently involved in 
trafficking. A typical case of trafficking involves a person 

traveling to a rural area for holidays or other purposes not 

directly associated with trafficking, and incidentally recruiting 

and transporting a relative or acquaintance to a town in which he 
lives. In most cases, it is only possible to draw a general pattern 

of movement of women and children from rural to urban centers and 
from one urban center to another, usually larger, urban center. 


?Still, some patterns of transportation and route flow from the 


Column 3 

recruitment process described above. One such pattern concerns 
transportation of boys from Gamo Gofa, one of the zones in the 
Southern Nations, Nationalities, and Peoples? Regional State 

(SNNPR), to Addis Ababa. The production of ?shemma? and other 
traditional textiles in home-based industries is dominated by the 

people who currently live in the city and originally come from Gamo 
Gofa Zone, mainly Chencha Woreda. In order to make their businesses 
more profitable, the weavers recruit a large number of children from 
their woredas of origin in Gamo Gofa, whom they force to work for 
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long hours and with little or no payment. It is also reported that 
these weavers have established second families in Gamo Gofa, to 
visit the area after holiday seasons and to create opportunities for 
recruitment. 


?The normal route used for transportation of the boy children 

extends from kebeles in Chencha woreda and other adjoining woredas 
in Gamo Gofa, to the town of Arba Minch, by traditional means of 
transportation and local public transportation vehicles. Then, the 
traffickers and their child victims board the cross-country public 
transport buses at the Arba Minch bus terminal to travel to Addis 
Ababa. 


?In recent years, due to relatively improved awareness and 
regulations set up to control trafficking around the bus terminal in 
Arba Minch, the normal route of transportation has been modified to 
avoid Arba Minch: using traditional means of transport directly from 
Chencha to Wolayita and taking public buses to Addis Ababa. 
Increased control by law enforcement officials at the Wolayta bus 
terminal has reportedly led traffickers to take public transport 

from other small towns to arrive in Addis Ababa. 


Another route involves the transportation of women and girl 
children from rural parts of the Amhara Region to larger regional 
towns and Addis Ababa. Rural areas of the Amhara Region are the 
main places of origin for most trafficked women and girl children. 
Although all parts of this Region are affected by trafficking, 

various sources have pointed out that Este and Farta woredas of 
Southern Gondar Zone are the most affected. Traffickers use the 
normal transportation means and route to bring their victims to 
Addis Ababa or other urban areas. During travel, the traffickers 
usually claim to be relatives of the victims. According to some 
Addis Ababa bus terminal employees, some traffickers dress and act 
like priests to avoid being suspected of trafficking women and 
children. 


2 Though not well documented, a relatively visible pattern of 
trafficking of boys and girls from woredas in the Guraghe zone of 
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SNNPR to Addis Ababa, through the town of Wolkite and other woreda 
towns with connecting roads to the capital, has also been 

identified. Like the other routes, the trafficking route used is 

the traditional means of transportation to nearby woreda towns and 
public transport buses directly to Addis Ababa or through the town 

of Wolkite. Parents and relatives in the woredas of the zone 
traditionally send their children, especially boys, to Addis Ababa 

at an early age to earn money in the informal sector and support 
family members at home. There is a long tradition of migration from 
the woredas, which suffer from overpopulation, due to stories of 
successful individuals who have previously migrated from their 
communities. The migrating boys mostly work as shoeshiners, street 
vendors, and other forms of informal labor, either living in groups 

or with relatives in Addis Ababa; while the girls become housemaids 
with the hope of being able to send money to their family and save 
enough to start their own small retail shop. This trend of 

migration reportedly masks an increasing level of trafficking in 
children from the Guraghe zone. According to these reports, 

children are recruited and transported to Addis Ababa using the same 
route without the traditionally required consent of their parents 

and relatives, and are exploited in the informal sector principally 

as housemaids and girl prostitutes. 


Another less documented route involves the trafficking of boys from 
Wolayita and Sidama zones in the SNNPR to some rural parts of 
Oromia, mainly to Arsi and Bale zones. Police in the towns of 
Awassa and Shashemene have several times apprehended traffickers 
traveling with five to ten boys destined for sale as shepherd to 

farmers in rural areas of those zones.? 


-- In December 2005, the Ministry of Justice forwarded a proposal to 
Post for a public awareness campaign on trafficking. In 2006, Post 
approved and funded a USD 20,000 project submitted by the MOJ 
through Project Concern International. Using the funds provided by 
Post, the National Task Force conducted two three-day workshops in 
Addis Ababa and Nazareth in November 2006 and January 2007 
respectively. The more than 105 workshop participants included 
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representatives from civil society, NGOs, regional high court 
judges, regional women?s bureaus, police commissioners, and national 
labor bureau personnel. 


-- Four papers were presented at the workshops. The Deputy Head of 
the Addis Ababa Justice Bureau shared highlights from a draft paper, 
?The Analysis of Human Trafficking Provisions Under the New Penal 
Code of Ethiopia in Light of Individual Instruments Dealing with 
Human Trafficking,? which delved more deeply into prevention, 
protection and prosecution issues in Ethiopia. The second paper, 
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?General Findings of the International Organization for Migration?s 
Research on Human trafficking in Ethiopia? examined the different 
modalities and phases of trafficking, (i.e., recruitment, 

transportation). The third paper, ?Experience of Philippines 

Overseas Employment? outlined the country?s institutional framework 
and policy for overseas employment, management of migratory workers, 
and measures taken to protect them. The fourth paper, ?Development 
of Human Trafficking Data Collection Methods and Formats,? explored 
basic data collection concepts and current human trafficking data 

gaps and challenges. 


C. Lack of funding, personnel, and training constrains the 
governmentVs ability to assist and protect trafficking in persons 
victims, despite its political will. The World Bank ranks Ethiopia 

as one of the world?s poorest countries. Increasingly cognizant of 
the problem and the need to do more, the GOE has begun to 
demonstrate more political will in the form of follow-through on 
cross-training initiatives and media campaigns. In late 2006 and 
early 2007, the government closed illegal international employment 
agencies and enforced immigration requirements for departing labor 
migrants. However, low trafficking conviction rates sends a poor 
message to Ethiopians both here and abroad. Ethiopia\'s 
under-resourced and overwhelmed judicial system maintains its 
incapacity to vigorously prosecute TIP cases. In addition, police 
officials, reflecting popular sentiment, appear to be less alarmed 
with the problem of trafficking, insisting upon Ethiopians? 
constitutional rights to travel freely. Domestic trafficking has 
received less attention. Consequently, monitoring and enforcement 
have lagged. 


D. The government monitors immigration and emigration patterns for 
evidence of trafficking. With IOM assistance, immigration officers 
have been trained to spot and question those most susceptible 
(children and young women) to trafficking and verify the legitimacy 
of the travel. Beyond application of proclamation 104, there has 
been little effort to use such data in any meaningful way to address 
the problem. 


6. (SBU) QUESTION 28 ? PREVENTION: 
A. The GOE acknowledges that trafficking is a problem in-country. 


B. Established in 2003, an inter-ministerial counter-trafficking 

task force comprises officials from the ministries of foreign 

affairs, justice, information, and women?s affairs, as well as 

MOLSA, the Federal Police Commission, the Office of Immigration, 
Addis Ababa Police Commission, and the Addis Ababa Prosecutors? 
Office. The task force met regularly prior to the outbreak of post 
election-related violence in June 2005, but did not resume regular 
meetings until July 2006. Prior to July 2006, MOLSA assumed overall 
coordination responsibility, and its annual action plan included a 
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summary of its work plans for the year with respect to counter 
trafficking. 


C. The GOE supported IOM-sponsored anti-trafficking information 
campaigns, including large-group counseling efforts in schools and 
universities and various media campaigns including a weekly 20 
minute anti-trafficking and awareness creation programs on national 
radio. IOM also produced two one-minute radio spots, broadcasted in 
both Amharic and English. A 30-minute documentary highlighting the 
problem of trafficking was produced and aired on national television 
in December 2006. The documentary features interviews with 
counter-trafficking personnel, officials from various concerned 
ministries, and testimonies of trafficking victims. In January 

2007, 10,000 anti-trafficking calendars were produced and 
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distributed to partner NGOs and government counterparts, the 
Ethiopian Teachers? Association, and schools. The calendars feature 
paintings by a trafficking victim and her art school students. 


D. The Ministry of Education (MOE) continued to work with UNICEF on 
a campaign to boost the enrollment of girls in schools in Ethiopia\'s 
poorest regions. The MOE regularly organizes workshops aimed at 
helping girls overcome the hurdles that prevent them from attending 
school (i.e. domestic chores, early marriages). In partnership with 
MOE, IOM continued to distribute age-appropriate, illustrative 
exercise books depicting counter-trafficking activities to secondary 
school students throughout the country. MOE and IOM helped to 
initiate peer group discussions on trafficking among 200 secondary 
and junior secondary school students in the country. Students 
received cassette and CD recordings on the ill effects of 

trafficking, which were also broadcast through school media during 
recess. 


E. In 2006, the government showed more effective partnering with 

IOM, the Ethiopian Women Lawyers Association (EWLA), and the Forum 
for Street Children in Ethiopia (FSCE). MOLSA works closely with 

IOM on anti-trafficking activities but partners with very few 

indigenous NGOs (apart from making some data available to them upon 
request). By contrast, Ethiopian officials at consulates in Beirut 

and Dubai have reported that they have developed anti-trafficking 
professional networks with NGOs and churches in Lebanon. While NGOs 
in Ethiopia and in Lebanon applaud the cooperative efforts of the 
consulate staff, all are quick to note that they are overworked and 
under-funded. As part of its capacity enhancement plans, IOM is 
developing a database for MOLSA and has coordinated a study tour for 
government officials. Counselors have started hosting pre-departure 
orientation sessions in MOLSA to streamline labor migration and 
enhance its migration management activities. Project Concern 


Column 3 

International (PCI), with a USD 20,000 grant from Post, played a 
central role (along with IOM) in the design and delivery of two 

regional multi-day workshops delivered in November 2006 and January 
2007 to NGO representatives, as well as to regional government and 
judicial officials. 


F. The government monitors its borders within the context of its 

limited capacity. There are large swaths of territory along 

Ethiopia\'s borders with Sudan, Kenya and Somalia that are not 

currently monitored by Ethiopian border officials. The GOE 

Immigration Authority has set up a number of checkpoints to verify 

legal entries and exits. Border control points have been set up in 
Metema, Dewele, Galafi, Dire Dawa (at the center of town), and 

Moyale. Border guards check whether necessary documents (passports) 
are in order and that visas are appropriately and legitimately 

stamped. Border guards also seek to verify that migrant workers 

have proper employment contracts and have completed MOLSA?s parallel 
authorizing process. Guards are also authorized to prevent 
unaccompanied minors from crossing borders without a legal adult 
guardian. 


G. (See response to 27 B above.) 


H. MOLSA?s annual action plan included a summary of its work plans 
for the year. 


7. (U) NOTE: Responses to reftel questions on prosecution of 
traffickers and on protection of victims are being reported septel. 
END NOTE. 


WILGUS 


100654 

RR RUEHWEB 

DE RUEHLG #0199 0750700 

ZNR UUUUU ZZH 

R 160700Z MAR 07 

FM AMEMBASSY LILONGWE 

TO RUEHC/SECSTATE WASHDC 3976 

INFO RUCNDT/USMISSION USUN NEW YORK 0541 


SIPDIS 

SIPDIS 

STATE FOR AF/S KAMANA MATHUR 
STATE FOR IO/MPR - BRIAN G. HACKETT 
USUN FOR USUN/MR - BENJAMIN GARCIA 


E.O. 12958: N/A 


Column 3 
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SUBJECT: DEMARCHE DELIVERED - UN REFORM: INTERNQL 


ADMINISTRATION OF JUSTICE 
REF: SECSTATE 31831 


1. Poloff delivered reftel talking points to MFA Director of 
Political Affairs Paul Chiunguzeni on March 14, 2007. 
Chiunguzeni said he would look over the documents presented, 
but had no other substantive comment. Post recommends that 
USUN contact Malawi\'s Mission to the U.N., as many GOM 
decisions at the UN are made in New York. Post will report 
any further response septel. 
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REF: A. 05 TAIPEI 3839 
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C. 05 TAIPEI! 4395 
D. 04 TAIPEI 3605 


1. (SBU) Summary: Taiwan has made gradual but notable 
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progress in making it easier for firms in Taiwan, both 
foreign and local, to bring Mainland employees to Taiwan 
for business activities. Requirements have been lowered 
and processing times have been reduced. The next step 
will be to treat business visitors from China more like 
visitors from any other location. This should be 

combined with broader efforts to allow companies to 
employ workers from outside Taiwan. These efforts could 
help Taiwan address labor shortages and take advantage of 
its potential as a regional center for greater China. 

End summary. 


2. (U) Among cross-Strait policy recommendations, one of 

the highest policy priorities of the foreign business 

community in Taiwan has been further reform of entry- 

permit requirement and procedures for Mainland personnel 
traveling to Taiwan for business. lt has repeatedly been 
included in both the American Chamber of Commerce\'s 
(Amcham) annual White Paper and the European Chamber of 
Commerce\'s Position Papers. 


Small Steps Adding Up 


3. (U) In the last few years, there have been several 
small but important steps in the liberalization of cross- 
Strait personnel flow during the Chen administration. 
They include the following: 


-- Capital Requirements. The requirement for firms 
wishing to invite Mainland employees for research and 
development activities was lowered in October 2003 from 
capitalization or annual revenue of NT$30 million to 
NT$10 million. In November 2004, the requirement was 
relaxed to allow new firms with capitalization of NT$5 
million (about US$ 150,000) to invite Mainland employees 
for any short-term business activities. 


-- Length of Stay. In February 2002, the maximum length 
of stay for research activities was extended from three 

to six years. In September 2002, the maximum length for 
employees of multinational firms coming to Taiwan for 
work or training was extended from four months to three 
years with the possibility of multiple extensions of one 
year each. 


-- Number of Visitors. The ceiling for the number of 
Mainland employees invited for research and development 
activities was eliminated in October 2003. The ceiling 

for other activities was set at 15 for smaller firms and 

30 for larger ones in November 2004. The upper ceiling 
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was raised to 50 in September 2006 with the option for 
higher numbers on a case-by-case basis. 


-- Scope of Eligible Visitors. In January 2003, Taiwan 
announced that companies in Taiwan could invite potential 
buyers from the Mainland. In November 2004, the 
requirement that Mainland employees invited by a firm 
must have worked for the firm for a certain amount of 

time was eliminated. 


-- Guarantee Requirement. In August 2002, the 
requirement that multinational firms identify a local 
guarantor for invited Mainland employees was eliminated. 


-- Processing Time. In February 2002, Taiwan announced 
that the processing time would be reduced from two months 
to ten days and only five days in emergency cases. 


-- Quality of Life. In October 2004, Taiwan announced 
that Mainland personnel with long-term residence permits 
were allowed to open accounts in Taiwan banks. In 
November 2004, rules on Mainland spouses of foreign 
professionals were also relaxed. Taiwan announced in 
November 2006 that children of Mainland employees in 
Taiwan on intra-company transfers were allowed to attend 
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Taiwan schools. 


Producing Results 


4. (U) Each of these measures is small but taken together 
they have had significant results. The number of entry- 
permits issued to PRC passport holders coming to Taiwan 
for commercial purposes increased 32.6 percent to reach 
33,605 in 2006. This followed a 47.3 percent increase in 
2005. In August, approximately 400 Mainland employees of 
Microsoft were able to come to Taiwan for a conference. 
Amcham told AIT that its members report fewer problems 
than two or three years ago in obtaining the entry 

permits they need for their employees. 


5. (SBU) One of the most important changes has been 
reduction in processing time. Despite the commitment in 
2002 to reduce processing time to 10 day, as recently as 
2004, Amcham members reported that it generally took a 
month. Improvement started to appear in 2005. As 
reported ref A, Air Products Asia Inc. conducted a test 
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case for Amcham in fall 2005 in which all of the 

applicants were processed in less than four working days. 
Taiwan officials were aware of the test case, which may 
have affected the outcome. However, Air Products Vice 
President Tom Johnson recently confirmed for AIT that 
Taiwan is now consistently processing cases more rapidly. 
He said applications from his company generally take 
eight to ten days. Microsoft Taiwan Government Relations 
Manager Hope Ong told AIT that Taiwan Authorities were 
very accommodating in arranging visas for the conference 
reported in para. 4 above. 


Larger Problems Persist 


6. (U) Despite recent progress, Taiwan can still do more 

as part of a broader effort to remove restrictions on 

hiring practices. U.S. and other foreign businesses 
complain that Taiwan places too many restrictions in 
general on bringing in foreign personnel for long-term 
assignments. As unemployment declines, concerns about 
labor shortages in Taiwan have risen. A survey of 
manufacturing companies conducted by Taiwan\'s Council of 
Labor Affairs in August 2006, estimated a shortage of 
more than 80,000 workers in Taiwan. More than a quarter 
of firms who responded to the survey reported problems 
due to labor shortage. The largest shortage was in 
unskilled labor, where firms reported a gap of 57,000 
workers. However, Taiwan\'s high-tech companies also 
complain of shortages of highly skilled workers. The 
Executive Yuan\'s Science and Technology Advisory Group 
(STAG) estimates that demand for workers among Taiwan\'s 
high-tech industries -- especially semiconductors, 

digital content, flat-panel displays and information 

services -- will outpace supply by 8,550 employees in 

2007 and 10,450 in 2008. 


Comment: A New Approach 


7. (SBU) Through gradual and sometimes piecemeal 
liberalization of restrictions on entry-permits for 

Mainland employees, Taiwan has made considerable progress 
in making it easier for firms to do business here. At 

this stage, Taiwan would be well served by treating 
employees from the Mainland more like personnel from any 
other foreign location. This would help Taiwan realize 

its potential as a regional business center for an 

integrated greater China market. Combining this approach 
with a more aggressive effort to ease restrictions on 

hiring foreign workers in general could improve labor 
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market conditions in Taiwan, enhancing its attractiveness 
as an investment destination. 

YOUNG 
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E.O. 12958: DECL: 03/15/2016 
TAGS: PGOV, PREL, PHUM, KDEM, TH 
SUBJECT: IF THAI POLITICIANS WERE EXPIRED FOODS... 


REF: BANGKOK617 


Classified By: Political Counselor Susan M. Sutton, reason 1.4 (b) and 


(d). 


1. (C) SUMMARY. In a candid meeting, civil activist Rosana 
Tositurakul likened Thai politicians to \"products with a 

short shelf lifeW when exposed to the culture of corruption. 
She urged the international community to focus on 
counter-corruption and transparency measures in Thailand 
instead of pressing for a quick election that would only 
\"force the Thai people to choose from a basket of expired 
products.\" Rosana believed that the draft constitution would 
not pass the referendum if articles calling for a non-elected 
prime minister were included, and did not expect the 
\"undercurrents\" -- i.e. supporters of -- former PM Thaksin to 
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cause major problems if the contents of the new charter are 
\"accepted by the people. End summary. 


IT\'S ANTI-CORRUPTION, STUPID! 


2. (C) Rosana Tositurakul, one of Citigroup\'s \"Politics 

Shapers -- Ten Thais to Watch\" this year and one of the 
Embassy\'s proposed \"Five Most Influential Women of Thailand,\" 
(reftel) compared Thai politicians to manufactured goods that 
\"spoil easily\" under the political environment. But unlike 
factories, Rosana claimed that the Thai people have \"no way 

to manage quality control" for these \"expired\" politicians 

and Thailand lacks the mechanisms to \"return\" these 

politicians if they are corrupt. 


3. (C) Rosana urged the international community to stop 
pressing Thailand to hold elections as soon as possible and 
instead concentrate on ensuring a better quality of 
governance by introducing anti-corruption and government 
transparency measures in the new constitution that would 
serve to enforce \"quality control" on politicians. Rosana 
explained that holding a quick election without dealing with 
Thailand\'s corruption problem would be like \"forcing the Thai 
people to choose from a basket of spoiled foods that would 
make them sick if ingested. \" 


CONTENT MATTERS 


5. (C) Rosana stated that the approval of the new 
constitution hinges upon its content, with the most important 
issue being whether the prime minister will be elected or 
appointed. Rosana believed that the new charter would not 
pass the referendum if it stipulated for an appointed prime 
minister. 


6. (C) Rosana also believed that former PM Thaksin\'s 
Thai-Rak-Thai (TRT) Party will conduct anti-constitution 
\"undercurrent activities\" against the new charter \"regardless 
of its contents\" in Thailand\'s north and northeast, but \"did 
not expect the \'undertow\' to be strong enough\" to be 
disruptive to the referendum as long as the new 
constitution\'s contents are \"accepted by the people.\" 
BOYCE 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR IO/MPR BRIAN HACKETT AND USUN/MR BENJAMIN GARCIA 


E.O. 12958: N/A 
TAGS: ACABQ, AORC, APER, PREL, UNGA, UNGA/C5, UNGA/C6, RO 
SUBJECT: RESPONSE ON UN REFORM WILL DEPEND ON EU CONSENSUS 


REF: STATE 31831 


(SBU) Deputy Political Chief delivered reftel demarche on 
March 14 to Eugen Mihut, MFA Deputy Director for UN and 
Specialized Institutions. Mihut was well informed about the 
UN reform controversy and said he would also share the U.S. 
points with MFA\'s lawyers who cover international 
organizations. Mihut said he could give a preliminary 
response on the Fifth Committee issues. He noted that 
Romania currently was discussing its position, and he would 
put the U.S. views on the table so they can be considered 
fully. Romania\'s position will be, however, to consult with 
EU allies and work towards keeping consensus within the EU 
common position when the issue is discussed in Brussels. 
Mihut did say that if the GOR had any points of disagreement 
with the U.S. arguments not covered by the EU position, then 
he would share those with the Embassy. 

TAUBMAN 
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E.O. 12958: DECL: 03/15/2017 
TAGS: PGOV, PHUM, ASEC, KDEM, TH 
SUBJECT: OUTSPOKEN ACADEMIC ON ANTI-COUP PROTESTS 


REF: A. BANGKOK 1538 (CHATURON WORRIED) 
B. BANGKOK 1311 (RAMKHAMHAENG RECTOR) 
C. 06 BANGKOK 6121 (OCT 5 UPDATE) 


Classified By: Deputy Political Counselor David R. Greenberg, reason: 1 
4 (b) and (d). 


SUMMARY 


1. (C) Outspoken academic Giles Ungpakorn told us he 
suspected many anti-coup activist groups had ties to the Thai 
Rak Thai party, while independent intellectuals and civil 
society groups were not significantly energized against the 
government. Although Ungpakorn has vocally criticized the 
coup and government, he did not feel concerned for his safety 
or liberty. He did not feel Bangkok students were primed for 
demonstrations, although he said those at Ramkhamhaeng, 
Thailand\'s largest university, were often manipulated by 
national political parties. Several groups that are part of 

a loose confederation plan protests on the weekend of March 
17-18. End Summary. 


PART OF A SMALL MOVEMENT OF INTELLECTUALS 


2. (C) Giles Ungpakorn, an outspoken professor at 
Chulalongkorn University\'s Political Science faculty, 

received us at his office on March 14. Ungpakorn, who 
proudly describes himself as a Marxist, has consistently 
spoken out publicly against the September 19 coup dVetat. He 
recently published a book, entitled \"A Coup for the Rich: 
Thailand\'s Political Crisis" Chulalongkorn University 
bookstore refused to stock his book, which includes a call to 
diminish the role of the monarchy. 


3. (C) Ungpakorn is a member of the People\'s Coalition Party, 
an unregistered political party with approximately 250 
members nationwide. He also considers himself part of an 
informal \"People\'s Movement,\" which consists of various 
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proletarian civil society organizations. Although he has 

been identified in the press as a leader of the September 19 
Network against the Coup d\'Etat,\" Ungpakorn told us he is not 
in the inner circle of that group\'s collective leadership, 

which he said consists of \"around five people.\" The Network 
appeared split between those who wanted only to criticize the 
coup leaders, and those who wanted to advocate a broad 
political reform agenda; Ungpakorn said he fell into the 

latter category. 


4. (C) The Network had shown it could draw approximately 200 
people to rallies when it first formed, Ungpakorn said, but 

he assessed that its ability to attract protestors was 

currently unclear and might have lessened. Ungpakorn 
believed Thais did not have an interest in conducting 

sustained demonstrations; he and his associates were not 
trying to replicate the efforts of the People\'s Alliance for 
Democracy, which had sustained large rallies against the 
Thaksin administration. 


5. (C) Ungpakorn told us he also was involved in the \"Thais 
Say No\" campaign against the ongoing constitution drafting 
process. He said that he would oppose the draft constitution 
because the drafting process -- initiated and influenced by 

the coup leaders -- was illegitimate. He also anticipated 

that he would object to various substantive provisions, once 
the drafting process was complete. At the moment, the \"Thais 
Say No\" campaign was focused on gathering 2,500 signatures 
for a petition. 


DEALING WITH TRT AFFILIATES 


6. (C) Ungpakorn said he was prepared to cooperate with 
others who shared his agenda, although he felt it prudent to 
maintain a certain distance from some groups that were likely 
agitating simply in order to further the interests of deposed 
Prime Minister Thaksin or the Thai Rak Thai party. He noted 
that the Saturday People\'s Movement Against Dictatorship\" 
and the \"White Dove!" organization seemed to fall into that 
category. He also characterized a group called \"Temujin\" as 
\"very suspicious\" (likely linked to Thaksin). (Note: Temujin 
recently issued an ultimatum for Prime Minister Surayud 
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Chulanont to resign by March 31, threatening to hold large 
rallies if he remained in office. End Note.) 


CAMPUS MOOD 
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7. (C) Ungpakorn said the predominant mood among students and 
other intellectuals was one of disenchantment with the coup 

- a far less intense sentiment than the anger underpinning 
1992 protests. He said students did not seem on the verge of 
engaging in large political demonstrations; he highlighted 

that the prestigious Chulalongkorn and Thammasat Universities 
had recently ended their academic years and would not resume 
classes until June. This would ensure minimal student 

activism on those campuses for the next few months, although 
he noted Ramkhamhaeng University -- Thailand\'s largest -- 
followed a different calendar. Classes there were still in 
session. Ungpakorn noted parenthetically that national 

political parties have a history of meddling in student 

politics at Ramkhamhaeng. He added that Ramkhamhaeng\'s 
rector, Wutisak Lapcharoensap, was both corrupt and 
collaborating with the coup leaders. (Ref B reports our 

meeting with Wutisak.) 


DEMONSTRATIONS PLANNED 


8. (C) When we asked Ungpakorn about rumored demonstrations 
on the weekend of March 17-18 (ref A), he said he had heard 
these demonstrations would take place, and he said with 
uncertainty that he believed they were organized by people 

who were associated with Thai Rak Thai. Checking with other 
sources, we determined that the Saturday Peoples Movement 
Against Dictatorship and the Civil Revolution Movement plan a 
demonstration at BangkokYs Royal Grounds (Sanam Luang) on 
March 17. Meanwhile, the September 19 Network (see above) 
planned to lead a march to the home of Privy Council 

President Prem Tinsulanonda on March 18. All three of these 
groups are in a loose network called the \"Confederation 
Against the Coup d\'Etat,\" along with five other organizations: 


- The Democracy Confederation; 

- The Democracy Heroes\' Foundation; 

- The Friends of the 1997 Constitution Movement; 
- The Workers for Democracy Movement; and 

- The Urban Poor for Democracy Movement. 


9. (SBU) Meanwhile, five anti-coup protesters were 
reportedly arrested yesteday by Bangkok police for 
\"obstructing officials in their duties. The protesters were 
accused to throwing empty glass bottles at the police as the 
officers attempted to dismantle tents that were set up for 
this weekend\'s rally. All five were subsequently released on 
bail. 


Column 3 
COMMENT 


10. (C) We have little further information on the 

above-mentioned groups, of which the September 19 Network and 
the Saturday Peoples Movement Against DictatorsHip appear to 
be the best known. None of them appear to command widespread 
resources or support, nor have any proven able to rally large 
numbers of people against the authorities. As for Ungpakorn, 

he welcomed our visit but at times seemed mildly amused by 

our questions about anti-coup organizations, smiling as 

though he thought we were giving his own efforts more 

attention or credit than they deserved. 

BOYCE 
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USDOC FOR USPTO GIN AND BROWNING AND SNYDOR 


E.O. 12958: N/A 

TAGS: ECON, ETRD, KIPR, TW 

SUBJECT: AIT REQUESTS AUSTR STRATFORD WRITE MINISTER OF ED 
TO PUSH FOR IPR ACTION - EVEN TIPO ASKS FOR HELP 


REF: TAIPEI 135 

1. (SBU) This is an action request. Please see paragraph 3. 
2. (SBU) With little movement on the IPR front from the 
Ministry of Education, contacts at the Taiwan Intellectual 


Property Office now openly share their frustrations with AIT 
about their difficulties in getting the MOE to take 
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meaningful action on IPR issues. At the March 6 digital 

video conference with USTR and other agencies on compulsory 
licensing, Margaret Chan, Secretary General of TIPO openly 
stated that We have worked as hard as you\" to engage MOE on 
this issue. At that meeting she asked for help from the USG 

to arrange capacity-building events for university computer 
center staff on IPR issues. TIPO has repeatedly asked AIT to 
push MOE as well and said that a letter from USTR reinforcing 
USG concerns would be helpful. Today another TIPO contact 
called and asked specifically for USTR to send a letter to 

the Minister of Education copying the Premier, Vice Premier, 
and the Minister of Economic Affairs. They have come to the 
conclusion that only high-level pressure is likely to trigger 
action. AIT recommends copying the Minister of Economic 
Affairs and mentioning the letter to Vice-Premier Tsai. 


3. (SBU) AIT recommends that a letter under the signature 

of Assistant U.S. Trade Representative Tim Stratford be sent 

to Education Minister Tu as soon as possible. The letter 
should recap their December meeting, reinforce USG concerns, 
and remind that IPR is central to the TIFA process. Here is 

a draft letter for AUSTR\'s consideration: 


BEGIN DRAFT TEXT 
Tu Cheng-sheng 
Minister of Education 
5 Chungshan S. Road 
Taipei 100 

TAIWAN 


Dr. Minister Tu: 


Thank you for taking time to meet with me during my visit to 
Taipei in December. | very much appreciated the opportunity 
to discuss intellectual property rights on university 

campuses and on TANet. The U.S. - Taiwan intellectual 
property rights dialogue is an important part of our Trade 
Investment Framework Agreement talks and central to our 
overall economic relationship. 


As we discussed, protecting intellectual property rights in 
schools and universities is important, not only to protect 
the rights-holders of today, but also to ensure we instill in 
our young people a respect for IPR. This serves as a 
foundation for all of our efforts to build a society that 
values ideas and creativity. 


As the Ministry of Education continues to tackle the IPR 
issue, | encourage you to appoint a senior-level official to 
take responsibility for IPR protection and establish a task 
force under his or her leadership to make progress on IPR 
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protection. Rights-holders tell me because universities and 
schools exercise a great deal of autonomy, it is important 
for the Ministry to demonstrate a commitment at the highest 
level to address IPR problems. This task force could include 
university presidents, scholars in the IPR field, technology 
experts, and rights-holders. 


In closing, let me again express my appreciation for your 
interest in this issue which is central to the U.S.-Taiwan 
bilateral relationship. | look forward to working with you 
and your staff as we tackle this difficult issue. 


Sincerely, 
Timothy Stratford 


cc: Chen Ruey-long, Minister of Economic Affairs 
Tsai, Lien-sheng, Director General, Taiwan Intellectual 
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Property Office 

Daniel K. Moore, American Institute in Taiwan 
END DRAFT TEXT 

YOUNG 
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Classified By: Poloff Dean Tidwell for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Most observers view General \"Thura\" Shwe 
Mann, the Burmese regime\'s number three, as Senior General 
Than Shwe\'s preferred successor. Infrequently seen in 

public, Shwe Mann quietly runs the Ministry of Defense and 
appears to have the respect of officers of all ranks. More 

than a decade younger than the two top leaders, Shwe Mann 
played a lead role in the ouster of former Prime Minister 

Khin Nyunt, but Shwe Mann appears to also have crony business 
connections and complicity in human right violations. 

Sources claim Shwe Mann is a reformer, who once consolidates 
power, would open Burma to more international engagement. 
This could be nothing more than wishful thinking. END 
SUMMARY. 


EDUCATION AND MILITARY EXPERIENCE 


2. (C) Shwe Mann was born on July 11, 1947 in Kanyuntkwin, 
Bago Division. He graduated from the Defense Services 
Academy at Pyin Oo Lwin in 1969 in Intake Batch 11. He rose 
through the ranks and distinguished himself during the 
campaign to capture the Karen National Union\'s headquarters 
at Maner Plaw in 1989, for which he received the title 

\"Thura\" (brave hero). Like most Burmese field commanders, 
Shwe Mann utilized forced civilian porters, including women 
and children, on a massive scale during operations against 
Karen insurgents. 


3. (C) He served in the 66th Light Infantry Division in Bago 

from 1991-1996, when he was promoted to the rank of Brigadier 
General and named Commander of 11 Light Infantry Division in 
Rangoon. In November 1997, he was named a member of the 
State Peace and Development Council (SPDC) and went to 
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Pathein in Ayeyarwady Division as the Southwest Region 
Commander. He served concurrently as the Chairman of the 
Ayeyarwady Peace and Development Council. In 2001, a panel 
of ten commanding officers promoted him by secret ballot to 
the post of Joint Chief of Staff of the Army, Navy, and Air 

Force and promoted him to Lieutenant General. In October 
2003, he was promoted to Chief of General Staff of the Armed 
Services with the rank of General. 


THE SENIOR GENERALVS RIGHT-HAND MAN 


4. (C) Shwe Mann is a trusted lieutenant of Senior General 
Than Shwe and has served as his hatchet man on several 
occasions. According to some sources, Than Shwe bypassed his 
deputy, Maung Aye, and then-Prime Minister Khin Nyunt when he 
ordered the attack on Aung San Suu Kyi\'s convoy at Depeyin in 
May 2003. He ordered lower-ranking officers to carry it out, 
with Shwe Mann responsible for the military aspects. After 
Shwe Mann informed Maung Aye of the order, according to one 
contact (ref C), Maung Aye ordered him to proceed. In 

October 2004, Shwe Mann again played a lead role in the 
arrest of Prime Minister Khin Nyunt and his military 

intelligence network on charges of corruption. Thus, some 
observers conclude that Shwe Mann is loyal to both Maung Aye 
and Than Shwe and enjoys their trust. Senior and junior 
officers of the three military branches also respect Shwe 

Mann. When Than Shwe took an emergency health trip to 
Singapore in late December 2006, Shwe Mann, not Maung Aye, 
reportedly managed the day-to-day affairs of state and 

received visiting Chinese dignitaries. The latter point is 

not surprising, given Maung Aye\'s well-known anti-Chinese 
sentiments. 


FAMILY AND BUSINESS CONNECTIONS 
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5. (C) Shwe Mann is married to Khin Lay Thet. Like most 
wives of the top generals, she is a member of the Panel of 
Patrons and one of four vice presidents of the Myanmar 
Women\'s Affairs Federation. They have three sons who are 
included with their parents on the EU\'s visa ban and 

financial sanctions lists. 

-- Son: Aung Thet Mann. He owns a company named Ayeya Shwe 
Wa Company. 

-- Son: Toe Naing Mann. He married Zay Zin Latt (DOB: March 
24, 1981), the daughter of Khin Shwe, a well-known 
entrepreneur and former \"caterer\" for Khin Nyunt. Khin 
Shwe\'s company, Zaykaba Co. Ltd. operates the Karaweik 
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Restaurant, a structure on Kandawgyi Lake in Rangoon shaped 
like a golden duck. 

-- Son: Shwe Mann Ko Ko. He was married in late 2006. Than 
Shwe reportedly advised Shwe Mann to hold a quiet ceremony, 
following domestic and international criticism of the 
ostentatious wedding of Than Shwe\'s daughter a few months 
earlier. 


6. (C) After the arrest of Khin Nyunt, Shwe Mann famously 
said, Nobody is above the law. While he may not be as 
notoriously corrupt as some of his colleagues, Shwe Mann has 
solid connections to regime business cronies. He is reported 
to be a director in Tay Za\'s Htoo Construction Company, and 
is also allegedly involved in fertilizer, brokerage, and fish 
export businesses. In addition, his sons are reported to use 
their father\'s connections to advance their business 

interests. 


INTERNATIONAL RELATIONS 


7. (C) Shwe Mann visited India in December 2006 to appeal for 
more armaments for his military forces (ref D). He appears 

to be a strong proponent of closer ties with India. He 

traveled to Pakistan in late 2006 to attend the Idea 2006 

arms show in Karachi. He has also visited Thailand, 
Bangladesh, and China (ref B). Observers cite these recent 
travels as evidence of Shwe Mann\'s preparations to assume 
higher responsibilities. 


THE HEIR APPARENT? 


8. (C) Most observers believe that Than Shwe wants Shwe Mann 
to succeed him as Commander-in-Chief of the Armed Forces and 
Senior General. Than Shwe reportedly has serious health 

issues and wants to retire, but fears that if Maung Aye 

remains in power after he retires, Maung Aye might sack 

senior military officers loyal to Than Shwe, who would 

protect Than Shwe\'s interests and his family. Shwe Mann is 
nearly 15 years younger than Than Shwe and a decade younger 
than Maung Aye. Unlike SPDC numbers one and two, Shwe Mann 
has no known health issues. He prudently spends most of his 
time running the Ministry of Defense and keeps a low public 
profile. 


9. (C) Some sources claim Shwe Mann is pro-reform and would 
move the country back into the mainstream once he 
consolidates power. Our sources have told us that they have 
written critical analyses proposing reforms that they believe 
have been passed to Shwe Mann. The Track II dialogue with 
the EU (ref A) has also reportedly been initiated on Shwe 
Mann\'s behalf. Thus far, Shwe Mann has given no hints of his 
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policy direction and will probably wait until Than Shwe and 
Maung Aye leave the scene to reveal his hand. In the 
meantime, he will continue to wait patiently for his turn at 
the top. 

VILLAROSA 
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SIPDIS 
SIPDIS 


STATE FOR EAP/MLS, L/EAP, L/PM, PM/ISO, INR AND DRL 
PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS 
VETTING FOR: MAJ. PONGSIRI PURGCHAIPAEW 


REF: A. JUSMAG/THAI MEMO DATED 2 MAR REC\D 13 MAR 2007 


B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. This is an action request. 


2. (U) JUSMAG/THAI has requested that the Embassy/State 
Department complete human rights vetting request for Maj. 
Pongsiri PURGCHAIPAEW, Judge Advocate General, Ministry of 
Defense, who has been selected to attend course(s) listed 
below. Embassy Bangkok possesses no credible information of 
gross violations of human rights by this/these person(s). 
Embassy Bangkok Political/Military Officer, Mark B. Lambert, 

is the verifying officer for the Embassy/Department of State. 


WCN No., Course Name, Location and Duration: 


-- WCN N/A, Coalition Air Operation Workshop, Pacific Joint 
Operations Law Exercise, Hickham AFB, Puhakaloa Training 
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Area, Hawaii, March 24 - April 1, 2007 
BOYCE 
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STATE FOR EAP/MLS, L/EAP, L/PM, PM/ISO, INR AND DRL 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS 
VETTING FOR: DAO - COL. PRADIYUTH KLINSRISOOK, APCSS: 
STABILITY, SECURITY, TRANSITION AND RECONSTRUCTION (SSTR) 
COURSE - HONOLULU, HI - APRIL 11-MAY 10, 2007 


REF: A. DAO MEMO DATED 9 MARCH 2007 


B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. This is an action request. 


2. (U) DAO has requested that the Embassy/State Department 
complete human rights vetting request for the individual 

listed below who has been selected to attend the following 
course(s). Embassy Bangkok possesses no credible information 
of gross violations of human rights by this/these person(s). 
Embassy Bangkok Political/Military Officer, Mark B. Lambert, 

is the verifying officer for the Embassy/Department of State. 


Col. Pradiyuth KLINSRISOOK, Director of Plan and Project 
Division, Counter Terrorist Operations Center (CTOC), DPOB: 
Oct. 10, 1967, Bangkok, TH 

BOYCE 
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SIPDIS 


SIPDIS 
SENSITIVE 


AF/S FOR HTREGER 
MCC FOR SGAULL 
USAID FOR AFR/SA 


E.O. 12958: N/A 

TAGS: PGOV, MZ 

SUBJECT: Mozambique - Opposition Parties Complain of Growing FRELIMO 
Power 


Ref: 06 Maputo 1497 
06 Maputo 1306 


1. (SBU) SUMMARY: Emboffs called on opposition leaders in early 
March, while making the rounds of Mozambican contacts for the 

Mission\'s newly-arrived poloff. A common theme was resentment 
towards FRELIMOVs increasing assertiveness and hand wringing that 
they were relatively powerless to do anything about it. They 

pointed to more prominence given the ruling party in government 

affairs, a plan to gerrymander the municipality of the opposition 

stronghold of Beira (Mozambique\'s second city) to weaken RENAMO, and 
how it was becoming harder to find (or hold) employment when linked 

to the opposition. End Summary. 


2. (SBU) Lutero Simango, a deputy in the RENAMO-UE coalition, 
complained that the government tapped its resources to fly FRELIMO 
deputies around the country, whether for government work or 
politicking. His party, on the other hand, was starved for funds, 

which meant that most RENAMO delegates remained in the capital of 
Maputo rather than visiting constituents in the countryside. The 
mayor of Beira, Daviz Simango (Lutero\'s brother), at a reception 
several days later, told emboff that he believed press reports that 

the government was planning to revise boundaries in the municipality 
of Beira to strip off outlying suburbs known to support RENAMO, so 
that the city would more likely fall to FRELIMO in 2008 municipal 
elections. He added that he had seen none of the $250,000 President 
Guebuza said had been allocated to each district in the country to 
fund local initiatives. Being an opposition mayor was \"very hard," 

he lamented. (Comment: Despite his city\'s funding troubles because 
of its non-FRELIMO status, Simango remains very popular in Beira. 
End Comment.) 


3. (SBU) Maximo Diaz, outspoken lawyer and leader of MONAMO, the 
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\"first peaceful opposition party", as he refers to it, which he 

founded in 1992 right after the Rome Peace Agreement ended the civil 
war between FRELIMO and RENAMO, told emboffs that many of President 
Guebuza\'s ideas originated with him and his advisers, without their 
getting any credit. Meanwhile support for MONAMO was drying up, 

with membership dropping to \"probably no more than 2,000 members." 
He said he would be turning 70 years old in several weeks time and 
talked much more of the past than the future. Cynically, he 

remarked that maybe \"Africa was not ready for democracy; perhaps 
countries had to go through the monarchy stage first.\" 


4. (SBU) Raul Domingos, former #2 in RENAMO who founded the PDD 
party in 2002 and unsuccessfully ran for president in 2004 (PDD came 
in third, after FRELIMO and RENAMO, but garnered only about 2.5 
percent of the votes), told emboffs that what most worried him was 
the increased prominence given to FRELIMO party cells in government 
institutions by President Guebuza. He reported that FRELIMO had a 
cell in every department of every ministry, that government organs 
throughout the country follow suit, and that Guebuza was using the 
cells to pressure employees to belong to the party. (Comment: Party 
cells were important during the Samora Machel era in the 1970\'s and 
1980\'s, but of not much significance under Machel\'s successor, 
President Chissano, after the government adopted a new constitution 
in 1990 that provided for a multi-party state. End comment.) As an 
example, he said that several weeks earlier the woman who had run a 
highly effective PDD campaign in Beira had resigned for \"family and 
social reasons\" (he showed emboffs a copy of her resignation 

letter). He believed that her husband, who worked in the state 

sector, had come under pressure because of his wife\'s activities and 
would have lost his job had she not quit. Domingos added that 
several PDD members in the provinces had been arrested late last 
year for holding a political meeting, and were only released, 

without any formal charges, one month later when he protested 
personally on their behalf. 


5. (SBU) Comment: There is no question that the Guebuza 
administration is actively trying to increase FRELIMO\'s power and 
influence throughout Mozambique. This has been a focus of Guebuza\'s 
since he was chosen by the party to succeed Chissano back in 2002, 
two years before the 2004 elections. There has been a steady 

trickle of reports in the media of mid-to-low level opposition 

figures switching to FRELIMO (almost certainly because of better job 
prospects as party members rather than ideology) since Guebuza took 
office in February 2005. The opposition figures\' charges track what 
we have heard from other sources, especially over the last year (See 
reftels). On March 15 and 16 the FRELIMO Central Committee is 
meeting in a Maputo suburb to plan for the upcoming provinciQ 
elections. Every cabinet minister and every governor, reportedly, 

is in attendance. We will report on the outcome of the meeting 

septel. 
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E.O. 12958: N/A 

TAGS: KMCA, EAID, ECON, OVIP, AFIN, OTRA, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR MILLENNIUM CHALLENGE CORP 
(MCC) JONATHAN BLOOM AND KRISTEN PENN TO TRAVEL TO MOZAMBIQUE. 


REF: MCC 211 


1. Embassy Maputo welcomes and grants country clearance for MCC 
Jonathan Bloom and Kristin Penn to travel to Mozambique, from March 
25 to 30,2007. The purpose of this trip is to participate in the 

Gates Foundation sponsored workshop titled \"Biotechnology, Breeding 
and Seed Systems for African Crops, 3rd 

General Meeting, March 26 - 29, 2007. 

Please advise as soon as possible regarding any schedule or 

itinerary changes; refer to paragraph 13 regarding visa 

requirements. 


2. Control Officer: John Wysham, Chief Econ/Commercial Officer, 
will be control officer. He can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3425 
-- Office fax: (258) 2149-35-74 
-- Cellular: (258) 82-315-7170 


3. Hotel Reservations and Expeditor: Post understands that no 
logistic support is required for Jonathan Bloom and Kristen Penn. 
LAM tickets from Johannesburg to Maputo for K Penn have been 
reserved. 


4. Medical Services: Maputo has limited medical facilities. 

Visitors will have to be medevaced in the event of a major injury or 

illness. In the past, we have had visitors nearly die because 

details of their medevac insurance were not readily available. 

Direct Hire employees (not contractors) of the Department of State, 

USAID, Department of Defense, CDC, and Peace Corps need not take any 
further action. Direct Hire employees of other U.S Government 
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agencies are requested to provide to their control officer before 

arrival a name and 24-hour point of contact for their agency that 

can authorize medical evacuation. Contractors are requested to 
provide to their control officer before arrival the name, phone 

number, and policy number of their medevac insurance provider(s) for 
use in case of emergency. 


5. Health: Travelers are advised that chloroquine resistant malaria 
is present in Mozambique. The most recent guidance from the 
Department of State Medical Office recommends weekly use of 
mefloquine as the drug of choice for malaria prophylaxis in 
chloroquine-resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an alternative 
regimen. Doxycycline must be started three days before arriving at 
post. Both malaria prophylaxis medications must be continued for 
four weeks after departing post. 


6. Security and Required Briefing: TDY visitors spending more than 
48 hours in Mozambique must obtain a security briefing from the 
Embassy\'s Regional Security Office. The biggest threat facing U.S. 
citizens visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. Street 
crime and vehicle hijackings are common and can be violent. 
Visitors must be vigilant when out in public areas and should not 
display jewellery or other items of high value. Visitors should 

avoid carrying backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as along the 
Marginal (the Maputo road along the sea), should be avoided as 
joggers and pedestrians have been mugged frequently, even during 
daylight hours. 


7. There are no known terrorist groups active in Mozambique and no 
current indications that U.S. citizens are being targeted by 
terrorist organizations. 


8. The police are poorly paid, poorly equipped, and lack the 
professionalism that U.S. citizens are accustomed to in the United 
States. Visitors requiring emergency assistance should not rely on 
local emergency services, but should contact the Marine Security 
Guard at Post One at (21) 49-27-97. Mozambican law requires that 
all persons carry an identity document, such as a passport, when out 
in public and produce it if requested by police. A copy of passport 
identity and visa pages is acceptable. There are certain areas in 

the city of Maputo where pedestrian traffic is prohibited, e.g., in 

front of the presidential offices located north of the Hotel Polana 

on the seaside of Avenida Julius Nyerere and on the Monument to 
Mozambican Heroes near the Maputo airport. Such areas are sometimes 
marked with international \"no trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous due to poor 
road conditions, lack of emergency services, and the increased 
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potential for vehicle hijackings. Official Americans serving in 
Mozambique, including those on TDY, are prohibited from overland 
travel outside city limits during the hours of darkness. 


10. Consular Registration: All TDY visitors spending more than two 
workdays in Maputo are required to register with the Consular 
Section in the Chancery to ensure that the Mission has current 
emergency contact information for each visitor. 


11. Financial Matters: With the exception of the main hotels, 
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Mozambique is essentially a cash economy. Credit cards are of 
limited utility. Vendors will accept U.S. dollars (or at times South 
African rand) in lieu of the local currency, the metical. For a day 

trip to Maputo, we recommend visitors bring with them USD 100 in 
cash for spending money. Dollars can be exchanged at any bank or 
currency exchange facility. Embassy Maputo recommends against the 
use of travelers checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data in the event 
that extensive services or goods are required during the visit. 
Mozambican Airlines (LAM) accepts the American Express credit card. 
Please note that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every few days. 


12. New Currency: On July 1, 2006, Mozambique introduced its new 
currency: the New Metical (abbreviated MTn.) This currency replaces 
the Metical(MT). One New Metical is equivalent to 1,000 Meticais (1 
MTn = 1,000 MT.) At current exchange rates, 1 USD equals 
approximately 26 MTn and 26,000 MT. From July 1st, 2006 through 
December 31st, 2006, both currencies are in circulation, and all 
prices are expressed in both currencies. After December 31st, 2006, 
only the New Metical will be in circulation. The most obvious 
differences between the two currencies are that the New Metical 
notes have three fewer zeroes than Metical notes of the same value 
and that the New Metical notes are in much better condition than 
Metical notes. The largest New Metical note is 1,000 MTn (versus 
500,000 MT.) The smallest New Metical note is 20 MTn (versus 10,000 
MT.) For further guidance, please refer to the images of the New 
Metical on our intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are required for entry 
into Mozambique, and Embassy Maputo urges travelers to have them 
prior to traveling. Travelers arriving from a country without a 
Mozambican embassy can get visas at the airport or land border entry 
points for 20 USD or 300 MTn. Those arriving from a country with a 
Mozambican embassy can obtain visas at the airport or land border 
entry points for 25 USD. There is an airport departure tax payable 
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only in cash, of 20 USD or equivalent in Metical or Rand for 
regional flights, 8 USD for domestic flights and 20 USD for 
intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep in mind 
restrictions on carry-on luggage on international flights. At 
present, there are restrictions on carrying liquids, gels, and 
cosmetics on board international flights leaving the United States. 


15. Travelers also should bear in mind that security of checked 

baggage is a significant problem for travelers who transit 

Johannesburg airport. Many items have been stolen from checked bags, 
including the checked bags themselves. The items stolen most often 
are electronics (including I-Pods, cameras, and alarm clocks), 

toiletries (such as cosmetics, soap, shaving kits and cologne) and 
shoes (especially running/athletic shoes). ALOCKED BAG DOES NOT 
ENSURE SECURITY. One security measure that seems to meet with some 
success is to have your luggage stretch-wrapped at your point of 
departure. The stretch-wrapping makes it more difficult for the 

thieves to gain access to your luggage. Be aware that flights 

between Johannesburg and Maputo are often serviced by a small plane 
with little space for carry-on luggage. This may require passengers 

to check their larger carry-on items. Please ensure your valuables 

are kept in a bag small enough to carry on your lap to keep them 

with you at all times. We take this problem very seriously and are 

doing what we can to help aid a solution. In brief, please: 


-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 

-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with current 
international restrictions/regulations. 


Johnson 
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STATE FOR IO/MPR (HACKETT), USUN/MR (GARCIA), AND EAP/MTS 


E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, AORC, UNGA, UNGA/C-5, UNGA/C-6, RP 
SUBJECT: PHILIPPINES TO CONSIDER U.S. POINTS ON 
ADMINISTRATION OF JUSTICE REFORMS 


REF: STATE 31831 
Classified By: Pol/C Scott Bellard, reasons 1.4 (b) and (d) 


1. (C) The Philippines has no position at this time on 
proposed reforms to the internal system of Administration of 
Justice, according to Gunther Sales, Department of Foreign 
Affairs (DFA) Assistant Director for the Political, Security, 

and International Law Division in the Office of the United 
Nations and International Organizations (UNIO). He promised 
to convey the U.S. position to the Philippine Mission in New 
York for any comment. Sales indicated that the proposed 
reforms to the internal Administration of Justice had not 

come to the attention of UNIO prior to the demarche. 


2. (C) On a separate matter, Sales remarked that the 

Philippines is focused on reforms pertaining to System-Wide 
Coherence, the Department of Peacekeeping Operations, and the 
Department of Disarmament Affairs. He commented that the 
Non-Aligned Movement and the G-77 (of which the Philippines 

is a member) are generally against any reforms seeking to 
streamline operations at the expense of quality and quantity 

of the programs offered. The Philippines is currently taking 

a \"wait-and-see\" approach, and awaiting greater clarity on 

the details of the proposed initiatives, he noted. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, KNNP, PARM, UNSC, SZ 

SUBJECT: IRAN: SWISS POLDIR AMBUEHL TELLS EUR A/S FRIED HE 
IS GOING TO TEHRAN 


Classified By: Ambassador Peter Coneway, Reasons 1.4 b/d 


1.(C/NF) Swiss State Secretary of Foreign Affairs Michael 
Ambuehl told visiting EUR A/S Fried and Ambassador Coneway on 
March 9 that he planned to visit Tehran the week of March 12, 
claiming that IAEA DG ElBaradei had encouraged Ambuehl to 
tell Iranian Nuclear Negotiator Ali Larijani that Iran was 

facing its Wlast chance." A/S Fried and the Ambassador 
cautioned strongly against the visit, noting that a Swiss 

visit could be misinterpreted and used by Iranian officials, 
particularly given Bern\'s status as U.S. protecting power in 
Tehran. Ambuehl assured the USG that his message would be 
identical to that of the UN Security Council and IAEA, namely 
that Iran must suspend all enrichment activities and accept 

its international obligations. Ambuenhl\'s staff informed 
Embassy on March 12 that he was on his way to Tehran and 
would provide a readout immediately upon return. End 
summary. 


2.(C/NF) Swiss State Secretary Michael Ambuehl met with A/S 
Dan Fried and the Ambassador on March 9 at Zurich Airport, 
joined by Swiss DFA Americas Desk official Urs Hammer and 
Poloff. Ambuehl told A/S Fried that he planned to fly to 
Tehran the week of March 12 to meet with Iranian Nuclear 
Negotiator Ali Larijani. Ambuehl said that he wanted to 

brief A/S Fried and the Ambassador in order to keep the USG 
fully apprised of Swiss activities, per Ambassador Coneway\'s 
request. His purpose, he said, would be to push Iran to 
accept the three \"modalities\" demanded by the UN Security 
Council and IAEA, namely: 


-- Suspension of all enrichment activities, with \"no tricks;\" 
-- Transparency with the international community; and 

-- Acceptance of rights and obligations as defined by the 
IAEA and UNSC resolutions. 


3.(C/NF) Ambuehl said he had been encouraged to travel to 
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Iran by IAEA DG ElBaradei, with whom he had spoken three 
times in recent days. ElBaradei told Ambuehl that he had 
spoken with Secretary Rice and suggested that we have to use 
the Swiss" to urge the Iranians to abide by UNSC resolutions. 
Notably, ElBaradei had not conveyed what the Secretary\'s 
response (if any) was. In any event, Ambuehl would tell the 
Iranians that this was their Wlast chance. He acknowledged 
that a Swiss effort would have only a 30 percent chance of 
success, but described the visit as low-risk, high potential 
gain. 


4.(C/NF) Ambassador Coneway challenged Ambuehl to describe 
what if anything new the Swiss could tell the Iranians. It 

was a delicate time in the stand-off between the P5 plus 1 

and Iran; silence would be the best policy by Switzerland. 
Moreover, Tehran would be unlikely to see this as a \"last 
chance. A/S Fried told Ambuehl firmly that the USG had been 
concerned by some Swiss actions. Side initiatives could 
encourage the Iranians to game the unity of the international 
community. Bern\'s status as U.S. Protecting Power could also 
cause Iran to misconstrue Swiss actions. 


5.(C/NF) Ambuehl insisted that his prospective visit would 

not undermine the P5 plus 1. His points would be exactly the 
points agreed to by the UN Security Council and supported by 
the IAEA. Iran\'s rebuff of the Swiss initiative would be 
recognized as further evidence of Tehran\'s intransigence. 


6.(C/NF) A/S Fried reiterated that the international 
community had finally gained traction against Iran. ltwas 
important to let the pressure work. A/S Fried urged Ambuehl 
to make no firm plans until we could speak to officials in 
Washington. In any event, Ambuehl should make clear to the 
Iranians, if he does in the end go, that he did not speak for 
the USG. Ambuehl said that this went without saying. 
Ambuehl asked for understanding of the difficult situation he 
was in (we surmise this means the directive from Foreign 
Minister Calmy-Rey to engage with Iran on this issue). 
Options other than a flat \"no\" would be appreciated. A/S 
Fried and Ambassador Coneway agreed to get back to him as 
soon as possible. 
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Ambassador Coneway\'s follow up call to Ambuehl 


7.(C/NF) Using points provided by P staff, Ambassador Coneway 
called Ambuehl that night with the message that the USG had 
made its opinion clear. There was nothing new in the Swiss 
proposal and the visit presented many opportunities for 
misinterpretation. The decision to go would be a sovereign 
Swiss decision to take. If Ambuehl chose to go, the 
Ambassador stressed, it must be clear that he was not acting 

on the USG\'s behalf. 


8.(C/NF) Ambuenhl\'s initial response was that he would 
consider the USG points. However, his diplomatic advisor 
Stephan Estermann called DCM on March 12 to announce that 
Ambuehl was on his way to Tehran and would provide a briefing 
upon his return. 


9.(C/NF) A/S Fried and Ambassador Coneway were very clear in 
their expression of concern about Ambuehl\'s planned travel to 
Tehran. However, it is obvious that the Swiss think there is 

at least the chance that the engagement of a \"disinterested\" 
non-member of the P5 plus 1 could offer Tehran a face-saving 
way to give into the UN Security Council - a belief 

apparently reinforced by ElBaradei. Ambuehl was noticeably 
uncomfortable not taking the USG\'s advice. But, there is 

little surprise in his decision to go forward with the visit, 

given the clear mandate he has received from Swiss Foreign 
Minister Calmy-Rey. 

CONEWAY 
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SUBJECT: TURKEYYS RESPONSE TO DEMARCHE ON UN REFORM: 
INTERNAL ADMINISTRATION OF JUSTICE 


REF: SECSTATE 31831 
Sensitive but unclassified, please protect accordingly. 


1. (SBU) We delivered ref points to Turkish MFA Deputy 
Directorate for International Political Organizations Head, 
Zeynep Kiziltan, on March 15. Kiziltan had no immediate 
substantive response, but she had already discussed the 
matter with the Turkish mission in New York. We will follow 


up. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: DECL: 03/16/2017 
TAGS: PGOV, ECON, EFIN, SOCI, PREL, CH 
SUBJECT: TWO GPPCC DEPUTIES SAY DEMOCRACY IS ON THE WAY 


REF: 06 BEIJING 23905 


Classified By: CLASSIFIED BY MINISTER COUNSELOR FOR ECONOMIC AFFAIRS RO 
BERT LUKE; REASON 1.4 (B) AND (D). 


SUMMARY 


1. (C) Two Delegates to the Chinese People\'s Political 
Consultative Conference (CPPCC) predicted to Econoff that 
China will be more democratic within a generation with or 

without the support of the Communist Party. Businessman Wang 
Chaobin said his positive experience in the CPPCC with 

offering recommendations to the Central Government has 
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reinforced his view that democracy is developing in China. 
Both delegates lamented, however, the poor state of education 
in China, particularly in rural areas, and suggested that the 

low quality of education would hinder democratic progress. 
The Delegates, both of whom are entrepreneurs, said they 
admire the United States and have used their considerable 
wealth to maintain strong connections to the United States as 
well as China. END SUMMARY. 


PROGRESS AT THE \"TWO MEETINGS\" 


2. (C) Han Zhengfa, Chairman of the Zhengye Group and a CPPCC 
Delegate from Changchun, Jilin Province, and Wang Chaobin, 
Chairman of the Board of Henan Taixin Estate Company and a 
CPPCC Delegate from Zhengzhou, Henan Province, told Econoff 
that this year\'s CPPCC sessions indicate that China is making 
progress on political and economic reforms. Han and Wang, 
participating in the CPPCC annual session for the 10th and 

13th consecutive years respectively, said China is heading in 

the right direction, particularly under Hu\'s and Wen\'s 

leadership. 


3. (C) Wang claimed that he has had some success using the 
CPPCC to offer policy recommendations to the Central 
Government. As a member of the National Committee of the 
10th CPPCC, Wang received national media attention for 
proposing to Premier Wen Jiabao that agricultural taxes be 
reduced or eliminated (see reftel). During the 2007 March 
session of the CPPCC, Wang said he made two recommendations, 
both of which were well received by other Deputies. Wang 
recommended during the session that banks be allowed to offer 
low-interest loans over longer periods of time in the real 

estate sector in order to solve the problem of the high cost 

of housing for average citizens. His other proposal -- to 

refrain from levying taxes on the interest earned on bank 
deposits -- was reported by the Chinese media. 


DEMOCRACY ON THE WAY? 


4. (C) Wang argued that China\'s government will become more 
democratic in the next 15 years as a new generation comes of 
age. The younger generation is used to having choices, Wang 
said, and democracy will come to China \"one way or another.\" 
The question for the Communist Party is whether the Party 
wants to be part of the problem or part of the solution. The 
Party has an opportunity to be an agent for positive change, 
Wang asserted. According to Wang, though some interpreted 
Premier Wen Jiabao\'s Renmin Ribao article prior to the \"Two 
Meetings\" as saying that democracy in China is one hundred 
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years away, this does not necessarily mean one hundred years 
from now; the process may even have started before the 1949 
Communist Revolution. The Western Press has misinterpreted 
Wen\'s statement, Wang said. 


5. (C) Wang and Han both worried, however, that the poor 
state of education in China potentially would hinder China\'s 
democratic transition. Wang said that Henan Province, which 
is predominately rural, is a good example of a place where a 
large proportion of educated people are leaving the 
countryside for the cities to work, leaving people behind who 
do not value education. Many children in rural areas do not 
attend school, either because there are no schools in close 
proximity or because local officials continue to charge 
random fees despite Central Government policy dictating that 
tuition be waived. 


PARTY\'S WEALTHY KEEPING ONE FOOT IN THE UNITED STATES 


6. (C) Wang and Han, both on Forbes\' List of China\'s 400 
Richest Entrepreneurs (Wang\'s net worth is USD 133 million 
and Han\'s is USD 158 million) both said they admire the 
United States for its democratic government, and they both 
maintain close ties to the United States. Wang, who also 
owns property in Long Island, New York, hosted President 
Clinton during a visit to Zhengzhou in 2005, and his son 
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recently graduated from Emory University in Atlanta. Han\'s 
immigrant visa application recently was approved, and he 
showed Econoff his letter from the National Visa Center. Han 
hopes the move to the United States will be a good experience 
for his three teenaged sons. 


RANDT 
RANDT 
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HHS PASS TO FDA OFFICE OF INTERNATIONAL PROGRAMS (ELAINE 
FOSTER) 


E.O. 12958: N/A 

TAGS: TBIO, OTRA, TPHY, KSCA, SP 

SUBJECT: SPANISH COMPONENT OF U.S./FDA ORPHAN PRODUCT 
DEVELOPMENT GRANT AWARD 


REF: SECSTATE 30378 


Embassy Madrid is aware of no concerns or objections 
regarding the foreign policy implications of reftel grant. 
Embassy checked with the two Spanish institutions listed as 
participating in the grant award. Dr. Justo Garcia de 
Yebenes of the Ramon and Cajal Hospital confirmed that he 
leads a team that will work on this project. However, Dr. 
Asuncion Martinez of the Jimenez Diaz Foundation indicated 
that her foundation would not participate. She indicated 
that she understood that Dr. de Yebenes of the Ramon and 
Cajal Hospital would participate in the project. 

Llorens 
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Classified By: Charge d\'Affaires Daniel Speckhard per 1.4 (b) 
and (d) 


Column 3 

1. (C) SUMMARY: In a March 12 meeting with PM Chief of 
Staff Tariq Abdullah, the Charge urged the PM\'s office to 
continue to press for de-Baathification reform and movement 
on the hydrocarbons law. He congratulated the PM\'s office on 
the successful Neighbors Conference and stressed the 
importance of moving forward with the ministerial level 

event. Abdullah told the Charge that the GOI wanted the next 
event to be held in Iraq, and insisted that it could not take 

place in an Arab or neighboring country. Abdullah confirmed 
that the PMVs office had requested an extension to the State 

of Emergency, and was unsure why it had not been on the CoR 
agenda that day. Abdullah also confirmed that the PM had 
decided to ban all DynCorp employees from Iraq based on their 
alleged involvement in a high profile jailbreak last year. 
Abdullah expressed desire for a closer relationship with 
Washington, and asked the Charge to help facilitate a US 

visit to enhance ties between the PM\'s office and USG 
officials. END SUMMARY. 


2. (C) The Charge noted that the Ambassador had met with the 
PM, VPs and other political leaders before departing for the 

US, and that there had been movement towards agreement on a 
Presidency Council compromise de-Baathification draft law. 
Abdullah said that although the PM had met with VP Adil Abdel 
Mehdi before Mehdi left for the US, he had not yet heard 
anything from the PM on the status of the de-Baathification 
compromise draft. The Charge stated that the USG would 
appreciate the PM\'s support in pushing the draft forward and 
urged Abdullah to follow-up on the issue. 


3. (C) The Charge praised GOI efforts to move forward with 
hydrocarbons legislation, congratulating the PM\'s office on 
its role in passing a framework through the Council of 
Ministers. He cautioned that there was still more to be 
done, noting that the PM\'s active support was still required 
to ensure that the bill maintained momentum. 


4. (C) The Charge congratulated the GOI on hosting the 
successful Neighbors Conference, noting that the USG was very 
pleased with the results. He acknowledged the GOI desire to 
have the next conference in Baghdad, but said that 

ministerial participation would difficult under those 
circumstances. Abdullah replied that if there were security 
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concerns about holding the conference in Baghdad, it could be 
held in another Iraqi city, perhaps Erbil or Sulaymaniyah. 

The Charge said that the US had no objection to such an 
arrangement, but expressed concern that other participants 
had reservations about any ministerial level event in Iraq, 

and the issue of location could become an excuse to delay the 
meeting indefinitely. Abdullah stated that the GOI believed 
that the conference would have little value if not held in 

Iraq. 


5. (C) The Charge asked that the PM reconsider his position, 
highlighting the importance of dialogue and cooperation on 
Iraq issues, rather than the actual location of such talks. 
Abdullah said that world leaders, including President Bush 
and UK PM Blair, had safely visited Iraq without incident and 
said that the problem was with the Arab countries, some of 
which had offered to host the meeting. Abdullah insisted 
that the conference could not take place in any Arab or 
neighboring country. The Charge urged the GOI to begin 
working on getting agreement for a location amongst the 
participants. 


6. (C) On the issue of the status of the State of Emergency 
extension, which was last extended on January 23 and has 
since lapsed, Abdullah said that the PM had sent the 
paperwork requesting the extension to Minister of State for 
CoR Affairs Safa Al-Safi \"some time ago. The Charge noted 
that although the CoR had quorum at the March 12 opening 
session, the extension was not addressed and urged the PM\'s 
office to follow-up with Al-Safi on their request (Note: the 
extension was passed by the CoR on March 13. End Note.). 
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7. (C) The Charge expressed concern at a recent decision from 
the PM\'s office to deny entry visas to DynCorp employees in 
Iraq, which was reportedly based on allegations that DynCorp 
had helped former Minister of Electricity Ayham Al-Sammaraie 
to escape from jail and flee Iraq. The Charge explained that 
neither DynCorp nor Embassy officials had received prior 
notice of the decision, which affects almost 1000 employees. 
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He said that DynCorp had denied any involvement in 
Al-Sammaraie\'s escape, and that the US had not seen any 
conclusive evidence of the company\'s involvement in the 
incident. Abdullah replied that an American company had 
taken Al-Sammaraie from the jail, and that he fled the 
country on an American plane. Abdullah acknowledged that 
Al-Sammaraie did not leave on a USG plane. 


8. (C) The Charge emphasized the tremendous impact that 
barring DynCorp would have on MOJ, MOI, MOD and Higher 
Juridical Council training programs, and said it would 

greatly hamper mutual efforts to provide security and improve 
rule of law in Iraq. He noted that PM Maliki and President 
Bush had agreed to accelerate the transfer of security 
responsibilities in Iraq, based in part on capacity building 
programs run by DynCorp. Denying Dyncorp employee entry 
visas would risk a delay in the timetable for security 

transfer, as well as a significant loss of momentum in the 

fight to reverse outside infiltration of the security and 

correction services. The Charge agreed that if the 

allegations proved to be true, DynCorp should be reprimanded. 
However he urged the PM continue to extend DynCorp employees 
entry visas until a full, fair, and rigorous investigation 

was complete. 


9. (C) Abdullah listened intently, but stated that the PM 

would not be convinced until he had seen results of the 
investigation showing that DynCorp had not been involved. 
The Charge said that the Embassy would prepare a list of the 
programs that would be affected by this policy so that the PM 
could understand the costs before making a final decision. 


10. (C) Abdullah said that PM Maliki and President Bush had 
agreed to facilitate more regular contact between their 

staffs, in order to exchange views on issues and to cultivate 

a close working relationship similar to that between the US 
and Saudi Arabia. He lamented that the Iraqi Embassy in 
Washington wasn\'t capable of fostering better ties, noting 
that it wasn\'t a \"real Embassy.\" As such, Abdullah asked on 
behalf of the Prime Minister that the Charge to help 

facilitate a US visit for himself and the PM Political 

Advisor Sadiq Al-Rikaby. He said the Prime Minister would 
like this visit to take place as soon as possible and, in 
particular, before the PM\'s visit to Japan on April 7. The 
Charge welcomed increased interaction between the PM\'s office 
and USG officials, and said he would relay the request to 
Washington. 


Column 3 
SPECKHARD 
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Classified By: Political Section Chief Mark D. Clark for reasons 1.4 (b 
) and (a). 


Summary 


1. (C) As Malaysia moves closer to its next national 

elections, electoral reform faces a very steep uphill battle, 

a conclusion highlighted during our recent meetings with 
Election Commission (EC) officials, NGO leaders and several 
academics. The UMNO-led Barisan Nasional (BN) governing 
coalition retains tight control over virtually all important 

levers of power, including the EC. Two electoral reform 
groups formed since the last general election in 2004 - 
MAFREL and BERSIH - recognize that grass roots engagement of 
the public will be necessary to effect meaningful changes to 
an electoral system heavily tilted in the BN\'s favor. Both 
groups intend to highlight electoral challenges and push for 
adoption of electoral reforms in many critical areas such as: 
election-day use of indelible ink on voters; Election Act 
changes to ensure balanced media access and limitations on 
political party spending; and empowerment of the EC to 
develop and enforce stricter campaigning and election-day 
rules and regulations. Their best efforts will almost 

certainly not produce meaningful reforms to the electoral 
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system over at least the medium term. UMNO, in power since 
independence, faces no effective public, opposition party or 
internal pressure to reduce its overwhelming powers of 
incumbency. End Summary. 


Election Commission - Technocrats, Not Reformers 


2. (SBU) The Malaysian Election Commission\'s (EC) Secretary 
General, Kamaruzaman bin Mohd Noor, and nine of his 
subordinates briefed poloffs on March 6 about the EC\'s 
operating structure and current activities. Kamaruzaman 
emphasized that the EC falls under the purview and authority 
of the Prime Minister\'s office. He said all changes to 

electoral rules, regulations and policies suggested by the 

ECVs seven commissioners must therefore be submitted to the 
PM\'s office for approval. In describing the role of EC 
commissioners, led by EC Chairman Abdul Rashid Abdul Rahman, 
Kamaruzaman said they Ware not in a position to enact 
reforms.\" He further stated that the EC \"does not have the 
power to investigate election day abuses. He said 

allegations of fraud or election tampering are referred by 

the EC to either the police or the GOM\'s Anti-Corruption 
Agency for investigation. (Bio Note: Kamaruzaman obtained 
his undergraduate and graduate degrees from Penn State 
University. He spoke very warmly of his years in America 
during the 1980s. End Bio Note.) 


3. (C) KamaruzamanWs statements about the feebleness of EC 
powers were reflected in a series of comments to reporters 
during early 2007 by EC Chairman Rashid. On January 8, in 
public comments characterized by Kamaruzaman as \"utopian,\" 
Rashid said the election laws of Malaysia could no longer 
ensure justice for opposition political parties. Rashid said 
election laws should be amended to give the EC power to 
ensure free and fair media reporting, prosecute persons who 
misuse public funds during their campaigns, institute and 
enforce limits on political party spending, and prevent 

corrupt practices such as vote buying during elections. 

Rashid later backpedaled from these comments while 
emphasizing the UMNO party line that the EC cannot initiate 
electoral reforms under its own authority. 


4. (C) Opposition figures, including Anwar Ibrahim, told us 

they welcomed Rashid\'s short-lived calls for reform, but did 

not expect them to go anywhere. Some viewed RashidWs remarks 
as a way for him to maintain personal credibility, though he 

knew the government would not take up his recommendations. 


5. (SBU) During the five decades of UMNOV\'s rule, opposition 
parties have routinely criticized EC commissioners as 
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beholden to UMNO. All EC commissioners, including the 
Chairman, are appointed by the King based on the advice of 
the PM. They may not be removed from office prior to age 65, 
except on similar grounds and in a similar manner as pertains 
to the removal of a justice from the Federal Court 

(Malaysia\'s apex court). 


6. (C) Under heavy influence from UMNO, the EC has used its 
power under the constitution to gerrymander voter districts 
every eight years in BN-controlled states. In addition, UMNO 
keeps election campaign cycles very short (8 days for the 
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last general election in 2004). Opposition parties are 
effectively precluded from access to mainstream media outlets 
during campaign days, while advertisements and positive 
stories about BN candidates and parties flood the newspapers 
and airwaves. And while individual candidates for state 
assemblies and the federal parliament may not spend more than 
$28,500 (RM100,000) and $57,000 (RM200,000) on their 
respective campaigns, their political party machines may 
legally spend unlimited amounts of money on any individual 
race. Therefore, the wealth imbalance between the BN and 
opposition parties also contributes heavily toward the BN\'s 
election dominance. The EC currently has no legal means to 
challenge any of these practices were it so inclined. 


MAFREL Educates with U.S. Funding 


7. (C) On February 13 the President of Malaysians for Free 
and Fair Elections (MAFREL), Abd Malek Hussin, described 
MAFREL\'s electoral reform efforts to us. MAFREL is not 
affiliated with any political party and is 100% funded by the 
USG through the International Republican Institute (IRI). 
Hussin said MAFREL\'s primary goals are educating the public 
about the election process and reporting on election 

corruption and electoral abuses, in an effort to \"narrow the 
ability of the BN to engage in obviously fraudulent election 
practices.\" He said, \"We want to prod (UMNO) toward reform 
and, if necessary, embarrass them into taking action to 
improve the fairness and honesty of elections.\" 


8. (C) Building upon MAFREL\'s successful monitoring of the 
Sarawak state assembly election on May 20, 2006 (ref A), 
Hussin has established a personal relationship with EC 
Chairman Rashid. Hussin visited Rashid\'s home on October 25 
and spoke privately with him for three hours about electoral 
issues. According to Hussin, Rashid said MAFREL \"is in 
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danger of being viewed as a US puppet\" and must diversify its 
funding away from the IRI. Hussin was initially reluctant to 
meet with us in public; we ultimately met him at a small 
suburban restaurant. To demonstrate the extent of their 
personal relationship, Hussin showed us an SMS from Rashid 
inviting Hussin to join an EC fact-finding trip to South 

Africa to examine their electoral process. Hussin has not 

yet accepted the invitation. He is concerned that MAFREL\'s 
image as an independent actor could be tarnished. 


9. (C) During their discussion, Hussin claimed Rashid 

admitted his direct involvement in UMNO\'s shadowy 1990s push 
to assume political control of the East Malaysia state of 

Sabah. During that decade, UMNO granted citizenship and 
Malaysian Identity Cards (ICs) to over 600,000 foreign 

migrant workers (predominantly Muslims from Indonesia and 
Mindanao) in Sabah, in exchange for their votes in state 
assembly elections (ref B). UMNO-affiliated parties 
subsequently took over all of Sabah\'s state assembly seats. 
According to Hussin, Rashid \"admitted to personally issuing 
over 60,000 fraudulent Malaysian ICs in Sabah,\" to help UMNO 
assume political control there. 


10. (C) Hussin told us Rashid characterized his Deputy EC 
Chairman, Wan Omar, as \"an UMNO member who is anti-reform.\" 
Rashid said he wishes to remain as Chairman of the EC until 

\"the number two is gone\" and Rashid can pass the EC 

leadership mantle to the EC\'s Secretary General Kamaruzaman. 


BERSIH\'s Long and Winding Road Ahead 


11. (C) While MAFREL has attempted to maintain a non-partisan 
stance during its push for electoral reform, the Coalition 

for Clean and Fair Elections (Malay acronym: BERSIH, meaning 
\"clean\") represents the interests of Malaysia\'s largest 
opposition parties, namely the Islamic Party of Malaysia 

(PAS), the Democratic Action Party (DAP) and the People\'s 
Justice Party (PKR). These three parties formed BERSIH in 
2006 and BERSIH has since gained the endorsement of over 50 
civil society NGOs. The National Democratic Institute (NDI) 
indirectly provided BERSIH with a $40,000 grant to be 
expended during February-May 2007 on regional meetings, 
leaflets and development of BERSIH\'s website 

(www. bersih.org). 


12. (C) BERSIH\'s spokesman and steering committee member, 
Sivarasa Rasiah, told us on February 23 that BERSIH intends 
to pursue three main goals: use of indelible ink on the 

fingers of all election-day voters, clean-up of the electoral 

rolls, and abolishment of postal votes except for diplomats 
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and other overseas voters. Both the PM\'s office and the EC 
have already rejected the use of indelible ink as \"primitive 

and unnecessary,\" but BERSIH has challenged the EC to either 
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adopt the system or provide an alternative that would prevent 
individuals from casting multiple votes. 


13. (C) Sivarasa independently confirmed EC Chairman Rashid\'s 
statements to MAFREL\'s Hussin about EC succession planning. 
Sivarasa told us Omar \"would be a disaster for the opposition 
parties.\" Like Rashid, BERSIH would prefer Kamaruzaman to 
take the EC Chairmanship, following Rashid\'s retirement. 
Sivarasa commented that UMNO will likely keep Rashid as EC 
Chairman \"at least until the next general election, as he 

lends a veneer of legitimacy to the election process.\" 

Rashid has thus far rebuffed BERSIH\'s requests for a meeting. 
Kamaruzaman told us he would meet with BERSIH if the meeting 
remained limited to discussing the EC\'s implementation of 
existing laws and regulations. 


14. (C) BERSIH intends to inaugurate its grass-roots 
electoral reform initiative in April 2007 at a large rally in 

Kuala Lumpur. Anwar Ibrahim is expected to be the keynote 
speaker. As with other large events organized by opposition 
parties and NGOs here, the rally will be held in a hotel 
ballroom, as a police permit for an open-air public rally of 

this sort would almost certainly be denied. BERSIH is 
currently registered as a corporation, as the GOM\'s Registrar 
of Societies rejected its application for recognition as an 
NGO. 


Comment 


15. (C) UMNO and its coalition partners have held power since 
Malaysia\'s independence in 1957. Only the ruling parties of 
North Korea, China and Paraguay have outlasted UMNO\'s 50-year 
tenure. Malaysia\'s controlled style of democracy is not too 
dissimilar from other Asian countries which have or had 
dominant one-party or coalition governments. UMNO party 
leaders acknowledge that reform will eventually be necessary 
to appease the voting public, but for now UMNO enjoys 
sufficiently wide support from its Malay base. Race-based 
politics ensures for the foreseeable future that the majority 
Malays will continue to support UMNO initiatives and 
leadership. Nevertheless, as education levels of the country 
rise, reform will gain an ever louder voice. Some young UMNO 
politicians see reform coming, but freely admit that power is 
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never easily surrendered. Current laws restrict media 

freedom, free association, political activities on campuses, 

public assemblies, and transparency in government procurement 
contracts and policy-making. The government effectively 
employs its security services, particularly the police, for 

political ends. These factors, when coupled with the 

executive branch\'s control over the EC, will ensure UMNO\'s 
continued dominance over the political scene. 


16. (C) PM AbdullahYs promises to develop transparent and 
accountable political institutions do not extend to electoral 
reforms that could weaken UMNO\'s power base. As Abdullah 
approaches the end of his first term, Malaysian politics 
remain more about autocratic continuity than change. 
Abdullah has exercised more restraint than his predecessor, 
Mahathir, in using the restrictive governmental controls at 
his disposal. Opposition leaders admit there is more 
democratic space under Abdullah, but they attribute this to 
Abdullah\'s weak leadership rather than his efforts to 
institute real reforms. Nevertheless, we believe neither 
Abdullah nor his party would hesitate to invoke the strict 
autocratic measures at their disposal, if seriously 
challenged. 


17. (C) Astrong challenge to UMNO\'s dominance seems 
unlikely to materialize any time soon. The primary 
Malay-based opposition party, PAS, cannot create an effective 
coalition with non-Malays due to PASV Islamist agenda. Other 
opposition parties suffer from a paucity of capable and 
charismatic leaders - with the possible exception of Anwar 
Ibrahim - who could mobilize enough public support for 
meaningful changes to the electoral system. Moreover, the 
opposition generally cannot access the mainstream media to 
effectively get its message across. Absent a major crisis, 
pressure for changes to the system would need to come from 
within UMNO, and we have yet to see any indication factions 
within the ruling party support a reduction in their 
overwhelming powers of incumbency. 

LAFLEUR 
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STATE FOR EUR/WE - GCLEMENTS AND ACERVETTI 
EUR/ERA - PWALKER 
EB/TRA/AN - TCOLEMAN 


E.O. 12958: N/A 

TAGS: ECON, EAIR, KTIA, PREL, SP 

SUBJECT: SPAIN STILL SUPPORTS U.S.-EU OPEN SKIES PLUS 
AGREEMENT 


REF: SECSTATE 29781 


1. (SBU) EconCouns reconfirmed on March 15 that the GOS will 
vote in favor of the U.S.-EU Open Skies Plus Agreement. 

Civil aviation authorities also noted to EconOff on March 15 

that Spain will do everything possible to push the UK to take 

a more conciliatory approach. 


2. (U) Iberia Airlines remains a fervent supporter of the 
Agreement. 
Llorens 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, PGOV, PTER, ASEC, IN, NP 

SUBJECT: NEPAL: INDIAN AMBASSADOR WORRIED ABOUT MAOISTS 


Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C) Indian Ambassador to Nepal Shiv Mukherjee agreed with 
the Ambassador March 12 that Maoist leader Prachanda should 
provide evidence of his claim of a royalist plot to 

assassinate official Americans and that, if he failed to 

provide evidence, the Government of Nepal (GON) should issue 
a public statement to that effect. Mukherjee had told Prime 
Minister Koirala recently that the Maoists needed to 
demonstrate improved conduct before joining an interim 
government. The Indian envoy had also relayed to Home 
Minister Sitaula the need to improve management at the 
cantonment sites, enforce law and order, and crack down on 
Maoist violations. If the Maoists entered an interim 

government without improving their behavior, India might cut 

off interaction with the GON. 


Prachanda\'s Claim of Royalist Plot Must Be Exposed 


2. (C) In a meeting March 12 with Indian Ambassador to Nepal 
Shiv Mukherjee, the Ambassador conveyed his concern over 
Maoist leader Prachanda\'s recent claim that the Royal Palace 
was plotting to assassinate U.S. officials in Nepal. 
Prachanda\'s public statement gave carte blanche to Maoist 
cadre to attack U.S. Embassy personnel. The GON needed to 
demand evidence from Prachanda and, if the Maoist leader 
failed to produce it, the GON should issue a public statement 
to that effect. The Ambassador also wanted to be assured 
that Prachanda privately had instructed Maoist cadre not to 
target U.S. officials. Mukherjee agreed and said he would 
raise this issue in his next meeting with Home Minister 
Sitaula. 


India Supports Prime Minister\'s Tough Stance 


3. (C) Mukherjee recounted that in his recent meeting with 
Prime Minister Koirala he had told the PM that the Maoists 
should demonstrate progress in three areas before joining an 
interim government. The Maoists needed to return property 
they had seized across the country, cease extortion, and stop 
their public displays of arms and military uniforms. The PM 
seemed to have dug in his heels with the Maoists, he said. 
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Mukherjee was considering speaking publicly about the need 

for improved Maoist behavior. The Ambassador encouraged him 
to do so. 


India Agrees On Need to Impose Law and Order 


4. (C) Mukherjee agreed with the Ambassador that the GON had 
to impose law and order in the country as soon as possible. 
Mukherjee had emphasized this issue with Home Minister 
Sitaula recently, particularly the need to empower the police 

to arrest those openly carrying weapons. He had also urged 
Sitaula to improve management of the cantonment sites and 
supported the UN proposal for a tripartite management 
committee for cantonments with representatives from the GON, 
Maoists, and UN. Mukherjee had also pushed Sitaula to 
crackdown on Maoist violations of their peace commitments as 
well as to address Madhesi demands more adequately. The 
government needed to allow the Madhesi rights groups to save 
face so they could stop their ongoing protests in the Terai, 

he added. The Ambassador noted the PM\'s decision to seek 
parliamentary leadership on discussions with the Madhesis, 
Janajatis and other ethnic and marginalized groups. Speaker 
of the Parliament Subash Nemwang, the Ambassador said, 
intended to hold a roundtable meeting with these groups to 
begin a constructive dialogue. Mukherjee supported this idea. 


India Increasingly Nervous About Maoist Behavior 
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5. (C) Mukherjee admitted that the Government of India (GOI) 
was increasingly nervous about Maoist actions. If the 

Maoists pushed the GON too far, the GOI would support the GON 
in taking all necessary measures, including deploying the 
Nepal Army if necessary. Mukherjee intended to make this 
clear to the Maoist leadership. He confided that, if the 

Maoists entered an interim government without significant 
improvements in their behavior, the GOI might cut off 
interactions with the government. The Ambassador responded 
that India would have to be careful if it did so; rather than 

just cutting off communications, India needed to find levers 

to pressure the Maoists. 


Comment 


6. (C) The Indian Ambassador continues to stand with us on 
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holding the Maoists accountable for their actions -- although 
thus far in private only. Like us, the Indians support the 

GON decision to bar the Maoists from an interim government 
until their behavior improves. Mukherjee\'s suggestion that 
India might cut off interactions with an interim government 
otherwise indicates just how worried the Indians are about 
Maoist intentions. Seen from Kathmandu, U.S. encouragement 
to New Delhi for Mukherjee to go public and demand Maoist 
accountability would substantially increase the pressure on 

the Maoists and enhance the prospects for success of Nepal\'s 
fragile transformation to democracy. 

MORIARTY 
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STATE PASS USTR 
STATE FOR EAP/TC 
COMMERCE FOR 3132/USFCS/OIO/EAP/WZARIT 
TREASURY FOR OASIA/LMOGHTADER 
USTR FOR STRATFORD, ALTBACH 
E.O. 12958: DECL: 03/15/2017 
TAGS: PREL, PGOV, ECON, EINV, CH, TW 
SUBJECT: MAC CHAIRMAN SAYS \"FOUR WANTS\" HAVE NOT HURT 
CROSS-STRAIT EFFORTS 
REF: A. TAIPEI 581 
B. TAIPEI 565 
Classified By: AIT Director Stephen M. Young, Reason 1.4 b/d 


1. (C) Summary: Mainland Affairs Council (MAC) Chairman 
Joseph Wu told Director Young that President Chen Shui- 


Column 3 

bian\'s \"four wants\" speech had not set back MAC\'s work on 
cross-Strait relations. He described the private meeting 
between the PRC Taiwan Affairs Office Economics Director 
and his MAC counterpart in Taiwan earlier in the month as 
friendly. However, he also reported that there had been 

no progress in cross-Strait discussions on tourism. Wu 

said MAC is assisting Legislative Yuan (LY) Speaker Wang 
Jin-pyng arrange a visit to China that could take place 

in April. End summary. 


2. (C) AIT Director Young met with MAC Chairman Joseph Wu 
on March 15 to discuss cross-Strait relations after 

President Chen\'s \"four wants speech to the Formosa 
Association for Public Affairs on March 4. Wu was 
accompanied by MAC Chief Secretary Jan Jyr-horng and 
Department of Information and Liaison Section Chief Cheng 
Wei-ching. 


3. (C) Wu told Director Young that President Chen\'s \"four 
wants speech had so far had \"no effect" on MACVs work. 
He noted that Straits Exchange Foundation Travel 
Department Chief Sun Chi-ming was already in China on his 
groundbreaking trip (ref B) when the speech was made. Wu 
said the trip would have been interrupted if Chen\'s 

speech had caused real damage to the cross-Strait 
relationship. In addition, He Shizong, the Economics 
Director of the PRCVs Taiwan Affairs Office, was in 

Taiwan during the speech. Mr. He\'s visit also continued 
undisrupted, Wu said. Wu revealed that Mr. He met twice 
with his MAC counterpart, Economics Director Fu Don-cheng. 
They met the second day of Mr. He\'s visit for a private 
breakfast meeting, and both attended a dinner March 9, 

the night before he departed Taiwan. This was Mr. He\'s 
second visitto Taiwan. He met with Fu on his last visit 

six years ago as well, Wu said. 


4. (C) MAC Chief Secretary Jan told AIT separately that 
Chairman Wu had suggested that Jan attend the dinner 
event as well, but Mr. He had rejected the proposal 
because Jan was too senior. Jan reported that Mr. He and 
Fu discussed strengthening legal protections for Taiwan 
investors in the Mainland; increasing contact between SEF 
and its PRC counterpart, the Association for Relations 
across the Taiwan Strait (ARATS); and raising the level 

of official visits between Taiwan and the PRC. 


5. (C) Wu told Director Young that TAO had insisted that 
the meetings be kept very quiet, but emphasized that the 
atmosphere was friendly. He explained that MAC had made 
approval for Mr. He\'s visit conditional on his meeting 

with Fu. Wu explained that Taiwan\'s strategy for now is 
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to get PRC officials accustomed to visiting their 
counterparts when they come to Taiwan and eventually 
increase the level of contact and openness of the 
meetings. According to Wu, these kinds of visits began 
approximately a year ago when an official from TAO\'s Legal 
Affairs Office came to Taiwan and agreed to meet 
privately with his MAC counterpart. According to Wu, the 
two took a tour together in Yangmingshan, a national park 
just outside Taipei. He confirmed Director Young\'s 
speculation that personal relationships were an important 
factor in these meetings. 


6. (C) Director Young asked Wu if he had any indication 
when Beijing might appoint a replacement for Wang Daohan, 
the head of ARATS who died two years ago, and if this 
suggested ARATS remained irrelevant organization. Wu 
said that he had not heard anything about Wang\'s 
replacement. He did know, however, that ARATS was being 
down-sized as some officials who held positions in both 
ARATS and TAO were being shifted exclusively to TAO. 
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7. (C) Director Young also asked Wu\'s views on the 
capacity of local officials in China to make their own 
decisions on matters related to cross-Strait relations. 

Wu responded that the central leaders in Beijing make the 
general policy guidelines, which generally encourage 
economic integration. China, Wu said, wants to \"suck 
Taiwan in and prevent it from drifting away.\" Local 
officials, on the other hand, are focused on attracting 
Taiwan investment and are willing to use personal 
connections and incentives to make it happen, he 
continued. Summarizing, he said the central government 
sets the guidelines, but within those local officials \"go 
their own way.\" 


8. (C) Turning to the ongoing cross-Strait tourism 
discussions under the “Macao Model" Wu told the Director 
that the two sides had met in Macau earlier in the week, 
although they made no progress toward an agreement. 
Beijing, he explained, had requested this meeting 

indicating that they had a new proposal in reply to 

Taiwan\'s earlier proposal. The new PRC proposal, however, 
turned out to be much the same as previous proposals with 
only minimal changes. Wu termed the proposal 
\"unacceptable\" because it still referred to travel to 

Taiwan as domestic travel. 
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9. (C) Chief Secretary Jan separately speculated that the 
PRC had requested the meeting only to give the appearance 
it was actively pursuing new discussion initiatives, 

while its actual intention was to slow the process. He 
described a similar attitude on the part of Beijing 

toward cross-Strait charter flight discussions. 

According to Jan, Taiwan had proposed before the Lunar 
New Year holiday that cross-Strait charter flights from 
Taiwan to Shanghai pass through Japan airspace in 
addition to the current approved route through Hong Kong 
and Macao airspace. At that time, Beijing had indicated 
that it would agree if Japan first approved the proposal. 
After the holiday, however, when Taiwan negotiators 
confirmed to their PRC counterparts that Japan had 
approved the proposal, the PRC side then stated that it 
would need to discuss it further with military officials. 


10. (C) During a private pull-aside at the end of the 

meeting, Director Young queried Chairman Wu concerning LY 
Speaker Wang Jin-pyng\'s plan to visit China (ref A). Wu 
confirmed that Wang was in touch with President Chen, who 
had directed MAC to assist. The Chen administration is 
interested in working with Wang in the hopes that, unlike 

the totally uncoordinated visits to China by pan-Blue 
heavyweights Lien Chan and James Soong, Wang\'s travel 
might assist the government in its overall cross-strait 

policy. At the same time, Wu added, they realize that 

Wang is a very political animal who is trying to enhance 

his domestic standing as a possible springboard toward 

the presidency. Thus they will remain cautious but engaged, 
as Wang seeks to arrange a trip this spring before the 

KMT primary process concludes. Wu confirmed that Wang 
has his own contacts to senior leadership in Beijing, 

possibly through Hong Kong, though he professed not to 
know who they were. 


11. (C) As to what Wang might accomplish, he had 

initially been interested in scoring a breakthrough on 

PRC tourism, but MAC had discouraged this line of thought, 
arguing that existing channels in Macao were already 
working the issue well. At present Wang is considering 
seeking liberalization of PRC regulations for Taiwan 
businessmen on financial supervision, currency exchange 
and protection for Taiwan investors, and has been given 
government blessing here to proceed. 


12. (C) According to Wu, earlier efforts by Wang to 
arrange a visit to the mainland had run up against PRC 
insistence that he embrace the one China principle and 

the 1992 consensus, but Wang -- no doubt grasping that 
this would put him into the same camp as his KMT rival Ma 
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Ying-jeou -- had balked at any such preconditions. In 
short, Wu was currently not certain how this would all 
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play out, but gave us the real sense that President Chen 
sees benefit in providing unofficial sanction to Wang\'s 
effort to arrange a substantive trip across the strait. 
YOUNG 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: CROSS-STRAIT RELATIONS 


1. Summary: Taiwan\'s newspapers March 16 focused their coverage on 
the raids led by Taichung prosecutors at the Veutron Corporation\'s 
offices in Taipei and Hsinchu Thursday to investigate an alleged 

insider trading case. The other focus today is President Chen 
Shui-bian\'s announcement that, starting July 1, compulsory military 
service will be shortened to 14 months from the present 16 months. 


2. In terms of editorials and commentaries, the pro-independence 
\"Liberty Times\" urged in its editorial that the Taiwan people should 
remain vigilant of China\'s \"soft\" policies toward Taiwan and the 

efforts of Taiwan\'s unification forces to cooperate with China. A 
commentary in the pro-independence, English-language \"Taipei Times\" 
said that China\'s so-far subtle adjustment of its Taiwan policy is 
significant. Another commentary in the pro-independence, 
English-language \"Taipei Times\" said that if pro-independence voices 
can gain a majority in the legislature and hold on to the presidency 

next year, then the DPP can arbitrate with the U.S., challenge China 
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and do battle with the KMT with full confidence. An editorial in 

the pro-unification, English-language \"China Post" said that the 
DPP\'s \"de-Sinification\" attempt to cut Taiwan\'s ties with China will 
not help the party in winning the 2008 presidential election. End 
summary. 


3. Cross-Strait Relations 
A) \"The Biggest Warning to Taiwan is its Deeper Reliance on China!" 


The pro-independence \"Liberty Times\" [circulation: 600,000] 
editorialized that (03/16): 


\"... In fact, the passage of the Anti-Secession Law is not a 

concern, but we should be vigilant of the transformation of China\'s 
Taiwan policy over the past two years. ... Over the past two years, 
China has made several offers; no tariff for Taiwan fruit imports, a 

pair of free pandas, loans to Taiwan business people, scholarship 

for Taiwan students, permission for Chinese tourists to visit 

Taiwan, etc. ... Regrettably, although most Taiwan people have 
understood China\'s vicious intentions, the unification forces in 

Taiwan have echoed with China. Lien Chan [KMT Honorary Chairman] 
and James Soong [former PFP Chairman] have proactively visited China 
to \'present tribute\' after they lost the presidential election in 

2004; the pan-Blue alliance has blocked the passage of the U.S. arms 
deal in the Legislative Yuan; the KMT-CPC Economic Forum is going to 
take place in the near future; Lien Chan reportedly will sign a 
\"Cross-Strait Peace Treaty" with China\'s President Hu Jintao, etc. 
These are tricks that show that the pan-Blue camp has ignored 
Taiwan\'s national security and has colluded openly with China. ...\" 


B) \"PRC Begins Engaging DPP Officials\" 


Lin Chong-pin, former Deputy Defense Minister, President of the 
Foundation on International and Cross-Strait Studies opined in the 
pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] that (03/16): 


\"... China\'s so-far subtle adjustment of its Taiwan policy is 
significant in three aspects. First, Beijing is beginning to shed 

its self-imposed taboo of boycotting the DPP administration to 
prepare for the likelinood of another four - if not more- years of 
DPP rule after President Chen steps down. It has come to realize 
that avoiding contacts with the DPP administration hinders its 
efforts to win over Taiwanese and does not help promote its 
unification cause. With the limited time left in his term as 
president, Chen Shui-bian could continue to be the target of 
Beijing\'s criticism and at the same time be separated from the rest 
of the DPP officials who Beijing wishes to engage. 
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\"Second, China seems satisfied with its tactic of constraining 

Taipei through Washington. Last September, Chen Yunlin told his 
U.S. audience that President Chen would make an announcement that 
Taiwan would revise its Constitution. When the warning later 
materialized, Beijing\'s work on Taiwan in Washington became more 
effective. Beijing used to react strongly to Taiwan\'s 
pro-independence \"provocations,\" but it has learned to remain calm, 
leaving Washington with the task of admonishing Taipei. 


\"Third, this year may pass without cross-Strait tensions. China has 
learned to refrain from attacking Taiwan\'s presidential candidates 
lest they alienate Taiwanese voters. Moreover, it is fully occupied 
with preparing for the 17th Party Congress this coming fall, which 

is more vital to the Chinese leaders than Taiwan." 


C) \"\'Anti-Secession\' Law has the Opposite Effect" 


Cao Changqing, a writer based in the U.S., opined in the 
pro-independence, English language \"Taipei Times!" [circulation: 
30,000] that (03/16): 


\"... Whether or not China uses force against Taiwan will of course 
first be decided by China\'s domestic economic and political 
situation, and secondly by the attitude of Taiwan\'s leaders. ... 


\"When People First Party Chairman James Soong and former KMT 
Chairman Lien Chan visited Beijing in 2005, it seemed that everyone 
in China, from officials to commoners, was gripped by unification 
fever. China has shied away from any bully-boy tactics against 
Taiwan during the past two years, and one clear reason is that the 
\'Anti-Secession\' Law did not produce any of the effects that had 
been hoped for. 


\"Popular opinion in Taiwan has also played more of a role in 
deciding the attitude and policies Beijing adopts in dealing with 
Taiwan. If the legislature continues to be led by the pan-Blue 
alliance, then Beijing will continue to hope. If the Democratic 
Progressive Party (DPP) loses next year\'s election, Beijing will be 
even more confident. 


\"On the surface, Taiwan\'s position in the international community to 
a large extent is determined by the attitudes of China and the U.S. 
But in reality, the Taiwanese are the masters of their own fate. If 
pro-independence voices can gain a majority in the legislature and 
hold on to the presidency next year, then the DPP can arbitrate with 
the U.S., challenge China and do battle with the KMT with full 
confidence that it is right. The ineffectiveness of the 
VAnti-SecessionV Law at least proves this much." 


D) \"DPP\'s Attempt to Cut Ties with China will Backfire\" 
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The pro-unification, English language \"China Post!" [circulation: 
30,000] said in its editorial (03/16): 


\"The Presidential Office, in a further move to separate Taiwan from 
China, has reportedly removed from its premises all the iconic signs 
of the Republic of China\'s founding father, Dr. Sun Yat-sen. 


\"The Presidential Office has removed a Dr. Sun portrait from the 
wall facing the front gate and put in its place a potted plant, 
according to the Central News Agency (CNA). 


\"Presidential Spokesman Lee Nan-yang was cited by the CNA as saying 
that the change was merely an adjustment to the presidential 
buildings interior. 


\"He asked the public not to Vover-interpret' the change. 


\"Who was he trying to fool? The Democratic Progressive Party (DPP) 
does not have to whitewash its campaign to rid Taiwan of its 
Chineseness. It\'s an open secret that the DPP, in its attempt to 

make Taiwan an independent state, has been making every move to 
de-Sinicize the island. The campaign has been intensified as the 
2008 presidential election approaches. 


\"But will the strategy work? 


VA total of 72.9 percent of those who responded to a recent survey 
by the mass-circulated China Times disapproved of the ruling party\'s 
current campaign to de-Sinicize Taiwan. Only 15.2 percent of those 
polled supported it. Moreover, 63.3 percent in the survey believed 
the DPP\'s recent actions will provoke communal strife and arouse 
political controversy. 


\"There is a good chance, as things stand now, that the DPP will lose 
next year\'s presidential election because, since it came to power 
seven years ago, the party has done little to make itself worth the 
trust of the people. It is now again using a device that it 

believes never fails - arousing strife between native Taiwanese and 
residents who the party claims are from the outside. 


\"This tactic used to be effective sometimes. But the DFPP is going 
overboard. It will finally hind it is the very victim of the ruse.\" 


YOUNG 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, PHUM, ER 
SUBJECT: ERITREA: AGOA RESPONSE 


REF: STATE 22438 


1. Post point of contact: Pol/Econ Officer Holly Holzer, Tel: 
291-1-12-00-04, Fax: 291-1275-84, Email holzerhc@state.gov. 


2. PostVs response is keyed to headers in Reftel. 


3. Market Economy/Economic Reform/Elimination of Trade Barriers: 
One of the world\'s poorest countries, Eritrea maintains economic 
policies contrary to free-market principles. The government and the 
sole political party, The Peoples\' Front for Democracy and Justice 
(PFDJ), operate a command economy and control all aspects of the 
economy. The private sector is extremely small and limited to 
mainly small family owned shops. In the past the government has 
seized businesses and provided no restitution for the owners. Trade 
is strictly controlled. The government severely limits foreign 
exchange and imports. In 2005 and 2006, the GSE issued 
proclamations further restricting the access to and use of foreign 
currency and limiting imports. In practice, imports are permitted 
only by businesses affiliated with the PFDJ. 


4. Political Pluralism/Rule of Law/Anti-Corruption: 
Initially scheduled in 1998, the government postponed elections 
citing the war with Ethiopia and to date have not rescheduled them. 
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The 1997 constitution provides for democratic freedoms, however, it 
has not been implemented. The only political party permitted to 
operate in country is the Peoples\' Front for Democracy and Justice 
(PFDJ). No independent media exists and the journalists, editors 

and political party members arrested in 2001 following criticism of 

the regime remain incarcerated with no due process. The government 
continues to detain two Eritrean U.S. Embassy employees, arrested in 
2001. While corruption is not overt, graft exists. On paper the 
judiciary system is fair, however, government proclamations and 
police practice have undermined the strength of the judiciary, which 

is subject to executive influence. Individuals are often arrested 

and detained without due process. The government argues that until 
the border is demarcated in Ethiopia, national security remains a 
primary concern and all other issues, such as democracy and economic 
freedoms are secondary. 


5. Poverty Reduction: Eritrea ranks 157 on the UN Human Development 
Index. Poverty is widespread, particularly in the rural areas, and 
affects much of the population. The government, even with limited 
resources, does strive to reduce poverty, focusing on infrastructure 
development and health and education. Limited resources and 
capacity have constrained significant improvements and the 
government often makes confusing and contradictory policy choices. 
For example, despite food shortages, the government in 2006 stopped 
all food distributions for 10 months by international organizations, 
allowing for food to rot in warehouses. Equally puzzling was the 
demand by the government in July 2005, for USAID - Eritrea\'s largest 
bilateral partner - to cease all development programs in Eritrea. 
USAID\'s offices were closed in December 2005 with only a small 
humanitarian aid unit remaining in the Embassy. Since May 2005, 
when the GSE issued a proclamation requiring all non-governmental 
organizations (NGOs) to register in order to continue working in 
Eritrea, the GSE has greatly reduced the number of NGOs allowed to 
operate in country by refusing to register them. Many of these 
NGOs\' programs were directly related to poverty reduction efforts. 
The GSE continues to limit the operations of those NGOs remaining 
in-country by means of travel restrictions, limitations on the 

number of expatriate staff allowed to work within the organizations 
and difficulties in obtaining fuel and supplies. 


6. Labor/Child Labor: The unimplemented constitution forbids forced 
or compulsory labor and under Eritrean law children under the age of 
14 are not permitted to work. Youth 14-18 are prohibited from 
working more than 7 hours per day and are not allowed to work in the 
transport industries and in jobs involving toxic chemicals or 
dangerous machines. In the rural areas, children often work on 
family farms. The government has ratified ILO 29, ILO 105 and ILO 
138 however has not ratified ILO 182. All men between the ages of 
18-40 and single women 18-27 who do not have children are 
conscripted into the military or national service program, with some 
working in civilian jobs at significantly reduced wages. There are 
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no formal restrictions on labor unions and there are three 

government sponsored unions. Freedom of assembly and association is 
greatly restricted, thus limiting the formation of private unions. 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, SU, ER, QA 

SUBJECT: EXPANDING QATARI INTERESTS IN ERITRA; COMMERCIAL, 
POLITICAL OR BOTH? 


REF: A. USDAO ASMARA IIR 6 908 0222 07 - DTG 090818Z MAR 
07 
B. KHARTOUM 00406 


Classified By: AMB. SCOTT H. DELISI FOR REASONS 1.4(B) AND (D) 


1. (C) In a March 14 meeting with DCM, the Sudanese DCM in 
Eritrea Hussein Mohammed Hussein expanded on recent press 
reports on March 7-8 discussions between Eritrean President 
Isaias, Sudanese President Bashir, and Sheikh Hamed Al-Thani, 
Emir of Qatar in Doha. The topics they focused on included 
commercial development projects and development assistance to 
Sudan and Eritrea; Darfur; and Somalia. Hussein also 

provided details on upcoming Qatari investment and 
development projects in Eritrea and the Eritrean/Eastern 
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Sudanese border area. 


2. (C) Sudanese DCM Hussein said that Qatar had finalized 
several commercial projects with Eritrea during President\'s 
Isaias\' meetings last week with the Emir. These projects 
include: development assistance to Eritrea and Sudan for 

their border area, to include funding the construction of a 

road from Kassala to Port Sudan -- an interesting development 
in light of recent reports (Ref A) of an agreement between 
Sudan and Eritrea to give the GSE as much as 50 percent of 
the transit of overland cargo to Khartoum in return for the 
GSE\'s support to the NCP. Qatar has also reportedly agree to 
the refurbishment of two hotels (the Gurgeson and Hamasien) 
in the port city of Massawa; and development of the Dahlak 
Islands. (Note: There are many islands in the Dahlak group 
located in the Red Sea off of the port of Massawa. Hussein 
did not elaborate further on which islands and what type of 
\"development\" was envisioned. End Note.) Hussein added that 
the planning for these projects had been in train for several 
months between the Government of the State of Eritrea (GSE) 
and the Qatari company, Diyar, and had included two prior 
visits, the last visit occurring in February in which the 

Eritreans had taken Diyar company personnel by helicopter to 
the Dahlak islands. He added that a Diyar representative 
would be in Eritrea on a third visit at the end of this week 

to open a headquarters office in Asmara and work out the 
transfer of funds from Qatar to the Eritrean banks. Hussein 
added that the Qataris further had agreed in last week\'s 
meetings to build a school and hospital at \"Marsa Farma\" 
(phonetic spelling - possibly Mersa Fatuma/Maersa Fatma, a 
former Italian air base located on the coast between Massawa 
and Assab) as development assistance to the GSE. 


3. (C) When asked about the Qatari interest in Darfur, 
Hussein noted that the Qatari Emir had in the past, played a 
significant role in mediating issues between Eritrea and 
Sudan. While Hussein was not absolutely certain of what was 
discussed vis-a-vis Darfur, he believed that the meeting had 
included a proposal for Qatar to serve as the conduit to the 
international community to reconcile the proposals for an 
Eritrean-Libyan-led Darfur initiative with the UN/AU 

initiative. On Somalia, Hussein was even vaguer about the 
actual issues under discussion, commenting only that the 
three Presidents had issued a statement supporting an 
inclusive political dialogue. 


4. (C) Comment: This meeting was requested by the Sudanese 
and we presumed it would be a continuation of Sudanese 
efforts here to urge U.S. support for an Eritrean-led 

mediation on Darfur (the Darfur mediation was, in fact, 

raised by Hussein, to be reported septel). However, Hussein 
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opened the meeting by volunteering this detailed information 
on Qatar\'s expanding engagement with Eritrea and Sudan. Post 
has noticed an increase of interaction between Eritrea and 
Qatar in recent months, which is in keeping with the GSE\'s 
apparent regional strategy of finding a new group of less 
critical friends than the U.S. and western democracies -- 
efforts which have included diplomatic overtures to Iran. 

Post notes with interest as well Ref B from Embassy Khartoum 
suggesting that Sudan is also turning to Iran and Qatar as a 
response to its growing isolation from the west. The GSE, 
desperate for financial resources and keen to enhance its 
regional standing in order to pressure Ethiopia and influence 
events in the Horn, has been more than willing to serve as a 
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channel for Arab supporters of the CIC to provide assistance 
to the CIC without being directly seen as doing so. The GSE 
welcomes the notoriety its support for the CIC is giving it, 
delights in being the regional voice attacking the USG for 

its WinvasionW of Somalia using our Ethiopian (and now, 
Ugandan) \"proxies.\" It seems clear that the GSE hopes that 
this will also translate into financial and political support 

from the Arab world. 


5. (C) Comment continued: The commercial agreements with 
Qatar are in keeping with the GSE\'s professed interest to 
develop the Massawa and Assab port areas and their 
much-touted (but yet developed) plans for a Free Trade Zone 
in the ports. And, it may be that Qatar\'s primary long-term 
interest is commercial gain through investing in the ports 

and the improved infrastructure between Sudan and Eritrea. 
Hussein\'s statement that Qatar could be considering offering 
itself as a moderator between the U.S. and international 
community on one side and the Sudanese and Eritreans on the 
other on Darfur is interesting, however. Given the Sudanese\' 
apparent enthusiasm for the Qatari role, we wonder if they 
envision Qatar as an ally in trying to undercut the AU-UN 
process which neither the Sudanese nor the Eritreans favor. 
We are curious as well as to whether Qatar, or the commercial 
entities involved in the new development effort, are among 
those sympathetic to the CIC. We have little window from 

here on Qatari attitudes or inclinations and their Ambassador 

is virtually never present in Asmara while their DCM is on an 
extended holiday. We would welcome any insights Department 
or Embassy Doha can offer. Depending on Qatar\'s own 
attitudes and the current state of our own relationship with 
them, we might also want to consider urging Qatar to use its 
seemingly growing influence with Eritrea to press them to 
cease their destablizing actions in the region. End Comment. 
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SIPDIS 
SIPDIS 
DEPT FOR EAP/IET, OES/IET, AND OES/ETC 


E.O. 12958: N/A 
TAGS: SENV, TPHY, TBIO, TRGY, ENRG, ID 
SUBJECT: INDONESIA ESTH HIGHLIGHTS - FEBRUARY 2007 


1. Summary: On February 1, "Eyes on the Forest", a coalition of 

three non-governmental organizations (NGOs), protested a Government 
of Indonesia (GO!) plan to auction 130,000 hectares of former 
concession areas in Riau and Jambi for plantation use. On February 
13-16, the Indonesian Ministries of Forestry and Foreign Affairs 

hosted a United Nations Forum on Forest (UNFF) meeting in Bali in 
preparation for an April 2007 UNFF meeting in New York. On February 
20, Indonesia\'s Minister of Forestry welcomed the arrival of 

Andalas, a five-year old male Sumatran rhinoceros (dicerorhinus 
sumatrensis) born in a Cincinnati zoo, as part of a program that 
rebuilds the Sumatran rhino population. On February 21, the World 
Bank office in Jakarta released a new report entitled \"Sustaining 
Economic Growth, Rural Livelinoods and Environmental Benefits: 
Strategic Options for Forest Assistance in Indonesia". On February 
21, the Ministry of Forestry (MOF) announced the allocation of 5.4 
million hectares of unproductive plantation forest to its community 
forest plantation (HTR) initiative, which seeks to encourage 
small-scale sustainable forest development. As Indonesia begins 
planning for a December 2007 Conference of the Parties of the United 
Nations Framework Convention on Climate Change in Bali, the GOI 
plans to stop the importation of products containing 
Chlorofluorocarbons (CFCs) by the end of 2007 due to CFCsY negative 
impact on the environment. As part of GOI efforts to combat polio, 

the Ministry of Health (MOH) conducted vaccinations for polio and 
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measles, and distributed doses of vitamin A on Java Island on 
February 20. End Summary 


Forest Conversion Threatens Elephant Habitat 


2. On February 1, WEyes on the Forest (EoF), a coalition of three 
NGOs that includes World Wildlife Fund, Jikalahari, and Friends of 
the Earth Indonesia (WALHI Riau), protested a GOI plan to auction 
130,000 hectares of former concession areas in Riau and Jambi for 
plantation use. The NGOs believe the conversion will threaten the 
habitats of 60-70 Sumatran elephants and 100 tigers living in the 
area. EoF coordinator Nursamsu asserted that the conversion would 
increase the potential for conflict between animals and humans in 
the area and would threaten the forest\'s ecosystem by reducing 
heterogeneity in the forest. Nursamsu added the auction stands in 
contradiction to the government policy of reforesting two million 
hectares of critical forest land. In addition, the head of the 

413,000 hectare Bukit Tigapuluh National Park, Haryono, announced 
that he expects the GOI to exclude the 86,000 hectares of forest 
previously set aside for park expansion from the auction. Haryono 
added that plantation development in the area would threaten the 
livelinood and lives of indigenous people residing within the 

borders of the National Park. 


Indonesia hosts UN Forum on Forest 


3. On February 13-16, the Indonesian Ministries of Forestry and 

Foreign Affairs hosted a United Nations Forum on Forest (UNFF) 

meeting in Bali in preparation for the April 2007 UNFF in New York. 
Approximately 170 participants from around the world attended the 

Forum. The participants discussed the concepts that underpin the 
UNFF\'s Multi Year Programme of Work (MYPOW) and presented regional 
and sub-regional perspectives on forest issues. 


Sumatra-American Rhino Back Home 


4. On February 20, Indonesia\'s Minister of Forestry received 
Andalas, a five-year old male Sumatran rhinoceros (dicerorhinus 
sumatrensis) born in the Cincinnati Zoo & Botanical Garden, at 
Jakarta\'s Soekarno-Hatta airport. The return of Andalas is part of 
the GOI\'s Indonesian Rhino Conservation Strategy, under which the 
GOI plans to establish a Sumatran rhino breeding program in Way 
Kambas, Lampung. Andalas will breed with two females, Rosa and 
Ratu, already living at the sanctuary. A team of U.S. rhino experts 
working at the facility has been using ultrasound technology to 
establish the birth cycles of Rosa and Ratu in an effort to speed up 
the breeding process. Experts believe there are approximately 300 
Sumatran rhinos alive in several isolated areas of Sumatra and 
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Malaysia and perhaps 60 Javan rhinos alive in Ujung Kulon national 
park on the western tip of Java Island. The experts note that the 
population of Sumatran and Javanese rhinos will be out of immediate 
danger only when the rhino population reaches 2,500, a goal they say 
may take 50-60 years. 


World Bank Launches Forestry Report 


5. On February 21, the World Bank Office in Jakarta released a new 
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report entitled WSustaining Economic Growth, Rural Livelihoods and 
Environmental Benefits: Strategic Options for Forest Assistance in 
Indonesia". Six co-sponsoring institutions, including the World 

Bank, Center for International Forestry Research (CIFOR), the United 
Kingdom\'s Department for International Development (DFID), the 
European Union, the Asian Development Bank, World Agro-Forestry 
Centre and the International Finance Corporation, produced the 
report for the international donor community, the GOI and other 
stakeholders. 


6. The report focuses on the impact of deforestation on both the 
land and people, stressing methods to balance and improve community 
livelinoods while maintaining environmental services and 
biodiversity goals. The report also cites four main priority areas 

for forest assistance from donor agencies: 1) improving governance 
to close the gap between rules and results; 2) improving rural 
livelinoods to narrow the gap between rich forests and poor people; 
3) increasing sustainable economic development to bridge the gap 
between benefits and beneficiaries; and 4) protecting environmental 
services and biodiversity to bridge the gap between current use and 
future stewardship. 


Community Forest Plantation Initiative 


7. On February 21, the MOF announced the allocation of 5.4 million 
hectares of unproductive plantation forest to its community forest 
plantation initiative, which seeks to encourage small-scale 
sustainable forest development. During the first phase, the project 
will operate in 102 regencies across eight provinces in Sumatra and 
Kalimantan and will include participation from a projected 360,000 
households. The MOF selected Sumatra and Kalimantan due to the 
large concentration of timber industries on those islands. Under 
the current plan, the MOF plans to allocate 15 hectares to each 
eligible individual or cooperative. The MOF also plans to provide 
streamlined permit procedures and requirements, grant loans at 
commercial interest rates, offer institutional support from local 
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governments, and is discussing ways to raise prices for wood 
products produced in community forests. 


Indonesia Will Stop CFC Import by December 2007 


8. As Indonesia begins planning for a December 2007 Conference of 
the Parties of the United Nations Framework Convention on Climate 
Change in Bali, the GOI will stop the importation of products 
containing CFCs by the end of 2007 due to the negative impact CFCs 
have on the environment. On June 22, 2006, the Minister of Trade 
issued a regulation entitled \"Import Provision of Ozone Layer 
Destruction Substances\" (Regulation of Minister of Trade No. 
24/M-DAG/PER/6/2006) stating that the importation of CFC-11 for the 
foam and footwear industries, CFC-12 for the air conditioner and 
aerosol industries, CFC-113 for the metal dissolving and cleaning, 
and CFC-114 and CFC-115 for the use in air conditioning liquids will 
be phased out by the end of 2007. 


9. Environmental Investigation Agency Senior Environmentalist Ezra 
Clark noted that Indonesia is currently the largest market for 
environmentally detrimental Freon in Asia, and that Freon exports 
from China enter Indonesia via Singapore. Data released in 2005 in 
the Global Trade Information ServicesY World Trade Atlas revealed 
that China exported 1,178 metric tons of Freon to Indonesia in 2002, 
but Indonesian Customs recorded only 150 metric tons. By 2004, 
Freon exports from China to Indonesia had grown to 1,500 metric 
tons. The GOI ratified the Vienna Convention for the protection of 
the Ozone Layer in 1992 and the Montreal Protocol on Substances that 
Deplete the Ozone Layer in 1998. 


Indonesia Combats Polio 


10. As a part of GOI efforts to make Indonesia polio-free, the MOH 
conducted vaccinations for polio and measles, and distributed doses 
of vitamin A on Java Island on February 20. The MOH will hold 
similar vaccination drives in Kalimantan, Sulawesi, Bali and West 
Nusa Tenggara in August. The MOH allocated 17.2 billion rupiah (USD 
1.9 million) from the 2007 State Budget to implement these programs. 
Indonesia identified a new case of polio on March 13 2005, 

following ten years of being polio-free. The number of cases 
increased through February 2006, with cases reported in 48 regencies 
across 10 provinces. The disease had infected over 300 children by 
early 2006. Due in large part to immunization drives and other 
disease control efforts by the GOI, there have been no new polio 
cases report for more than a year. 
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SIPDIS 
SIPDIS 


PACOM FOR FPA HUSO 
NSC FOR MORROW 


E.O. 12958: DECL: 03/15/2016 
TAGS: PGOV, PHUM, PREL, KDEM, TH 
SUBJECT: CONSTITUTION: DEBATE HEATS UP 


REF: A. BANGKOK 1465 
B. 06 BANGKOK 1867 


Classified By: Political Counselor Susan M. Sutton, reason 1.4 (b) and 


(d). 


1. (C) SUMMARY: According to many contacts, there is a real 
danger that the constitution will not pass the required 
referendum, but a good draft still has a pretty good chanc 

of success. This week, debate focused on a possible 
provision to allow a \"non-elected PM,W an idea which seems to 
be popular with the coup makers but deeply unpopular with the 
population. One constitution drafter told us this week that 
final version of the new charter would be democratic" and 
was unlikely to contain provision for an unelected PM. There 
will also likely be an appointed Senate. However, we will 

not know for sure how the debate on these issues will be 
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resolved until the drafting process is complete. Despite 

fears that former Thai Rak Thai MPs will campaign against the 
constitution, we saw no sign of such activity in a recent 

visit to the party\'s northeastern base. In fact, the MPs 

(and other locals) saw the referendum as unimportant -- the 
main thing is to have elections, so the people can vote for 
them. End summary. 


2.(C) One of the hottest issues for the constitution 

drafters is whether to permit the parliament to select a 

prime minister who has not first been elected to the 
parliament. The \"non-elected PMW option provoked heated 
debate again starting last week, when the Constitution 
Drafting Committee (CDC) went on retreat to thrash out some 
of the contentious issues in the new charter. Prasong 
Sunsiri, the chair of the 35-member Constitution Drafting 
Committee (CDC), publicly pressed for the CDC to opt for 
language permitting the parliament to elect a prime minister 
who is not an elected member of parliament. (Septel reports 
on Prasong\'s views on the constitution.) Prasong, and some 
supporters of this provision among the drafters, argued that 
the country needed a way to escape from political crises like 
the one that occurred last year, when many activists and 
politicians called for the King to intervene and name an 
interim prime minister. (See background on the \"Article 7\" 
issue, ref B). Other drafters argued strongly against the 
proposal, and most of the press also came out in strident 
opposition. Coup council chair GEN Sonthi denied reports that 
he was pressing for this provision, but some other military 
officers, including GEN Winai (Council for National Security 
Secretary-General), spoke out in favor. 


SIPDIS 


3. (C) Polcouns met March 14 with Somkid Lertpaithoon, public 
law expert at a major Thai university and Secretary-General 

of the drafting committee, to discuss the views of the 

drafters. Somkid said that he, personally, thought it might 

be a good idea to leave the option open for a non-MP to 
become prime minister, in case of a political crisis. 

However, he did not believe that this option would be 
acceptable to the public, which has to approve the 

constitution in a referendum. Therefore, when the time comes 
to vote on the \"unelected PM\" proposal, he said, he would 
vote against it. Within the CDC, he thought that the 

drafters were probably split down the middle in their 

personal beliefs on this question, but he was fairly sure 

that it would not be included in the final draft, since it 

was generally believed that this would lead to the failure of 

the constitution to pass the referendum. Somkid expressed 
confidence that the final version of the constitution would 
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be \'democratic.\" Like many interlocutors, he also believed 
that \"if the draft constitution is good, it will pass the 
referendum." 


4. (C) Polcouns noted that many of our civil society and 
politician contacts agreed that the non-elected PM provision 
would lead to the failure of the referendum, and could even 
provoke public protests. Despite protestations that the 
provision would be used only in a crisis, many people saw it 
as a way for one of the current junta leaders to retain power 
after the elections. CNS Chair GEN Sonthi has repeatedly 
denied that he would ever be prime minister, and many people 
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appear to believe him. However, there is more concern about 
other members of the CNS. Somkid agreed, and mentioned GEN 
Winai as someone widely believed to have political 

aspirations. 


5. (C) Somkid also discussed the latest proposals on the 
Senate. He said that the drafting subcommittee would likely 
propose an appointed Senate. One senator would be selected 
to represent each of the 76 provinces, and another 
approximately 80 would be chosen by professional groups. 
Somkid joked that they \"don\'t want everything in the hands of 
the politicians,\" and therefore want to keep a non-partisan 
upper house. While he thought that the CDC would approve 
this proposal, he also conceded that it might be changed as 
the draft goes through the review and amendment process, as 
there was still some support for an elected senate. (Note: 
Septel reports that Prasong outlined a different process for 
choosing the senators, further evidence these provisions are 
still under discussion and by no means settled. End note.) 


HOW DOES THIS WORK? 


6. (C) According to press reports, the CDC subcommittee 
drafting these provisions agreed again late this week that 

the constitution would call for the PM to be an elected MP. 
However, this issue, like the senate selection procedures, 

will probably not be laid to rest until the draft makes it 

all the way through the drafting and review process. From 
the CDC, the draft has to be submitted to a range of 
government agencies, the high courts and universities for 
review; their views and public reactions have to be 
considered before the draft is revised by the CDC and sent to 
the 100-member Constitution Drafting Assembly (CDA). This 
larger Assembly can also propose amendments before approving 
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the final version. Controversial ideas, like the unelected 
PM, could continue to surface throughout this process, even 
if their chances for final adoption appear slim. 


PEOPLE JUST WANT TO VOTE FOR ME 


7.(C) We have spoken to a variety of contacts about the 
prospects for the referendum. In Bangkok, some have 
expressed concern that elements loyal to former PM Thaksin 
will organize opposition to the constitution, casting it as a 
referendum on the coup and the current government, and 
therefore likely to fail. During a recent visit to the 

Northeast, stronghold of Thaksin\'s Thai Rak Thai (TRT) 

party, we saw no sign that former TRT MPs were organizing 
against the new charter -- nor, in fact, did they display 

much interest in what was in it. One Khon Kaen MP we met 
repeated the commonly-held view that people don\'t understand 
the constitution and aren\'t interested. \"I\'m an MP and I 

don\'t even understand it.\" In his view, the people just 

wanted the referendum to be over, because they wanted to have 
elections. \"They want to vote for me again.\" Another TRT MP 
echoed that view: the people need their MPs because that\'s 
who they turn to for help. The local members of the Election 
Commission also agreed the population was not very interested 
in the constitution, but wanted to have elections and get 

their MPs back. They anticipated that, for this reason at 

least, the constitution would likely pass. The TRT MPs also 
emphasized that the opinions of former MPs like themselves 
would have a great influence on the publics view of the 
constitution and their vote in the referendum. (A point made 

by senior Democrat Chuan as well - ref A). 


8. (C) The MPs were keenly interested, however, in the 
various proposals to change the system for electing MPs. 
They favored maintaining the single member districts 
specified in the 1997 Constitution, rather than returning to 
the previous system of multi-member districts. (The 
constitution drafters and other experts hope that larger 
districts will make vote-buying harder.) The Khon Kaen MP 
complained that he has a very close connection to his 
constituency now, but this would be much harder for him to 
maintain if he were one of three MPs covering a larger 
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district. In the past, he might go to a dozen weddings ina 
day, meeting with voters; this kind of contact would be much 
harder in a larger district. (One local academic told us 

that one important duty of an MP is to \"go to every wedding, 
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and pay for a band, and a tent with your name on it.\" He 
called this \"buying votes on the installment plan.\" He also 
agreed that the MP is seen as a \"fixer,\" the one you turn to 
for \"help with whatever problem you have in your life.\") 


COMMENT 


9. (C) Like Rasputin, the \"unelected PM\" idea is going to be 
hard to kill. The coup leaders and their allies have an 
inherent distrust for the messy business of elected 
democracy. They are inclined to see all politicians as 
self-serving and corrupt, and want to preserve some option to 
wrest political control from their grubby hands, at least in 
times of crisis. At this point, it seems likely that the 
\"unelected PM\" provision would sink the new constitution, 
regardless of whatever other virtues it had; in addition, it 
could well provoke public protest. The opponents of this 
provision within the CDC and CDA, and society at large, 
therefore have a strong practical argument to bring against 

it, in addition to their ideological ones. 


10. (C) We are encouraged that TRT MPs in the northeast are 
not organizing against the constitution (at least, not yet.) 

If they are guided by their short-term self-interest (which 

seems likely), they should support a successful referendum 
followed quickly by elections, which they would likely win. 

This could change, however, if the government/CNS takes steps 
that could block them from running for office. 

BOYCE 
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TAGS: UNHCR-1, PHUM, PREL, ZI, SU, RP 

SUBJECT: PHILIPPINES TO RELAY U.S. CONCERNS ON SUDAN, 
ZIMBABWE TO GENEVA MISSION 


REF: A. STATE 33284 
B. DEAN-BELLARD EMAIL OF 03/15/2007 


Classified By: Pol/C Scott Bellard, reasons 1.4 (b) and (d) 


1. (C) Poloff on March 16 communicated in strong terms U.S. 
points (ref b) regarding the no-action motion on the Sudan 
Assessment Team report in the UN Human Rights Council (HRC) 
to Charmaine Serna, Department of Foreign Affairs\' Assistant 
Director for Human Rights and Humanitarian Affairs in the 
Office of United Nations and International Organizations 
(UNIO). Serna said that she was not aware of the no-action 
motion or the PhilippinesY possible support of it. Serna 
promised to raise the matter immediately with the UNIO 
Executive Director and to convey the U.S. position to the 
Philippine Mission in Geneva at the opening of business 
Geneva time. 


2. (C) Regarding the U.S. request for Philippine support for 

a potential HRC action on Zimbabwe (ref a), Serna expressed 
doubt that the HRC would fit another item on its agenda. 
Serna again promised to raise these U.S. concerns with the 
UNIO Executive Director and to relay the U.S. message to the 
Philippine Mission in Geneva. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MLS (BESTIC), 
IO/MPR (HACKETT), AND 
USUN/MR (GARCIA) 


Column 3 


E.O. 12958: N/A 

TAGS: AORC, APER, LA, PREL 

SUBJECT: DEMARCHE ON UN REFORM: INTERNAL ADMINISTRATION OF 
JUSTICE 


REF: SECSTATE 31831 


The contents of this cable are SENSITIVE BUT UNCLASSIFIED; 
please handle accordingly. 


(SBU) Acting DCM presented reftel information to MFA 
International Organizations Department Deputy Director 

General Saleumxay Kommasith. Saleumxay said he had not yet 
received information from the Lao UN Mission regarding the UN 
reform proposals being reviewed by the Fifth and Sixth 
Committees. He added that he had been assigned to the Sixth 
Committee during his first year at the UN and knew how 

complex many of these issues can be. Saleumxay said he would 
ask the Lao Mission to report on the state of play of the 

ongoing review. When Saleumxay noted that the Lao UN Mission 
might not have members with strong legal backgrounds, Acting 
DCM urged Saleumxay to have the Lao UN Mission contact USUN 
to discuss in detail flaws in the reforms being reviewed. 


MCGEEHAN 
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SIPDIS 
SIPDIS 


RSO FROM DS/ATA 
GABORONE FOR DEPUTY DIRECTOR ILEA 


E.O. 12958: N/A 

TAGS: ASEC, PTER, LT 

SUBJECT: NOMINEES FOR ATA-6125, COMBATING TERRORISM: MAY 14-18, 2007 
- GABORONE, BOTSWANA 


REF: STATE 26203 


Column 3 
1. Post submits the following information on the eight (8) 
candidates from Lesotho who are nominated to participate in 


REFTEL course. All candidates serve with the Lesotho Mounted 
Police Service (LMPS). 


A) 

SURNAME TAU 

OTHER NAMES TLALI ALEXIS 
RANK INSPECTOR 

DATE OF BIRTH 2200111971 
PASSPORT NO RA 156390 
DATE OF ISSUE 0511002001 
EXPIRY DATE 0511042010 


DESIGNATION GENERAL UNIT, CHARGE OFFICE 


GENDER MALE 
B) 
SURNAME LINAKE 


OTHER NAMES SERAME ERIC 

RANK SERGEANT 

DATE OF BIRTH 041031966 

PASSPORT NO 1566026(TEMP PERMIT) 
DATE OF ISSUE 1511202006 

EXPIRY DATE 1511202016 

DESIGNATION CRIME PREVENTION OFFICE 


GENDER MALE 


Column 3 

C) 

SURNAME PHIHLELA 

OTHER NAMES MOTLALEHI LAURIEL 
RANK SERGEANT 

DATE OF BIRTH 0310311969 
PASSPORT NO RA 226643 

DATE OF ISSUE — 051092002 

EXPIRY DATE 0510912012 


DESIGNATION CRIMINAL INVESTIGATION DISTRICT 


GENDER MALE 
D) 
SURNAME VMATLI (DELEGATION LEADER) 


OTHER NAMES PALESA 
RANK INSPECTOR 
DATE OF BIRTH 191211963 
PASSPORT NO RA 468962 
DATE OF ISSUE 180812005 
EXPIRY DATE 180812015 
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DESIGNATION GENERAL UNIT, CHARGE OFFICE 


GENDER FEMALE 


Column 3 
SURNAME MAKHETHA 


OTHER NAMES MOKUENA PIUS 


RANK SERGEANT 


DATE 240641969 


PASSPORT NO RA 007855 


DATE OF ISSUE 190211999 


EXPIRY DATE 180212009 


DESIGANTION CRIMINAL INVESTIGATION DISTRICT 


GENDER MALE 
F) 
SURNAME KHITSANE 


OTHER NAMES LEKHAOLA ERNEST 
RANK SERGEANT 

DATE OF BIRTH O7\\11\\76 
PASSPORT NO RA 354534 

DATE OF ISSUE 27\\10\\2004 

EXPIRY DATE 27\\10\\2014 


DESIGNATION GENERAL UNIT, CHARGE OFFICE 


GENDER MALE 
G) 
SURNAME SANYA 


OTHER NAMES NTHAKO 


RANK SERGEANT 


DATE OF BIRTH 16\\07\\1977 


Column 3 


PASSPORT NO. RA 012341 


DATE OF ISSUE 0710411999 


EXPIRY DATE 0610412009 


DESIGNATION O\\C SPECIAL OPERATIONS 


GENDER MALE 
H) 
NAME MOHLAKALA 


OTHER NAMES TSELISO GERALD 
DATE OF BIRTH 0110111963 

RANK SERGEANT 
PASSPORT NO RA 429118 

DATE OF ISSUE 091112004 


EXPIRY DATE 091112014 


MASERU 00000159 003 OF 003 


DESIGANTION O\\C SPECIAL OPERATIONS 


GENDER MALE 


2. Post vetting and local check revealed no derogatory 
information on these candidates. 


3. The total estimated cost for round-trip tickets for the eight 
officers to Gaborone is $6,699. 
PERRY 
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TO SECSTATE WASHDC 8544 


SIPDIS 
SIPDIS 
STATE FOR SCA/CEN (PERRY), IO/MPR (Hackett), USUN/MR (Garcia) 


E.O. 12958: N/A 

TAGS: PREL, PTER, UNGA, USUN, TX 

SUBJECT: Demarche Delivered to Turkmenistan on Redesigning UN 
Administration of Justice 


Ref: State 31831 


Embassy passed reftel information regarding the U.S. Government\'s 
concerns with the UN Redesign Panel\'s recommendations on improving 
the UN internal system of administration of justice via diplomatic 

note to the Ministry of Foreign Affairs on March 15. Any 

substantive response will be reported septel. 


BRUSH 
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RUEAIIA/CIA WASHINGTON DC PRIORITY" "GCONFIDENTIAL SECTION 01 OF 03 BANGKOK 001598 
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NSC FOR MORROW 
PACOM FOR FPA (HUSO) 


Column 3 


E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PGOV, KDEM, TH 

SUBJECT: AMBASSADORYS MARCH 16 MEETING WITH CONSTITUTION 
DRAFTING HEAD PRASONG 


REF: BANGKOK 01597 (DEBATE HEATS UP) 
Classified By: Ambassador Ralph L. Boyce. Reason 1.4 (b,d) 


1. (C) Summary. Prasong Sunsiri, head of the 35-member 
constitution drafting body, provided me with an update on the 
draft charter on March 16. His group will likely propose a 
bi-cameral legislature, but the new upper-house would be 
appointed and have less power than under the 1997 charter. 
Under this system, the judiciary would take on an expanded 
oversight role over the independent institutions designed to 
check the Prime MinisterYs power. Prasong tried to reassure 
me that the charter would provide for an elected PM--a hot 
button issue--but added that, a non-elected PM could be 
selected in times of crisis. Prasong hopes to have a first 
draft of the new constitution completed by April 19, with the 
charter ready for a vote by mid-July. He remains concerned 
that the draft could fail in a national referendum. Prasong 
provided unfiltered criticism of Surayud and offered his own 
version of the genesis of the Somkid debacle. Finally, while 
explaining that he has no \"inside knowledge\" Prasong said 
that a major change in government within the next month was 
possible; whether a cabinet shuffle or successful pressure on 
the PM to step down. | stated that any move to elevate a 
military man to the premiership would be unacceptable to the 
United States. He fully understood, and said that would not 
happen. End Summary. 


2. (C) On March 16, | met with Constitutional Drafting 
Committee (CDC) chairman Prasong Sunsiri. Prasong, one of 
the grand old men of Thai politics and a consummate insider 
over several decades, provided me with an overview of the 
topics his committee was struggling with before delving into 
his perspective on the political scene. (Note: See reftel 

for further details on the drafting process. Prasong\'s 
characterization of the draft constitution should be seen as 

a snapshot of a work-in-progress. The drafting schedule 
provides several opportunities to amend the document before 
it is put to public referendum; therefore, none of this is 

set in stone. End Note.) 


CONSTITUTIONAL DECISIONS 


3. (C) | asked Prasong for an update on the draft charter. 


Column 3 

Prasong explained that they had decided that the lower house 
of parliament would have 400 seats, but had not yet decided 
how many, if any, of these seats would be filled by a party 

lis vote. Lower house representatives would be elected in 
multi-member districts (vice the single member districts of 

the previous charter) in a bid to curb vote-buying. (Note: 

this logic contends that it will be harder for candidates to 

buy votes in a larger, multi-member district. End Note.) 
Prasong said that if the CDC does propose a party list 
system, less than half of the lower-house seats--and probably 
only 100 out of the 400--would be chosen in this manner. 
Unlike the previous system, voters would not cast separate 
ballots for a single party-list, but the proportion of 

constituent votes for candidates from a given party would 
decide how many party-list candidates from that party would 
take seats in the lower house. For example, if Chart Thai 
constituent candidates received 33% of votes nationwide, 33% 
of their party-list candidates would win seats in parliament. 


4. (C) Turning to the upper house, Prasong explained that the 
draft charter would establish an appointed Senate, but the 
mechanism for selecting its members and its authority would 
be significantly different from the old system. The new 
Senate would have only 150 seats or so, definitely less than 
half of the lower house. Unlike the previous, elected Senate 
(which was ostensibly a non-partisan body), members of the 
new upper-house would represent individual provinces. The 
number of Senators per province would vary, in proportion to 
population. While not firm on the details, Prasong said that 
each province would select a 30-person pool of candidates 
that would then select Senators from among themselves. 
(Note: another drafter--see reftel--provided a different 
account of the leading proposal for choosing the Senate, 
demonstrating that many of these issues are still in flux. 
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End Note.) More importantly, the new Senate would be 
stripped of the oversight powers--for instance selecting and 
overseeing members of independent institutions such as the 
National Counter Corruption Commission--provided by the 1997 
constitution. The new Senate would have a role in checking 
lower-house legislation. Oversight for the independent 
institutions--which would remain--would fall to the 

judiciary. When | asked if this was a response to the King\'s 
April 2006 call for greater judicial involvement in politics, 
Prasong responded affirmatively. 


5. (C) On the potentially explosive question of whether the 
next Prime Minister would be an elected member of parliament, 


Column 3 

Prasong tried to have it both ways. Although a public 

advocate of a non-elected PM, Prasong tried to assure me that 
the next PM would have to be a member of parliament. He went 
on, however, to state that, in times of crisis, a five member 
committee made up of senior judges could ask for a 

non-elected PM to be chosen. (Note: a distinction likely to 

be lost on those lobbying for a clear constitutional 

provision mandating that the PM only be selected from elected 
MPs. End Note.) 


TIMELINE 


6. (C) Prasong plans to have a first draft completed by April 
19. Thousands of copies of the draft constitution will be 
circulated throughout the provinces for discussion, which 
should take about a month. Any suggestions will be debated 
within the CDC and larger, 100-member Constitutional Drafting 
Assembly (CDA), with the second draft ready for a vote in 
July. Prasong remains concerned that the new charter could 
be voted down in this national referendum. He does not agree 
with Council on National Security (CNS) Secretary General 
Winai Patiyakul that, if the charter fails, the government 

can just draw up a new constitution on its own--as provided 

in the interim charter--with no ill effects. This would be, 

Va recipe for disaster.\" If the draft charter does not pass, 

it would be Ya catastrophe.\" 


TRT AND POLITICS OF THE FUTURE 


7. (C) I asked Prasong what he thinks will happen with the 
court case against Thaksin\'s Thai Rak Thai (TRT) party. 
Prasong believes that the court will find TRT guilty of 
vote-fraud and dissolve the party. But, | continued, won\'t 
TRT members be free to form a new party, and even use their 
old name? Prasong agreed that this was the case. Finally, | 
asked if it was true that recent polls have indicated that 

TRT still commands large majorities of support in the North 
and Northeast. Prasong agreed. 


UNFILTERED CRITIC OF PM 


8. (C) Stepping away from constitutional politics, 
Prasong--who in recent days has publicly blasted the current 
administration for being ineffective--offered further 

unfiltered criticism of PM Surayud. Prasong--who has been a 
strong and long-time supporter of Surayud\'s, even proposing 
him to head the Army in the 1990s--says that he is 


Column 3 

tremendously disappointed with the PM. \"I don\'t know what it 
is about this guy, but he has been an utter 

failure...(messing) up everything...not a leader." Prasong 
offered his own version of the impetus behind Surayud\'s 
disastrous decision to invite former TRT leader Somkid into 
his government. In contrast to the scenario offered by 
recently resigned Deputy PM Pridiyathorn (septel), Prasong 
says that several mega-tycoons, such as Charoen 
Sirivadhanbhakdi of Thai Beverage, and Dhanin Chearavanont of 
CP group, met with Surayud and suggested that appointing 
Somkid would be a good idea. Surayud, in a now-familiar 
pattern, acted on this poor advice. Prasong railed on 
Surayud\'s cabinet, saying that half of them, like Health 
Minister Mongkhon na Songkhla, are \"out of control" pursuing 
their own agendas, while the other half are, to quote Army 
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chief Sonthi Boonyaratglin, \"acting like they\'re doing the 
government a favor\" by serving in office. 


PRASONGYS PREDICTIONS 


9. (C) Prasong predicted--while hastening to add that he has 
no inside knowledge--the strong possibility of a major change 
in government in the next month, whether a sweeping cabinet 
reshuffle, or growing pressure on the PM that results in 
Surayud stepping down. | was quick to underscore that, 
whether voluntarily or forcefully, it would be unacceptable 

for the United States and global community if a military 

figure were to replace the current PM. Prasong reiterated 
that this was just his \"instinct\" talking, but that he can 
\"guarantee\" that, under this scenario, the next PM would not 
be a military officer. He did not offer any further details. 


COMMENT 


10. (C) In a marker of the depth of discontent with the 
current government, some segments of the Thai elite are 
returning to the idea that \"we don\'t know what comes next, 
but we\'ve got to get rid of this government now.\" That they 
cannot see this type of brilliant thinking is what produced 
the object of their current criticism is sadly ironic, and 

bodes ill for the future of Thai politics. 

BOYCE 


100685 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, MASS, MARR, ID 

SUBJECT: THE SECRETARY,S MARCH 22 MEETING WITH INDONESIAN 
FM WIRAJUDA 


REF: A. JAKARTA 406 
B. JAKARTA 253 


Classified By: Classified by CDA John A. Heffern, Reasons: 1.4 (b) and 
(d). 


Summary 


1. (C) Foreign Minister Wirajuda appreciates the Secretary\'s 
invitation to meet with her in Washington and looks forward 

to the opportunity to exchange views on the Middle East and 
UNSC issues. FM Wirajuda is the GOI point man behind 
Indonesia\'s recent activism on Israel-Palestinian issues and 
Sunni-Shia reconciliation. The GOI has done little, so far, 

to operationalize the Iraq conversations that the Secretary 

had with Wirajuda in Vietnam and President Bush had with 
President Yudhoyono here in November. On UNSC issues, we 
have pushed the GOI to show more leadership by taking a stand 
on sensitive issues where the Council is split. We recommend 
that the Secretary impress upon Wirajuda the importance we 
attach to UNSC action on Iran and Kosovo, since the GON's 
current instincts are to oppose sanctions on Iran and any 
Kosovo solution that is not accepted in Belgrade. The 
Secretary will want to remind Wirajuda of Jakarta\'s duty to 


SIPDIS 

play an important role in the Human Rights Council on Burma 
and, time permitting, of the need to resolve the avian 
influenza sample sharing issue. End Summary. 


Column 3 
Modest Attempts at Middle East Activism 


2. (C) Foreign Minister Wirajuda\'s visit comes at a time when 
Indonesia has increasingly expressed a desire to contribute 
to Middle East peace and help solve other thorny issues. 
Wirajuda visited Syria, Lebanon and Jordan in January and the 
GOI is now attempting to organize a conference that would 
bring Hamas, Fatah, Europeans and private Americans to 
somehow convince Hamas that it needs to be more positively 
engaged in the wider world. Separately, the GOI is 
sponsoring efforts by mass Islamic organizations here to 
organize a Sunni-Shia clerical conference with the stated 
goal of alleviating tensions between those two branches of 
Islam. As noted in ref B, however, we do not expect any 
sustained Indonesian engagement within the Middle East 
region, but the Secretary\'s input will help keep the Foreign 
Minister channeled in productive directions. 


Iraq 


3. (C) President Yudhoyono floated a rather ill-defined 
\"three-prong\" proposal on Iraq to President Bush last 
November. In real terms, despite occasional meetings with 
USG officials, the Indonesians have not fleshed out their 
ideas and seem to be waiting for some type of U.S. response. 
We have seen no signs that Jakarta has broached its ideas to 
other countries or attempted to move them forward in any 
practical way. Curiously, Foreign Minister Wirajuda publicly 
took credit in the Indonesian press for the recent regional 
conference in Baghdad as reflecting Indonesian ideas on how 
to move forward. 


Iran 


4. (C) The timing of Wirajuda\'s visit is ideal from the 
perspective of pinning him down with respect to the GOI 
position on Iran. The successful negotiation of a P-5 
consensus was a major step forward that definitely improves 
the possibility that Jakarta will vote in favor. The natural 
reflex action here is to oppose resolutions that criticize 

third countries (except Israel), and the GOI normally opposes 
sanctions. At the same time, P-5 consensus may make the 
Indonesians reluctant to hang out alone or with only a few 
other non-permanent members. In any case, the meeting is a 
great opportunity to make clear to Wirajuda the importance 
that we attach to consensus support for this resolution. 


Kosovo 


Column 3 


5. (C) IndonesiaWs strong views on sovereignty and 

territorial integrity and Yugoslavia\'s history as a founding 
member of the NAM will present obstacles to Indonesian 
support for future UN Security Council action on Kosovo. 
Indonesian officials have publicly expressed strong 
reservations about supporting any resolution that would grant 
Kosovo independence in the face of objections from Belgrade. 
The visit represents an important opportunity to lay down 
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strong markers about our expectations in this area, since 
Jakarta will try to hide behind the Russians on this issue. 


6. (C) While the Indonesians acknowledge Burmese poor human 
rights record, they abstained during the Security Council 

vote. They argued that the issue should be addressed by the 
Human Rights Council. It would be useful to remind Wirajuda 
that the U.S. will be watching Indonesian behavior in the HRC 
and that we expect them to honor their commitment to work in 
favor of a Burma resolution there. 


Avian Influenza and Sample Sharing 


7. (C) Time permitting, we recommend that the Secretary press 
Wirajuda on the need for Indonesia to resume sharing Al virus 
samples with WHO laboratories. It would be useful to 
emphasize to Wirajuda that, of all countries, Indonesia has 

the most to gain from the rapid analysis of new Al case 

samples by international laboratories because it consistently 
reports the most human Al cases, and that a pandemic would be 
most devastating for the Indonesian people. 

HEFFERN 
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RUEHGH/AMCONSUL SHANGHAI 7150 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS CEQ FOR CONNAUGHTON 

STATE PASS CEA FOR BLOCK 

STATE PASS USTR FOR STRATFORD/ALTBACH/CELICO/ROSENBERG 
NSC FOR HUNTER/SHRIER/TONG 

COMMERCE FOR 4420/MCQUEEN 

TREASURY FOR SMITH/DOHNER/HAARSAGER/BAKER/CUSHMAN 
GENEVA FOR CHAMBERLIN AND USTR 

DOE FOR INTERNATIONAL/PUMPHREY/NAKANO/GEBERT 

STATE FOR OES/STC/HOWARD AND PADGETT, OES/PCI/COVINGTON, AND 
EB/MOORE 

STATE ALSO FOR EAP/CM/SECOR AND WARD 

STATE PASS TO USTR 

EPA FOR INTERNATIONAL/NGUYEN AND CHENG 


E.O. 12958: N/A 

TAGS: ECON, ETRD, KIPR, SENV, PREL, ENRG, KSCA, CH 

SUBJECT: MOST\'S VIEWS ON SED DIALOGUES AND UPCOMING BILATERAL 
SCIENCE PROGRAM. 


1. (SBU) Summary: ESTH Counselor met with Ministry of Science and 
Technology (MOST) Department of International Cooperation Deputy 
Director General Ma Linying March 14 to touch base following the SED 
Whitepaper meetings and hear MOST\'s views on SED preparations and 
other upcoming bilateral issues. DDG Ma is very optimistic about 

the outcome of the Energy and Environment section of the next SED. 
The State Council assigned the Innovation dialogue to MOST because 
China\'s understanding was that it would focus on science and 
technology research and development. MOST is hoping to sign the 
FutureGen agreement at SED II in May, but is still waiting for the 
documentation from the U.S. side. Finally, MOST would like to add 

an annex covering energy efficiency and renewable energy to the 
Department of Energy (DOE) - MOST bilateral agreement, and is 
currently studying Environmental Protection Agency (EPA) proposals 

to begin cooperation under the MOST-EPA agreement. End Summary. 


2. (SBU) DDG Ma reported that MOST did not seek to be the lead on 
innovation at the SED. Instead, it was the Chinese understanding 
that the innovation dialogue would focus on science and technology, 


Column 3 

research and development, and innovation systms that led the State 
Council to assign the issue to MOST. DDG Ma reemphasized MOST\'s 
discomfort with discussing IPR trade disputes under negotiation in 

the Joint Commission on Commerce and Trade (JCCT) in the SED. DDG 
Ma stated that MOST\'s original expectation was that the two sides 

would exchange experiences and then come up with more focused areas 
for discussion and cooperation. He said the Chinese side was 

expecting a much more balanced discussion on innovation than was 
proposed in our white paper. 


3. (SBU) DDG Ma commented that the Energy and Environment 
discussions were going well and that he was optimistic they would 
lead to concrete results. He specifically mentioned that China was 
hoping to sign a FutureGen agreement at SED II and hopes the U.S. 
side will supply the documentation requested at the last FutureGen 
meetings here in Beijing. Ma indicated the Ministry of Finance 

would be providing a written counterproposal to the U.S. whitepapers 
that will likely to contain some possible areas of consensus that 
could be announced in May as well as a list of asks from the Chinese 
side. He did not have any idea when such a paper might be 
provided. 


4. (U) DDG Ma also mentioned several outstanding science and 
technology issues that should be addressed this year. The next 
Executive Secretaries Meeting (ESM) is due this autumn. Ma thought 
early September might be appropriate, but indicated he would welcome 
US input on timing and on a preferred location. Given that the JCM 
was in Beijing, Ma thought the ESM might be in another Chinese city. 
ESTH Couns suggested choosing another location with rich scientific 
resources to facilitate good site visits. 


5. (SBU) MOST is still studying the Environmental Protection 

Agency\'s proposals to initiate cooperation under the MOU signed in 
October 2006, and is waiting for a response from the Department of 
Social Development. Under the MOU with the Department of Energy, 
MOST hopes to negotiate new annexes covering cooperation on energy 
efficiency and renewable energy at the working group meeting in the 
United States later this year. ESTH counselor mentioned that EPA 

and the General Administration for Quality, Supervision, Inspection, 

and Quarantine will be signing the Energy Star agreement on Monday, 
March 19, facilitating exchange on energy efficiency standards. 
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SUBJECT: UN ENVOY PEDERSEN DEFENDS 1701 REPORT 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) On March 15, the Ambassador met with UN Special 
Coordinator for Lebanon Geir Pedersen to review the Secretary 
General\'s report on the implementation of UNSCR 1701. The 
Ambassador noted changes made in the report subsequent to the 
widely circulated March 8 draft. Objecting to areas where 

the report had been watered down regarding Hizballah 
activities and arms smuggling, the Ambassador argued that the 
language in the earlier draft provided the international 
community a better basis to insist on an end to the arms 
smuggling that puts the cessation of hostilities in immediate 
danger. The changes in two observations, para 62 and 65, are 
particularly disheartening, the Ambassador said, as the edits 
strengthen the hands of those who will argue that smuggling 
does not occur. Pedersen rejected the Ambassador\'s 
criticisms and accused the Ambassador of missing the forest 
for focusing on the trees. The UN has never been so explicit 

in criticizing Hizballah activities, using in one case (para 

15) Hizballah\'s own assertions to build a case against 
Hizballah. Pedersen also disputed that the Sheba\' Farms 
statements were inappropriate. There is new information to 
report, he argued, and the report is clear that primary 
responsibility for delineating the border remains with Syria 

and Lebanon. End summary. 


OUTLINING CONCERNS OVER CHANGES 
FROM MARCH 8 DRAFT TO FINAL REPORT 


2. (C) Meeting with Pedersen, the Ambassador told Pedersen 
that he was dismayed by what he saw as a considerable 
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weakening of the 1701 report, between the widely circulated 
March 8 draft and the final report. The clear intent of the 
edits, the Ambassador argued, is sadly predictable -- to 
reduce the criticism of Hizballah and Syria. Whereas the 
March 8 draft reported the issue of arms smuggling across the 
Syrian-Lebanese border in a fairly straight forward way that 
the international community could have used to insist on 
better controls, the cumulative impact of the edits in the 
final report leaves question marks over the information. As 
examples, the Ambassador raised the following issues: 


-- In para 29 of the draft, the Israeli-provided 

intelligence about how arms shipments are carried out are 
reported in detail. Since Pedersen himself had told us 
earlier that he found the Israeli information to be 
convincing, we do not understand why this descriptive 
language -- which demonstrates alleged Syrian and Iranian 
culpability -- is eliminated from the final text. Without 
these details, the Israeli claims appear less substantive. 
Given that language criticizing Israeli overflights was 
beefed up, with more details added, in the final text (para 
9), one cannot argue that the details of the Israeli 
allegations were dropped simply to save space. 


-- In para 61, the SYG noted in the draft that he is \"very 
concerned by the reported activities of unauthorized armed 
elements outside of UNIFIL\'s area of operation." This is a 
reference to Hizballah\'s activities north of the Litani 

River. That statement seemed consistent with what Pedersen 
himself has told us privately about his own worries. By the 
final draft, the word \"very\" had been dropped, a one-word 
change that moderates the tone considerably. 


-- Para 62 also deals with the Israeli information on arms 
smuggling, and the edit between the March 8 draft and the 
final changes the entire meaning of the observation. In the 
draft, the paragraph ends with the following statement: 
“While (the Israeli information) would require independent 
military assessment, the information provided was 
persuasive.\" While that is powerful language, it is fully 
consistent with what Pedersen told us about the impact of the 
Israeli intelligence briefing on the UN officials who 

received it. In the final report, the sentence reads as 

follows: \"While the information was substantial, its 
authentication would require independent military 
assessment.W In other words, rather than state his view 
about the quality of the Israeli intelligence -- which we 

know the UN officials found persuasive -- the SYG now defers 
comment, pending an independent assessment. This guts the 
observation of strength. 


Column 3 
-- Para 65, on Syria\'s claims to improve border security, 
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poses a similar problem in the final text. The SYG urges all 
Member States to help with UNSCR 1701 implementation, 
mentioning Syria and Iran specifically. In the March 8 

draft, that paragraph ended with the sentence \"I look forward 
to the Syrian Arab Republic providing the necessary 
information updating the Security Council on the measures 
that it has taken to date as regards its border with 

Lebanon.\" This suggests that the SYG has some reservations 
about whether the Syrian assertions about what the SARG has 
done on the border are accurate. That sentence has been 
dropped in the final report, leaving the reader with the 
impression that the SYG accepts what Syria says about its 
border regime as credible and sufficient. The March 8 text 
was better, in that it implied clearly that the SYG is 

looking for Syria to do more. 


3. Throughout the entire report, the Ambassador concluded, 
there are smaller changes -- wordsmithing, descriptive 
language dropped, clauses removed -- that, overall, reduce 
the criticisms of Hizballah and underplay the problems along 
the Syrian-Lebanese border. Also, the Ambassador noted, the 
UN missed an opportunity to put to rest one pernicious claim 
by the Lebanese that Israel had laid new landmines during the 
summer war. The cluster munitions problem is real and 
described in detail in the report, the Ambassador said. Yet 
para 39, besides renewing the request to the GOI to provide 
information on the cluster munitions locations, also made 
reference to Israel\'s provisions of landmine maps. At that 
point, the UN could easily have put to rest the Lebanese 
claims that Israel placed new landmines, information that 
Pedersen has confirmed before. It should be the UN\'s goal to 
eliminate as many false claims as possible, and the \"new 
landmine\" claim should have been eliminated once and for all 
in this report. 


PEDERSEN CLAIMS \"BALANCE\" IN EDITS 


4. (C) Pedersen, who bristled throughout the briefing, 

asked first for clarification of the point on para 65, asking 

to read the final and the draft. He seemed genuinely 
surprised by the omission of the language calling on Syria to 
update the UNSC on its border controls. But for the rest, he 
insisted that there was considerable debate among UN staff 
and that the final product did not include edits only as 
one-sided as the Ambassador suggested. Pedersen gave two 
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specific cases to bolster his argument that the edits were 
balanced. First, he urged, look at how the language 
contrasting Israeli treatment of Lebanese detainees and 
Hizballah\'s secrecy regarding the abducted IDF soldiers is 
handled. In para 42 of the final, additional language is 
inserted that shows IsraelVs attitudes in a positive light. 
Second, para 13 in the final included language on newly laid 
boobytraps in the south. While the reference does not link 
the boobytraps to Hizballah (\"for we really don\'t know”), it 
is clear evidence of some kind of illicit activity happening 
south of the Litani. It is an extremely understated 
reference, the Ambassador retorted, whereas it should have 
been given more prominence. 


REPORT MORE CRITICAL OF HIZBALLAH 
THAN ANY PREVIOUS UN PRODUCT 


5. (C) Pedersen accused the Ambassador of missing the 
point, of focusing on the details at the expense of the 

overall balance and impact of the report. It is simply 

unfair to use the March 8 uncleared draft as the basis for 
judging the final report, as the Ambassador should never have 
received a copy of the draft. (Pedersen could not explain 

why the draft was so widely available.) Had the Ambassador 
not seen the March 8 report, he would have warmly welcomed 
the final, Pedersen argued. After all, the UN has never been 
on record with such criticism of Hizballah activities. 

Pedersen noted in particular para 15, where the SYG uses 
Nasrallah\'s own language about Hizballah rebuilding its 
capacity to criticize the organization: \"These statements 

are an open admission of activities that constitute a direct 
violation of relevant provisions of resolution 1701 (2006), 
which were accepted by Hizballah last year.\" There is much 
in the report that can be cited by the UNSC and others in 
trying to get the Lebanese and Syrians to build an effective 
border regime and to ask help in doing so, he argued. 


SHEBA LANGUAGE APPROPRIATE 
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6. (C) On Sheba\' Farms, Pedersen rejected the assertion 

that the language in the report suggests that the 

cartographer has exceeded his 1701 mandate. Reading from the 
report, Pedersen noted that the first substantive line on 

Sheba\' repeats international policy and precedent on borders: 
\"A permanent solution of this issue remains contingent upon 
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the delineation of the border between the Syrian Arab 
Republic and Lebanon. . .\" Everything else on Sheba\' Farms 
falls under that basic principle. Pedersen described it as 
\"unfair\" to criticize a report for including references to 

new information, both regarding maps and Syrian assertions. 
There has been progress made on the Sheba\' Farms issue, 
Pedersen said, and he can only conclude from the Ambassador\'s 
statements that \"the U.S. doesn\'t want this issue solved,\" an 
assertion the Ambassador rejected. The Ambassador asked 
Pedersen if he really thought the international community 
would support the precedent implied in para 48 that a country 
can simply, and unilaterally, claim that its 1920 boundary 

was drawn incorrectly, and how unfortunate it is that this 
\"mistake\" has been perpetuated in numerous treaties and 
resolutions throughout the decades. 


7. (C) Pedersen closed the meeting on a note of bitterness. 
The Ambassador truly missed the value of the 1701 report, 
Pedersen claimed. He should be welcoming its unprecedented 
language on Hizballah, not criticizing it. But maybe U.S. 
criticism, if the USG shares the Ambassador\'s disappointment, 
isn\'t such a bad thing: it will enhance the credibility of 

the report in others\' eyes. The Ambassador acknowledged that 
there is much to welcome in the report, particularly in 
comparison to the worthless, initial 1701 report 30 days 

after the resolution passed. But there are important 
opportunities missed needlessly in the final report. The 
Ambassador urged that, in the oral briefing to the UNSC, some 
of the impressions from the March 8 be conveyed, particularly 
that the information about arms smuggling persuaded the UN 
officials who received the Israeli briefing. 

FELTMAN 
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SIPDIS 
DOE FOR CAROLYN GAY 


E.O. 12958: DECL: 03/09/2017 

TAGS: PGOV 

SUBJECT: NIGERIAN APPROVED PRESIDENTIAL CANDIDATES LIST 
ANNOUNCED 


Classified By: DCM Thomas P. Furey for reasons 1.4. (b € d). 


1. (C) On March 15, Independent National Electoral Commission 
(INEC) Chairman Maurice Iwu announced the names of the 24 
candidates who will be allowed to contest the Nigerian 
presidential elections scheduled for April 21. Presuming 

that INEC\'s exclusion of Vice President and Action Congress 
candidate Atiku withstands the expected court challenge (see 
septel), we believe only a handful of the remaining 

candidates are likely to have a significant impact on the 

race, and that only two--Katsina State Governor and ruling 
Peoples Democratic Party (PDP) candidate Umar Yar\'adua and 
former Head of State and All Nigeria People\'s Party (ANPP) 
candidate Mohammedu Buhari--stand any realistic chance of 
winning. 


2. (C) The list below is divided into groups indicating our 
(strictly informal) sense of the various candidates\' chances 
of having an impact on the race. W Major candidates\" are 
those whom we believe have a chance of making a second round 
runoff or even winning in the first round; if allowed to 

stand, Atiku would certainly have been in this group. 
\"Candidates with regional or factional appeal are, in our 
judgment, distant dark horses to make a runoff, but could 
garner enough votes to have an impact on who does. \"Minor 
candidates\" would be unlikely to have any impact except in a 
very close race. We would be surprised if any of the 
remaining candidates will win any appreciable percentage of 
the vote. 


3. (C) Please not that, within the groupings, the candidates 
are in alphabetical order: 


Major Candidates: 

Maj-Gen. Mohammadu Buhari (rtd.) of the All Nigeria Peoples 
Party (ANPP) 

Governor Umar Yar\'Adua of the Peoples Democratic Party (PDP) 
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Candidates with Regional or Factional Appeal: 

Governor Attahiru Bafarawa Democratic Peoples Party 

Governor Orji Uzor Kalu of the Progressive Peoples Alliance 

(PPA) 

Dim Chukwuemeka Odumegwu Ojukwu of the All Progressives Grand 
Alliance (APGA) 

Prof. Pat Utomi of the African Democratic Congress (ADC) 


Minor candidates: 

Chief Adebayo Adefarati of the Alliance for Democracy 
Alhaji Habu Fari of the National Democratic Party 
Arthur Nwankwo of the Peoples Mandate Party 

Chief Sunny Okogwu of the Republican Party of Nigeria 
Rev. Chris Okotie of the Fresh Democratic Party 


No-Hopers: 

Lawrence Adedoyin of the African Political System 
Olapade Agoro of the National Action Council 

Godswill Nnaji of the Better Nigeria Peoples Party 

Maj. Mojisola Obasanjo (rtd.) of the Masses Movement of 
Nigeria 

Emmanuel Okereke of the All Peoples Liberation Party 
Maxi Okwu of the Citizens Popular Party 

Ambrose Owuru of the Hope Democratic Party 

Osagie Obayuwana of the National Conscience Party 
Akpone Solomon of the National Majority Democratic Party 


Aminu Abubakar of the National Unity Party 
Galtima Liman of the New Nigeria Peoples Party 
Isa Odidi of the New Democrats 

Brimmy Olaghere of the Nigeria Peoples Congress 


FUREY 
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SUBJECT: CONCERN THE GENERALS\" COULD SPARK CONFLICT IN 
APRIL 


REF: A. BISHKEK 258 


B. BISHKEK 228 
C. 06 BISHKEK 1767 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d) 


1. (C) Summary: Ambassador met March 12 with \"Adilet\" Legal 
Clinic director and Za Reformi\" member Cholpon Jakupova to 
discuss the United Front and Felix KulovYs campaign to oust 
President Bakiyev. Jakupova has not joined the United Front 
herself, but said she agreed with many of its grievances 

against the government. She said the leadership of the 
movement -- \"generals\" such as Kulov, former (Acting) 

Interior Minister Omurbek Suvanaliyev, and parliamentarian 
Kubatbek Baibolov -- had the right political tools and 

financial support to succeed, and that she was concerned that 
their \"Power Ministry\" background brought a new and 
destabilizing factor into Kyrgyz politics that could lead to 
violence during the April demonstrations. Jakupova said that 
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Kulov currently sees Russia as Kyrgyzstan\'s closest ally but 
welcomes increased activity by the U.S. and EU. End Summary. 


NOVEMBER WAS JUST CHILD\'S PLAY 


2. (C) During a March 12 meeting with Ambassador, Adilet 
Legal Clinic director Cholpon Jakupova warned of possible 
political turmoil if the newly formed United Front (Ref B) 

and its leader, former Prime Minister Felix Kulov, launch 

their campaign to oust President Bakiyev. Jakupova had 
recently met with Kulov, and she confirmed that the United 
Front plans nationwide demonstrations, starting on April 11, 
unless Bakiyev institutes previously pledged reforms to 
\"strengthen democratic institutions and fight corruption\" and 
agrees to hold early presidential elections. Jakupova said 

the United Front office in Bishkek has an organized workforce 
with significant financial backing -- evidence that United 

Front is capable of making the November 2006 demonstrations 
look like \"child\'s play.\" 


THE \"GENERALS\" 


3. (C) According to Jakupova, the \"generals\" of the United 
Front had the leadership skills, intellect, and support of 

the people needed to overthrow Bakiyev. (Note: The United 
Front\'s \"generals\" -- Kulov, Suvanaliyev, and Baibolov -- 
held that rank in the power ministries. End Note.) She said 
that MP Kubatbek Baibolov, a surprise signatory to the United 
Front\'s declaration, had vowed to use his political clout to 
support United Front, believing that this was their \"last 
chance\" to save Kyrgyzstan. She said Baibolov was sickened 
by the endless lies coming from the Kyrgyz White House and 
the lack of progress in reforming the government (see Ref A). 
Jakupova said that Omurbek Suvanaliyev, the recently 
dismissed (Acting) Minister of Interior, was another crucial 
general, whose power stemmed from the strong support and 
respect of interior ministry officers. Jakupova expressed 
concern that the April demonstrations could end in violence. 


4. (C) Jakupova said that Felix Kulov was the key to the 
movement and the greatest threat to Bakiyev. Jakupova said 
that, as Prime Minister for nearly two years, Kulov had been 
privy to damning information about Bakiyev and his cabinet, 
uncovering many of their weaknesses. She said that Kulov 
still has vast support among the population, is a natural 
organizer, and, after meeting with Russian Vice PM Sergei 
Ivanov (Ref B) in Moscow, appears to have the political, if 
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not financial, backing of the Russian government. However, 
Jakupova felt that \"diskettegate\", a scandal linked to Kulov 
that involved opposition leaders who were caught on tape 
allegedly planning the seizure of government buildings during 
the November demonstrations (Ref C), could be a chink in 
Kulov\'s armor that Bakiyev may exploit. She also noted 
Kulov\'s perfect timing, claiming that the Kyrgyz people are 
tired of the Bakiyev government and believe that stability 

will never be reached under his regime. She said that 
Bakiyev\'s countless mistakes have split Kyrgyzstan into two 
countries, adding that the northerners are clearly against 
Bakiyev and the ethnic minorities fear his nationalistic 
tendencies. She argued that the average, law-abiding citizen 
who pays taxes is the last to be recognized, while criminals 
and corrupt businessmen earn respect from the government. 


KULOV\'S GOAL: REMOVE BAKIYEV 


5. (C) During a recent meeting at United Front\'s 
headquarters, Jakupova said she cautioned Kulov that there 
were no legal or constitutional grounds to force early 
presidential elections. According to Jakupova, Kulov 
dismissed her concerns and vowed to remove Bakiyev from 
office, although he has said publicly that United Front would 
act within the constitutional framework. Jakupova asked 
about his foreign policy, to which Kulov quipped that 

currently WRussia is our only friend." Jakupova, a 

relentless advocate for human rights, referred Kulov to 
RussiaWs poor human rights record, but he assured her that he 
was committed to the protection of human rights. Jakupova 
told Ambassador that the Russian Federation was much more 
active in Kyrgyzstan than the U.S. or the European Union, but 
that Kulov preferred a balance between all parties. 
Ambassador said that Kyrgyzstan must also be proactive in 
taking control of its future instead of passively waiting for 
proposals from others. 


JAKUPOVA NOT READY TO JOIN FRONT 


6. (C) Jakupova said she agreed with the majority of United 
Front\'s grievances against Bakiyev, but she has yet to sign 
its declaration. Jakupova said she does not trust Kulov. 

She also feared joining United Front would invite further 
harassment by the prosecutor general, currently investigating 
a criminal case against her. She worried the prosecutors 
would force her to abstain from providing legal advice to the 


Column 3 

movement through intimidation and threats. She said that the 
authorities had demanded information about Adilet donors and 
partners and opened an investigation after she signed the For 
Reforms declaration last November. 


WHAT ABOUT \"FOR REFORMS\"? 


7. (C) Ambassador asked about the possibility of Almaz 
Atambayev, co-Chair of \"For Reforms,\" joining forces with 
Kulov and the United Front. Jakupova said that Bakiyev had 
tried to use Atambayev against the United Front. She claimed 
that during one of several meetings between the president and 
Atambayev, Bakiyev offered him the position of Prime 
Minister, with current Prime Minister Azim Isabekov sitting 
right next to him. Jakupova said that Atambayev prefers 
Bakiyev over Kulov, speculating that Atambayev is still 

bitter from Kulov\'s refusal to join the opposition during the 
November demonstrations. She thought that Atambayev would 
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join the planned demonstrations, but he would not join the 
United Front -- at least not yet. Jakupova stated that 
Atambayev may be under pressure from his own supporters who 
do not understand why Atambayev is now supporting Bakiyev. 
Local media reported that \"For Reforms\" also demanded the 
resignation of Bakiyev, but gave the president a chance to 
redeem himself before scheduled demonstrations in April. 


COMMENT 


8. (C) Jakupova is a well-respected human rights activist and 
in close touch with many of the key players in the 

opposition. She is an informed interlocutor and usually a 
calm, though not impartial, observer of the political scene. 

It struck us as out of character for her to be quite so 

worked up that the planned demonstrations may spiral out of 
control so well in advance. She is not the only one to 
express the concern that \"The Generals\" are adding a new and 
destabilizing factor to Kyrgyz politics that could lead to 
violence during the April demonstrations, but it is too soon 

to tell whether her fears are well grounded. 

YOVANOVITCH 
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SIPDIS 
E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 


2. Iraq 


HaVaretz reported that on Wednesday FM Livni discussed with 
Secretary of State Condoleezza Rice ways to respond to the formation 


SIPDIS 

of a Palestinian unity government and that Arab pace initiative. 
HaVaretz reported that Secretary Rice expressed the \"need for an 
Israeli-Arab reconciliation to accompany ... the resolution of the 
Israeli-Palestinian conflict, 1" which HaVaretz said was a view shared 
by Livni. The Jerusalem Post and other media quoted Rice as saying 
during her meeting with Livni: \"| have not talked to people about 
modification [of the Saudi initiative]. | think it\'s a favorable 

thing that they are putting forward something, but ... it\'s not a 
negotiating position as | understand it, but rather a framework, a 
vision for how Israel and the Arabs might reconcile.\" 


Media said that Israel was quick to reject the new Palestinian 
government, which will be sworn in on Saturday, because its platform 
does not explicitly recognize Israel\'s right to exist. HaVaretz 

quoted the Prime Minister\'s Office as saying on Thursday that the 
platform of the new Palestinian unity government is a step backward 
from the peace process and \"flies in the face\" of the international 
community\'s demands. The Jerusalem Post quoted senior GOI officials 
as saying on Thursday that reviving the idea of unilateral 

withdrawal is one of the options being considered inside the Prime 
Minister\'s Office in the wake of the formation of a PA unity 
government whose platform Israel views as intransigent. The 

officials were quoted as saying that PM Ehud Olmert did not believe 
that Israel can afford to remain at a diplomatic standstill and that 

if there were no Palestinian government with which to negotiate a 
two-state solution, Israel once again must begin drawing borders on 

its own. The Jerusalem Post quoted Olmert\'s spokeswoman Miri Eisin 
as saying: \"We won\'t even deal with or recognize members of the 
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government whom we have dealt with in the past. Major media quoted 
David Baker, spokesman for the Prime Minister\'s Office, as saying: 
\"Instead of recognizing Israel and renouncing terror, the emerging 
Palestinian government has decided to spring backwards.\" \"This is 
not what we were hoping for and flies in the face of the 

international community\'s demands of the Palestinians. Once again, 
they haven\'t provided the goods,\" he added. HaVaretz reported that 
Israel urged the Quartet to maintain the aid embargo imposed on the 
Palestinian government following the electoral victory of Hamas, 
unless it fulfilled the Quartet\'s three preconditions. HaVaretz 

said that the unity deal instead refers vaguely to respect for peace 
agreements and affirms the Palestinians\' right to resist and defend 
themselves against Israeli aggression, though it also calls for 
maintaining and expanding a truce with Israel. 


The media reported that on Thursday the PA announcement on the 
formation of a national unity government was received with varied 

reactions from world leaders. HaVaretz quoted White House Press 
Secretary Tony Snow as saying: \"Our position has been consistent, 
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which is, you need a Palestinian government that is going to, in 

fact, abide by the Quartet conditions. Yediot quoted diplomatic 
sources in the EU as saying in Brussels on Thursday that Europe will 
resume its assistance to the PA, following the formations of the new 
Palestinian government. HaVaretz noted that France intends to 
support the new Palestinian government and will cooperate with it, 
according to PA foreign minister-designate Ziad Abu Amar. Abu Amar 
was quoted as saying that French FM Philippe Douste-Blazy invited 
him to a meeting in Paris and informed him that he hoped Ya new page 
in the relations between the Hamas government and the international 
community" could begin. HaVaretz and Yediot reported that, speaking 
to reporters Thursday, EU spokeswoman Emma Udwin said that the 
European Commission had not yet assessed the new government\'s 
program. HaVaretz wrote that in Moscow, Russian Foreign Ministry 
spokesman Mikhail Kamynin welcomed the development. \"It is 
inarguably an important event in terms of consolidation of the 
Palestinian ranks,\" he was quoted as saying in a statement, noting 
that the Mecca Agreement took into account the Quartet conditions. 


HaVaretz quoted PM Ismail Haniyeh of Hamas as saying that he hoped 
the new Palestinian government would launch a new era for the 
Palestinians, putting an end to bloody Palestinian infighting while 
satisfying international demands and improving the Palestinian image 

in advance of the March 28-29 Arab League summit in Saudi Arabia. 
The Jerusalem Post reported that Haniyeh announced on Thursday that 
the PA unity government enjoys the backing of the Arabs and 
Europeans. 


HaVaretz reported that, in a live video speech to AIPAC on Tuesday, 
Olmert spoke out strongly against a rapid US exit from Iraq. Olmert 
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was saying that Israel is worried that a hasty US withdrawal from 

Iraq could topple the Hashemite regime in Jordan. HaVaretz quoted 
senior GOI officials as saying later that Olmert was expressing his 
opinion \"solely on the professional aspect" of a pullout and 

insisted, as did Olmert in his speech, that Israel has no interest 

in getting involved in America\'s domestic political dispute over 

Iraq. Nevertheless, HaVaretz said that the official Israeli position 

as expressed by Olmert contradicts the views of a majority of 
Americans, who favor a speedy pullout. HaVaretz wrote that Olmert 
spoke out publicly in part due to an assessment he has received from 
the security services, who say a US withdrawal from Iraq before that 
country has stabilized would have immediate repercussions on the 
domestic situation in Jordan. These effects could even threaten the 
stability of the Hashemite monarchy. Israel views Jordan as a 
strategic asset whose stability is a vital Israeli interest. 

However, HaVaretz said that Israel is not concerned solely about 
Jordan\'s fate; it fears that stability throughout the region would 

be undermined if the United States is viewed as having lost to the 
extremists. Those who are concerned for Israel\'s security, for the 
security of the Gulf states and for the stability of the entire 

Middle East should recognize the need for American success in Iraq, 
and a responsible exit,\" Olmert told the AIPAC conference. HaVaretz 
reported that one day earlier, FM Tzipi Livni told AIPAC that Vin a 
region where impressions are important, countries must be careful 
not to demonstrate weakness and surrender to extremists ... It is 
[also] true for Iraq.\" The daily reported that Defense Minister 

Amir Peretz, who met in Washington this week with Defense Secretary 
Robert Gates and several senior senators, expressed a similar view. 
HaVaretz reported that Olmert, explaining his position to a visiting 
delegation from the American Jewish Committee the day after his 
AIPAC speech, said the question of why America began the war in Iraq 
is currently secondary. What matters, he argued, is that given the 
present state of affairs in Iraq, if America were to leave now, it 

would lose its authority throughout the Middle East. HaVaretz 

wrote that on Thursday Olmert urged a visiting delegation of leaders 
of the Reform Movement to reconsider a motion urging the USG to set 
a firm timetable for an American withdrawal from Iraq. The 
movementVs executive, representing some 700 Reform congregations 
across the US, approved the motion by a large majority earlier this 
week. Olmert reportedly reiterated his argument that a hasty 
withdrawal could endanger Israel\'s security as well as efforts to 

halt Iran\'s nuclear program. But HaVaretz reported that the Reform 
leaders turned down his request, saying they believe a rapid 
withdrawal would serve Israeli and Western interests better than a 
prolonged American stay in Iraq. 


The Jerusalem Post reported that, \"in what could be an indication of 
slowly shifting Saudi attitudes toward Israel, Dr. Zoher Hareji, a 

Saudi representative appeared on Thursday \"for what may have been 
the first time on a television panel discussion with an official 

Israeli spokesperson\" -- Olmert\'s spokeswoman Miri Eisin. The two 
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discussed the Saudi peace initiative and other regional issues from 
Jeddah and Tel Aviv studios of Al Hurra-TV. 


Israel Radio reported that the IDF\'s Advocate-General, Avihai 
Mandelblit, has ordered an investigation into alleged forbidden 
actions by IDF troops in Nablus, who reportedly used the \"neighbor 
procedure\" against residents of the city two weeks ago. The alleged 
violation was first reported by AP. 


The three major Hebrew-language dailies led with remarks made by 
Olmert in a speech to his Kadima party\'s governing council. Olmert 
was quoted as saying: \"| am an unpopular prime minister, the polls 
say so.\" However, he added: \"I intend to be working for you for a 
long time yet." He cited what he said were the proper decisions he 
made during last summer\'s war in Lebanon. 


Yediot and Israel Radio reported that the five permanent members of 
the UN Security Council have reached agreement on new sanctions to 
be imposed on Iran. The radio, which reported that Germany is part 
of those efforts, said that the draft resolution does not include a 

total embargo on arms to Iran. Israel Radio said that UN member 
states are required to use restraint regarding sales of aircraft, 

tanks, and over heavy weapons to Iran. The radio reported that it 

as resolved to freeze the assts of 13 companies and organizations, 
and of 25 individuals -- half of them officers in Iran\'s 

Revolutionary Guards. Israel Radio also reported that French 
Defense Minister Michele Alliot-Marie has called to solve the Iran 
crisis through diplomatic means, as a military action might set 

ablaze the entire Muslim world. 


Speaking on Israel Radio this morning, Deputy Defense Minister 
Ephraim Sneh said that Israel should negotiate with PA Chairman 
[President] Mahmoud Abbas, in accordance with the guidelines of the 
Palestinian unity government\'s guidelines. Sneh was quoted as 
saying that Abbas should bring the conclusions of such talks to a 
referendum, which Sneh said is the only way to remove Hamas from 
power. 


Leading media reported that, as the Palestinian negotiations 
concluded late on Wednesday, Hamas and Fatah forces traded fire in 
the northern Gaza Strip, killing one Fatah fighter and wounding nine 
people, including five bystanders, according to security officials. 

This morning Israel Radio reported that militants shot a 

Palestinian officer to death in the Gaza Strip. 


The Jerusalem Post reported that Yitzhak Levanon, Israeli Ambassador 
to the UN institutions in Geneva, told the newspaper on Thursday 

that the UN\ Human Rights Council is looking to appoint John Dugard 
as a permanent investigator on Israel\'s actions in the territories, 

which he has in the past. 
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Leading media noted that an increasing number of Labor Party MKs and 
officials tend to support former PM Ehud Barak. 


HaVaretz (English Ed.) cited the outrage of foreign journalist over 
a Government Press Office requirement that they fill a form asking 
them to disclose the purpose of their visit. 


A Yediot headline about Khalid Sheikh Mohammed, the mastermind of 
the 9/11 attacks, reads: \"Satan\'s Confession.\" 


The Jerusalem Post and HaVaretz reported that on Thursday Edgar 
Bronfman, President of the World Jewish Congress, unexpectedly 
announced the dismissal of Rabbi Israel Singer, a leader in the 
congress and Jewish circles. The media wrote that officials from 

the Israeli and European branches expressed outrage at the decision 
and threatened to pull out of the organization. 


Maariv reported that Hollywood actor Leonardo DiCaprio, who 
concluded his visit to Israel on Thursday, met with Vice PM Shimon 
Peres for several hours on Sunday. The newspaper reported that the 
two discussed the peace process and various environment-related 
issues. 


Washington correspondent Shmuel Rosner and diplomatic correspondent 
Aluf Benn wrote in the independent, left-leaning HaVaretz: What 

Livni did this week, and which Rice echoed to some extent in her 

remarks after their meeting, was to propose to the [Arab] leaders 

that they reverse the order [of the Saudi initiative].\" 


Op-Ed Page Editor Ben-Dror Yemini wrote in the popular, pluralist 
Maariv: \" Israel should not reject the Saudi initiative. Without 

the right-of-return component, it is a serious and worthy 
proposal." 


Palestinian affairs correspondent Danny Rubinstein wrote from 
Ramallah in HaVaretz: \"To the Palestinians, the unity government is 
the only way to stop the street battles.\" 


Block Quotes: 


|. \"Waiting For the Cherry Trees to Blossom\" 


Washington correspondent Shmuel Rosner and diplomatic correspondent 
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Aluf Benn wrote in the independent, left-leaning HaVaretz (3/16): 
\"The fact of the matter, says a senior Israeli official, is that it 

is necessary to welcome the idea inherent in the Saudi initiative 

and that the Arab world is prepared to accept Israel. However, the 
refugee problem is stuck like a bone in everyone\'s throat. Israel 
will not agree to absorb even a single refugee in its territory, but 

the Arab League cannot concede on this issue, which is most sacred 
to the Palestinians. What Livni did this week, and which Rice 
echoed to some extent in her remarks after their meeting, was to 
propose to the leaders that they reverse the order. Instead of 
waiting with the normalization for Israeli-Palestinian peace -- 
normalize now, and thus help advance the peace process, Rice said 
that there is a \'clear need for an Israeli-Arab reconciliation to 
accompany... the resolution of the Israeli-Palestinian conflict. 

Note that she said \'to accompany! -- that is, there is not 
necessarily a need to wait for it to come only afterwards.\" 


Il. WPeace or Fraud?" 


Op-Ed Page Editor Ben-Dror Yemini wrote in the popular, pluralist 
Maariv (3/16): The [Saudi] offer naturally includes recognition of 
Israel. But it is not sure which Israel the Arab states are 
prepared to recognize. If it is Israel as a Jewish state -- in 
accordance with the [1947] United Nations Resolution -- the 
initiative should be praised. But if its major demand is for the 
right of return [of Palestinian refugees], this does not constitute 
recognition of the state of Israel, but a deception.... The 
stalemate may lead to the elimination, albeit gradual, of Israel -- 
a Jewish and democratic state in favor of the dream of \'one large 
state. The right of return on the Palestinian side and the 
settlement drive on the Israeli side also lead to the same 
nightmare.... This is why Israel should not reject the Saudi 
initiative. Without the right-of-return component, it is a serious 
and worthy proposal.\" 


III. \"The Only Alternative Is Civil Wan" 


Palestinian affairs correspondent Danny Rubinstein wrote from 
Ramallah in HaVaretz (3/16): \"The news that a Palestinian unity 
government had finally been formed brought a sigh of relief to 
Ramallah, coming as it did after long months of negotiations, 
bloodshed and fears of civil war. In meetings with acquaintances 
here on Thursday, | heard not a single word of criticism or 
disappointment -- only hope. \'What\'s important to us now is that 
there be a little quiet and we stop killing each other,\' explained a 
doctor at the new Sheikh Zaid hospital. To the Palestinians, the 
unity government is the only way to stop the street battles. 
Whether or not it is a good government, or how Israel deals with it, 
are less important: The only alternative is civil war.... One can 
certainly find indications in this government of flexibility and 
pragmatism on Hamas\'s part: For instance, none of the Hamas 
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ministers arrested by Israel following [IDF Corporal Gilad] ShalitWs 
abduction are included in it. Why not? A senior Palestinian 
journalist explained: \Because they want to be practical. They want 
the new government to function well, and not to be only a national 
symbol.\\" 


Deputy Managing Editor Anshel Pfeffer wrote on page one of the 
conservative, independent Jerusalem Post: \"The Eastern Front [may] 
once again become a threat for Israel.\" 


Block Quotes: 


\"The Return of the Eastern Front\" 


Deputy Managing Editor Anshel Pfeffer wrote on page one of the 
conservative, independent Jerusalem Post (3/16): \"Four years ago, 
when the United Sates and Great Britain brought Saddam Hussein\'s 
rule in Iraq to an end, there was a collective sigh of relief within 

the Israeli defense establishment.... Two facts, though, seem 
unavoidable. Any prospective president planning to win the November 
2008 US election will have to promise a clear time frame for 
extricating American troops. And whenever that evacuation is over, 
there will still be sizable groups of terrorists of various stripes 

and colors holding out who will celebrate the US departure as their 
victory. Atthat moment, the Eastern Front will once again become a 
threat for Israel.\" 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MARCH 15, 2007 


This is the Southeastern Turkey press summary for March 15, 
2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


EVRENSEL: The representatives of Gundem daily, whose 
publication was banned for one month last week, will hold a 
press announcement tomorrow. The venue of the press 
announcement was not specified by the daily. 


RADIKAL / EVRENSEL: The police conducted an unannounced raid 
at the Tunceli chapter of DTP yesterday. Police also conducted 
raids on the houses of DTP members and detained ten people. 
According to Radikal, a total of five people were detained. 
Radikal further stated that police conducted the raid as a 

result of tip-offs about PKK members making contact with DTP 
officials ahead of Newroz celebrations. DTP Tunceli chairperson 
condemned the raids, and the EMEP\'s (Party of Labor) party 
organization showed its reaction to the raids by paying a visit 

to DTP Tunceli chapter. Meanwhile, actions were reportedly 
brought against chairmen of DTP chapters in three western 
provinces for \"praising the criminal acts and criminals.\" 


EVRENSEL: The daily reports that \"as some circles are trying 
to escalate tension before the Newroz celebrations,\" 76 
applications have been lodged nationwide with authorities to get 
permission for this year\'s Newroz celebrations and preparations 
for Newroz were well under way. The Diyarbakir Newroz committee 
stated that some problems were experienced with their 
application process because of the non-Turkish Vw!" letter in the 
word Newroz used in the application documents. It is expected 
that Diyarbakir, Van and Batman will be able to celebrate Newroz 
on March 21. Committees in Igdir and Agri provinces were 
granted permission for March 21. The authorities overturned the 
application of the DTP in Tunceli because of the \"w\" letter in 
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the documents and the committee had to reapply after revising 
the documents. The Deputy Chairperson of the Diyarbakir DTP 
said that they hoped to attract one million people to this 

years celebrations in Diyarbakir. 


HURRIYET (CUKUROVA): Adana Mayor Aytac Durak, who has served 
19 years as Adana mayor, reportedly announced five months ago 

that he will not run again in the next elections. However, 

Durak startled everybody in town by stating that he will not 

leave the seat before completing the controversial light rail 

metro project which was launched twenty years ago. (This summary 

is from March 14 edition.) 


CRIME / LAW ENFORCEMENT 


SABAH (GUNEY): Jandarma teams conducted an anti-drug 
operation and searched a truck it stopped around GaziantepYs Nur 
Mountain area. The truck set off from Hakkari\'s Yuksekova 
district and teams found nearly 107 kilograms of heroin 

substance in hidden sections. 


HURRIYET (CUKUROVA): Jandarma teams stopped and searched a 
truck that was traveling from Hakkari\'s Yuksekova district to 
Van. 35 kilograms of heroin was found in the hidden sections. 


SABAH (GUNEY): Two of the security personnel of Cukurova 
University were caught as they were stealing two computers and 
office materials from the health unit of the university. 


SABAH (GUNEY): Police conducted an anti-smuggling operation 
in Adana and seized 35,000 boxes of smuggled cigarettes. 
Smuggling and Organized Crime Branch of the Turkish Police 
stated that 150,000 boxes of smuggled cigarettes were seized in 
the last three months and 25 persons were apprehended in 
connection with smuggling activities. 


SABAH (GUNEY): Upon receiving a tip-off that thieves would 
steal oil from the Ceyhan-Kirikkale pipeline that crosses the 
area near the Cicekli village of Adana, the police conducted an 
operation and caught six people who attempted to flee away. 
CULTURE / SOCIETY / ENVIRONMENT 


CUMHURIYET: When the family of a fifteen year old girl forced 
their daughter to marry a boy they selected in Diyarbakir, the 

girl objected and fought with her family. Later, in a row the 

girl had with her fianci, her fianci shot her legs seven times. 
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The girl was hospitalized, her health is not life-threatening, 
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and she is reportedly under police protection now. 


BOLGE / EVRENSEL: Health service employees held demonstrations 
throughout Turkey against the policies of the government in the 

health sector. In Adana, under alliance of the chamber of 

doctors and some unions, health workers went on a strike for two 

hours in public health institutions. Only the personnel at 

emergency units continued working. 


ZAMAN: The Turkish Foreign Ministry reportedly requested 

from Turkish Embassies throughout the world the names of members 
of Armenian Diaspora whom the Ministry could plan to invite to 

the March 29 opening of historical Armanian Akdhdamar Church 
located on the Island Akhdamar of Van which has been a 

restorated. 


ZAMAN / BOLGE / EKSPRES: Mustafa Gulek, son of the deceased 
Secretary General of CHP in 1950s, was accredited as the 
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Honorary Consul of the UK in Adana during a reception held at 
Hilton which the British Ambassador Nick Baird attended, as 

well. The other invitees of the reception were Deputy Adana 
Governor Abdullah, Adana Deputy Mayor, the US Consul to Adana, 
bureaucrats and businessmen. 

GREEN 
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STATE FOR EAP/MTS, IO/UNP, AND IO/T - VAN BEHREN 
E.O. 12958: DECL: 03/16/2017 


TAGS: PREL, UNSC, IR, ID 
SUBJECT: UNSC/IRAN: INDONESIA WANTS MORE TIME ON UNSC ACTION 
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REF: A. STATE 33349 (UNSC RESOLUTION ON IRAN) 
B. USUN 213 (P5 RESOLUTION INTRODUCED) 


Classified By: John A. Heffern, Charge. Reason: 1.4 (b, d) 


1. (C) Summary. On March 16, Charge and PolCouns pressed 
several Indonesian Department of Foreign Affairs officials 

and advisors to President Yudhoyono to support the P-5 UNSC 
resolution on Iran (reftels). Foreign Minister Wirajuda, who 

is currently traveling in Europe, will ultimately decide the 
matter, but we were told that Indonesia favors referring the 
issue to Experts on Tuesday, March 20 and bringing it before 
the Security Council for action on Wednesday, March 21. None 
of our interlocutors engaged on the substance of the 
resolution. The EU-3 received similar responses to their 

joint demarche. End summary. 


2. (C) Charge pressed Presidential Foreign Policy Advisor 
Dino Djalal for speedy action on the resolution. Djalal 
assured us that he understood the urgency of the matter, but 
needed to discuss it with the now-traveling Foreign Minister 
before seeking instructions from the President. He was not 
familiar, in detail, with the substance of the resolution nor 
the timing of UNSC action. After going over key points of 
the resolution, Charge stressed that the international 
community needed to stay united on this issue, requiring a 
15-0 consensus on the resolution. Djalal promised to get 
back to us over the long weekend (Monday is a local holiday) 
with a more substantive response. 


3. (C) Separately, in the absence of more senior Department 
of Foreign Affairs officials, Charge raised the resolution in 

a meeting with acting Director General for Multilateral 

Affairs Budi Bowoleksono. He stressed that the draft 
resolution reflected an incremental diplomatic approach 
consistent with previous resolutions, and that it was 

critical that the Security Council speak with one voice on 
Iran\'s non-compliance with UNSCR 1737. The credibility of 
the Council was at stake, he noted. 


4. (C) Bowoleksono said that Indonesia wanted a few days to 
study the resolution further. Indonesia, he said, was ina 
difficult position because Foreign Minister Wirajuda and 

other senior officials are traveling, and it was the Friday 

before a long holiday weekend. Indonesia, he said, wanted 
Experts to take up the matter in New York on Tuesday, March 
20 and the Security Council to address it on Wednesday, March 
21. Pressed on whether the Indonesians were prepared for 
UNSC action on March 21, Bowoleksono said they were. 
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5. (C) Bowoleksono also expressed annoyance over \"process.\" 
He claimed that Non-Permanent Members such as Indonesia, 
South Africa, and Qatar had not been adequately consulted by 
the P-5 during the formulation of the resolution, and that 
Indonesia was displeased to learn about its contents first 
through the media. Bowoleksono assured us, however, that he 
would present our views up in a call to Foreign Minister 
Wirajuda later in the day. 


6. (C) Also on March 16, PolCouns met with Tri Djandan, a 
foreign policy advisor to President Yudhoyono, and Harry 
Purwanto, Director of the Department of Foreign Affairs North 
America desk. PolCouns stressed that the draft resolution 
reflected P-5 consensus, and that it also reflected the 
United StatesY commitment to a multilateral approach on a 
vitally important issue. PolCouns argued further that since 
several of Iran\'s regional neighbors were threatened by the 
prospect of its acquisition of nuclear weapons, this was not 
a Muslim issue,\" and that the U.S. was not sympathetic to 
Indonesian politicians who framed the matter in these terms. 
We said that this resolution was of critical importance and 
that Indonesia\'s vote was extremely important to the U.S. 
The credibility of the Security Council was at stake, we 

said, and we would be watching Indonesia\'s actions closely. 


7. (C) Purwanto responded that he understood the significance 
of this matter, and that Foreign Minister Wirajuda would 
decide the issue. Djandan said that he would have to study 
the resolution in detail, but added that there were domestic 
considerations\" that would have to be factored in to 
Indonesia\'s decision. 


8. (C) PolCouns also took a call from Department of Foreign 
Affairs Director for International Security Affairs Desra 

Percaya, who is currently out of Jakarta. Percaya, repeating 
the line we had already heard from Budi Bowoleksono, said 
that Indonesia favored holding an Experts meeting on Tuesday, 
and bringing the Iran issue to the UNSC the following day. 

This is evidently the working level Department of Foreign 
Affairs position until the Minister is able to address the 

matter personally. 


Comment 


9. (C) This vote will be a difficult call for Indonesia. If 

the GOI supports a resolution condemning Iran, President 
Yudhoyono will face an outcry from Muslim opposition 
politicians, a group which he has been loathe to offend to 
date. Our best bet for securing GOI support would be to 
accommodate any reasonable request for extra time, then to 
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forge the broadest UNSC bloc possible in favor of the Iran 
resolution in order to play on Indonesia\'s strong aversion to 
being isolated in diplomatic fora. Arab and Muslim support 
for such a resolution will be indispensable for getting the 
Indonesians on board as well. End comment. 

HEFFERN 
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FOR GENERAL WALLACE FROM AMBASSADOR KENNEY 
STATE FOR EAP, PM, AND EAP/MTS 

USPACOM ALSO FOR FPA HUSO AND J5 
SECDEF/OSD/ISA/AP (TOOLAN/BAILEY) 

JOINT STAFF/J5 (WILKES/ROBINSON/CLEMMONS) 


E.O. 12958: N/A 
TAGS: MARR, MASS, MOPS, MCAP, PREL, RP 
SUBJECT: SCENESETTER FOR GENERAL WILLIAM WALLACE 


1. (SBU) SUMMARY. General Wallace, welcome to the 
Philippines! | Know your visit is short, but | am sure you 

will find it productive. You are coming to the Philippines 

at an important time. The Armed Forces of the Philippines is 
demonstrating impressive combat prowess in ongoing operations 
against Abu Sayyaf and Jemaah Islamiyah terrorists on the 
island of Jolo. Under the leadership of Chief of Staff 
General Esperon, the AFP is fully committed to the Defense 
Reform and Battalion Retraining Programs. You will have a 
chance to see some of these improvements yourself in visits 
to the Philippine Army\'s Training and Doctrine Command at 
Camp O\'Donnell and Fort Magsaysay, the future home of a 
National Training Center. END SUMMARY. 


INCREASED COMBAT PROWESS 
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2. (SBU) With U.S. support, the Armed Forces of the 
Philippines (AFP) has begun to demonstrate impressive combat 
prowess in its ongoing anti-terrorism operation on the 
southern island of Jolo. AFP troops -- including soldiers, 
Marines, airmen, and sailors -- have remained engaged in 
sustained action against Abu Sayyaf and Jemaah Islamiyah 
terrorists since August 1, 2006. Improved operational 
readiness rates for aircraft and vessels, casualty treatment, 
night helicopter medical evacuations, and tactical field 

skills are directly attributable to U.S. training, advice, 

and assistance. During your visit, you will have the 
opportunity to watch a shoot-house demonstration by one of 
the Light Reaction Companies, the U.S.-trained and -equipped 
national-level counterterrorism force, whose combat veterans 
have participated in operations on Jolo. Fort Magsaysay is 
the planned future home of the Philippine military\'s National 
Training Center, which will closely follow U.S. doctrine. 


COMMITMENT TO DEFENSE REFORM 


3. (SBU) Much of the success on Jolo can be traced to the 
Philippine Defense Reform Program, which is transforming the 
Philippine military into a more transparent, accountable, and 
effective institution. This U.S.-supported effort aims at a 
complete restructuring of the military establishment ranging 
from personnel management and logistics to acquisition and 
training. With the advice of a 13-member team of U.S. 
experts, the AFP and Department of National Defense have 
already registered significant improvements in casualty care 
and operational readiness rates. The newly begun Battalion 
Retraining Program aims to retrain all 78 Army and 11 Marine 
battalions. You will visit the new Training and Doctrine 
Command at Camp OVDonnell, where the AFP is also establishing 
a service-wide Non-Commissioned Officers (NCO) Academy. 


4. (SBU) Your counterpart, Major General Bernardo De Luna, 

plans to accompany you with his sergeant major throughout 

your entire trip. We take this as a very positive sign of 

his willingness to engage you on how to improve his fledgling 
command. AFP Chief of Staff General Hermogenes \"Jun\" Esperon 
has made enlisted and NCO development two of his top 

priorities. Your private dinner with General Esperon, 

Philippine Army commander Lieutenant General Tolentino, and 
Major General De Luna should offer you the opportunity for a 

frank and productive exchange among professional soldiers. 


TIES THAT BIND 
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5. (U) Your trip will conclude with a simple wreath-laying 
ceremony at the Manila American Cemetery and Memorial. 
Dedicated in 1960, the cemetery houses the remains of 16,363 
U.S. military and 570 Philippine nationals who served with 

U.S. forces in the Southwest Pacific during World War Il and 
memorializes over 36,000 others whose bodies were never 
found. It is the largest World War Il cemetery operated by 

the American Battle Monuments Commission, and is a quiet 
reminder of the ties of blood shed together that bind our two 
countries together. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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E.O. 12958: N/A 

TAGS: ETRD, ELAB, PHUM, PGOV, ZI 

SUBJECT: ZIMBABWE - INPUT FOR 2007 PRESIDENTYS REPORT ON 
AGOA 


REF: STATE 22438 


1. Zimbabwe continues to fall far short of AGOA\'s qualifying 
criteria. Post\'s input for the 2007 Presidents Report on 
AGOA (reftel) follows: 


2. The Zimbabwean Government (GOZ) pays lip service to 
Marxist economic principles. Over the past 10 years the GOZ 
has increasingly used ideology to mask growing official 
corruption. Zimbabwe has become a forbidding place to invest 
for foreigners and Zimbabweans. Private sector confidence 
has collapsed as property rights have been seriously eroded 
and the rule of law ignored. The government has sanctioned 
seizures of privately owned agricultural land without 
compensation, and changed the constitution in 2005 to 
transfer ownership of expropriated agricultural land to the 
government without recourse to the courts. 


3. The GOZ\'s disastrous fiscal and monetary policies have 
also contributed to the country\'s economic collapse. The IMF 
estimates the government\'s budget deficit at more than 50 
percent of GDP. The A major part of the deficit is the 

result of off-budget subsidies provided by the Reserve Bank 
of Zimbabwe (RBZ) to corrupt and mismanaged parastatals. The 
main driver of inflation, which surpassed 1700 percent 
officially in February 2007 (private sector calculations are 
nearly double that rate) is the government\'s profligate 
monetary policy, which is the government\'s only means of 
covering the deficit. Inflation appears poised to increase 
exponentially. The IMF predicted that inflation would hit 


Column 3 
5000 percent by the end of 2007, however, it may reach that 
mark before the years mid-point. 


4. The RBZ has kept the foreign exchange rate fixed since 
July 31, 2006 despite the country\'s hyperinflation, 
undermining what is left of the country\'s export sector. The 
scarcity of forex has fueled a parallel foreign exchange 
market in which the RBZ is the main actor. RBZ purchases of 
forex with local currency are the main factor driving the 
accelerating fall in value of the Zimbabwean dollar, which 

also appears poised to depreciate exponentially. 


5. Zimbabwe\'s IMF voting rights remain suspended and the GOZ 
has shown no political will to implement the comprehensive 
package of macroeconomic policies and structural reforms 
required for their restoration and to regain eligibility for 

IMF lending. The country has stopped servicing its large 

external debt and is falling ever further into arrears. 


6. The government, dominated by President Robert Mugabe and 
the ruling ZANU-PF party since independence, has resorted to 
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brute force to perpetuate its rule. The opposition and civil 
society operate in an environment of state-sponsored 
intimidation and violence. In March, 2007 the government 
moved to ban all rallies and demonstrations in contravention 

of Zimbabwe\'s constitution. The government used deadly force 
to break up an opposition prayer meeting subsequently 
arresting 50 opposition leaders, who were then beaten while 

in custody. 


7. Presidential elections are scheduled for 2008. Recent 
elections have been stolen by the government and the ruling 
ZANU-PF party, which has relied on its total control of the 
electoral machinery to perpetrate fraud. In addition, the 
government and ruling party have heavily tilted the playing 
field against the opposition by closing independent news 
media and by manipulating the distribution of food 
assistance. 


8. Following the parliamentary election in March 2005, which 
international observers deemed neither free nor fair, the 
ruling party now controls enough seats to change the 
country's constitution at will. Despite announcing plans to 
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leave office in 2008, Mugabe and his loyalists have proposed 
amending the constitution to extend his current term until 
2010. Opposition to the extension has been widespread, 
including within the ruling party. In response, Mugabe has 
threatened to run again for a full presidential term in the 
2008 elections. 


9. Government efforts to influence and intimidate the 

judiciary have seriously eroded independence and undermined 
the rule of law. The government and ruling elite have 

ignored numerous adverse judgments, including those related 
to the taking of private property. Additionally, senior 
government officials and police have willfully defied court 
orders that are not politically acceptable to the ruling 


party. 


10. The corruption in government has become endemic, 
including the redistribution of expropriated commercial farms 
to the ruling party elite, privileged access to foreign 
exchange and fuel, and the distribution of new housing plots 
primarily to civil servants, security forces, and ruling 

party supporters. The government-appointed Anti-Corruption 
Commission includes no members from civil society or the 
private sector and it has yet to register any notable 
accomplishments. The Ministry of State Enterprises, 
Anti-Monopolies, and Anti-Corruption lacks sufficient 

political backing to carry out its anti-corruption mandate. 
Instead the government prosecutes individuals selectively, 
focusing on those who have fallen out of favor with the 

ruling party and ignoring transgressions by favored elite. 


11. The government maintains several programs that ostensibly 
provide food or basic services to the poor. However, the 
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programs are grossly under funded and their implementation is 
often influenced by politics, with areas represented by the 
opposition disadvantaged. Moreover, the government\'s 
economic policies have caused most Zimbabweans to grow 
progressively poorer over the past seven years. Human 
development indicators that were once among the best in 
sub-Saharan Africa have deteriorated sharply. Zimbabweans, 
for example, now have the world\'s lowest life expectancy and 
face acute food shortages this year. Zimbabwe has not 
finalized a Poverty Reduction Strategy Paper. 
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12. Zimbabwe has ratified all eight of the ILO core 

Conventions, including ILO Convention 183 on the minimum age 
and ILO Convention 182 on the worst forms of child labor. 

The government, however, lacks the commitment and resources 
necessary to effectively enforce labor standards. Moreover, 

it frequently uses repressive laws and intimidation to limit 
workers\' right to organize and hold labor union meetings. 


13. The government has stepped-up harassment of the Zimbabwe 
Congress of Trade Unions (ZCTU) and its leadership. In 
September 2006, for example, police arrested and severely 

beat several senior leaders of ZCTU for their role in 

planning a peaceful demonstration for better wages and 

working conditions. The government also has taken steps to 
marginalize the traditional unions and the formal labor 

dispute resolution mechanism. 


14. The ongoing economic crisis severely impedes the 
governmentVs ability to address its child labor problems. 
Several international donors have committed multi-year 
funding to support social programs aimed at orphans and other 
vulnerable children but the scale the assistance is 

insufficient to alleviate the problem. Zimbabwe has, for 
instance, the highest percentage of orphans in the world. 


15. The growing rate of unemployment has reduced the number 
of children employed in the formal sector, but informal child 
employment has increased as more children work to fill the 
income gap left by ill, unemployed, or deceased relatives. 
The minimum age for light work, other than apprenticeship or 
work associated with vocational education, is 15 years. 
Children work in agriculture, street vending, and as domestic 
servants. There are reports that an increasing number of 
girls are involved in prostitution, especially in border 

towns. Primary education is compulsory, however, it is not 
free and an increasing number of Zimbabwean children have 
fallen out of the education system. The government\'s 
commitment to children\'s rights and welfare remains weak. 
DELL 


100695 

PP RUEHDT RUEHHM 

DE RUEHCHI #0051 0750942 
ZNR UUUUU ZZH 

P 160942Z MAR 07 

FM AMCONSUL CHIANG MAI 


Column 3 

TO RUEHC/SECSTATE WASHDC PRIORITY 0423 
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E.O. 12958: N/A 
TAGS: SENV, PGOV, TH 
SUBJECT: WHERE THERE\'S SMOKE THERE\'S POLITICS 


REF: CHIANG MAI 41 (CHOKING IN CHIANG MAI) 


1. (SBU) Northern Thailand\'s continuing environmental crisis 
has some locals complaining about the lack of governmental 
action and recalling the action-oriented style of former Prime 
Minister Thaksin Shinawatra. With the heavy haze over the 
north topic number one in Chiang Mai, one rumor has it that 
pro-Thaksin forestry officials are less than eager to douse the 
fires that have smothered the region in a blanket of smoke. At 
a minimum, people note that appointed ministers lack the 
political drive to deal with the problem forcefully. 


2. (SBU) While commentators blame the regional pollution on a 
variety of possible culprits - from garbage burning to Korean 
barbecue restaurants - most agree that forest fires are a 
primary source. As the air worsened over the past two weeks, 
authorities seemed helpless to enforce the law against burning. 
Current fires as well as blackened areas are visible on the 
outskirts of Chiang Mai. 


3. (SBU) The unabated burning led some to wonder why forestry 
officials couldn\'t do more to extinguish the fires. For an 
explanation they harked back to Thaksin\'s time, when 
then-Minister of Natural Resources and Environment Yongyut 
Tiyapairat reportedly countered anti- Thaksin demonstrations by 
organizing forestry workers under his ministry to attack protest 
gatherings in Bangkok. The post-coup interim government later 
refused to renew contracts for temporary forest guards, leaving 
the affected workers disgruntled and lessening the department\'s 
capacity to carry out its duties. As a result, rumor mongers 
suggested that officials might have their own agenda in ignoring 
violations of the forestry and environmental laws. They claimed 
that Thaksin and former minister Yongyut still hold sway over a 
large number of forestry personnel, adding that many government 
units have shifted into \"neutral gear\" under the present interim 
government. 
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4. (SBU) Faced with smokey skies and cough-inducing air, even 
some anti-Thaksin partisans admit to a touch of nostalgia for 

the days when the former Prime Minister would fly to Chiang Mai 
with a portfolio of projects for his home town. In contrast to 
those days, one reported overhearing a visiting Public Health 
Ministry official on the phone March 12 saying \"the situation in 
Chiang Mai is OK; it's just a hazy sky\". 


5. (SBU) Comment: Although everyone from the mayor to the 
Prime Minister has addressed the north\'s air quality crisis, the 
government at all levels seems powerless to enforce the ban on 
burning. While the idea of passive resistance from forestry 
officials may be farfetched, the official ineptness in dealing 

with an environmental and health disaster that has drawn 
international attention is not increasing confidence in the 

interim government. 
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E.O. 12958: N/A 

TAGS: PREL, PBTS, MOPS, CG, AG 

SUBJECT: CONGO ACKNOWLEDGES DISPUTED BORDER AREA IS IN 
ANGOLA 


REF: KINSHASA 290 


1. (SBU) Summary: The DRC and Angola commissioned a 
technical team to clarify their common border following 
high-level consultations March 13 in Kinshasa. The team is 
charged with locating the 112 colonial-era border monuments 
and laying groundwork for joint control of the frontier. The 
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delegations reviewed evidence which appeared to indicate that 
a disputed site in or near the Congolese territory of Kahemba 
is in fact part of Angola. The Congolese interior minister, 

who first raised questions about Angolan \"incursion\" into the 
area, said to general consternation that it is \"well and 

truly\" within Angola\'s borders. End summary. 


2. (U) The DRC and Angola agreed to establish a bilateral 
technical team to define and lay the groundwork for control 

of their joint border following a high-level meeting March 13 

in Kinshasa. The meeting was called to address a territorial 
dispute at the intersection of their respective provinces of 
Bandundu and Lunda-Norte (ref A). Congolese Foreign Minister 
Antipas Mbusa Nyamwisi and Angolan Foreign Minister Joao 
Bernardo de Miranda made the announcement following a meeting 
of several hours in a joint statement which called for the 

team to begin its work \"immediately.\" 


3. (U) The statement noted that the technical team would 
determine the location of 112 border monuments erected by 
colonial-era surveyors and pave the way for establishing 

joint patrols along the frontier. It stated the two 

governmentsY common understanding that there had been no 
change in the border, and noted that they would also 
reactivate a joint commission on defense and security issues. 
Miranda said following the meeting that the dispute was in 
fact a \"regrettable misunderstanding.\" 


4. (SBU) The main focus of the meeting was a review of the 
report of the March 2-5 joint mission to the disputed site in 

or near the Congolese territory of Kahemba in the southwest 
province of Bandundu. The report, a copy of which has been 
obtained by the embassy, includes GPS readings that support 
the Angolan claim that a 1972 private survey marker -- and 
not a 19th century geographic monument -- delimits the 
frontier. The delegations also reviewed other technical data 
compiled separately by experts on both sides. Members 
included Congolese Interior Minister Denis Kalume and 
Regional Integration Minister Gata Mavinga, and Angolan 
Interior Minister Roberto Leao Ramos Monteiro, army chief of 
staff General Francisco Furtado, and the heads of the Angolan 
national police, military intelligence and border police 
agencies. 


5. (SBU) Press reports from both Kinshasa and Luanda suggest 
the initiative to stand up the border team and security 
commission came from Miranda. He and other members of the 
Angolan delegation were received later in the day by 

President Kabila. The official Angolan Press Agency reported 
that Miranda carried a letter from dos Santos to Kabila 

stating Angola\'s commitment to reinforcing the bilateral 
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relationship. An internal MONUC analysis dated March 7 
stated that dos Santos had invited Kabila to Luanda to 
discuss the issue. The delegation returned to Luanda that 
evening. 


6. (U) Kalume, who had first raised the issue of a foreign 
\"incursion\" into Congolese territory last month, announced 
after the meeting that the disputed area is in fact \"well and 
truly\" Angolan He also said that Congolese living there had 
mirated illegally; this had been the Angolan positio all 

along. This information has been received ith consternation 
and outrage by the Kinshasa press, which has been full of 
nationalistic sloganeering for more than a week. However, it 
reflects the same general message as a column signed by the 
publisher of the pro-Kabila daily \"I\'Avenir\" the day before. 


7. (U) Kalume told the Voice of America March 13 that he 
planned to depart Kinshasa March 14 for Kahemba. The 
government press agency announced that the mission would 
include government experts, National Assembly deputies and 
reporters. No information was available regarding the travel 
of the technical team. 


8. (SBU) Comment: The creation of a technical team is 
clearly a face-saving measure, as the Congolese have 
acknowledged they were in error on the border demarcation 
issue. End comment. 
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STATE FOR EAP/MLS AND S/WCI 


E.O. 12958: DECL: 03/14/2017 
TAGS: PHUM, KJUS, PREL, EAID, CB 
SUBJECT: FRIENDS OF THE ECCC OR RGC? 


REF: PHNOM PENH 422 
Classified By: Pol/Econ Chief Margaret McKean; Reason 1.4 (b) and (d) 


1. (C) Summary. The main donor coordinating body for 
Cambodia\'s Khmer Rouge Tribunal, the Friends of the ECCC, has 
proven an effective information-sharing group for reviewing 

ECCC progress and donor activities in support of the 

Tribunal\'s work. The ECCCVs problems since the November 2006 
plenary and issues related to RGC interference, however, have 
highlighted the inadequacy of the mechanism, as presently 
organized by the French and Japanese Embassies. Both 
missions have shown no willingness to discuss contentious 

issues surrounding court management, the rules debate, 

funding inadequacies, let alone the allegations of corruption 
hanging over the court. Engaging Japan and France is the 

only way to get their attention. Some like-minded diplomatic 
missions in Cambodia are willing to request their capitals 

send demarche cables to Tokyo and Paris, and possibly join 

with the U.S. in expressing concern over the lack of donor 
coordination on serious issues related to the ECCC. End 
Summary. 


ECCC Coordination and Limitations of the Friends 


2. (SBU) The Friends of the ECCC group of interested states 
was proposed by DPM Sok An at the May 10, 2006 briefing to 
donors as a mechanism for providing advice and support to the 
ECCC. DPM Sok An also asked that the French and Japanese 
missions consider playing a coordinating role in enlisting 
donors to support such a mechanism. At a subsequent planning 
meeting by donors, the group decided that Embassy 
representatives at the meetings would be DCMs or officials 
handling the ECCC portfolio. The notion of Ambassador-level 
meetings was floated but remained a nebulous concept. The 
group determined that it should avoid infringing on the 
independence of the Tribunal and therefore not debate many of 
the legal issues that would be handled by the court. That 

was the job of the judges, and the Friends group should focus 
primarily on the working of the court, the administration and 
finances, and whether the court is fulfilling its goal of 
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functioning as a model of legal reform for Cambodia. 
Diplomats welcomed the French and Japanese offers to act as 
co-coordinators, with meetings to be held every other month 
and hosted on a rotating basis by the two missions. At every 
meeting, ECCC staff provide an update of the progress of the 
court, and donors announce various projects in support of 
ECCC activities, particularly those organized by NGOs that 
fall outside the ECCCYs management. As the court began to 
operate in July 2006 and nothing controversial was going on, 
the Friends meetings functioned well. 


3. (SBU) Since the disastrous November 2006 plenary 
session, however, the Friends meetings have been less useful 
in determining what has been happening with the ECCC and the 
role of donors/interested states. The two meetings that have 
been held since then provided little opportunity for frank 
discussion as to the differences between the international 

and Cambodian judges over the draft internal rules. During 

the week-long November plenary, neither the French nor the 
Japanese contacted other missions regarding the threat by the 
international judges to suggest to the UN that support to the 
ECCC be halted. The Japanese mission, when contacted by us, 
indicated that their Ambassador would try to schedule a 

meeting with DPM Sok An, but a meeting reportedly did not 
take place until the week following the plenary; no formal 
readout was given to other missions. 


4. (SBU) During the review committee meeting in January, 
ECCC senior staff recognized at the outset of the meeting 

that the process was off to a poor start. Fearful of a 

repeat of the November plenary, they contacted OSJI and asked 
if the NGO would fund a trip for former U.S. Ambassador at 
large for War Crimes, David Scheffer, who had a personal 
history with DPM Sok An and was considered a valued 
interlocutor by the RGC and strong proponent of the ECCC. 
OSJI complied, and Scheffer's negotiation with DPM Sok An on 
the most contentious points was largely credited for the 

success that was achieved at that session. 


5. (C) In the meantime, a number of other issues have 
plagued the court: poor staff morale as a result of the 
delays, inadequate finances, complaints about the UN 
administration of the court, alleged political interference, 

and, most recently, the flap over OSJI and revelations 
regarding corruption allegations at the ECCC. None of these 
issues has been discussed at the Friends meetings, due to 
presence of ECCC staff throughout the meetings. Trying to 
engage the Japanese and the French to hold ad hoc meetings 
outside the normal Friends schedule does not work. OSJI 
organized a briefing in January for a small group of donors 
to discuss in more detail the legal issues with the draft 
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rules separating the two sides; we organized a briefing by 

David Scheffer with the same small group so that he could 
discuss his meeting with ECCC officials regarding OSJI 

(reftel). The Canadian Ambassador recently invited us, the 

UK and German DCMs to a meeting to discuss the limitations of 
the current Friends mechanism. The Australian Embassy is 
interested in some changes to the existing format, but also 
does not support joint diplomatic engagement. 


6. (SBU) The next Friends meeting will be March 20 
following the conclusion of the latest review committee 
meeting that ends on March 16. We are proposing that the 
group discuss modifications to the Friends mechanism that 
will provide opportunities for frank exchanges among donors 
as well as allow the group to be a more proactive vehicle for 
addressing issues that could threaten the ECCC\'s existence 
(.i.e., possible violation of the 2004 UN/RGC agreement that 
could lead to withdrawal of UN support under Article 28) or 
its credibility. ECCC judges and staff have noted that the 
donors and interested states would be most effective if they 
could speak with a single voice. 


How the French and Japanese View Their Role 


7. (C) The French and Japanese positions are fairly 
consistent: the Friends should not play an activist role; 
individual missions -- if they are so inclined -- can 

intervene with the ECCC or the government, but the Friends 
should not act in any collective diplomatic way. We agree 
that, for the most part, it is up to the UN and Cambodian 
elements within the ECCC to sort out their internal problems 
and that donor intervention with the ECCC or the RGC should 
only be exercised under rare circumstances as noted in para. 
6. Faced with two situations already where one could 
reasonably argue Ambassadors should have been called together 
to at least consider action, the French and Japanese 
demurred. 


8. (C) Moreover, we note that in the recent OSJI case, the 
Japanese Ambassador reportedly gave his blessing to RGC plans 
to move ahead and evict OSJI from Cambodia. Ina 
conversation with Pol/Econ Chief, the French DCM said that 

the ECCC did not need NGO observers and if OSJI left the 
country, it would not make much difference. Given that some 
ECCC members as well as David Scheffer believe that an RGC 
decision to close the OSJI office could constitute a 

violation of the UN/RGC agreement, we are concerned that the 
two countries are focusing exclusively on the preservation of 
their bilateral relationship with the RGC in their 

discussions about the ECCC, and are not taking a more nuanced 
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approach as co-chairs of the Friends. 


9. (C) The Japanese position is particularly sensitive due 

to the balancing act the GOJ plays with China in Cambodia. 
The Chinese, Sean Vissoth believes, are placing pressure on 
the government with respect to moving forward with the 
Tribunal. The Japanese want the Tribunal to succeed at 
virtually any cost, and therefore will be loathe to put any 
pressure on the government that might make the RGC accord 
more sympathy to Chinese views. Defending an NGO that 
publicly has criticized the RGC is anathema to our Japanese 
colleagues, but they do the RGC no favors by encouraging a 
position that may bring consequences from UN/New York without 
at least identifying that possibility to the government. As 
co-chair of the Friends, we believe Japan and France have 
some measure of responsibility to engage with the government 
or the ECCC if exceptional circumstances warrant the waving 
of a red flag. 


Comment 

10. (C) Absent a push from their respective capitals, the 
French or Japanese embassies in Phnom Penh will not be 
receptive to changing their views on the Friends mechanism 
and their roles as co-chairs. We would welcome Washington 
views on the possibility of demarching both capitals, and 
would be willing to send suggested talking points to that 

end. Both embassies will have a change of Ambassador in the 
coming weeks (the Japanese Ambassador is leaving in two 
weeks), so it would be timely to go in before the new 
Ambassadors arrive at post. Several other missions in Phnom 
Penh have indicated a willingness to suggest joint demarches 
to their capitals. End Comment. 
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E.O. 12958: DECL: 3/9/2017 
TAGS: PREL, KWBG, KPAL, ETRD, EFIN, EU, IS 


Column 3 
SUBJECT: GOI DISCUSSES EU-BAM RENEWAL WITH USSC 


REF: TEL AVIV 0612 
Classified By: Acting DCM Marc Sievers, Reasons: 1.4 (B and D). 


1. (C//REL TO USA, AUS, CAN, and GBR) In a March 7 meeting 
with USSC Dayton and attended by the MoD Political-Military 
Director\'s advisor Oded Herman, MFA Senior Deputy Director 
General Ambassador Yossi Gal expressed the Gol\'s strong 
interest in renewing the EU-BAM mission, contingent upon 
receiving satisfactory answers from the EU on the issues of 
transit through Rafah of people and goods of concern. Gal 
initially insisted on holding the renewal contingent on there 
being clear positions by all of the involved parties on 
procedures to prevent the flow of large sums of cash through 
Rafah. USSC Dayton explained the limited value to pushing 
the EU-BAM, which serves as a monitor, and not a policy 
maker, to encourage the Palestinians and Egyptians to change 
their rules. USSC Dayton pointed to the absence of repeat 
incidents of the flow of large sums of cash through Rafah as 
proof that recent decisions by the involved parties to not 

allow the flow of more than USD 10,000 through Rafah are 
working. Gal agreed to consider this perspective as well as 

a proposal by LTG Dayton to announce the opening of Rafah for 
three days each week to preclude chaos at the crossing on the 
limited days itisopen. Gal said the Gol is amenable to 
signing the Customs Protocol following unspecified \"minor 
changes.\" 


2. (C//REL TO USA, AUS, CAN, and GBR) Gal conveyed his 
concern that discussions on the impediments to the continuous 
operations of Rafah Crossing are occurring in two separate 
channels, namely, the USSC-led Security Working Group and the 
EU\'s bilateral meetings with the Gol on the extension of the 
EU-BAM mission led by EU-BAM Head of Mission LTG Pietro 
Pistolese and European Union Special Representative Marc Otte 
(reftel). USSC Dayton agreed to Gal\'s suggestion for a 

trilateral meeting with Gal, Otte, and USSC Dayton atthe end 

of March to synchronize efforts on the renewal of tne EU-BAM 
mission and resolve impediments to continuous operations of 
the Rafah Crossing. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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STATE PASS USTR FOR AUSTRS STRATFORD AND CUTLER 
USTR ALSO FOR JAPAN - BEEMAN, MEYERS; CHINA - WINTER, 
MCCARTIN 

GENEVA ALSO FOR USTR 

PARIS FOR USOECD 


E.O. 12958: DECL: 03/16/2027 

TAGS: ECON, ETRD, WTRO, PGOV, JA, CH 

SUBJECT: JAPAN FOREIGN MINISTRY STILL SQUEAMISH ABOUT WTO 
CHINA CASES 


Classified By: Amb. J. Thomas Schieffer. Reason: 1.4 (B, D) 


1. (C) Summary: Japan remains hesitant to join U.S.- 
initiated dispute settlement cases against China in the 
World Trade Organization (WTO) largely over concerns 
about possible Chinese retaliation against Japanese 
companies that have invested in China, according to the 
director-general for economic issues of Japan\'s 
Ministry of Foreign Affairs (MOFA). The Japanese 
suggested more contacts between Japanese and U.S. firms 
in China as a way to identify common interests that 
might result in joint action in the WTO. Domestic 
political factors will probably sustain Japan\'s 
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reluctance to cooperate more actively with the United 
States on China-related issues in the WTO in the near 
term. End summary. 


Japan Disappointed with Chinese Behavior in WTO 


2. (SBU) Leading off a March 8 dinner discussion with 
Assistant U.S. Trade Representative for China Affairs 
Timothy Stratford, MOFA Economic Affairs Bureau 
Director General Yoichi Otabe noted that China\'s 
interest in multilateral and regional forums had 
expanded rapidly in recent years. Japan, he indicated, 
had hoped, in particular, that China would play a 
constructive role in the WTO following its accession in 
2001 and not simply seek to lead the bloc of developing 
countries in the organization. The Chinese, however, 
had not worked to convince developing countries -- most 
importantly large states like India -- in the non- 
agricultural market access (NAMA) negotiations to lower 
their tariff rates. China Economic Office Director 

Morio Matsumoto added that China had looked to expand 
its influence regionally as well, especially with 

ASEAN. 


3. (SBU) Stratford replied that, in his view, China 
had not set itself up as a champion of the developing 
countries as it had much to gain from a successful 
resolution to the NAMA negotiations. It had, however, 
stayed silent to avoid alienating the developing 
countries in the WTO. The Chinese, consequently, 
tended to play a \"double game\" with respect to its 
relations with the poorer WTO members. 


4. (C) Stratford told Otabe that frustration in 
Washington toward Japan\'s reluctance to cooperate with 
the United States on China and other issues had 
increased substantially. With respect to China, he 
outlined how the U.S. \"two track\" strategy of 

intensified dialogue combined with a willingness to 

bring cases to the WTO dispute settlement once dialogue 
had been exhausted had begun to yield results. Most 
importantly, the Chinese had shown signs of acceptance 
of WTO litigation as a normal part of participation in 

the international trading system and not as a 
fundamentally hostile act. 


5. (SBU) Otabe acknowledged that, in the past under 

the GATT, Japan, too had not been accustomed to dealing 
with dispute settlement procedures, but, following 
instances in which Japan had both won and lost cases 
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without serious political or economic repercussions, it 

had become more comfortable with the system. He added 
that the dispute settlement mechanisms of the WTO had 
been strengthened so that they now functioned better 

than before and noted that, overall, it was better to 

take a particular problem to the WTO in order to gain 
resolution, at least after an adequate period of time, 

than to continue to try to resolve the issue 

bilaterally. 
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Probing of U.S. Motivations, Obstacles on WTO Cases 


6. (SBU) Otabe asked whether the large expansion of 
U.S. business interests in China had helped to 
ameliorate trade frictions. Stratford replied that the 
views of the U.S. business community, particularly 
toward WTO possible disputes, was evolving and 
fragmented. Different industries have different 
interests. Some were also more vulnerable to possible 
Chinese retaliation than others. That was one reason, 
Stratford noted, that the auto parts case in which the 
United States was participating had been submitted not 
just as a U.S. complaint but as a joint complaint by 

the United States, the European Union, and Canada. In 
addition, the case focused on systemic issues related 
to Chinese local content requirements and did not refer 
to any particular company so as to keep the Chinese 
from punishing any individual firm for complaining 
about the Chinese regulations. 


7. (SBU) Otabe pressed Stratford as to whether U.S. 
firms that already had an established business presence 
in China might ask USTR not to bring a particular case 
in order to maintain special privileges they might have 
gained from the Chinese. Stratford stressed that if an 
issue was a clear WTO violation and some U.S. companies 
complained about it, USTR would be compelled to take 
action even though certain other U.S. firms might not 
benefit from that action. USTR must take the position 
that represents the broadest U.S. interest, Stratford 
explained. 


IPR Case: Ongoing Concerns over Chinese Retaliation 


8. (SBU) According to Otabe, Japan and the United 
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States had different approaches on these issues. For 
example, although Otabe himself -- as a former 
negotiator on the TRIPs agreement -- would like to see 
Japan take a tougher line in the WTO on Chinese IPR 
violations, Japanese industry strongly favored an 
approach based on discussion and engagement with the 
Chinese, without recourse to WTO litigation. Stratford 
replied that the Japanese approach might have yielded 
some progress but that the problem of piracy had also 
increased. He questioned what the downside would be 
for Japan in joining an IPR complaint against China. 


9. (SBU) Matsumoto indicated that Japan might join an 
IPR case as a full complainant if it could be convinced 
that winning the case would bring concrete 
improvements. He stressed, however, that because Japan 
investment in China is concentrated in manufacturing -- 
where protection of brand names was the most important 
IPR element -- it would be difficult for the Japanese 

to produce sufficient evidence of damage in order to 

win the case. In addition, Japanese firms remained 
worried about the possibility of Chinese retaliation 

should Japan join the case. Stratford rebutted 
Matsumoto by noting that the case being proposed by the 
United States would not require that kind of evidence 

as it was based solely on deficiencies in Chinese law. 
Matsumoto also acknowledged that the Japanese 
bureaucracy was under pressure from certain (unnamed) 
politicians to avoid taking steps that might provoke 

the Chinese. Stratford emphasized that the IPR case 
conceived by the United States would act as a crucial 
first step to strengthen Chinese criminal enforcement 
actions against IPR violations. 


10. (SBU) Otabe, drawing further on his experience as 
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a negotiator at the WTO, observed that the language in 
the TRIPs agreement is vague in many areas and much was 
left out in the final agreement, such as provisions on 
the export of counterfeit goods. He indicated his 
approval of U.S. willingness to address IPR issues like 
those with China through the WTO rather than by using 
bilateral instruments like \"Special 3011" but responded 
sharply that he would prefer that, if Japan decided to 
take a similar approach with China, it do so on its own 
initiative and not at the urging of the United States. 
Matsumoto reinforced the point by stressing that Japan 
is not inactive but is endeavoring to achieve positive 
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results on IPR in China in its own way. Otabe further 
added that Japan had IPR problems not just with China 
but with other countries as well and was looking at 

ways to create an entirely new global architecture for 
IPR protection. Stratford responded that the U.S. 
government was focused on China because that was the 
source of most counterfeit products seized in the 

United States. 


Search for Common Interests by U.S. and Japan 


11. (SBU) Cooperation among U.S., Japanese, and 
possibly European business groups in China might be a 
way to create a common position on how to deal with the 
Chinese, Otabe suggested. Both he and Matsumoto 
expressed admiration for the willingness of the 

American Chamber of Commerce in China to put forward 
its concerns and recommendations to the Chinese 
authorities. Matsumoto observed that Japanese 
companies in China tended to be unenthusiastic about 
joining their own Chamber of Commerce because they saw 
it as achieving little in the way of tangible benefits 

in comparison to the costs involved in supporting the 
organization. He added that being a member of the 
Japanese Chamber could also make companies more 
vulnerable to sanctions in the event should the Chinese 
authorities focus again on the historical issues 

related to Japan\'s actions in World War Il. Stratford 
indicated he would be interested in Seeing Amcham China 
exchange views with members of the Japanese business 
community in China. 


12. (SBU) Recounting his most recent assignment as 
director-general of the Foreign Ministry\'s Africa 

Bureau, Otabe also noted that Japan was concerned about 
China\'s foreign assistance and export credit policies. 
Although China is not a member of the OECD and, 
therefore, not bound by the guidelines of the 
organization\'s Development Assistance Committee, there 
is a possibility that Chinese export credit regime 

could violate the WTO Subsidies Agreement, Otabe said. 
The Japanese were currently studying this issue. 


13. (C) Picking up on Otabe\'s remarks, Stratford 
suggested that the Japanese government look for China- 
related issues of concern both to government and to 
industry where there might be WTO implications. This 
could form the basis of joint litigation with the 

United States in Geneva. When Otabe suggested using 
WTO mechanisms, such as the specialized committees, 
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rather than the dispute settlement system to address 
these issues, Stratford explained that the institutions 
already in place such as the transitional review 
mechanism and the trade policy review had not proven 
particularly effective in moving the Chinese to address 
our concerns. The Chinese simply avoid answering the 
questions put to them and do not seem particularly 
sensitive to \"peer pressure" applied by other WTO 
members. Dispute settlement, on the other hand, could 
compel Chinese action, Stratford noted. 
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14. (C) Otabe replied that big countries like China 

and the United States itself were not particularly 
vulnerable to peer pressure either in the WTO or in 
other international organizations. Japan, while also a 
large country, is, however, much more sensitive in this 
regard, he affirmed. Nevertheless, Japan is also an 

ally of the United States and together needed to find a 
way to press China to abide by international standards, 
Otabe observed. He posited that, in dealing with China 
-- whose legal and other regulatory institutions 

remained relatively undeveloped -- a medium to long- 
term approach was needed, something that USTR, which 
had to respond to short-term demands from Congress and 
industry, might find difficult to adopt. Japan\'s goal, 

he indicated, was to promote reforms in China that 
would allow a \"level playing field\" for foreign 
companies. Stratford explained that USTR was clear on 
the structural reasons behind the U.S. trade deficit 

with China but emphasized that it was vital to be tough 
on those issues where real violations of ChinaYs WTO 
commitments were evident in order to be credible with 
the Chinese regarding U.S. resolve to hold China to 
those commitments. 


15. (C) Otabe affirmed that the United States and 

Japan needed to approach China-related issues as 

allies, despite their differences in approach. He 

raised the possibility of official discussions on China 

and other third country economic issues like those 
underway on bilateral topics. He also reiterated that 

a dialogue between U.S. and Japanese businesses might 
help to develop a base of support for the Japanese 
government to take action in the WTO on problems vis-a- 
vis China. Stratford observed that USTR and other USG 
agencies are increasingly dissatisfied with Japan\'s 
approach, and that the United States would look very 
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closely at what Japan said as a third party in the 
subsidies case against China in the WTO. 


Comment 


16. (C) Otabe and Matsumoto appeared to get the 
message that U.S. patience with Japan\'s reluctance to 
join the United States in WTO litigation against China 
is wearing thin. Nevertheless, they brought little to 

the discussion apart from reiterating longstanding and 
well-known fears of Chinese retaliation against 
Japanese business interests in China. With the 
improvement in the political atmosphere with China seen 
as one of Prime Minister Abe\'s few substantial 
achievements during his time in office, there is little 
enthusiasm in the Foreign Ministry to join in a U.S.- 

led effort to compel China\'s adherence to its WTO 
commitments through the dispute resolution mechanism. 
The political price of a souring of Sino-Japanese 
relations is simply too high, particularly with 

sensitive Upper House elections looming in July. That 
said, a low-key process to identify issues of strong 
common interest to Japan and the United States where 
Japan might take the lead -- although relatively slow 
and labor-intensive -- could reap useful benefits. 
However small or limited the case, once the Japanese 
gain confidence that they can turn to the WTO in 
dealing with China without cataclysmic political 
repercussions, the chances of their joining with the 
United States in cases more tied to U.S. interests will 
rise substantially. 


17. (U) AUSTR Stratford has cleared this message. 
SCHIEFFER 
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STATE PASS USPTO 
USDOC FOR JKELLY 


E.O. 12958:N/A 
TAGS: ECON, ETRD, KIPR, TH 
SUBJECT: AMBASSADOR PRESSES COMMERCE ON TRADE AND INVESTMENT 


1. Summary: On March 15, Ambassador met with Minister of Commerce 
Krirk-krai Jirapaet to discuss three pressing issues: currency 
controls, proposed Foreign Business Act (FBA) amendments, and 
compulsory licenses on pharmaceutical products (CLs). Krirk-krai 
offered no assurances that policy changes could be expected to ease 
industry and USG concerns on those issues, but agreed in principle 
with USG positions, including the need to consult widely before 
enacting new broadly impacting economic policies. Krirk-krai 
brought the long-standing complaint on bond requirements for Thai 
shrimp exports, and inquired about the possibility that Thailand 

would soon be placed on the Special 301 Priority Watch List. End 
Summary. 


2. Currency Controls: The Minister explained that per his 
discussions with the Bank of Thailand (subtly making the point that 

it was not his portfolio), the original policy to require compulsory 

30 percent deposits of incoming capital was put in place to 

stabilize the currency markets, but the controls had since been 
relaxed. He noted the stock market was sensitive to such moves and 
felt the trend was toward using interest rates adjustments to 

stabilize the currency. He admitted that too much intervention in 

the markets would weaken the system but was optimistic about the 
overall picture. 


3. Foreign Business Act amendment: The Ambassador noted that he 
was present when the Minister addressed the Joint Foreign Chambers 
of Commerce regarding the FBA and asked if there had been any 
updates since that time. The Minister reiterated that the intent of 

the proposed FBA amendment was not to close the door on foreign 
investment, but rather to bring clarity and good governance to the 
regulation of foreign buskness. He admitted that the perception in 

the foreign business community was negative but felt they did not 

fully appreciate the fact that he was \"pardoning\" all those 

companies that had been using nominees over the past few decades. He 
noted that both the National Legislative Assembly (NLA) and the 
Council of State have the ability to change the amendment and he was 
tracking the progress of the various versions working their way 
through the legislative process. He expected that further action 

could take place within 30 days, but admitted it was quite possible 

this timeline would be extended. 


4. Compulsory Licenses: The Ambassador delivered USTR Susan 
Schwab\'s letter regarding ThailandWs breaking of three 
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pharmaceutical patents in recent months. He emphasized that the USG 
completely understood the RTGVs efforts to combat diseases such as 
HIV/AIDS and did not contest their right to use CLs to achieve that 
goal. However, he encouraged the RTG to consult with companies prior 
to using CLs. The Ambassador made the case that advance notification 
would go a long way to smooth ruffled feathers and give companies 

the opportunity to react in a pragmatic way that would balance 
commercial and public health goals. The Minister responded that as 

he told our Secretary of Commerce, prior notification was important 

and he would continue to encourage the Ministry of Public Health to 
work with industry. (Comment: It appeared the Minister was placing 

full blame on MOPH and believed he had done all he could do. End 
Comment.) 


5. Continuous Bond on shrimp exports: The Minister raised the 

issue of U.S. Customs requirement for Thai shrimp exporters to post 
continuous bonds and asked what the Ambassador could do to help. The 
Ambassador responded he would look into the situation when he was in 
Washington but his feel was that U.S. Customs was not in a position 

to change their policy. The Minister alluded to WTO action and 

stated he hoped it could be resolved sooner rather than later. 


6. Special 301 and IPR: The Minister raised rumors that Thailand 
might be moved from Watch List to Priority Watch List in the current 
Special 301 review, and asked what he could do to avert that 

outcome. He stated that the RTG IP enforcement team was doing 
everything they could do. The Ambassador stated that the finding 

would be based on what happened last year and that our companies 
have commented that IP enforcement had worsened despite the MOC\'s 
claim that seizures have increased by 25 percent. The DG of the 
Department of Intellectual Property was there and (incorrectly) 

stated that only three U.S. companies had complained about 

Thailand\'s enforcement regime. The Ambassador asked what would be 
the reaction if Thailand was placed on the PWL; the Minister 

deflected but said he hoped to avoid a tit for tat. 


7. Comment: The Ambassador made the overall point that the 
economic policies of the past six months have left a negative 
impression with the foreign business community, and strongly 
encouraged the MOC to consider consulting with the foreign business 
community prior to enacting complex economic regulations. End 
Comment. 
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DEPARTMENT FOR SCA/INS, ISN/MTR 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PTER, MOPS, PARM, ETTC, MTCRE, KSCA, CE 
SUBJECT: SRI LANKA WILL CONSIDER ENDORSING HAGUE CODE OF 
CONDUCT 


REF: STATE 18970 


(SBU) Ambassador Blake delivered reftel demarche during a 
meeting with Foreign Minister Rohitha Bogollagama and Foreign 
Secretary Palitha Kohona on February 23. Bogollagama agreed 


SIPDIS 

to consider endorsing the Hague Code of Conduct. PolOff 
followed up with MFA Director General for UN and Multilateral 
Affairs Maduwegedera on March 15. Maduwegedera said his 
office was in the process of obtaining the views of the 

relevant Government of Sri Lanka (GSL) offices and would get 
back to us with an update on the GSL position. Post will 
report any further developments septel. 
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DEPARTMENT FOR SCA/INS, 
IO/MPR FOR BRIAN G. HACKETT, 
USUN/MR FOR BENJAMIN GARCIA 


E.O. 12958: N/A 

TAGS: PGOV, PREL, ACABQ, AORC, APER, UNGA, UNGA/C-5, 

UNGA/C-6, CE 

SUBJECT: SRI LANKA: DEMARCHE DELIVERED ON INTERNAL UN REFORM 


REF: STATE 31831 


(SBU) Poloff delivered reftel demarche to MFA Director 

General for UN and Multilateral Affairs Maduwegedera on March 
15. Maduwegedera expressed interest in the financial 
implications of the proposed reforms to the UN\'s current 
internal system of Administration of Justice. He undertook 

to take a closer look at the list of proposed reforms and 

report back to us the Government of Sri Lanka\'s official 
position. Post will report any updates reftel. 

BLAKE 
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DEPARTMENT FOR SCA/INS, ISN/WMDT, T: TIM KATSAPIS 

E.O. 12958: N/A 

TAGS: PGOV, PREL, PTER, KNNP, MCAP, PINR, PINS, PARM, CE 
SUBJECT: SRI LANKA TO CONSIDER ENDORSING THE GLOBAL 
INITIATIVE 

REF: STATE 21284 


(SBU) Ambassador Blake met Foreign Minister Rohitha 
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Bogollagama and Foreign Secretary Palitha Kohona on February 
23 and delivered reftel demarche. Kohona indicated that Sri 
Lanka should be able to endorse the Global Initiative to 

Combat Nuclear Terrorism. He noted Sri Lanka already had an 
international legal commitment to combat nuclear terrorism. 
PolOff followed up with MFA Director General for UN and 
Multilateral Affairs Maduwegedera on March 15. Maduwegedera 
said his office was in the process of obtaining the views of 

the relevant Government of Sri Lanka (GSL) offices and would 
provide an update on the GSL position soon. Post will report 
septel on any further information received. 
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SUBJECT: PM HOWARD VISIT DEEPENS JAPAN-AUSTRALIA SECURITY 
TIES 


REF: A. CANBERRA 334 
B. TOKYO DAILY ACTIVITY REPORT MARCH 13 
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Classified By: Ambassador J. Thomas Schieffer, reasons 1.4 (b, d). 


1. (C) SUMMARY: During a March 11-14 visit to Japan, 
Australian Prime Minister Howard focused on strengthening 
security ties, signing a Joint Declaration on Security 
Cooperation with Prime Minister Abe that makes his country 
\"Japan\'s closest defense partner aside from the U.S.,\" 
according to MOFA officials. In meetings with Abe, Foreign 
Minister Aso, and DefMin Kyuma, Howard emphasized that closer 
bilateral security ties would reinforce progress made 

trilaterally with the U.S. In public remarks, Howard and Abe 
stressed that the Joint Declaration was in no way aimed at 
China. MOFA officials hope to complete an action plan to 
implement the Declaration before September, when the Prime 
Ministers meet again at APEC. Howard also raised comfort 
women in his press comments and meetings, welcoming Abe\'s 
recent pledge to stand by the 1993 Kono statement. END 
SUMMARY. 


Joint Security Declaration 


2. (U) Australian Prime Minister John Howard\'s March 11-14 
visit to Japan focused on strengthening bilateral security 
ties. As previewed in refs A-C, Howard and Prime Minister 
Abe signed and publicly issued a \"Joint Declaration on 
Security Cooperation\" on March 13, calling for closer 
collaboration on a wide range of issues, such as 
counter-terrorism, humanitarian relief operations, maritime 
security, law enforcement, information-sharing, and 
contingency planning, as well as an increase in exercises and 
training between Japanese and Australian forces. See ref A 
for full text of the Joint Declaration. 


3. (SBU) The declaration also establishes a regular \"2 21" 
meeting of foreign and defense ministers, akin to existing 
arrangements between the U.S. and Japan, and the U.S. and 
Australia. MOFA and Australian Embassy officials described 
the declaration as \"historic,\" making Australia \"Japan\'s 
closest defense partner aside from the U.S.\" 


Next step: complete \"action plan\" 


4. (C) To implement the declaration, Japanese officials 
expect to begin work soon on an \"action plan\" that will 
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specify concrete security initiatives and set timelines, say 
MOFA and MOD officials. The action plan would likely be 
completed before September, when the two Prime Ministers are 
likely to meet again on the margins of APEC in Sydney, said 
MOFA Oceania Division Director Hideki Asari. No timeline or 
format for crafting the plan has yet been agreed with 

Australia though, he noted. The first Japan-Australia \"2 21" 
meeting will take place sometime before the end of 2007." he 
predicted. 


Abe-Howard meeting 


5. (C) Howard met with Prime Minister Abe for over an hour on 
March 13 and covered a broad agenda, according to a read-out 
by MOFA\'s Asari. In addition to security ties, the two 

leaders discussed North Korea, Iraq, the Pacific Islands, 

plans for an economic partnership agreement (EPA), UN reform, 
climate change, and Abe\'s proposal for a quadrilateral 

meeting with India. Howard also raised comfort women and 
whaling at the close of the meeting, he said. 
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6. (C) Asari provided the following read-out on March 15: 


-- SECURITY TIES: Howard and Abe agreed that deeper 
bilateral security ties are a natural outgrowth of shared 

values and strategic interests, as well as on-the-ground 

military experience together in Iraq, said Asari. Both also 
agreed on the importance of working together in the region, 
including at the East Asian Summit (EAS) and APEC. Abe said 
he looked forward to \"vigorous implementation" of the Joint 
Declaration, adding that it would help reinforce progress 

made trilaterally with the U.S. Trilateral cooperation was 
important not only in the region, he said, but globally. 


-- NORTH KOREA: Howard emphasized his continued support for 
the Japanese position on resolving the abduction issue, said 
Asari. Abe regretted the lack of progress in the recent 
Japan-DPRK working group meeting in Hanoi. 


-- IRAQ: Abe said Tokyo would also host a seminar on 
national reconciliation at the end of March, with invitees 

from diverse factions and ethnic groups. Howard said 
President Bush\'s new approach to Iraq was the right approach, 
but it would need time to take effect. He stressed that 
precipitous withdrawal from Iraq would only encourage 
terrorism and have negative consequences well beyond the 
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Middle East. 


-- AFGHANISTAN: Both agreed that continued support for 
reconstruction in Afghanistan was essential. Abe noted that 
Japan planned to channel assistance funds to support PRTs. 


-- QUAD WITH INDIA: Abe reiterated his idea for 
quadrilateral cooperation between Japan, Australia, the U.S. 
and India. To help ensure that the rise of India and China 
took place in a way conducive to regional prosperity and 
security, it would be useful to open a quadrilateral dialogue 
including India, which shared common values with the three 
other partners. This did not target China, he stressed, 
noting Japan\'s progress in relations with Beijing. Howard 
replied he was \"supportive\" of the idea, with the caveat that 
trilateral cooperation with the U.S. was of great importance, 
and very different in nature to any potential meeting that 
included India. 


-- PACIFIC ISLANDS: Abe and Howard noted that good 
governance in South Pacific island countries was being hurt 

by China and Taiwan, who compete by using ever-greater levels 
of aid to secure diplomatic recognition from island 

governments. Japan and Australia should coordinate their aid 
programs in the region to better promote good governance. 


-- UN REFORM: Howard reiterated Australian backing for 
Japan\'s campaign for a permanent Security Council seat, as 
well as its candidacy for a non-permanent seat starting in 
2008. 


-- CLIMATE CHANGE: Both agreed that whatever new framework 
replaces the Kyoto Protocol in 2013 must include all \"major 
emitters\", naming China and India. Continued cooperation was 
also important under the Asia-Pacific Partnership, they 

noted. Japan hoped the U.S. would join a post-Kyoto 

framework also, said Abe. 


-- ECONOMIC PARTNERSHIP AGREEMENT (EPA): Concluding a 
Japan-Australia EPA would help strengthen the overall 

bilateral relationship, said Abe. He hoped that when 

Australian and Japanese negotiators first meet on April 

23-24, they will focus on achieving a mutually beneficial 

result that \"takes sensitivities into account" on agriculture. 


Comfort Women, Whaling 
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7. (C) At the close of his meeting with Abe, Howard raised 
two issues where Australia and Japan had \"differences,\" said 
Asari: 


-- COMFORT WOMEN: There is great sensitivity in Australia on 
the issue of comfort women, said Howard. He welcomed Abe\'s 
recent confirmation that he would uphold the Kono statement 
and apologies issued by previous Japanese leaders. Abe 
reiterated that he stood by the Kono statement and earlier 
apologies. (NOTE: During the course of his visit, Howard 

made similar comments to the press several times about 
AustraliaWs position on the comfort women issue. END NOTE). 


-- WHALING: Howard noted that Australia and Japan take very 
different positions on whaling. Abe replied that he hoped 
the issue could be handled in a \"calm and scientific manner." 


8. (C) A read-out from Australian Embassy contacts confirmed 
MOFA\'s account of the Abe-Howard meeting as broadly accurate. 


9. (C) Howard also met with Foreign Minister Aso on March 12, 
and Defense Minister Kyuma on March 13. His message in both 
meetings was \"basically the same!" as that relayed to Prime 
Minister Abe, according to Australian Embassy Political 
Counselor Jenny Bloomfield. Howard also met with Japan 
Self-Defense Force veterans of the deployment to Samawah in 
southern Iraq, delivered a policy speech to business leaders, 
and dined privately with \"old friend" former Prime Minister 
Koizumi, said MOFA\'s Asari. 


Chinese, media reaction 


10. (C) Beijing\'s reaction so far has been muted, Asari 
reported. Prime Ministers Abe and Howard, in a press 
conference after their March 13 meeting, had been careful to 
emphasize that the Security Joint Declaration was not in any 
way aimed at China or any other country, he noted. Asked 
about the new Japan-Australia security partnership, China\'s 
Foreign Ministry spokesman had simply stated that his country 
\"remains calm\", he said. 


11. (U) Japanese media coverage of the Howard visit has been 
generally positive, focusing on the progress in formalizing 
security ties and the creation of a \"2 2\" meeting format. 

The image of Australia as a security partner was new for the 
Japanese public, said Asari, which previously has seen the 
country mainly in terms of trade. 


12. (C) COMMENT: Japan\'s agreement to a Joint Security 
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Declaration with Australia -- the centerpiece of Prime 
Minister Howard\'s visit -- reflects a willingness to push the 
boundaries of its defense cooperation with like-minded 
countries that should be welcomed. We expect progress in 
Australia-Japan bilateral defense ties to provide added 
momentum to trilateral cooperation through the Trilateral 
Strategic Dialogue (TSD), as well as through the new 
Trilateral Security and Defense Cooperation Forum (SDCF), 
scheduled to hold its inaugural meeting in mid-April. END 
COMMENT. 
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SUBJECT: METI REMAINS CAUTIOUS TOWARD U.S. APPROACH ON CHINA 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 (b/d). 


Summary and Comment 


1. (C) Assistant U.S. Trade Representative for China Tim 
Stratford, in meetings with METI officials on March 9, 
stressed that the U.S. \"two track" approach of intensified 
dialogue combined with a willingness to take China to dispute 
settlement in the WTO had shown substantial progress. The 
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Japanese were uniformly cautious about pursuing litigation in 
the WTO from worries over possible Chinese retaliation 
against Japanese firms but seemed willing to explore the 
possibility for greater cooperation with the United States. 

As a first step, Stratford and METI Trade Policy Director 
General Masakazu Toyoda agreed that it would be beneficial 
for both the United States and Japan to exchange information 
on what each saw as China\'s most significant WTO violations. 
We believe this may be useful in helping Japan overcome its 
self-imposed taboo on taking China to the WTO. (Stratford 
met earlier with MOFA Economic Affairs Director General 
Yoichi Otabe, which is reported septel.) End Summary and 
comment. 


Japan Should Adopt Two-Track Approach with China 


3. (C) AUSTR Stratford urged officials in two meetings on 
March 9 at Japan\'s Ministry of Economy, Trade, and Industry 
(METI) -- hosted separately by DG Toyoda and DG for 
Multilateral Trade Tsunehiro Ogawa -- to consider adopting a 
two-track approach to dealing with China similar to the one 
the United States has adopted. Dialogue is critical, he 

said, but so should be a willingness to use the WTO dispute 
settlement mechanism when problems prove intractable. He 
added that dispute settlement had proven an effective way to 
\"compartmentalize\" differences and ensure that they not 
become politicized. In both his METI meetings, Stratford 
said that it was better to start engaging the Chinese now in 
the WTO rather than wait five year when China would be 
stronger and more aggressive on trade issues. 


4. (C) DG Toyoda said he appreciated the U.S. approach, 

while DG Ogawa was largely in listening mode. Toyoda quipped 
that in the past five years Japan had had a \"no-track 
approach,\" but now Japan was reaching the stage where a 
two-track approach may be better. The Trade Policy DG agreed 
with Stratford\'s assertion that taking disputes to the WTO 

may be the best way to avoid their politicization. Toyoda 
described Japan\'s frustration in trying to engage Beijing on 
disputes and getting little in return. However, he did note 

a tariff issue that was resolved after Japan indicated it 

would take the case to the WTO. He also said that the 

Chinese were providing more information in the wake of 
warming relations after PM Abe\'s visit to China. Stratford 

noted that the U.S. willingness to use the WTO for dispute 
settlement had made the dialogue half of the economic 
relationship more efficient. 


Subsidies Case - Japan In a Box 
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5. (C) AUSTR Stratford underscored the importance the United 
States attaches to the case it took to the WTO in February 
against China on subsidies. Japan should be every bit as 
concerned as the United States. The Chinese government needs 
to focus on domestic demand, and the subsidies in dispute are 
distorting Chinese economic development. Toyoda, seemingly 
uncomfortable with his talking points, said that Japan could 

not join the United States in the case because it had not 

been able to get the necessary information from the Chinese. 
Stratford expressed puzzlement at the explanation, noting 

that information about the subsidies is widely available; 
\"prohibited subsidies are prohibited subsides,\" and the case 

is very clear. Even some Chinese experts, Stratford added, 
share this view. \"This was a lost opportunity for Japan." 


6. (C) When Toyoda turned to a staffer for further 
explanation of the GOJ position, the staffer noted that the 
subsidies regulations were in Chinese and their experts were 
unclear from the language as to whether the subsidies are 
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provided automatically or at the discretion of the Chinese 
government. Stratford quipped that he hoped when Japan 
considers bringing cases against the United States in Geneva 
that it shows the same exacting legal standards as it has 
shown with Beijing. He added that the Chinese reaction to 
the case so far has been fairly muted. In both his meetings 
at METI, officials told Stratford that concern about 

retaliation, particularly among some in Japanese industry, 
has contributed to Japan\'s reluctance to go the WTO route. 


Auto Parts - Appeasement Policy 


7. (C) The U.S. auto parts case against China came up in both 
of Stratford\'s METI Meetings. In the meeting led by Ogawa, 
who is responsible for multilateral trade issues, Deputy 
Division Director Kenichiro Urakami stated that the GOJ must 
consider the practical impact of bringing a case to the World 
Trade Organization. Although Japan has only signed on as a 
third party in the case, Japanese auto companies operating in 
China have reported subtle acts of retaliation such as 

delayed issuance of permits. Japanese auto companies, he 
said frankly, would prefer an \"appeasement\" policy. 


8. (C) Urakami asked if the U.S. auto industry had 
complained about the WTO case, an issue raised also in the 
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Toyoda meeting. Stratford said that they had not and that 

the United States was disappointed that Japan only signed on 
as a third party, since the intent behind the National 
Development and Reform Commission (NDRC) rules was 
specifically to target Japanese companies. The United States 
brought this case to address a systemic problem in China, 
which should be of bigger concern to Japan than the United 
States, he said. Toyoda noted that METI had sought more 
information from the Chinese on the case but had made no 
progress. ToyodaWs sense was that the Chinese were \"engaging 
in delaying tactics.\" 


9. (C) Urakami said the GOJ is concerned about the NDRC\'s new 
auto industry policy that limits investment and encourages 
further development of Chinese-branded automobiles. Other 
measures appear to be subtle subsidies for export vehicles. 
China needs to be more transparent not only on auto issues 

but also on issues such as transfer pricing taxes. Stratford 
stated that the United States is also watching this situation 
closely. The Chinese government is testing the limits of 

China\'s WTO counterparts and watching which governments will 
respond, Stratford said. This is all the more reason that 

the United States and Japan should work closely together to 
address China-related issues in the WTO. 


IPR Case 


10. (C) METI Division Director for WTO Compliance and 
Dispute Settlement, Naoshi Hirose, asked Stratford about the 
status of bringing IPR and market access cases to the WTO for 
resolution and how the Strategic Economic Dialogue with China 
may affect this issue. Stratford explained that the United 
States is working hard to make authorities in Beijing 
understand that bringing a case to the WTO is not a hostile 
action but rather a constructive one. It allows the parties 

to isolate problems and not have them spill over to other 

parts of the relationship. 


11. (C) Hirose said that, while he appreciated the rationale 
behind the two-track approach, he wondered if China may 
suspend the dialogue part and simply wait for the United 
States to go to Geneva. He also asked how, if the United 
States brings a case to the WTO, it would be handled in the 
SED? Stratford replied that the SED discusses IPR in the 
context of innovation. It is possible the Chinese would 
decide not to participate in future dialogues if a case is 
brought to Geneva, but this would be counterproductive 
because it would stop efforts in many other areas. He 
dismissed the general concerns about retaliation raised in 
both METI meetings as not having been justified by the 
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experience so far. 


12. (C) The Chinese have no systemic way to deal with IPR 
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infringement, Stratford underscored with Hirose. The United 
States continually urges the GOC to take concrete steps to 
ameliorate the situation but the GOC has refused to do so. 
The GOC has even refused to cooperate with the IFPI optical 
disk forensic center, saying it has \"no authority" to compel 
optical disk manufacturers to provide disks to the 
organization that could later be used to determine which 
factory was producing pirated goods. Because of the lack of 
progress on IPR issues, Stratford predicted that the United 
States would likely bring a case to the WTO \"soon,\" and urged 
the GOJ to rethink its approach to this case. He told Toyoda 
that IPR enforcement to date had been scant, while penalties 
on those rare cases where convictions are obtained have not 
measured up to the crimes committed. 


Nonferrous Metals 


13. (C) METI Deputy Director of the Nonferrous Metals 

Division, Kazunori Fukuda, said that the GOJ is increasingly 
concerned about export controls China is applying to 
non-ferrous metals. China controls 93 percent of the world\'s 
rare earths used in such things as mobile phones, PCs, and 
defense items. While world demand for rare earths is 

expected to increase at ten percent a year, China is 

decreasing its exports. When Japan has expressed its 
concerns, China has declined to discuss the matter. Fukuda 
said China\'s policies were not WTO/GATT consistent and Japan 
would like to work with the United States to resolve this 

issue. Stratford replied that the United States shares this 
concern and would welcome any information, data or legal 
analysis Japan has. On a broader level, the United States 

and Japan need to identify more common interests and areas of 
cooperation. DG Toyoda agreed, and said that perhaps it 
would soon be Japan\'s turn to play a leading role in bringing 

a WTO case against China. 


Currency Manipulation 


14. (C) Toward the end of their meeting, Toyoda asked 
Stratford what he thought of the currency issue in China: How 
did the United States assess the strength of the renminbi 
from a WTO legal standpoint? Stratford answered cautiously, 
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noting that USTR did not have the lead on currency issues and 
was not actively pursuing this issue from a WTO perspective. 

He commended a very interesting speech that touched on the 
subject that Federal Reserve Board Chairman Bernanke recently 
delivered. Toyoda said he thought Beijing\'s policies to keep 

the renminbi undervalued were \"distorting China\'s economic 
structure.\" Measures to address the trade imbalance, while 
China\'s currency remains undervalued, \"don\'t help, Toyoda 
asserted. 


Comment 


15. (C) It\'s not likely that we will see any discernible 

shift in Japan\'s approach toward China any time soon. AUSTR 
Stratford\'s meetings showed how cautious the Japanese remain 
about using WTO dispute settlement. The Trade Ministry 
bureaucrats continue to keep their fingers to the wind to 
measure where Japan\'s business community is. The Foreign 
Ministry counterparts of Stratford\'s METI interlocutors 
displayed similar inclinations to let the Japanese business 
community take the lead in shaping GOJ policy. DG Toyoda, 
for his part, was the most forward leaning of Stratford\'s 
interlocutors, conceding that Japan\'s trade diplomacy with 
China had not been very effective. His apparent readiness to 
exchange information on what the U.S. and Japan consider 
China\'s most significant WTO violations could be a useful 
step in building Japan\'s confidence to take China to the WTO. 
However, until such time as the Japanese identify an issue 

of such vital interest to their industries that they feel 

compelled to take the case to the WTO -- and feel confident 
both of the prospects for victory and of U.S. support -- they 

will likely continue their current policy: talking to China 

while basically free-riding on Washington\'s WTO coattails. 
SCHIEFFER 
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TAGS: PGOV, TW 

SUBJECT: ACADEMICS OFFER PERSPECTIVES ON TAIWANESE IDENTITY 
AND FUTURE CROSS-STRAIT RELATIONS 


Classified By: AIT Director Stephen M. Young, Reason 1.4 (b/d) 


1. (C) Summary: Four prominent Taiwan political scientists 
-- two each from the Blue and Green camps -- told the 
Director on March 14 that the growth in Taiwanese identity 
over the past decade does not equate to stronger support for 
Taiwan independence, which has remained relatively constant 
since the late 1990s. They pointed that many people in 
Taiwan remain open to a variety of future possibilities 
regarding Taiwan\'s relationship with China. The academics 
predicted that Taiwan\'s next president, whether DPP or KMT, 
will be pragmatic and moderate on cross-Strait issues, 
especially the development of economic relations. They 
suggested that Beijing\'s willingness to engage Taiwan\'s newly 
elected leadership will be an important factor in the pace of 
cross-Strait development. Agreeing that Taiwan needs to 
improve its defense capabilities, the academics from both 
sides of the color line lamented the fact that the defense 
budget has been held hostage to short-term political 

interests. End Summary. 


2. (U) The Director hosted a lunch on March 14 with four 
prominent Taiwan political scientists to discuss Taiwan 

politics and democracy. On the Blue side, Chu Yun-han (Ph.D 
University of Minnesota) teaches at National Taiwan 
University and specializes in Taiwan\'s democratic 

institutions. Chen I-hsin (Ph.D. Columbia University) 

teaches American Studies at Tamkang University and is a keen 
observer of pan-Blue politics. On the Green side, Wu Nai-teh 
(Ph.D. University of Chicago) is a research fellow at 
Academia Sinica and an expert on Taiwan national identity. 
Hsu Yung-ming (Ph.D. University of Michigan), a research 
fellow at Academia Sinica, is a polling expert and pan-Green 
political pundit. 


Column 3 
National Identity, Taiwan Independence, and Polling 


3. (C) The four academics agreed that the growth in 
Taiwanese identity as reflected in public opinion polls does 
not mean stronger support for Taiwan independence. Wu 
explained that the percentage of Taiwan\'s population that 
defines itself exclusively as \"Chinese\" has dropped from 27 
percent in 1994 to 6.3 percent in 2004, while the percentage 
of those who say they are exclusively \"Taiwanese\" has grown 
from 33 to 45 percent over the same period. Those who 
identify themselves as both \"Taiwanese and Chinese\" has 
floated in the 40 percent range. Despite the growth of the 
\"Taiwanese\" identity, the percentage of those who support 
independence and oppose unification has flattened out at 29 
percent after a substantial increase in the early to 
mid-1990s. Those who can accept either independence or 
unification under favorable conditions, moreover, has 
remained relatively stable and surprisingly high (24 percent) 
over the same period. 


KMT Politics 


4. (C) The academics agreed that the greatest challenge 

faced by the KMT is the rivalry between former KMT Chairman 
Ma Ying-jeou and Legislative Yuan Speaker Wang Jin-pyng over 
the party's 2008 presidential nomination. The KMT is 

unlikely to split, however, having learned from its loss in 

2000 that two pan-Blue candidates would hand the DPP an 
electoral victory. Accordingly, the academics predicted that 
party pressure on Ma and Wang to compromise will increase 
over the coming weeks. Although acknowledging that Ma\'s 
legal problems have weakened his position, Chen argued that 
Ma remains the KMT\'s only hope as Wang is not strong enough 
to defeat the DPP. Chen observed that Wang might be 
interested in a future premiership or be willing to become 

Ma\'s vice presidential running mate. Hsu, however, suggested 
that Wang\'s best option may be to remain LY Speaker where he 
could continue to wield considerable influence and remain 
relatively independent of Ma if Ma were to win the presidency 

in 2008. 


DPP Politics 
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5. (C) Given Ma\'s problems and the KMT\'s internal troubles 
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of late, Hsu predicted that the DPP has a good chance of 

winning the presidential race, but he conceded that the KMT 
would likely maintain control over the legislature. Most of 

the academics agreed that a joint ticket between Premier Su 
Tseng-chang and former Premier Frank Hsieh (Chang-ting) would 
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pose the greatest challenge to Ma Ying-jeou. Such a ticket 
will be difficult to form, however, because Su and Hsieh are 
neck-and-neck in public opinion polls and neither will want 
to play second fiddle. Hsu noted that DPP Chairman Yu 
Shyi-kun has been strongly backing constitutional reform, 
renouncing the \"four noes" pledge, and pushing name 
rectification to win support from the Deep Green. The 
academics pointed out that during the party\'s presidential 
primary President Chen will be balancing between the need to 
back a winner and the desire to ensure his own continued 
influence after 2008. Wu suggested that Frank Hsieh, a 
previous rival to Chen within the party, would likely stake 

out more independent policies and distance himself from the 
President\'s controversial stances on independence and 
cross-Strait issues. 


Defense Budget and Constitutional Reform 


6. (C) The Director emphasized the need for Taiwan to 
improve its self-defense capabilities in the face of the 
ongoing rapid modernization of the PRC military. Agreeing 
with the Director that Taiwan needs to improve its defense, 
the academics noted that proposed increases to the defense 
budget have been held hostage to political manipulation by 
both sides. Most recently, the pan-Blue camp has been 
holding up passage of the annual budget to pressure the DPP 
into accepting a bill that would give the Blues control of 

the Central Election Commission. The DPP, for its part, is 
blaming pan-Blue obstructionism for failure to pass the 
defense budget. Chu suggested that Ma, especially since he 
is no longer KMT Chairman, may lack the clout to influence 
the KMT LY caucus. Chu said he had heard reports that 
Speaker Wang might be pulling punches on the CEC bill to 
maintain leverage over Ma Ying-jeou. 


Post-2008 Cross-Strait Developments 


7. (C) The academics predicted that cross-Strait economic 
relations after 2008 will continue to improve under a new 
president, who, whether from the KMT or DPP, is likely to be 
more pragmatic and moderate than Chen Shui-bian. The pace of 
development will depend on Beijing\'s willingness to engage 
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and show policy flexibility toward Taiwan\'s newly elected 
leaders. Chu suggested that Ma might accelerate the pace of 
opening, but the difference between him and Frank Hsieh or Su 
Tseng-chang would be one of degree rather than direction. 
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Chen, further, argued that the KMT has a history of caution 
and conservatism and, moreover, Ma would be under strong 
pressure from the DPP. Therefore, absent strongly positive 
PRC overtures, Ma would likely move slowly on expanding 
cross-Strait relations. 


Comment 


8. (C) Our discussion with the academics suggests that, not 
surprisingly, presidential and legislative election politics 

will consume Taiwan over the coming year. Although 
increasing Taiwanese identity does not translate directly 

into support for independence, the DPP is likely to push 
identity politics and independence-related themes in the 
presidential campaign in hopes of pressuring and weakening 
the KMT, especially Ma Ying-jeou. 

YOUNG 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/16/2017 

TAGS: PGOV, PREL, PHUM, KPKO, RW, CG 

SUBJECT: CHILD SOLDIER RECRUITMENT A DIMINISHING PROBLEM IN 
DRC 


REF: A. KINSHASA 297 
B. KINSHASA 98 
C. KINSHASA 65 


Column 3 
Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Summary: A senior UN official proclaimed the DRC\'s 
child soldier problem is \"essentially over" but charged that 
dissident general Laurent Nkunda is recruiting child soldiers 
from refugee camps in Rwanda. Humanitarian officials report 
more than 100 child soldiers have been separated from 
Nkunda\'s ranks, including some reportedly recruited in the 
DRC and Rwanda in the past several months. Congolese 
demobilization authorities agree the number of child soldiers 

in the DRC is now greatly reduced. Those remaining are mostly 
found in local militia groups. End summary. 


2. (U) Radhika Coomaraswamy, UN Undersecretary General for 
Children and Armed Conflict, gave a positive assessment of 

the DRC\'s child soldier situation during a March 4-9 visit to 

the country (ref A). She said recruitment is \"essentially 

over,\" but added that much work remains to reintegrate them 
into society. Coomaraswamy added that she was pleased that 
Congolese officials are treating the subject as a high 

priority. 


3. (SBU) Daniel Kawata, the coordinator of the Congolese 
national disarmament agency CONADER, told us March 13 that 
the problem of child soldiers and their recruitment has 
diminished significantly in the past several years. He said 

that since CONADER began its activities in 2003, more than 
29,000 children have been identified and removed from various 
armed groups, although many still need to be reunited with 

their families. 


4. (SBU) Kawata estimated that approximately 3,000 child 
soldiers still remain in the DRC, mostly with militias in 

Ituri District and with Mayi-Mayi groups in the Kivu 

provinces and northern Katanga. MONUC\'s Child Protection 
division reported in early March that 32 children, including 
28 boys and four girls, were removed from the Balenie 
Mayi-Mayi group in North Kivu after being identified at a 
military integration center. Nearly four dozen children were 
separated from Peter Karim\'s Front for National Integration 
(FNI) militia after his forces surrendered to the Congolese 
military in February and March. Kawata added that a handful 
of children are also suspected of serving in the protection 
details of transitional vice presidents Jean-Pierre Bemba and 
Azarias Ruberwa. 
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5. (C) Despite her generally positive assessment, 
Coomaraswamy charged that child soldier recruitment continues 
in the DRC and elsewhere in the region. In a March 1 letter 

to Rwandan President Paul Kagame, she accused agents of 
dissident General Laurent Nkunda of recruiting children in 

the Kibuye refugee camp in Rwanda (ref A). Post has obtained 
a copy of the letter, which states that child protection 

officials in the DRC interviewed two boys in mid-February who 
had been separated from pro-Nkunda troops in North Kivu. They 
said they had been recruited from the camp with nine other 
children and 17 adults in mid-January 2007. The boys also 
claimed the NGO \"Association of Young Congolese Refugees,\" 
allegedly linked to Nkunda, has actively recruited children 

in Kibuye since July 2006. 


6. (C) MONUC\'s Child Protection division in Goma, North Kivu, 
reported March 12 that it had interviewed two other boys, 

ages 16 and 17, who claimed they had been recruited by Nkunda 
agents in the Byumba refugee camp in Rwanda, also in 
mid-January. They said they were recruited with two other 
children and forced to serve as cooks in the \"mixed\" Bravo 
Brigade of the Congolese national army (FARDC). (Note: The 
so-called \"mixed\" brigades in North Kivu combine pro-Nkunda 
troops and pro-government Congolese military forces in single 
units. They were created as part of ceasefire deal between 
Nkunda and the GDRC in December 2006, refs B and C. End 
note.) MONUC Child Protection reported the boys were issued 
military uniforms and identification cards for Bravo during 
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its registration phase in late January. They later deserted 
the Bravo camp for Goma, where they were detained by military 
authorities. 


7. (C) Humanitarian officials report more than 200 other 
children have been identified in the past several months 

within the former 81st and 83rd FARDC brigades, which were 
generally pro-Nkunda, and now form part of the \"mixed\" 
brigades. OCHA-North Kivu Director Patrick Lavand\'homme told 
PolOff in early February in Goma that his office had received 
reports of forcible recruitment of children from schools in 
Masisi territory in western North Kivu, Nkunda\'s base of 
operations. He added that OCHA and UNICEF officials had 
identified 162 children from the 81st and 83rd between 
December and February during the registration process for the 
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\"mixed\" brigades. Lavand\'homme said those children 

interviewed said they were recruited beginning in late 

November. OCHA spokesman Andrew Zadel said in a mid-February 
press report that 257 children had been found among the three 
mixed" brigades in North Kivu. 


8. (C) Lavand\'homme said March 15 many more children remain 
under the control of pro-Nkunda forces in some of the \"mixed\" 
brigades as of early March. He alleged that Colonel Makenga 
Fulsani, formerly a commander with the 83rd and currently the 
commander of the \"mixed\" Bravo Brigade deployed in Rutshuru 
territory, has refused to release child soldiers in his ranks 
because he does not believe they qualify as \"children.\" 


9. (C) Child soldiers still exist in the DRC, almost 

exclusively in groups not under the government\'s control, but 
their numbers are greatly reduced from years past. The 
continued demobilization of the DRC\'s various armed groups 
will help reduce their number even further. Renegade General 
Laurent Nkunda and his followers have long been implicated in 
such affairs and apparently continues to recruit, as 

evidenced by the new reports. End comment. 

MEECE 
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TAGS: PGOV, PREL, KAWC, MW, HR, REGIONAL ISSUES 

SUBJECT: CROATIA NORMALIZING RELATIONS WITH MONTENEGRO 
REF: 06 ZAGREB 1435 


Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 


Column 3 


1. (U) SUMMARY AND COMMENT: Since Montenegro\'s independence 
in 2006, Croatian leaders have moved quickly to normalize 
relations with Podgorica. This positive dialogue intensified 

in 2007 with official visits to Montenegro by PM Ivo Sanader 
and Speaker of Parliament Vladimir Seks, and was capped by 
the March 9 Zagreb visit of Montenegrin President Filip 
Vujanovic. While war reparations from the bombardment of 
Dubrovnik by Montenegrin forces in the early 1990s remain on 
the agenda, the GoC agreed to postpone this settlement and 
pushed on with a number of key initiatives, including opening 
an Embassy in Podgorica, signing an agreement on economic 
cooperation, and assisting its former adversary in pursuing 
integration into both the EU and NATO (reftel). Croatian 
negotiators are also seeking agreements with Montenegro on 
minority rights and border demarcation, while the Chief State 
Prosecutor concluded a war crimes evidence transfer agreement 
with his counterpart in Podgorica in July 2006. A handful of 
negative press commentaries show that a portion of the 
Croatian public is still hostile toward this warming of 

relations, but PM Sanader and President Stjepan Mesic have 
not faltered in their leadership in addressing issues from 

the past while focusing clearly on the future. END SUMMARY 
AND COMMENT. 


SANADER: REMEMBER PAST, BUT DONVT LIVE IN IT 


2. (U) PM Sanader set the tone for the GoC\'s efforts in 
recent months during a January 12 visit to Podgorica, 
acknowledging that Montenegro\'s apologies for its part in 
Yugoslav National Army attacks on Dubrovnik had created the 
conditions for good relations. \"We shall not forget the 

past,\" Sanader said, \"but we will not live in it.\" He 

stressed that this new page in bilateral relations would 

focus on the common goal of EU and NATO membership. 


3. (C) Sanader took some media heat when the GoM made public 
that the GoC planned to share with Montenegro some 30,000 
pages of translation of the acquis communitaire and other EU 
legislation. The GoC will ultimately spend 10 million Euros 

on EU-related translation, so critics portrayed this as an 
unwarranted gift to Podgorica. The PM on March 2 explained 
to Ambassador Bradtke that sharing the aquis translation was 
part of the overall border settlement and was supposed to be 
kept quiet. The PM stressed to the Ambassador that the GoC 
wants to show the world that Croatia and Montenegro can be 
good friends despite what happened during the war, so it does 
not want disputed borders to become a matter of public 
debate. 
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4. (C) Montenegrin PM Sturanovic and Speaker of Parliament 
Krivokapic agreed with Sanader to work on a final settlement 
of the Croatian/Montenegrin border, which is currently based 
on a temporary settlement and does not reflect the border 
under the former Yugoslavia, but asked to delay negotiations 
until Montenegro finalizes its constitution and becomes a 
member of the Council of Europe in the summer. Sanader, who 
sees the border as a key bilateral issue, consented to a 
delay, but has instructed MFA State Secretary Hidajet 
Biscevic to begin assembling information for the 

negotiations. MFA Assistant Minister Neven Pelicaric told 
the DCM that the issue primarily relates to the sea border 
near the Bay of Kotor. 


SEKS: EXPAND PARLIAMENTARY COOPERATION 


5. (U) Parliament Speaker Seks echoed the PM\'s messages 
during his February 27 visit to Podgorica, telling 

Montenegrin speaker Krivokapic that the two parliaments 

should closely cooperate on such foreign policy issues as EU 
and NATO accession. War reparations and border issues 
entered the discussion, but Seks acknowledged that Montenegro 
was misused by Belgrade during the war. Seks said 
compensation was important to future relations, but noted 

that Zagreb has not yet officially requested reparations from 
Podgorica. 


MESIC: BETTER RELATIONS BUILD REGIONAL STABILITY 


6. (U) During Montenegrin President Vujanovic\'s Zagreb visit, 
the return of President Mesic\'s July 2006 visit to Podgorica, 
Mesic stressed that bilateral relations can and must be 

better. Outstanding issues such as borders and reparations 
must not obstruct development of strong relations, he urged, 
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pointing to ongoing negotiations as important steps toward 
resolution of bilateral issues. 


7. (U) Montenegro and Croatia want the same thing, Mesic told 
the press -- a peaceful, stable region and a European future. 
Mesic added that the GoC is ready to share its EU accession 
experience with Montenegro, stressing that positive relations 
between Zagreb and Podgorica contribute to stability in the 
region. 

BRADTKE 
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STATE FOR EAP/MLS, G/AIAG; PACOM FOR FPA; USDA FOR 
FAS/PECAD, FAS/CNMP, FAS/AAD, APHIS; BANGKOK FOR 
USAID: JMACARTHUR, APHIS:NCARDENAS, REO:JWALLER 


E.O. 12958: N/A 
TAGS: EAGR, EAID, AMED, PGOV, PREL, CASC, TBIO, KFLU, BM 
SUBJECT: BURMA Al UPDATE: FURTHER STEPS IN OUTBREAK RESPONSE 


REF: RANGOON 00274 


1. (U) Burmese officials reported no new outbreaks of Avian 
Influenza among birds on March 16. On March 13, the 
Livestock Breeding and Veterinary Department (LBVD) Director 
General notified OIE that PCR tests confirm the earlier 
announcement that Avian Influenza caused the March 10-11 
poultry deaths on farms in three Rangoon townships (reftel). 
Officials culled all remaining poultry at these farms. No 
suspected human cases have been reported. 
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2. (SBU) On March 15, WHO Al Coordinator Jum Coninx reported 
that Ministry of Health and LBVD personnel had begun to 
coordinate and share information more closely. She credited 

this progress, at least partially, to pressure by WHO, FAO 

and USAID. 


3. (U) The GOB announced the poultry deaths in the government 
media on March 13, with advice on safe practices in handling 
sick or dead birds. LBVD also announced that poultry 

breeders and farm workers should not visit poultry markets or 
shops, and that outside visitor should not visit poultry 

farms. 


4. (U) Also, in an attempt to minimize confusion, the press 
reported the causes of death for numerous pigeons, crows and 
one sparrow. The report said the majority died of heat 

stroke, chronic respiratory disease, enteritis, pigeon pox, 

injury and food poisoning, and that the deaths were unrelated 
to bird flu. LBVD reported a decline in the number of wild 

bird deaths. 

VILLAROSA 
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E.O. 12958: DECL: 03/16/2017 

TAGS: NATO, PINS, PREL, MARR, MOPS, AF, NL 


SUBJECT: NETHERLANDS/AFGHANISTAN: DUTCH CHOD CLARIFIES 
COMMENTS ON DUTCH DEPLOYMENT 


Column 3 
REF: 3/14/07 POLITICS IN THE NETHERLANDS 
Classified By: Ambassador Roland Arnall, reasons 1.4 (b,d) 


1. (S) Dutch CHOD General Dick Berlijn clarified to 
Ambassador Arnall on March 15 comments he made in an 
interview with the Dutch newspaper Algemeen Dagblad (ref). 
According to Gen. Berlijn, he did not say anything new or 
different than the official Dutch government position 
regarding its two year deployment to Uruzgan. He said the 
article took his comments out of context, especially 
regarding the article\'s title: Netherlands will not extend 
current mission in Uruzgan\". He did acknowledge making 
comments stating that Dutch helicopter and engineering units 
were \"stretched to the limit.\" But he said the article 
misrepresented his position, making him appear negative 
regarding prospects of maintaining some form of Dutch 
presence in Uruzgan beyond August 2008. 


2. (S) From a purely military perspective, Berlijn envisioned 
two possible ways forward: \"optimistically,\" the Dutch could 
remain engaged militarily in Uruzgan if another ally provided 
helicopter and engineering unit support. From a more 
negative viewpoint, Berlijn said the Dutch could retain a 
presence in Uruzgan to assist in some capacity, so long as 
such assistance was not military in nature. Berlijn 
emphasized that the future role of the Dutch presence in 
Uruzgan was ultimately a \"political issue\" that must be 
resolved between the Dutch government and parliament in 
coming months. He added that the Dutch military recognizes 
there is \"still a lot of work to do\" in Uruzgan, and wants to 
continue to work closely with the United States in 
Afghanistan. 


ARNALL 
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Column 3 
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DEPT FOR EB/ESC; SCA/CEN (OVMARA) 
COMMERCE FOR ADVOCACY CENTER: BLOPP 


E.O. 12958: DECL: 03/16/2017 
TAGS: ENRG, EPET, KZ 
SUBJECT: KAZAKHSTAN: GOK CONFIRMS VN BLOCK" PROCESS DELAYED 


REF: ASTANA 562 
Classified By: Pol-Econ Chief Deborah Mennuti; reasons 1.5(b) and (d). 


1. (C) Summary: On March 15, ConocoPhillips (CP) executives 
briefed Energy Officer on CP CEO Jim Mulva\'s March 5 meetings 
in Astana, during which GOK officials reiterated the recent 

bad news about CP\'s \"N Block\" bid due to a GOK desire to 
re-evaluate \"N Block\" reserves, all commercial negotiations 
have been suspended for at least 4-6 months. Furthermore, 
Mulva was told, the GOK could not guarantee that CP and Shell 
would retain their current negotiating exclusivity when (and 
even \"if\") discussions resumed. While all of Mulva\'s 
interlocutors explained that a desire to reassess \"N Block\" 
reserves had driven the GOK\'s decision to suspend 
negotiations, Prime Minister Masimov also suggested to Mulva 
that the GOK would use the 4-6 months to assess \"N Block\" 
transportation options -- leading the CP executives to 

speculate that CPC expansion delays may have contributed to 
the \"N Block\" decision. The executives advanced other 
hypotheses as well -- that Kashagan delays and cost overruns 
have convinced the GOK that it must do more to extract 
maximum value from future Production Sharing Agreements 
(PSAs); that the GOK might be trying to slow the pace of 
offshore development in the face of a shortage of skilled 
Kazakhstani executives and laborers; and that the GOK is 
determined to better leverage the competition for offshore 
blocks to achieve economic diversification. The CP 

executives concluded, however, that the GOK reversal remains, 
fundamentally, a mystery, and asked for \"high-level\" USG 
help, both to discover the full reasons for the \"N Block\" 

policy shift -- and, if possible, to reverse it. End 

summary. 


Delays of 4-6 Months \"Or More\" 


2. (C) Arne Holhjem (Caspian Region President), Tim Wallace 
(Russia/Caspian Exploration Manager), and Nick Olds 
(Kazakhstan Country Manager) briefed Energy Officer on CEO 
Jim Mulva\'s March 5 meetings with Prime Minister Masimov, 
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Energy Minister Izmukhambetov, and KazMunaiGaz (KMG) 
President Karabalin. Both Karabalin and Izmukhambetov had 
repeated the basic bad news: all "N Block" negotiations had 
been suspended, pending the completion of an \"internal\" (KMG) 
study of the \"N\" block reservoir (reftel). Karabalin told 

Mulva that the study would take 4-6 months to complete; 
Izmukhambetov had warned that the process could take \"a year 
or two.\" \"Don\'t get your hopes up,\" he warned Mulva. 
Masimov had sounded an even more ominous note, suggesting 
that, given transportation limitations, he could see no way 

to monetize \"N\" hydrocarbons quickly. \"I can\'t see the near 
term value of YN Block\',\" he said, adding that, in addition 

to reassessing \"N Block\" reserves, the GOK would also be 
taking a close look at available oil and gas transportation 
alternatives. Masimov told Mulva that, in the face of all 

these issues, \"we may keep \"N\" for future generations.\" 


3. (C) Karabalin and Izmukhambetov warned Mulva that CP 
should not assume that, once resumed, the \"N Block\" 
negotiation process would take up where it had left off. 

Neither CP nor Shell were guaranteed preferential negotiating 
rights; the GOK might decide to open up the process to 
outside bidders. (Note: the CP executives told Energy 

Officer that they were not aware of any new competitors 

whose interest might have sparked the GOK\'s decision. While 
the German company Wintershall was rumored to be interested, 
the company had bid unsuccessfully on \"N\" years ago, and 
didn\'t appear to bring much to the table. National Oil 
Companies were a bigger potential threat, but CP had no 
evidence that any were pursuing \"N.\" End Note.) Finally, 
Mulva was told, KMG might decide to develop \"N\" all by 

itself. 


Speculating on GOK Motives 


4. (C) Wallace told Energy Officer that, while the GOK 
appeared to have shifted its stance in \"late December, it 
wasnWt clear why. CP, he said, had no evidence the KMG had 
acquired new seismic data; their \"internal study\" would 

likely only reinterpret existing data. Wallace speculated 

that perhaps the intensity of Shell / CP competition for \"N\" 
had spooked the Kazakhstani government into thinking that the 
companies knew something about \"N\" reserves that it did not. 
In general, the CP executives said, Kazakhstan\'s oil-and-gas 
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decision-makers appeared afraid to sign any deal that might 
later be seen has having conceded too much to an 
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international oil company. The GOK had long seen the Tengiz 
deal in that light, Holhjem said, and the current Kashagan 
delays and cost-overruns had focused the GOK\'s attention on 
the fact that, given the cost-recovery provisions of the 
Kashagan Production Sharing Agreement (PSA), it would not 
receive substantial profits from the project for a decade or 
more. 


5. (C) Wallace explained that Mulva had also come away from 
his Astana meetings, and subsequent consultations in Moscow, 
with the impression that the Kazakhstanis were increasingly 
troubled by CPC expansion delays and the effect failed 
negotiations would have on Kazakhstan\'s oil transportation 
plans. Masimov (para. 2) had raised the issue in terms of 
\"N\'s\" oil output, while both Izmukhambetov and Karabalin had 
placed new, strong emphasis on CP\'s need to develop \"gas 
transportation options" as part of any future \"N\" bid. While 
Karabalin had noted that the Kazakhstanis supported the 
Trans-Caspian gas pipeline initiative, Wallace explained, the 
Kazakhstanis clearly were not focused solely on that project, 
and had asked CP to look at Gas-to-Liquids (GTL) and 
Liquefied Natural Gas (LNG) options as possible means to 
transport \"N\" Block gas. \"They are clearly very motivated to 
get gas to market,\" Wallace concluded. 


6. (C) Holhjem suggested that the GOK might be trying to slow 
down the overall development of its offshore sector, in the 

face of a shortage of not only skilled laborers and 

engineers, but also of skilled managers and executives within 
KMG and KazMunaiTeniz, its offshore operating subsidiary. The 
Kashagan project alone was currently short Wa couple of 
thousand workers,\" he noted, and the Tengiz riots had made 
the GOK authorities more loathe than ever to try to meet the 
shortfall by bringing in foreign workers. 


7. (C) Olds explained that, even in the best-case scenario, 

CP would likely have to submit an entirely new, improved 
proposal for \"N\" block development once KMG\'s reservoir study 
was completed. Mulva\'s interlocutors had encouraged CP to 
take a \"holistic\" approach in its future bids, \"in line with 

the President\'s recent address.\" Thus, CP\'s bid should 
address the issues of economic diversification (principally, 

but not exclusively, by means of a petrochemical proposal), 
technology transfer, and the creation of infrastructure which 
would benefit other, non-hydrocarbon, industries. As a 
consequence, Olds said, CP would likely re-evaluate its 
approach to the petrochemical issue. Olds reported that, to 
Mulva\'s surprise, Karabalin had also underscored Kazakhstan\'s 
interest in biofuel. 


8. (C) Comment: While the CP executives -- clearly dejected 
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by this turn of events -- give the impression that the GOK 
decision to suspend \"N Block!" negotiations is hard and fast, 
we will, of course, use every suitable opportunity to remind 
our GOK interlocutors of the high-level assurances we (and 
CP) received in December. End comment. 

ORDWAY 
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SIPDIS 
SIPDIS 
E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, ELAB, ENRG, PTER, CG 
SUBJECT: DRC FEBRUARY ECONOMIC REVIEW 
REF: A. KINSHASA 177 
B. KINSHASA 249 
C. KINSHASA 178 
1. (U) Summary. 


- The World Bank will spend up to USD 180 million on 
quick-impact reconstruction projects in the DRC. 


- The IMF conducted a visit to the DRC to review the status 
of its current program with the GDRC. 


- The GDRC has not yet drafted a 2007 budget. 


- Dredging work is underway to increase the productivity of 
Inga Dam in Bas- Congo province. 


- The US Coast Guard visited the DRC to evaluate the security 
of its maritime ports. End summary. 


DEVELOPMENT 
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2. (U) In advance of the March visit of World Bank President 
Paul Wolfowitz, the WB unveiled plans to spend USD 140-180 
million on immediate reconstruction projects in the DRC 

(reftel A), including urban road repair and internal debt 
repayment. 


FINANCE AND INVESTMENT 


3. (U) A Washington-based IMF team began a two-week review of 
the DRCVs Staff-Monitored Program on February 24 (septel). 
Among key issues it examined were the GDRC\'s overspending in 
January and February (reftel B) and a concomitant rise in the 
exchange rate. 


4. (U) The GDRC has not yet prepared a draft 2007 budget for 
parliamentary consideration. 


5. (U) DRC institutions continue to argue over the fee that 
OCC, the DRC\'s import-export authority, can impose. While 
OCC increased the fee to three percent, the Minister of 
Economy decreed the fee should be returned to 1.5 percent, 
following lobbying by the Congolese Chamber of Commerce. 


6. (U) Bralima, a Heineken-owned and operated brewery in the 
DRC, opened its third bottling line at its Kinshasa plant as 
part of a USD 60 million investment for 2007. 


ELECTRICITY 


7. (U) SNEL (the DRC\'s electricity parastatal) acquired new 
equipment to remove silt at Inga Dam in an attempt to 
increase electricity production. 


8. (U) Employees of MIBA, the DRC\'s ailing diamond mining 
parastatal, appealed to the new Governor of Eastern Kasai to 
intervene in connection with their salary and food ration 
arrears. 


9. (U) Employees of DGRAD, the DRCVs administrative tax 
agency, threatened to strike in protest over the CEO\'s 
alleged embezzlement of funds. 


MINING 


10. In preliminary hearings in the criminal case in Katanga 
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province involving Anvil Mining (reftel C), the high military 
court\'s president in Kinshasa rejected a defense request that 
a trial judge be recused on the grounds of bias, according to 
local media. 


MARITIME TRANSPORT 


11. (U) In compliance with the U.S. Maritime Transportation 
Safety Act, the US Coast Guard conducted its fourth 
evaluation of the GDRC\'s compliance with International 
Maritime Organization\'s International Ship and Port Security 
Code (septel). 


EXCHANGE RATE and CONSUMER INFLATION 
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12. (U) February exchange rate figures and consumer inflation 
will be reported septel. The Congolese Franc (CF) continued 
to depreciate, with parallel market rates in Kinshasa as high 
as 560 CF per USD by late February. 


13. (U) Following the termination of the SNCC (railway 
parastatal) strike, food and fuel prices that had in some 

cases tripled have noticeably decreased in Katanga and the 
two Kasai provinces. For example, gasoline dropped from 1,200 
CF per liter to 600 CF per liter, and the price of a kilo of 

maize meal declined from 1500 CF to 240 CF. 
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Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (b), (d). 


1. (C) Summary: Officials from MOFA\'s Southeast Asia 
Division told visiting EAP/MLS Director Robert Rapson March 
12 that pressuring Burma to release political prisoners, 

promote dialogue on national reconciliation, improve access 

for international organizations, and end violence directed at 
ethnic minorities are goals Japan shares with the United 

States. However, appointing a UN special envoy to Burma is 
unlikely to lead to political and human rights reform because 

it will not mitigate the regime\'s opposition to dialogue, 
according to MOFA Senior Foreign Policy Coordinator Maruyama. 
He saw little prospect for positive change in Burma as long 

as Senior General Than Shwe remains in power. Japan concurs 
that, if the regime demonstrates progress towards these 

goals, it would be appropriate and helpful for the 

international community to respond in reciprocal fashion. 
Rapson and Maruyama also briefly discussed relations with 
Thailand, Cambodia, and Vietnam. End summary. 


2. (SBU) Visiting EAP/MLS Director Rob Rapson discussed 
Burma, Thailand, Cambodia, and Vietnam with MOFA Foreign 
Policy Bureau Senior Foreign Policy Coordinator Ichiro 
Maruyama, First Southeast Asia Division Principle Deputy 
Director Atsushi Kuwabara and First Southeast Asia Division 
Deputy Director Masaki Kawaguchi on March 12. 


3. (C) Rapson outlined four major U.S. policy goals for 
Burma: the release of political prisoners; the regime 
engaging in a meaningful dialogue with pro-democracy and 
opposition elements leading toward national reconciliation; 
enhanced access for UN agencies, other international 
organizations, and NGOs for humanitarian projects; and an end 
to regime-perpetrated violence in ethnic areas. The U.S. is 
not advocating regime change, he said, but rather the 
beginning of a genuine dialogue and process of eventual 
political transition towards democracy. If the regime makes 
progress through some meaningful, positive step, the 
international community, including the U.S., would be in a 
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position to consider an appropriate reciprocal response. 
Japan shares those U.S. goals, Maruyama noted. Japan had 
congratulated Burma on the ILO agreement, but was also 
waiting for follow-through. He expressed disappointment that 
Burma is now denying the International Committee of the Red 
Cross access, after initially allowing jail visits. 


4. (C) Rapson pointed out that the January 12 veto of the 
Burma Resolution in the UN Security Council wasn\'t seen as a 
defeat, but rather as an opportunity. The constructive 
comments and criticisms of the regime\'s policies by China and 
Indonesia (which abstained) in their Explanation of Vote, he 
noted, provide a basis for interacting with those countries 

and others on finding a way forward on Burma, which we will 
pursue. In addition, the U.S. will continue to press for 

action on Burma in the UN\'s Human Rights Council and other UN 
fora. The United States also supports the appointment of a 
new UN special envoy on Burma with a broader mandate than 
his/her predecessor. There are currently no plans for a new 
UNSC resolution, but we intend to keep Burma on the UNSC 
agenda. 


5. (C) Maruyama (who served three tours in Burma) was not 
persuaded that appointment of a special envoy would be 
especially effective. The special envoy cannot resolve the 
issues if the regime and Aung San Syu Kyi hate one another 
and are unwilling to talk. At present, there is no incentive 
for the regime to talk to her. While China wants Ibrahim 
Gambari to continue in the envoy role, Maruyama believes a 
special envoy from Asia, someone like former President Fidel 
Ramos of the Philippines, might be more effective. In the 
end, he said, Burma will only accept an Asian envoy that will 
say good things about Burma. Visits by UN special envoys 
produce little in the way of concrete results or new avenues 
for solving the problem, he added. 


6. (C) Maruyama agreed with Rapson that Burma should be 
discussed at every possible forum, but lamented the lack of a 
viable solution. He speculated that perhaps it would be 
necessary to wait until after Senior General Than Shwe is no 
longer in power. He is \"very pessimistic\" that things will 
change for the better as long as Than Shwe was in charge. He 
described Burma\'s Foreign Minister as \"stubborn,\" and \"just a 
spokesman\" and said he does not trust foreigners. Burma 
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the United States, Japan, or the ASEAN countries. Rapson 
noted that U.S. sanctions policy will remain in place as 
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would our strong advocacy for human rights issues through UN 
fora and elsewhere. At the same time, the U.S. will seek to 
engage with key regional players in exploring ways forward 
consistent with our policy objectives. Maruyama said he 

hoped there would be an opportunity for FM Aso to meet with 
his Burmese counterpart. 


7. (C) China is the key, Maruyama agreed, followed by India 

and the ASEAN countries, and then Japan and Korea. China has 
the best access, Rapson noted, and seems principally 

concerned about stability and policy predictability in Burma 

rather than human rights and democracy. Rapson mentioned 
that EAP DAS Eric John was in Beijing on March 12 to follow 

up with the Chinese and gauge ChinaWs intent and interest to 
press Burma on reform. State Councilor Tang\'s recent trip to 
Burma was a positive sign, Maruyama remarked. Rapson assured 
Maruyama that the United States is committed to continuing to 
coordinate with Japan on Burma policy, even as it engages 

more with China on these kinds of issues. 


8. (C) In response to Rapson\'s view that the traditional 

ASEAN consensus on Burma has weakened, which has provided an 
opening for the organization and its members to press for 
reform, Maruyama responded that Malaysia and Singapore are 
\"fed up\" with Burma, particularly since Kin Nyunt was removed 
from office. The Philippines has limited relations with 

Burma, so its pronouncements are rather hollow, he added. 
Maruyama agreed, however, that Indonesia is the key in ASEAN, 
by virtue of its good relations with Burma and its position 

on the UN Security Council. Rapson concurred on the 
importance of a leading role by ASEAN on Burma, Maruyama 
lamented that India\'s efforts to influence change in Burma 

thus far have been disappointing. 


Thailand 


9. (C) In the wake of the September 19 coup, Japan continues 
to express its concerns about democracy in Thailand and about 
the direction of current economic policies, Kuwabara noted. 

He was also concerned that General Surayud is not living up 

to expectations that he would improve on Prime Minister 
Thaksin\'s record in dealing with insurgents in the south. 
(Kuwabara was unaware of any specific humanitarian programs 
aimed at improving circumstances in southern Thailand, noting 
that there were few Japanese ODA projects of any kind in 
Thailand, given the country\'s relative wealth.) That said, 
Thailand remains the most important destination for Japanese 
investment in ASEAN, Kuwabara said, and Japan is ready to 
sign an economic partnership agreement (EPA) once a few minor 
issues are resolved and the Thai are ready. General Surayud 
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is considering traveling to Japan in April at the invitation 

of a university, he noted, but he is unaware of any plans to 
schedule official meetings at this time. Rapson reviewed for 
the MOFA participants, United States policy views and 
objectives in the wake of the coup. 


Cambodia 


10. (C) Rapson described Cambodia as moving in a generally 
positive direction, despite endemic problems of governance, 
rule of law and corruption. He pointed out that the U.S. is 
not directly supporting the Khmer Rouge Tribunal, but is 
concerned about the current difterences between the 
international judges and Cambodian judges which, if not 
satisfactorily resolved, could derail the KRT. Kuwabara 
noted that Japan and Cambodia are currently in the second 
round of negotiations on a bilateral investment treaty, and 
predicted there would probably be one further round of 
discussions. 


Vietnam 


11. (C) Discussing briefly the U.S. visit of Foreign 

Minister Khiem, Kuwabara noted that Prime Minister Dzung had 
been Prime Minister Abe\'s first official visitor, and that 

the two had issued a joint statement calling for efforts 

toward a strategic partnership. Abe reciprocated the visit, 
Kuwabara noted, taking 130 businesspeople to Hanoi for APEC 
in November 2006. Vietnam is getting quite a bit of 

attention from Japanese businesspeople, he added. 
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12. (U) EAP/MLS Director Robert Rapson cleared this cable. 
SCHIEFFER 
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E.O. 12958: N/A 

TAGS: PREL, UNGA, CG 

SUBJECT: DEMARCHE ON UN REFORM: INTERNAL ADMINISTRATION OF 
JUSTICE 


REF: STATE 31831 


1. (U) Poloff met with Ambassador Matondo, chief of the 
International Organizations bureau at the DRC\'s Ministry of 
Foreign Affairs, on March 15 to deliver the demarche on 
proposed UN reforms (reftel). Poloff explained the USG\'s 
objections to the reforms as proposed and left a copy of the 
relevant points included in the instruction cable. 


2. (U) Ambassador Matondo stated that he understood the 
USG\'s concerns with the proposals, and its interest in 
balancing multiple roles as host of an international 
organization, member of that organization, and host of 
numerous international support staff. He promised to review 
the talking points in detail and to raise our concerns with 

the DRC mission to the UN in New York. 
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Classified By: Deputy Chief of Mission Thomas P. Furey for reasons 1.4 
(B) and (D). 


1. (C) The Independent National Electoral Commission (INEC) 
has followed through on its threat and excluded Nigerian 
Vice-President Atiku Abubakar from next month\'s presidential 
race. INEC made its announcement at a March 15 press 
conference, in which it released a list of 24 approved 
presidential candidates (septel). Atiku was the only major 
candidate excluded. The Vice-President and his advisors told 
us they anticipated INECYs announcement and plan to go to 
court to seek an injunction in hope of getting his name on 

the ballot. 


2. (C) The announcement by INEC marked the latest chapter in 
a long period of controversy and confusion over which 
candidates would appear on the ballot during next month\'s 
elections. In September 2006, an Administrative Panel of 
Inquiry set up by the government and chaired by the Attorney 
General indicted Vice-President Atiku over his involvement in 
an diversion of funds from the Petroleum Technology 
Development Fund (PTDF). The GON subsequently gazetted the 
indictment and declared Atiku ineligible based on the 
constitutional provision barring anyone indicted by such a 

panel for certain (mainly corruption related) offenses from 
running for president (ref A). 


3. (C) INEC Chairman Maurice Iwu had told us he would exclude 
Atiku because of the indictment, unless a Supreme court 
decision directed him to do otherwise (ref B). Atiku\'s 

strategy has been to challenge the legality of the 

Administrative Panel which indicted him, as well as the right 

of INEC and Iwu, as opposed to the courts, to rule on such 
complex legal issues. He points to numerous rulings in lower 
courts--the Lagos State High Court and the Abuja Court of 
Appeals--as legal precedents supporting his case and claim to 
eligibility. 


4. (C) The case that appears most relevant regards the setup 
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and conduct of the Administrative panel which indicted Atiku 
and co-defendant Otumba Fashawe. As reported (ref. C), 
Fashawe filed and won a case in the Lagos High Court in 
December 2006 declaring that the Administrative Panel of 
Inquiry\'s indictment was unconstitutional. Fashawe was 
subsequently released from detention and charges stemming 
from the indictment dropped. Atiku claims the same ruling 
applies to him, even though he was not officially a party to 
Fashawe\'s suit. 


5. (C) Comment: We expect Vice President Atiku to seek 
redress in the courts. He has told us he will seek an 
injunction to jump-start the process in the hope of forcing 
an expeditious decision. With time running out before the 
elections, it remains unclear how expeditiously and 
definitively the Nigerian judiciary will be willing or able 

to handle this case. We recall that the court challenge to 
the 2003 election by second-place finisher Buhari took two 
years to resolve. End Comment. 


SUGGESTED PRESS GUIDANCE 
6. (U) Post recommends the Department issue press guidance 
on Atiku\'s candidacy. Suggested press guidance follows: 


--Nigeria\'s Independent National Electoral Commission (INEC) 
on March 15 released the list of candidates who will be 
included on the April 21 presidential ballot. Vice President 
Atiku Abubakar, the candidate nominated by the Action 
Congress (AC) party, was excluded from this list. 


--Vice President Abubakar and his party will seek a court 
injunction, perhaps as soon as today, seeking to restore his 
name to the ballot. 

--We hope the Nigerian courts will promptly resolve the 
contentious issue of the Vice President\'s eligibility, and 
that all sides will abide by any court decisions and continue 
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to respect the rule of law. 

--The April elections will mark the first civilian to 

civilian transfer of power in Nigeria\'s history and are a key 
test for democracy in the region. 
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AFR/EA - OCOLE 
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PRETORIA USAID/OFDA/SARO - HHALE 

NAIROBI FOR USAID/EA/FFP - NESTES, DGORDON 

ROME FOR FODAG 

GENEVA FOR RMA, DHA, IFRC 


E.O. 12958: N/A 
TAGS: SENV, EAID, PREL, SOCI, CASC, MA 
SUBJECT: CYCLONE INDLALA STRIKES MADAGASCAR - SECOND REPORT 


REF: ANTANANARIVO 262 


1. SUMMARY: After hitting Antalaha and Maroantsetra hard, tropical 
cyclone Indlala has gradually dissipated as it moves west/southwest 
over land. Amidst the ongoing lack of definitive communication, 
unofficial reports of structural and flooding damage are 
considerable; contacts cite \"thigh-deep\" floods and report that 90 
percent of buildings lost their roofs. There have been no reports 

of human casualties yet. Post is increasingly concerned about 
unsuccessful attempts to establish contact with two Peace Corps 
Volunteers (PCVs) who took shelter in a hard-hit area in Antalaha 
and one private American. Post continues to reach out to confirm 
the safety of these three AmCits. END SUMMARY. 


2. After passing through Antalaha, Maroantsetra and Mandritsara 
March 15, Cyclone Indlala continues to weaken as it moves 
west/southwest at a speed of 15 kilometers per hour with average 
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wind speeds of 75 kilometers per hour. Second-hand contacts report 
that 90 percent of Antalaha\'s buildings, many of which are 
constructed of sheet metal and wood, lost their roofs in the storm. 
They report most administrative buildings were untouched, but that 
even some cement structures suffered damages. Power is still out in 
Antalaha, and there is still very limited communication by 

commercial telephone. Post has received conflicting reports about 
the extent of damages in Maroantsetra. Some contacts say its 
buildings suffered significant structural damage, while others 

report no major damage other than \"thigh-deep\" flooding. Telephone 
communication with Maroantsetra is not possible at this time. 
Security contacts report that several prisoners fled the jail in 
Maroantsetra at the height of the storm. In all areas hit by 

Indlala thus far, local NGOs are concerned about the ancillary 

health effects of flooding, and the price of rice is expected to 

escalate rapidly. 


3. Of the five PCVs in the storm\'s path, three in and around 
Maroantsetra have been contacted and are known to be safe-and-sound. 
Post has been unable to make contact with the two PCVs in the 
Antalaha area who had taken shelter in a cement structure by 2230 
March 14 (Reftel). Post is concerned, as the shelter is located 

between the CARE and Air Madagascar offices -- both of which 
reportedly suffered heavy wind and wave damage in the storm. 

Contacts report the CARE office took a heavy hit, and a side of Air 
Madagascar\'s office measuring 15 meters was washed away by a wave. 
A vehicle sent down from Sambava at 0700 (a drive that normally 

takes one hour) to locate the PCVs had still not reached Antalaha at 
1200 due to poor driving conditions. Local NGOs and gendarmes are 
also looking for the PCVs. Post is still trying to locate another 

AmCit in the Maroantsetra area who has not responded to numerous 
attempts to contact him (and who possibly is no longer in the 

country). Post will report on all whereabouts and welfare to the 

CA/OCS Duty Officer over the weekend as soon as information becomes 
available. 
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E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, ECON, RS, UZ 

SUBJECT: RUSSIAN PRIME MINISTER DISCUSSES ECONOMIC ISSUES 
WITH THE GOU 


Classified By: Amb. Jon R. Purnell for reasons 1.4 (b) and (d). 


1. (C) Russian Prime Minister Mikhail Fradkow\'s visit to 
Tashkent focused primarily on economic issues, including 
difficulties faced by Russian firms doing business here. The 
two sides also discussed the production of Russian aircraft 
in Uzbekistan. Russia and Uzbekistan did agree to establish 
a joint venture, with a Russian controlling interest, to 

repair Russian military helicopters. The two sides are close 
to signing several bilateral agreements intended to 
regularize the treatment of Uzbek labor migrants in Russia. 
The Russian Ambassador said that Fradkov\'s visit was the 
first of his tenure focused on concrete results rather than 
broader political symbolism. The visit also demonstrated 
that Uzbekistan\'s relationship with Russia is not as smooth 
as the Uzbeks would like to portray. End summary. 


2. (C) Russian Ambassador Farit Mukhametshin gave the 
Ambassador a readout of Russian Prime Minister Mikhail 
Fradkov\'s March 6-7 working visit to Tashkent. The visit 
focused primarily on bilateral economic issues, although some 
discussion of the Eurasian Economic Community (EurasEC) and 
regional security also took place. The Russian Ambassador 
said that this was the first high-level Russian delegation in 

his tenure to come to Tashkent with a focus on making 
concrete progress rather than signing agreements and other 
symbolic gestures. During his one working day in town, 
Fradkov met with President Islam Karimov and Prime Minister 
Shavkat Mirziyaev. 


3. (C) Mukhametshin said that much of Fradkov\'s visit focused 
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on the business climate. The Uzbeks, he said, were critical 

of the slow pace of Russian investment, particularly in the 

oil and gas sector. However, the Russians reminded them that 
Gazprom had received its license only in December and that it 
was unrealistic to expect that $200 million in investment 

would take place in just two months. (Note: It took almost a 
year for the Uzbeks to grant Gazprom\'s license for gas 
exploration. End note.) 


4. (C) The Russians pressed the Uzbeks to make it easier for 
Russian businesses to work here, Mukhametshin said. Currency 
conversion in particular is a problem, he continued, giving 

the example of Russian telecommunications company Beeline, 
which has been unable since October to convert $20 million in 
Uzbek soum to hard currency, and as a result has been unable 
to import equipment needed to upgrade its cellular network. 
Mukhametshin agreed with the Ambassador\'s comment that Uzbek 
actions against Newmont Mining had undermined Uzbekistan\'s 
reputation as a good place to do business, and added that 
COSCOM\'s recent problems had not helped either. (Comment: 
Very interesting comment, considering reports that U.S.-owned 
COSCOM is being pressured to sell out to a Russian 
telecommunications company. End comment.) The Russian 
Ambassador said that he thought it would be important to work 
on improving the business climate in Uzbekistan through the 
G-8. 


5. (C) Mukhametshin confirmed press reports that the two 
sides also had discussed production at the Chkalov Aircraft 
Factory (a.k.a. TAPOiCh) on the outskirts of Tashkent. The 
factory is a relic of Soviet times, the Russian Ambassador 
said, and even today relies on factories in Russia for its 

supply of parts, which it then assembles into completed 
airframes. The Uzbeks want to preserve the past with Chkalov 
operating independently and providing jobs for a grossly 
oversized work force (Note: During Soviet times, the factory 
reportedly employed upwards of 13,000 workers. Current 
employees number about 5,000, most of whom have relatively 
little to do as the factory is idle much of the time. End 

note.) Mukhametshin did not address press reports that 
Russia has decided to shift future production of IL-76 cargo 
planes away from Tashkent. However, he said that the Russian 


TASHKENT 00000438 002 OF 002 


delegation told the Uzbeks that the Chkalov factory currently 
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is obsolete and needs to be integrated into the wider 
(presumably Russian) world of aircraft production if it is to 
survive. 


6. (C) The Russian Ambassador also confirmed that Russia and 
Uzbekistan agreed to form a joint venture to repair Russian 
military helicopters on the basis of an existing helicopter 

repair facility in Chirchik. Russia will have a controlling 

interest in the joint venture (51 percent to the Uzbeks\' 49 
percent). Mukhametshin told the Ambassador that the Russians 
had insisted on a controlling interest because they feared 

that nothing would be done if left to the Uzbeks. 


7. (C) Russia and Uzbekistan are close to signing three 
bilateral agreements which, taken together, should help to 
regulate the flow of migrant Uzbek labor. The agreements 

will deal with issues surrounding the migrants\' legal status, 
payment of taxes, and receipt of social benefits while in 
Russia. Mukhametshin said that he had been trying to get the 
Government of Uzbekistan to engage on these issues for over 
two years; however, it was unwilling to do so until recently 
when changes were made at senior levels of the Ministry of 
Labor. Now, progress is finally being made. 


8. (C) Mukhametshin\'s description of Uzbek officials saying 
repeatedly that all is well and that there are no problems in 

the Russian-Uzbek relationship sounds familiar. Fradkov\'s 
visit shows that the Uzbek-Russian relationship is not as 
smooth as the Uzbeks like to portray, and that the Russians 
have many of the same problems as other countries in working 
here. The Russians know that the business environment here 
is bad, and that it is in our common interest to see what can 
be done to improve it. An agreement to establish a framework 
for dealing with the large number of Uzbek labor migrants 
working in Russia should be a step forward, as it presumably 
would convey some sort of official status, which should help 

to reduce abuses. 

PURNELL 
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SUBJECT: DEMOCRACY PARTNERS CONCERNED ELECTION CRISIS 
LOOMING 


REF: ABUJA 462 
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Classified By: Acting Political Counselor Heather Merritt for reason 1. 
4 (B) and (D) 


1. (C) SUMMARY: With less than one month to go before 
elections the Nigeria-based U.S. election partners, NDI, IRI, 
PACT, and IFES, are strongly concerned that an election 
crisis is looming. The Nigerian Independent National 
Electoral Commission (INEC) has yet to begin basic election 
preparation including printing ballots and other election 
forms, procurement of ballot boxes, recruitment and training 
of 500,000 election staff, as well as designating an 

additional 30,000 polling places. Our partners pointed out 
that this Wshocking state of affairs," is compounded by 
political uncertainties. It is far from clear who will 

ultimately be candidates in next months elections, and there 
is the possibility that the election process will be tied up 

in numerous court cases. With elections one month away it is 
also unclear how expeditiously the courts will handle the 
various cases, and whether this will impact the electoral 
calendar. END SUMMARY. 


2. (C) DCM, Poloffs and USAID officials met with 


Column 3 

representatives NDI, IRI, PACT, and IFES on March 15 to 
review Nigeria\'s progress in preparing for the upcoming 
polls. Though all four organizations continue to plan for 
and work toward elections in April, they expressed growing 
concern about the lack of technical preparation and the 
political climate of uncertainty hanging over the April polls. 


TECHNICAL PREPARATIONS 

3. (C) The IFES representative believes that the election 
process is likely to become a \"giant court case,\" which could 
affect the printing of the ballot. \"If the courts step in, 

there is no chance that we will have an election on time,\" he 
said. Logistical preparations are woefully behind schedule 
with no apparent remedy in sight. Many key tasks have not 
even started, according to the IFES director. He pointed to 
the time-consuming work of printing ballots and other 
election-related forms as well as the subsequent distribution 
of materials to the 150,000 polling places as formidable 
tasks. 


4. (C) The IFES director also cited the lack of progress in 
hiring and training one-half million ad-hoc election staff; 
ballot box procurement; and accreditation for international 
observers, domestic observers and party polling agents as 
major shortcomings unheard of a month before credible 
elections. The result, he said, was \"a shocking state of 
affairs.\" He held out the possibility that INEC could make 
progress at the very last minute, but was concerned that when 
he expressed his concerns to INEC officials, they provided 
superficial assurances that all was well and things would get 
done. The IFES director concluded by saying he found the 
current environment \"very disturbing.\" 


THE POLITICAL PARTY VIEW 

5. (C) The IRI director strongly believes the elections will 
happen. He noted, however, a worrying rise in the level of 
inter-party violence which had affected a dozen states. He 
suggested that the violence, although clearly misguided, did 
indicate that parties were taking the elections seriously. 


6. (C) The IRI director said a number serious issues still 
clouded the political horizon. He listed the most significant 

as uncertainty about Atiku\'s candidacy, and the waning 
credibility of INEC. Incidents like INEC\'s exclusion of the 
APGA party in Anambra state (which made the election of the 
INEC Chairman\'s close friend, gubernatorial candidate Andy 
Uba, more likely) are part of a worrying trend, he said. 


7. (C) Political parties were still uncertain about the 
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accreditation of their party poll watchers. IRI was 

conducting its poll agent training with the information it 

has, but many important questions regarding polling and 
access to the polls have yet to be answered by INEC. He said 
uncertainty was also affecting IRI\'s efforts to accredit 

their international observers, and that INEC had been given 
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three copies of the same letter with the details requested. 
The confusion was compounded by the lack of clarity in the 
exact roles of the Ministry of Foreign Affairs and INEC in 
accreditation. 


VIEW FROM THE NATIONAL ASSEMBLY (NASS) AND CIVIL SOCIETY 
8. (C) The NDI representative said that although the 
overall political picture is bleak, the oversight role of the 
NASS had been a silver lining. He pointed to NASS-led 
efforts to hold INEC accountable, examine allegations of 
corruption by Nigeria\'s top two office holders and concerted 
efforts to keep the elections on schedule as positive signs. 
He suggested that divisions which characterized the third 
term debate were still in play and that \"cash and carry\" 
politics could eventually affect the positive trend, \"but the 
battle lines are drawn,\" he said. 


9. (C) NDI is moving forward with its plans to facilitate the 
Nigerian presidential debates scheduled for April 1-4. Two 
representative of the US Presidential Debates Commission will 
arrive on March 16 and will begin consulting with their 

Nigerian counterparts about the organizational details. 


10. (C) NDI will be fielding two groups of observers, a set 
of long-term observers who just arrived and will remain until 
after the elections, and a high profile delegation, led by 
Madeline Albright, which will observe the presidential 
elections. The NDI director said that the composition of the 
delegation and its plans will be included in a press 
statement which will be released shortly. 


11. (C) Civil society, the PACT director said, was still 

concerned that INEC planned to scuttle the elections. There 

was also suspicion that in the event of an election, INEC 

planned to exclude many domestic NGOs in favor of hand-picked 
groups of INEC-friendly observers. One proposal coming from 
INEC was for it to mandate that all observer groups include 

its designated NGO representatives. This suggestion, along 

with the lack of clarity about accreditation of domestic 

observers only fueled what is already a substantial levels of 


Column 3 
suspicion about INEC\'s intentions. 
CAMPBELL 
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E.O. 12958: N/A 

TAGS: EFIN, ECON, PGOV, EINV, BU 

SUBJECT: BULGARIA\'S CURRENT-ACCOUNT DEFICIT WORSE THAN EXPECTED, BUT 
NO CAUSE FOR ALARM YET 


1. (SBU) SUMMARY: Bulgaria\'s Current Account (CA) deficit exceeded 
even the gloomiest expectations, coming in at 16 percent of GDP 
growth in 2006. The deficit was fuelled mainly by the growth of the 
foreign trade gap which increased to a record 21.8 percent of GDP 
last year. Strong export growth performance and foreign direct 
investment (FDI) inflows were the few bright spots in the picture. 
Both the GOB and independent analysts assert the CA deficit is not a 
problem as it has grown on the back of strong investment activity. 
The GOB is committed to continue fiscal discipline and to new 
structural policies that curb further expansion of the CA deficit. 

END SUMMARY 


2. (U) Bulgaria\'s CA deficit reached a record 16 percent of GDP 
growth in 2006 (USD 4.9 Billion), preliminary central bank figures 
showed. The new deficit is well above the previous two years - 11.3 
percent or USD 3.0 Billion in 2005, 5.8 percent of GDP or USD 1.4 
Billion in 2004 - and much worse than the most pessimistic 
projections of 15 percent for 2006. The deficit was exceptionally 
strong in December - increasing 85 percent year-on-year - on strong 
consumer goods imports in advance of the hike in some excise taxes 
on January 1, 2007. Through the year, the CA deficit continued to 
be fuelled mainly by the growth of the foreign trade gap which 
increased to a record 21.8 percent of GDP in 2006 (against 20.2 


Column 3 

percent in 2005). Rampant domestic consumption due to a booming 
economy has supported high import growth over the past few years, 
while domestic export capacity is still inadequate reflecting 

domestic industry\'s resistance to restructuring. 


BRIGHT SPOTS BEHIND THE CLOUDS 


3. (U) A strong export growth rate of 26.6 percent year-on-year was 
a positive sign last year and outpaced for the first time in many 
years the growth of imports at 25.3 percent. Robust FDI inflow 
supported a favorable financial account, while foreign exchange 
reserves covered over 5 months of last year\'s imports. FDI, which 
reached USD 4.9 Billion or 16.6 percent of GDP in 2006, was mainly 
in real estate, construction, and communication - not strong 
export-growth sectors. 


4. (SBU) Neither the government, nor the independent analysts we 
spoke to are worried about the rising CA deficit as long as it 

remains largely or fully covered by FDI - 104 percent in 2006. Both 
sides contend that the rising FDI is causing a subsequent increase 

in the import of investment goods, which is good for long-term 
economic development but worsens the foreign trade and CA balance. 
At the same time, a large portion of the imported raw materials and 
energy resources - 50 percent and 35 percent, respectively - are 

used in export-oriented production. 


GOB GETS TOUGH ON CA DEFICIT 


5. (U) For the first time this year, the GOB included future CA 
deficits as a yardstick to control fiscal spending. The GOB will 

not spend the last 10 percent of its budget if the expected 2007 CA 
deficit as of end-September 2007 is higher than last year\'s 16 
percent of GDP. The GOB\'s tight fiscal stance also entails cautious 
public spending on imported goods - consumer and investment mainly - 
to avoid further opening of the CA gap. The central bank\'s vigilant 
policies on domestic credit growth should ensure the growth of 
private consumption remains under control, too. On the supply side, 
the GOB is relying on EU aid to modernize industry and its export 
capacity, while a law on small and medium enterprises supports 
measures to encourage export-led production. 


IMF CAUTIOUS 


6. (U) The IMF estimates that the CA deficit in 2007 will remain as 
high as last year\'s - around 15.8 percent. The Fund argues that 
certain favorable industry performance - such as the steel industry 
- may have an upbeat effect on overall exports in 2007. The Fund 
has been a steady beacon warning the GOB against lavish budget 
spending and further widening of the CA deficit, and will continue 
this message even after it exits at the end of March. 


Column 3 

7. (SBU) COMMENT: The CA deficit is very high, but government and 
banking officials claim that because of high FDI levels, and 

security of the banking system, Bulgaria is not in danger. If the 

CA deficit is to widen further - or FDI to fall - it could 

jeopardize the currency board arrangement and the government\'s 
mid-term economic plans. While BulgariaWs exports will likely 
continue to rise, export volume will largely depend on how quickly 
the domestic economy is able to compete following EU membership. 
The government should stick to its tight fiscal policies - yielding 

a fourth consecutive budget surplus - and put in more structural 
reform measures to maintain the strong economic climate while 
significantly re-building business-related infrastructure. 

BEYRLE 
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DEPARTMENT FOR SCA/CEN AND EUR/ACE 
ASTANA ALSO FOR USAID 


E.O. 12958: N/A 
TAGS: PGOV, PREL, EAID, UZ 
SUBJECT: MERCY CORPS TO CLOSE IN UZBEKISTAN; JDA LOSES TAX 
CASE 
REF: A. TASHKENT 203 
B. 06 TASHKENT 2402 


Sensitive but unclassified. Please protect accordingly. 
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1. (SBU) On March 3, Mercy Corps International informed USAID 
that it intended to close down its operations in Uzbekistan. 
Mercy Corps made the decision in light of the government\'s 
ongoing tax case against the organization (reftels). The tax 
case, combined with the government\'s failure to adopt 
implementing regulations for its microfinance law, has 
resulted in a virtual stop to Mercy Corps activities. Mercy 
Corps currently is unable to legally transfer funds into 
Uzbekistan and had been using money already in country to 
support its tax case appeal and otherwise keep its programs 
alive. These funds are quickly drying up, however, forcing 
Mercy Corps to begin closing down, pending resolution of the 
tax case. 


2. (SBU) Joint Development Associates told poloff on March 13 
that it had lost its case in Tashkent City Economic Court 
earlier that day. The organization had been cautiously 
optimistic that it would prevail, but as with earlier 

verdicts against Mercy Corps and the Foundation for 
International Community Assistance (FINCA), the court ruled 
that Joint Development Associates is liable for the full 
amount of tax penalties assessed against it. The 
organization, which has been trying to voluntarily liquidate 
since August, has decided not to appeal the verdict. It has 
successfully moved most of its assets out of Uzbekistan, and 
plans to allow itself to be declared bankrupt for nonpayment 
of the tax penalties. 


3. (SBU) The decisions by Mercy Corps and Joint Development 
Associates effectively end two of the four tax cases against 
U.S. microfinance organizations. Post expects that the 

future holds similar results for the remaining cases as well. 

As in previous cases, the real losers in these cases will be 

the ordinary people, particularly in the rural areas of the 
country, who will no longer have ready access to microfinance 
loans. 

PURNELL 
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DEPT PASS USTR 

DEPT PASS TO TREASURY FOR OFFICE OF SOUTH ASIA - ABAUKOL 
TREASURY PASS TO FRB SAN FRANCISCO/TERESA CURRAN 
USDOC FOR 4530/ITA/MAC/OSA/LDROKER/ASTERN 


E.O. 12958: N/A 


TAGS: EAGR, EFIN, ECON, ETRD, ENRG, PREL, PGOV, PREL, IN 
SUBJECT: ECON HIGHLIGHTS FROM NEW DELHI(March 12-16, 2007) 


1. (U) Below is a compilation of Economic highlights from Embassy 
New Delhi for the week of March 12-16, 2006. 


2. (U) Prime Minister Singh addressed the Economist Round Table on 
March 13 and highlighted three drivers of Indias growth that lead 

to the \"air of justified optimism\" about Indias economy these days. 
These drivers are 1) the significant increase in IndiaWs savings 


Column 3 

and investment rates to 32% and 34% of GDP respectively - barometers 
of sustained growth; 2) India\'s demographic dividend, if employment 
friendly policies are in place; and 3) a broad national consensus on 
economic policies, demonstrated by the past 16 years of policy 
stability. Singh singled out a few key reforms for sustained and 
broadened growth: financial deepening; creation of a long-term debt 
market to finance infrastructure; more efficient labor markets; and 
improving the quality of governance and of public service delivery. 
On this last point, he stressed, it is not possible for India to 

simply spend its way to prosperity [through higher government 
expenditures]. 


3. (U) At the same conference the following day, in addition to 
positive comments about India\'s economy, Finance Minister 
Chidambaram identified five areas of agricultural reform that are 
needed: a) redirecting the fertilizer subsidy to the farmer instead 
of the producer; b) promotion of contract farming; c) creation of a 
better link between the farmer and market; i.e. supply chains that 
deliver a higher price to the farmer and a lower price to the 
consumer through increased efficiency; d) better power supply in the 
villages, by moving to a 2-feeder system that gives the farmer 8 
hours of electricity and the villagers 24 hours; and e) doubling 
production in new seeds to increase productivity in grains and 
pulses. 


4. (U) Commerce Minister Kamal Nath highlighted manufacturing as a 
driver of Vinclusive growth\' in India going forward. While touching 

on a number of topics including IPR, India\'s FTAs, and the Doha 
Round, Nath spent most of his time discussing how to include workers 
from the agrarian sector- as well as future workers from India\'s 
demographic bulge- in India\'s growth story. In an acknowledgement 
of the country\'s two-tiered economic system, Nath reminded the 
audience that 300 million Indians still earned less than $1 a day. 

With the manufacturing sector presently comprising only 17% of GDP, 
Nath described a goal of taking that share to 25% in the next 

decade. To accomplish this, the current 12% growth rate in 
manufacturing would have to be increased to 15-17%. \"Unless growth 
touches the life of the vast majority of Indians, the government 

will be shown the door,\" Nath said, pointing out that urban-centric 
growth was not enough. Citing autos and auto components as areas 
that were witnessing huge investment, he largely sidestepped 
specifics on infrastructure and FDI constraints and referred to port 
facilities investment where there was \"no delay\" as an example of 
positive movement. 


5. (U) In response to questions on the Doha Round, Nath was 
positive, stating that \"we want to ensure a successful result in the 
next few months.\" However, agriculture remained difficult because 
for many countries, this was their sole concern, asserting that \"55 
countries are concerned just with bananas, coconuts, and cotton.\" 
Interestingly, Nath singled out Japanese rice tariffs as an example 
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of where granting exceptions to general trade rules would present 
difficulties in the Doha negotiations. You can\'t create a 
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carve-out, for example, for Japan with 900-1000% tariffs on rice\" 
and expect other countries to agree. 


6. (U) The FM also mentioned reforming consumer subsidies for 
cooking gas and kerosene by redirecting the subsidy to poor 
consumers rather than the producer. Interestingly, when asked about 
help for the manufacturing sector, Chidambaram replied, \"if it ain\'t 
broke, don\'t fix it.\" Lastly, in an uncharacteristically 

impassioned comment, Chidambaram argued that the government\'s higher 
revenues must be largely allocated to more spending on the rural 
areas, rather than on infrastructure. Further, he said he was going 

to note to Parliament the following day that, in the first three 

years of UPA rule, it had spent more on basic rural needs than the 
last six years of the opposition\'s rule - clearly a defensive move 

in light of recent state elections that have raised the volume on 
criticisms of government policies for the \"common man.\" 


7. (U) An FAA team comprising of John J. Hickey, Director Aircraft 
Certification Service, FAA South Asia Sr. Rep Randall Fiertz and 
three other officials engaged senior executives of India\'s 

Directorate General of Civil Aviation (DGCA) on March 12-13 in New 
Delhi to draw a roadmap for reaching a Bilateral Aviation Safety 
Agreement (BASA) with India and to put in place \'Implementation 
Procedures! to certify the airworthiness of aviation equipment, 
products and aircraft. 


8. (U) The significance of the progress made during these talks is 
highlighted by the fact that this is the first time since 1991, when 

India indicated its interest in negotiating a BASA with United 

States, that a mutually satisfactory agreement was reached on a 
highly contentious aviation safety matter. During the intense 
negotiations, the breakthrough came when the India\'s DGCA leadership 
accepted the long-standing FAA position that it would take 3-5 years 
for shadow certification for an Indian registered aircraft under FAR 

23 design code and 5-7 years for one under FAR 25 design code. The 
Indian side also agreed to change the sequence of shadow product 
certification project by starting with a product which is in the 

initial stage of process of certification rather then a product 

which has already been certified by India\'s DGCA. 


9. (U) FAA and DGCA are developing a work plan that will include 
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specific steps to achieve a BASA. The two sides agreed to strive to 
reach consensus on the plan so that an announcement could be made at 
the forthcoming April 23-25 US-India Aviation Cooperation Summit in 
New Delhi. 


10. (SBU) Econoff met on March 8 with the head of Goldman Sachs\' 
new Global Infrastructure Fund, Joshua Feldman. The fund was 
started just 18 months ago and has an available investment fund of 
$6.5 billion; of which only $1.5 billion has been committed so far, 
mainly in the US and UK. Goldman Sachs is looking to invest now in 
China and India, for which it has already appointed a country head, 

to be based in Mumbai. Goldman Sachs is interested in projects 
across the sector, including ports, roads, and power, and is open to 
different types of participation, from joint venture to sole 
concessionaire. Feldman also said Goldman Sachs expectation was 
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that not every project would go well, but that overall, the 
opportunities and the returns would justify the anticipated 
difficulties - a healthy approach to big projects in India. 


11. (U) Visitors from the Office of the Comptroller of the Currency 
(OCC) and Econoff met with Ministry of Finance Joint Secretary 
(Capital Markets) Dr. K.P. Krishnan and Joint Secretary (Banking) 
Amitabh Verma in separate meetings on March 12. Krishnan, often a 
thoughtful interlocutor, responded to a question about what keeps 
him up at night, by saying that he was concerned that Indian 
policymakers have not properly realized the reduced impact of 
monetary policy in India\'s increasingly open financial markets. 
Specifically, he pointed to the difficulty any central bank faces in 
trying to both control inflation and currency appreciation when 

there is an increase in dollar inflows, since stemming currency 
appreciation through the purchase of dollars releases more local 
currency into the economy, pushing up inflation. Verma was not as 
reflective, mainly just reiterating the RBI's 2009 Roadmap for 
allowing more foreign presence in the banking system. He claimed 
that a number of new foreign bank branch licenses had just been 
issued, including for Barclays and Standard Chartered, and that 
India was planning to enable more bank presence in rural areas, 
including by foreign banks. Verma went further to say he had heard 
foreign banks were interested in rural branches. (Note: our 
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contacts in Mumbai indicate that only 12 foreign branch licenses 
were issued in 2006, none of which went to US companies. Last year, 
the RBI rebuffed Citibank\'s offer to establish non-metro branches 
and we have not yet seen any new signals from the RBI on approving 
foreign rural branch licenses. End note.) Mumbai will report 

septel. 


12. (U) Visit New Delhi\'s Classified Website: 
http://www state.sgov/p/sa/newdelhi 
Pyatt 
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TAGS: PHUM, PREL, IN 

SUBJECT: SUDAN HUMAN RIGHTS COUNCIL DEMARCHE 
REF: A. SECSTATE 33342 


B. SIM-OSIUS 3/15 EMAIL 


Column 3 
Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


1. (C) PolCouns delivered reftel demarche to Ministry of 
External Affairs (MEA) (Americas) Joint Secretary Gaitri 
Kumar on March 16. PolCouns also delivered demarche to the 
office of MEA (UN Economic and Social) Joint Secretary 
Manjeev Singh Puri, who has responsibility for instructing 

the Indian UN delegation in Geneva. Puri himself is 

currently in Berlin. Due to Puri\'s absence from New Delhi, 
and given the urgency of action, Kumar recommended that the 
U.S. delegation in Geneva engage directly with the Indian 
delegation in Geneva on this matter. 

PYATT 
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E.O. 12958: DECL: 03/16/2032 

TAGS: PGOV, ECON, SOCI, CH 

SUBJECT: ANNUAL LEGISLATIVE SESSION CONCLUDES WITH PASSAGE 
OF PROPERTY LAW 


REF: A. BEIJING 1776 
B. BEIJING 1763 
C. BEIJING 1752 
D. BEIJING 1700 
E. BEIJING 1672 
F. BEIJING 1615 
G. BEIJING 1591 
H. BEIJING 1590 
|. BEIJING 1528 
J. BEIJING 1482 
K. BEIJING 1404 
L. BEIJING 1403 


Classified By: Political Internal Unit Chief Susan Thornton. 
Reasons 1.4 (b) and (d). 


SUMMARY 
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1. (C) ChinaWs controversial Property Law passed with 97 
percent of the vote at the March 16 closing session of the 
National People\'s Congress (NPC). As is the case every year, 
all 11 items on the docket at the final session were approved 
handily, though NPC deputies seemed genuinely surprised by 
the margin with which the Property Law passed. The Chinese 
People\'s Political Consultative Conference (CPPCC) closed the 
day before, adopting a \"political resolution\" warning Taiwan 
authorities against seeking de jure independence. Although 
Chinese media have touted the \"open\" nature of this year\'s 
\"two meetings,\" they still are largely orchestrated, designed 

to provide legitimacy and build consensus for decisions 
already made by the Party. While the Party leadership is 

likely pleased that this year\'s sessions brought further 
attention to dealing with social problems and building a 
\"harmonious society,\" it runs the risk of being unable to 

meet rising public expectations for solutions to the many 
problems identified over the past two weeks. End Summary. 


CURTAIN FALLS ON CHINAYS ANNUAL SPRING SPECTACLE 


2. (C) The March 16 closing session of the National People\'s 
Congress (NPC) officially brought China\'s annual legislative 
session to an end. The atmosphere in the Great Hall of the 
People was festive, with nearly 3,000 NPC deputies from 
across the country, many decked out in ethnic garb, chatting 
and snapping photos to commemorate the event. Once NPC 
Chairman Wu Bangguo opened the final proceedings, however, it 
was all business, as he led delegates through votes on 11 
government reports or pieces of legislation in quick 
succession. The entire Politburo Standing Committee, minus 
the ailing Huang Ju, was in attendance. (Note: While Huang 
appeared at the NPC opening and for a brief media encounter, 
he was absent from the remaining public events. End note.) 


3. (C) In a carefully choreographed show of unity, and as is 

the case every year, every item up for vote passed by a 
considerable margin. The only surprise was the level of 
support for the controversial property law: 97 percent. 

That result seemed to catch many deputies off guard as well, 
as they let out a collective gasp, followed by the biggest 
applause of the day. As in past years, the Supreme People\'s 
Court (SPC) and Supreme People\'s Procuratorate (SPP) work 
reports garnered the lowest levels of support, reflecting 
continuing dissatisfaction with the corruption prevalent in 
China\'s justice system. Other items voted on at the closing 
session included Premier Wen Jiabao\'s Government Work Report, 
national economic and social development plan, the budget, 
corporate income tax law, a decision on the number and 
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election of deputies to the 11th NPC (next years NPC 

beginning in March 2008), separate methods for electing Hong 
Kong and Macao Deputies to the 11th NPC and the NPC Standing 
Committee work report. 


4. (U) The vote totals: 
Rept/Law For Against Abstain Not Vote Percent 


Govt WR 2862 17 10 0 99 
Econ/Soc Dev 2737 92 56 4 95 
Budget 2532 220 131 6 88 
Property 2799 52 37 1 97 
Inc Tax 2826 37 22 4 98 
NPC Elect 2792 47 41 9 97 
HK NPC Elect 2838 17 27 7 98 
Macao NPC El 2852 11 19 7 99 
NPC Report 2826 30 30 3 98 
SPC 2395 359 £127 8 83 
SPP 2414 342 128 5 84 
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Total number of Deputies present: 2889 


5. (C) Meanwhile, China\'s consultative body, the Chinese 
People\'s Political Consultative Conference (CPPCC) closed the 
day before. As was the case last year, it overwhelmingly 
adopted a \"political resolutionW warning Taiwan authorities 
against seeking de jure independence. Less harsh than last 
year\'s resolution, the document nonetheless called for \"firm 
opposition to secessionist activities in any form\" and warned 
against efforts to seek de jure independence and urged 
expanded exchanges and cooperation across the Taiwan Strait. 
Although the CPPCC has no real power in China\'s political 
order, two CPPCC delegates with more than a decade of 
experience in the advisory body, told Emboff on the margins 

of this year\'s meetings that the CPPCC\'s role in providing 
technical advice to Chinese leaders is increasing (see ref 

a). Official media report that 2,023 CPPCC members submitted 
4,516 opinions this year, with 206 being submitted directly 

to relevant ministries and agencies for study. 


INCREASED TRANSPARENCY? 


6. (C) As with past years, Chinese media coverage of the \"Two 
Sessions\" was intense. Domestic press coverage seemed even 
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to exceed last years, according to Cao Huayin (protect), 
Secretary General at the China Reform Forum. Official 
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Chinese media relentlessly produced pieces touting the \"open\" 
and \"democratic\" nature of this years proceedings, citing 
several firsts: reporters could register for the sessions 

online; the address and location of delegations\' hotels were 
publicized and overseas reporters were allowed to interview 
deputies directly; and drafts of important laws were 

translated into English. In practice, the \"openness\" of 

events was mixed. Some of the delegation meetings attended 
by poloffs and the press truly had an open, free-for-all feel 

to them, while others were carefully choreographed and 
designed to keep reporters at bay. The CRFYs Cao summed up 
the situation up best by noting that, despite the supposed 
\"openness\" of this year\'s sessions, the \"propaganda\" reported 
by official media was \"worthless.\" Meaningful debates took 
place only behind closed doors. For example, delegation 
meetings to discuss the property law and corporate income tax 
laws were closed to the press. 


COMMENT 


7. (C) Despite the supposedly \"open\" nature of this year\'s 
\"two meetings." it is clear their main purpose remains 
providing legitimacy and building consensus for decisions 
already made by the Party. While NPC debates may now be more 
lively, most meaningful discussions still take place behind 
closed doors. Nevertheless, the Party leadership is likely 
pleased with this year\'s NPC/CPPCC outcome. Over the past 
two weeks, there has been tremendous domestic and 
international attention given to the priorities of the Hu-Wen 
leadership: building a \"harmonious society\"; dealing with 
\"people\'s livelinood\" issues such as education, health care 
and housing; fighting corruption; and engaging in \"balanced 
development\" that protects the environment and conserves 
energy while also shrinking China\'s urban-rural, 
coastal-inland and rich-poor gaps. While the controversial 
property law was easily passed, its real impact is still 

unclear, according to Chang Shaoyang (protect), Deputy Editor 
at the Legal Daily. Most of the public still has no clue 

what the law is all about, and even experts such as Chang are 
not completely sure what to make of it, given that the text 

of the law has yet to be made public. Moreover, by focusing 
so intensely on the issues of concern to the Chinese public 
over the past two weeks, the leadership runs the risk of 

having raised expectations beyond its ability to deliver 
solutions. 

RANDT 
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E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PGOV, PREF, ASEC, PTER, BH, NP 

SUBJECT: FOREIGN MINISTER ON INTERIM GOVERNMENT, THREAT TO 
U.S., BHUTANESE REFUGEES 


Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C) Foreign Minister K.P. Oli suggested to the Ambassador 
March 15 that the Interim Parliament might vote March 16 to 
endorse Prime Minister Koirala and accept his oath of office. 
Oli was not certain if the PM would then announce the 
formation of an interim government. The Ambassador expressed 
grave concern that Maoist leader Prachanda\'s claims of a 
royalist plot to assassinate U.S. officials had placed U.S. 
mission personnel at risk. If the current government 

remained through April, Oli said, he would discuss refugees 
with his Bhutanese counterpart at the SAARC Summit in New 
Delhi April 3-4. Oli suggested that might be the final 

bilateral meeting between Nepal and Bhutan on this issue. On 
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urban refugees, Oli indicated that his government wanted to 
verify UNHCR\'s determination of refugee status before 
providing exit permits. 


Prime Minister To Take Oath of Office 


2. (C) On March 15, the Ambassador asked Foreign Minister 
Krishna Prasad Oli about the prospects for an interim 
government. Oli replied that the Interim Parliament might 

vote March 16 to endorse Prime Minister Koirala and accept 

his oath of office. Oli was uncertain whether the PM would 

then announce formation of an interim government, but said 

that the Maoists had not met the pre-conditions the PM had 

set. He emphasized the need to prevent Maoist entry into an 
interim government until they had renounced violence and the 
instruments of violence. \"If they renounce violence, then 

the door would open for further agreement," Oli said. Maoist 
use of violence was a reflection of Maoist policy, which had 

not changed despite the peace process. The Ambassador noted 
that Maoist leader Prachanda\'s comment March 12 that armed 
Maoist combatants remained outside the cantonments was not 
surprising. The Maoist objective was to demonstrate that the 
UN-monitored arms management and cantonment program was a 
farce in order to sustain the environment of fear and 

intimidation throughout the country, the Ambassador pointed 

out. 


Prachanda\'s Claim of Royalist Plot Must Be Debunked 


3. (C) The Ambassador expressed grave concern that 
Prachanda\'s public statement March 8 claiming the Royal 
Palace was plotting to assassinate U.S. officials in Nepal 

had put U.S. mission personnel at risk. By doing so, 
Prachanda had, in effect, told his cadre that if they killed 

a U.S. official, the Maoists would blame it on the Palace. 

The Ambassador said he had requested the Government of Nepal 
(GON) to demand evidence from the Maoists regarding the plot 
and, if none existed, for the GON to make a statement to that 
effect. More importantly, Prachanda needed privately to 

direct Maoist cadre not to target U.S. Embassy personnel. It 
was reassuring that PM Koirala had publicly noted that the 
GON had received no evidence from the Maoists. That said, 
the Ambassador noted, he had received neither evidence nor 
assurances that the Maoists had issued the required 
instructions. \"We will hold the Maoists responsible for any 
attack on U.S. officials in Nepal,\" he added. Oli was 
sympathetic, but replied that he was not in contact with the 
Maoists. The Ambassador requested Oli to tell Home Minister 
Sitaula that the U.S. still awaited a response from the Home 
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Ministry on this issue. 


Nepal-Bhutan Meeting on Bhutanese Refugees Possible at SAARC 


4. (SBU) The Ambassador asked whether a meeting between Nepal 
and Bhutan on the Bhutanese refugee issue was likely at the 
upcoming SAARC Summit in New Delhi April 3-4. Oli replied 
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that, if the current Cabinet remained in office through 

April, he intended to meet with his Bhutanese counterpart. 
\"This could be a conclusive meeting,\" he said, indicating 

that the GON would move on other solutions if the Royal 
Government of Bhutan (RGOB) showed no willingness to move on 
the refugees. The Ambassador informed Oli that the Core 
Group of donor governments intended to deliver a demarche to 
Bhutan prior to the SAARC Summit urging Bhutan to repatriate 
eligible refugees. He recounted his meeting March 10 with PM 
Koirala in which the PM said he looked forward to the 
resettlement program moving ahead. The Ambassador assured 
Oli that the U.S. would continue to push for repatriation, 

but was also interested in beginning resettlement as early as 
July/August. \"We can do that," Oli replied, as long as the 
Nepal-Bhutan bilateral meeting occurred before then. If 

Bhutan allowed for repatriation, Nepal would be very pleased. 
But if Bhutan did not change its mind on repatriation, then 
Nepal would start the resettlement program, he added. The 
Ambassador also urged Oli to process the 36 Bhutanese 
vulnerable cases that UNHCR submitted January 4 to the GON. 


Nepal Not Processing Urban Refugees 


5. (SBU) The Ambassador asked Oli to allow the 50 urban 
refugees that the U.S. had accepted for resettlement to 

depart Nepal. Oli responded that the GON was displeased with 
how UNHCR had failed to collaborate with the government 
before issuing refugee determinations. (Note: UNHCR Nepal 
currently has registered 390 urban asylum seekers and 
refugees. According to UNHCR Resident Representative 
Abraham, the GON has demanded that UNHCR cease processing any 
urban asylum seekers. End Note.) The Ambassador stressed 
that these individuals could not return to their countries of 

origin and that the U.S. had a humanitarian interest in their 
fate. Oli suggested that the GON wanted to assess the urban 
refugees\' asylum claims itself before issuing exit permits. 

He also indicated this was the purview of the Home Ministry, 
not Foreign Ministry. 
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Comment 


6. (C) It is unclear when the Interim Parliament will vote 

upon, and accept, the Prime Minister\'s oath of office. We 
agree with FM Oli that the Maoists should be kept out of an 
interim government until they have demonstrated improved 
behavior. Unfortunately, Oli\'s enmity with the Maoist 
leadership, as well as with the leadership of his own 
CPN-UML, may result in his replacement as a member of the 
Cabinet. Oli is not only tough on the Maoists, but is also 
forward leaning on Bhutanese refugees and appears sincere in 
wishing to conclude this issue once and for all with the 

RGOB. We will continue to encourage the Home Ministry and 
UNHCR to develop a mutually acceptable mechanism to process 
the urban refugee caseload. 
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E.O. 12958: N/A 

TAGS: PREL, SOCI, ECON, UN, NP 

SUBJECT: NEPAL REQUESTS U.S. SUPPORT FOR KUL GAUTAM AS 
ESCAP EXECUTIVE SECRETARY 
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1. (U) This is an action request, please see para 4. 


2. (SBU) Nepal\'s Finance Minister Ram Saran Mahat informed 
the Ambassador March 14 that Prime Minister G.P. Koirala had 
sent a letter to UN Secretary General Ban Ki-moon to nominate 
UN Children\'s Fund (UNICEF) Deputy Executive Director Kul 
Gautam for the position of Executive Secretary to the 
Economic and Social Commission for Asia and the Pacific 
(ESCAP). Mahat requested U.S. support for Gautam\'s 
nomination. He noted that Nepal was the only ESCAP member 
country of substance" to not have held this position. 

(Note: Bhutan and the Maldives, according to Mahat, have also 
not been ESCAP Executive Secretary. End Note.) 


3. (U) According to information provided to Post by the 

Foreign Ministry, Kul Gautam, a Nepali citizen, has had a 

long and distinguished career with UNICEF. Starting in 1973, 
he served as Programme Officer in Cambodia and Indonesia, as 
UNICEF Country Representative in Laos, Haiti and India, and 
as Regional Director for Asia and Pacific. He has also 

served as Chief for Latin America and the Caribbean, as 
Director for Planning, and Director of Programme Division at 
UNICEF headquarters in New York. As Director of Programme 
Division and Acting Deputy Executive Director (Programme), 
Gautam had major responsibility for developing and overseeing 
policy and program strategies for UNICEF cooperation in 
developing countries in the early 1990s. He received his 
higher education in the U.S. at Dartmouth College, Princeton 
University, and Harvard University. Gautam is married and has 
one daughter and one son. 


4. (SBU) Action Request: Post requests the Department 
favorably consider Gautam\'s nomination as ESCAP Executive 
Secretary. If appointed, Gautam would be the first Nepali to 
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be elevated to the level of UN Under Secretary-General since 
Nepal joined the UN in 1955. 
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VISA 
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CONFERENCE PLANS 
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Classified By: A/DCM Peter Kaestner, Reason 1.4 (B,D) 


1. This is an ACTION REQUEST for CA, S/CT, DS, PA, SCA and 
others. Please see paragraphs 15 and 16. 
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2. (S) SUMMARY: Hardline Kashmiri separatist leader Sayeed 
Ali Shah Geelani applied March 16 for a visa to travel to the 
United States for medical treatment for cancer in his one 
remaining kidney. Geelani has longstanding ties to terrorist 
group Hizbul Mujahideen through his political activity with 
Indian Kashmir,s Jamaat Islami party, and may have been 
responsible indirectly for the assassinations of moderate 
Kashmiris. We need Washington guidance as to whether or not 
to issue him a visa (see septel for VISAS DONKEY message). 
We also need a PD strategy that rebuts Geelani\'s own press 
attacks on us, which have already started. While there may 
be some blowback here among Kashmiri hardliners if we reject 
the visa, Geelani\'s views and message are incompatible with 
the values of the American people, law, and government. The 
optimal outcome may be for the Department to facilitate 
Geelani\'s care elsewhere, perhaps Singapore. If we reject 

his visa, there are likely to be security and political 
repercussions for us in the Kashmir Valley and possibly 
elsewhere. END SUMMARY. 


Seeking Medical Care from the Great Satan 


3. (S) Sayeed Ali Shah Geelani is a rigidly uncompromising 
Kashmiri separatist who has taken pride in being an outspoken 
advocate for violence and terrorism for many years. 

Rejecting even President Musharraf,s proposals, he has vowed 
to go to his grave without compromising on his insistence on 
Kashmir,s independence or accession to Pakistan. In doing 

so, he has undermined the Indo-Pak peace process and the 
moderate Mirwaiz Hurriyat. He is also a sharply polarizing 
figure in the Kashmir Valley. Geelani,s doctors say he has 
approximately one year to live due to kidney cancer. Geelani 
told Deputy CG that the quality of medical care and treatment 
in the U.S. is superior, and that the Barberton, Ohio 
Commmunity Hospital has a comprehensive cancer care program. 
If he receives a visa for medical treatment in the U.S., we 
understand he is likely to engage in political activitity in 
Washington if he gets a visa (Ref A), although he claimed in 
his visa interview there is no political agenda for his trip. 

He may use that opportunity to denounce Indo-Pak peace 
efforts. 


Setting Us Up 


4. (S) Geelani began the process of applying for a U.S. visa 
on March 12th, requesting our POL FSNVs help to file 
paperwork with the Consular Section. He applied formally for 
the visa on Friday, March 16. Geelani asked that he be 
allowed to travel to Ohio for laser treatment of cancer in 
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his remaining kidney. Due to his rigid hardline views and 
well-known ties to Pakistan-based terrorist group Hizbul 
Mujahideen, the Indian government has previously restricted 
his travel, granting him a passport only twice to go on the 

Hajj since 1981, when he visited the U.S. Nonetheless, Prime 
Minister Manmohan Singh personally intervened to issue him a 
passport for one year to permit him to seek medical treatment 
abroad. In issuing Geelani a passport, the Supreme Court 
ordered that he refrain from participating in political 

activity if he were to go to the U.S. Kashmiri leaders in 

the past, however, have taken little notice of this 

admonition (and escaped punishment), and we hear he has been 
invited to speak at a conference being arranged in Washington 
on March 28th by separatists (Ref A). In the period between 
March 12 and his visa interview March 16, his spokesman 
attacked us in the press for telling Geelani\'s son that a 

visa decision could take some time and might have to be made 
in Washington, leading us to believe he set us up to look bad 
no matter what we decide. 


Everyone\'s Clammed Up 


5. (S) India,s political leaders have remained relatively 

silent in response to the Prime Minister\'s intervention in 

this case, including the opposition. Mirwaiz Omar Farooq has 
also, tellingly, been silent, despite indications (Ref A) 

that he would weigh-in on Geelani\'s behalf. When we met 
Mirwaiz in February, he said it would be a big mistake for 

the GOI to issue Geelani a passport to travel, because he 
would stir up trouble. A former Indian RAW Chief told us 

that Geelani must not be permitted to engage in political 
activities in the U.S. When we explained his First Amendment 
rights were he to travel to the U.S., we were urged to tell 
Geelani to \"lump it\" because the PM\'s decision did not/not 
envision Geelani engaging in such activities. When we tried 
to raise the matter with PMO, we were hurriedly told this was 
a matter of extreme sensitivity that we should raise with 

MEA. MEA told us that their Embassy in Washington had heard 
of the possible March 28 conference organized by Ghulam Nabi 
Fai, and took a very dim view of it and Geelani\'s possible 
participation. They promised a considered opinion ASAP, but 
we have not heard from them and doubt we ever will. NN 
Vohra, the senior Kashmir-watcher at the Home Ministry, 
similarly would not be drawn when asked for his opinion. 
Clearly, this is a hot potato. 
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Do Unto Others... 


6. (S) Our Senior POL FSN tells us that, in the South Asian 
cultural context, all of a dying man\'s evil deeds should be 
forgotten so he can receive the care he is asking for. That 
the RSS and BJP did not attack the PM for giving Geelani a 
passport is a reflection of that cultural attitude. It is 
possible that some here will accuse the U.S. of standing in 
the way of his medical care, ignoring the fact that Geelani 
seeks to visit acommunity hospital in Barberton, Ohio and 
that medical care is available closer by in India itself, 
Singapore, Dubai, or Europe. Denying his visa, they say, 
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will give him yet another platform to denounce the United 
States as he dies as a \"martyr\" for the Kashmir cause. They 
also ask why we have granted Yasin Malik, who is known to 
have killed several people during his \"freedom fighter\" days, 
a passport for less urgent medical treatment, when Geelani 
has never killed anyone with his own hands. (Answer: 
Because Yasin Malik has become a proponent of peace. Geelani 
has not and likely never will.) Ironically, Yasin Malik 

alone among the separatists contacted Senior Pol FSN to 
advocate for Geelani to get a medical visa, arguing that the 
Muslim community in the Kashmir Valley will respond 
positively to this kind of gesture. 


An Ardent Extremist with Ties to Terrorism 


7. (S) The counter-argument is far more compelling. 
Pre-eminent terrorist expert Dr. Ajai Sahni gave us a long 
dossier of accusations against Geelani, including financing 
Hizbul Mujahideen and other terrorist groups through hawala 
channels, money laundering, openly advocating violence, and 
ordering the assassination of several political opponents 
(emailed to SCA and SCT). Although we have no evidence of 
his having ever been convicted in India of any crime, Geelani 
has been jailed multiple times in India for financing 

terrorism and inciting violence, including from 1965 to 1966, 
1990 to 1992, and in 2002 until he was released on 
humanitarian grounds to receive medical treatment in Mumbai 
during his first bout with cancer. Geelani is known to be a 
close associate of Hizbul Mujahideen leader Syed Salahuddin, 
and press reports say that he is the more conservative of the 
two, pressuring Salahuddin not to declare a cease-fire or 
open talks with India even though the Indians have been 
courting the Hizbul leader for some time. 
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Blood On His Hands 


8. (S) More disturbingly, Geelani has a brutal reputation 
among Kashmiri separatists. Both Sajjad and Bilal Lone have 
openly accused Geelani of ordering the assassination of their 
father, Abdul Ghani Lone in 2002, after Lone traveled to 
Pakistan to renounce violence and signaled his interest in 
running for office in Indian Kashmiri elections. Mirwaiz 

Omar Farooq also blames Geelani for ordering the death of his 
father, Mirwaiz Muhammad Farooq in 1990. Geelani also 
denounced Mirwaiz Omar Farooq,s recent trip to Pakistan, 
holding a strike in protest of his trip, and sending ominous 
signals that Mirwaiz\'s life could also be in jeopardy in the 
coming months (Ref B). 


No Apostle of Peace 


9. (S) Geelani has been an outspoken opponent of 
compromising with India to attain a peace agreement with 
Pakistan. Jammu correspondent for The Hindu Luv Puri told us 
that in all of his recent speeches, Geelani has repeatedly 
denounced President Musharraf,s statements outlining a 
resolution with India. Pakistani officials still meet with 
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Geelani in New Delhi out of courtesy, but press reports say 
that Pakistan has sidelined him in recent years because of 

his extremist position. Geelani has long advocated violent 
tactics to achieve his goals in Kashmir, including telling 

the Pakistani press in 2003 that the Jaish-e-Mohammad and 
Lashkar-e-Taiba terrorist groups are \"our friends who \"have 
never acted in a manner that is against humanity or 

morality.\" 


10. (S) Although he likely has a wealth of information about 
terrorists in the Kashmir Valley and Pakistan, Geelani is 
probably of little intelligence value for the United States, 
since he is flush with financial assistance from his 
supporters and uninterested in compromising to resolve the 
conflict. Those close to Geelani say that he is unlikely to 
change his political positions, regardless of any outside 
influence because he has vowed to die a \"martyr\" for the 
Kashmir cause. 


Cost/Benefit Analysis 


Column 3 
11. (S) Arguments in favor of issuance/waiver include: 


-- He would be physically taken out of the political picture 

in India but he could still issue statements. 

-- A visa for the U.S. might make him soften his views. 

-- A dying man deserves such an act of compassion (South 
Asian cultural view). 

-- We might placate the Jaamat al Islami and the Hizbul 
Mujahideen. 

-- Mirwaiz will not have Geelani breathing down his neck in a 
delicate political moment in the Valley. 

-- The Valley will not erupt in sympathy for his visa denial. 

-- We deny Geelani yet another reason to hate and bash the 
U.S. 

-- USG employees who handle Kashmir and visit the Valley will 
not face additional security risks from Geelani\'s ilk. 


12. (S) Arguments against issuing include: 


-- He will likely never change or soften his views on Kashmir 
or Indo-Pak peace efforts. 

-- Terrorists will view us as weak and willing to compromise. 
-- Possible uproar in the U.S. if we issue a notorious 
terrorist sympathizer a visa. 

-- Possible uproar in India if we issue a notorious 

terrrorist sympathizer a visa. 

-- Kashmiris will spin harmful conspiracy theories if he dies 
under the surgeon\'s knife in the U.S. 

-- Is he susceptible to law enforcement interest/arrest in 

the U.S.? 

-- We risk giving him a Washington platform to spread his 
message of hate if he attends Fai\'s conference. 

-- Why should we give a visa to a man who detests the U.S. 
and India and opposes peace efforts? 

-- We would refinforce the distinction between rejectionists 
and moderates like the Mirwaiz. 

-- He might engage in more fund raising for FTOs, Hizbul 
Mujahideen, and other undesirables. 
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Overcoming his Ineligibility 


13. (S) Assuming that the DPT-00 hit relates to a solid 3(B) 
terrorism ineligibility, the Department will need to decide 
whether to recommend a waiver to the DHS. Based on the 
analysis in this message, Embassy New Delhi would not 


Column 3 
recommend such a waiver. 


An Alternative Solution? 


14. (S) Advanced medical treatment necessary to prolong 
Geelani,s life is available in many countries in the Middle 
East, Europe, and Asia, and the laser treatment he seeks may 
well be available in Singapore. American doctors have also 
traveled throughout the world in the past to assist with 
high-profile surgeries if the local country did not have the 
medical staff available to provide the treatment (not that 
India does not possess world-class oncological facilities). 
Nonetheless, Geelani,s family has loudly signaled their 
singular desire in the Indian press to bring him to the U.S. 
for advanced medical care, and a U.S. denial of his visa may 
cause fallout in the Indian press and in Kashmir. 


ACTION REQUESTS 


15. (S) ACTION for PA, S/CT, CA, and SCA: Geelani has 
already started attacking us in the press for delaying his 

visa issuance. In that sense, he has already positioned us 
perfectly to be the fall guy and the villain of this bit of 
Kashmiri political theater. There are also implications for 
American public diplomacy regardless of how we adjudicate 
Geelani,s visa application. We will need press guidance to 
manage the public response in India -- preferably breaking 
from our longstanding policy against commenting on visa 
applications -- if we are to deny his visa or seek to divert 

his care to another country. We should be given guidance 
that robustly defends us against attacks that will surely 
emanate against us in the Kashmir Valley newspapers, many of 
whose journalists are sympathizers of Hizbul Mujahideen and 
the Jemaat al Islami. We suggest: 


(After he applies and we decide) 


-- We denied SAS Geelani a visa because of his well known 
ties to terrorists, his failure to renounce violence, and his 
rigid and unhelpful political views. 

-- We recognize that he has a serious medical condition that 
requires treatment. He could pursue medical treatment in 
other countries besides the United States, including India. 

-- lf Geelani endorses the peace process underway between 
India and Pakistan and renounces terrorism as a means of 
achieving his aims, we may reconsider our visa decision, as 
we have for other Kashmiris. 


16. (S) ACTION FOR S/CT, SCA, CA, DS, FBI, CIA, NSC, DHS/ICE: 
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We request Washington\'s instruction as to how to proceed 
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with Geelani\'s visa application. 


Comment: No Good Option... 


17. (S) Comment: Geelani has been ostracized by the USG for 
the past six years because of our belief that he is a 

terrorist sympathizer, an orchestrator of assassinations, and 

a known opponent of the India-Pakistan reconciliation 

process. If we encountered him at a function we would be 
required to avoid him. His poor health notwithstanding, 
breaking our policy of nonassociation with known terrorists 

and their supporters would severely compromise our 
international standing and credibility in the global war on 
terrorism. 


18. (S) We are not immune to South Asian traditional 
sympathies with those known to be dying, nor do we diminish 
the consequences of refusing him a visa. With extremist 
religious beliefs growing in the Kashmir Valley, denying 
Geelani his dying request will diminish our perception as 
helpful players in the Kashmir dispute. It will also further 
erode the longstanding (if unrealistic) belief among Kashmiri 
extremists -- propagated by Geelani -- that the United States 
supports their separatist aspirations. There will also 
certainly be political blowback among the hardliners in the 
Valley, and Geelani\'s star may rise for a while, causing 
others such as that of the Mirwaiz to dim. We may also put 
our people at further risk when they travel to the Valley. 


19. (S) Given his rigid opposition to Indo-Pak peace efforts, 
it may be more useful to India to have Geelani outside of the 
country. As with any other Kashmiri separatist political 
leader, we should not believe, however, that Geelani won\'t 
engage in political activity during a stay in the United 

States. Denying his visa, however, will likely prompt him to 
denounce the United States. 


... Except One: Pass the Buck Again 


20. (S) Ultimately, letting him die not-so-quietly while 
receiving medical care elsewhere -- preferably in Singapore 
or some other country where he cannot engage in as much 
grandstanding or fundraising supported by the local Kashmiri 
community -- may be the best option available to try to 
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ensure that his murderous and rejectionist legacy fades far 
from the spotlight into history. We recommend the Department 
ask Singapore to allow Geelani to enter for treatment so we 

do not have to host an unrepentant terrorist sympathizer on 
our shores. If Singapore agrees, we could quietly mention 

the possibility to Geelani\'s family, although they will 

surely leak that as well to the press to make us look bad. 

End Comment. 


21. (S) We conveyed our reasoning in this cable to the 
British High Commission, which is also hearing from SAS 
Geelani that he may apply there for a visa. 

PYATT 
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E.O. 12958: DECL: 03/15/2032 

TAGS: PGOV, PREL, ECON, SOCI, CH 

SUBJECT: QINGHAI GOVERNOR EMPHASIZES BALANCED DEVELOPMENT, 
ENVIRONMENTAL PROTECTION AND TRANSPARENCY WITH AMBASSADOR 


Classified By: Ambassador Clark T. Randt, Jr. 
Reasons 1.4 (b) and (d). 


Summary 


1. (C) China\'s only female governor, Song Xiuyan of 
Qinghai Province, emphasized the need for balanced 
development that promotes rapid economic growth and 
raises living standards while also protecting the 
environment during a March 11 lunch with the 
Ambassador. Protecting Qinghai\'s environment benefits 
the entire world, as the province is home to the 
headwaters of the Yangtze, Yellow and Mekong Rivers, 
as well as glaciers with a global impact on climate. 

The goal of government should be to serve the people 
in a transparent way, she stated. Qinghai\'s primary 
interest in the ongoing National People\'s Congress 
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session is continued central support for the \"Great 
Western Development" Program, which over the past six 
years has spurred the fastest growth in the province\'s 
history. Qinghai nevertheless remains extremely poor. 
To help turn this around, Song repeatedly said she 
welcomes increased United States investment and more 
American tourists. End Summary. 


Balanced Development: \"The Greatest Challenge" 


2. (C) Song Xiuyan, China\'s only female governor, took 
a break from ongoing National People\'s Congress (NPC) 
events to join Ambassador Randt for lunch at his 
residence on March 11. Emphasizing the need for 
balanced development, Song said her greatest challenge 
is to promote rapid economic growth and raise living 
standards while also protecting the environment. 
Qinghai is a relatively undeveloped and backward area, 
and the pressure to improve the \"hard\" lives of its 
many poor residents is great. In this regard, 
development is absolutely essential, but not at the 
expense of the environment. One example of achieving 
balanced development is Qinghai\'s decision to 
emphasize environmental protection above all else in 
the area containing the headwaters for three of Asia\'s 
most important rivers -- the Yangtze, Yellow and 
Mekong. Given these rivers\' significance, economic 
growth in the headwaters region is not a priority, and 
the province has stopped mining activities and reduced 
animal husbandry activities there. Our goal is 
\"scientific, harmonious and sustainable\" development, 
Song concluded. 


Environmental Protection: Qinghai\'s Global 
Responsibility 


3. (C) Governor Song repeatedly underscored her 
\"heavy\" responsibility to China, the region and the 
entire world in protecting Qinghai\'s \"unique\" 
environment, including the \"three rivers\" and glaciers 
that have a global impact on climate. Qinghai Lake is 
also a major global transit point for migratory birds. 
Fortunately, the province\'s preservation efforts have 
paid off, as Yellow River water levels have risen and 
wildlife in and around Kekexili Nature Reserve has 
increased. In response to the Ambassador\'s question 
about avian influenza (Al) in Qinghai, Song said birds 
which carry Al are \"international\" birds that bring 

the Al virus into Qinghai. While those birds 
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sometimes die in Qinghai, that does not mean that they 
acquired the disease there, she pointed out. 


Governance: Serve the People, Transparently 


4. (C) The Qinghai Government\'s policy is to serve the 
people in a transparent way, Governor Song told the 
Ambassador. The involvement of the public in 
policymaking is welcome, and transparency is on the 
rise so people know what decisions were made and why. 
\"There is nothing we cannot tell the people,\" she 
declared. People have the right to comment on 

policies, which serves to improve the government\'s 
plans and popular support for them. Governor Song 
outlined four channels through which she keeps in 

touch with popular opinion. First is local 

governments, from the provincial down to village 

levels. Second, the Governor has an \"open\" phone line 
and e-mail in-box that residents can use to register 

their opinions. Third, she talks directly to a wide 

variety of people on a regular basis. Finally, 
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reporters are another great source of information, 
providing the Governor with information on the public 
mood gleaned from interviews and provincial travel. 
(Note: Song did not specify, but could have been 
referring to journalists\' reports for internal 
government consumption, which paint a more realistic 
picture of their findings than their published 

articles. End note.) 


5. (C) Qinghai residents are unhappy about a number of 
issues, Governor Song said, especially the province\'s 
relatively low standard of living. Urban incomes in 

the province lag 3,000 RMB behind national rates; 

rural incomes by 1,000 RMB. Desire for better 

housing, access to medical care and improved education 
are other demands. In the coming year, Qinghai has a 
number of policies it wants to implement for the 

people, including an allowance system to guarantee a 
basic standard of living for poor rural residents; a 
program to pay the boarding costs of certain rural 

school children so parents don\'t have to choose 
between food and books; and a program to build housing 
for destitute nomadic farmers who hitherto had no 
housing whatsoever. Song conceded that people\'s 
demands continue to rise along with their standard of 
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living and ChinaWs development. The government\'s goal 
is to meet those new demands so that all of China can 
develop even further. 


NPC: Focused on \"Great Western Development\" Program 


6. (C) Qinghai\'s primary interest in the ongoing 
National People\'s Congress session is continued 
central support for the \"Great Western Development" 
Program, which over the past six years has spurred the 
fastest growth in the province\'s history. The entire 
Qinghai delegation was pleased to hear Premier Wen 
Jiabao emphasize this policy in his Government Work 
Report. Despite the fact that Qinghai remains 
extremely poor, this policy has been a boon for the 
province\'s economy, especially in the areas of 
transportation and communications infrastructure. 
Though dependent on central support, Qinghai still 
aims to improve its own resources and advantages in 
order to enhance its own ability to develop. Other 
issues of interest to Qinghai in the PremierYs work 
report include environmental protection, poverty 
reduction, education and health care. Governor Song 
was confident that government support for western 
China would \"only increase,\" given the center\'s 
expanding fiscal resources. 


U.S. Investment, Tourism: More, Please 


7. (C) Governor Song repeatedly said she welcomes 
increased United States investment and more American 
tourists as a means to boost the provincial economy. 
Introducing the head of the Qinghai Provincial 
Commercial Office, she stressed that Qinghai is eager 
to work with the United States to boost the current 

low levels of American investment. Though the 
Governor declined to describe in detail investment 
opportunities in Qinghai, she mentioned that Qinghai 
has a number of natural resources, including the 
largest salt lake in China. Hydropower, non-ferrous 
metals and high-nutrient plants unique to Qinghai are 
other resources and possible investment opportunities. 
Though tourism numbers remain low, things have 
improved since Tibet-Qinghai railway opened last year. 
Eight million people traveled to Qinghai in 2006, 
including 4,000 Americans. Qinghai enthusiastically 
welcomes more tourists, the Governor reiterated. 


U.S.-China Relations 
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8. (C) U.S.-China relations are \"developing well," 
Governor Song said, remarking that the positive state 
of bilateral ties is of direct benefit to both our 
peoples. China\'s development is peaceful and benefits 
the entire world. The improvement in the lives of the 
Chinese people, one-fifth of the world\'s population, 
is bound to contribute to global growth and has 
presented numerous opportunities to American firms. 
William Chang, Director of the National Science 
Foundation (NSF) Beijing Office, outlined three NSF 
programs in Qinghai related to international bird 
migration, environmental protection and ecological 
conservation and cooperation on tundra research in 
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Qinghai during the International Polar Years of 2007- 
2009. Governor Song said these projects are valuable, 
again emphasizing the importance she attaches to 
environmental protection. She welcomed increased 
cooperation between American and Chinese scientists. 


Terrorism 


9. (C) In response to the Ambassador\'s question, the 
Governor said Qinghai is \"relatively stable,\" and does 
not face the same threats from terrorism as Tibet and 
Xinjiang, given that the province is located inland 

with no international border. Nevertheless, terrorism 
exists \"everywhere.\" One source of Qinghai\'s 
stability is the long-standing harmonious relations 
among the province\'s ethnic groups, which include 1.3 
million Tibetans and 1.2 million Hui Muslims and which 
traditionally played complementary, rather than 
competing, roles in the local economy. 


Bio Info 


10. (C) Governor Song Xiuyan is a dynamic interlocutor 
who came across as open, articulate and energetic in 
the Vice Premier Wu Xi mold. She is currently China\'s 
only female governor; there are no female Party 
Secretaries. Song said she has one child, a daughter, 


SIPDIS 
who is studying medicine (ophthalmology) in Beijing. 
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She likes sports, particularly ping pong and 
badminton, which she described as both a source of 
relaxation and exercise. Song recently traveled to 
the United States, visiting Hawaii, Los Angeles, New 
York and Washington, DC. 

RANDT 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRC, Cl 
SUBJECT: MEDIA REACTION - PRESIDENT BUSH\'S TRAVEL TO LATIN AMERICA 


1. Summary: Wrap-up coverage of the President\'s trip to Latin 
America had an underlying negative tone in Chile. Words such as \"no 
evident success,\" \"cosmetic impact,\" \"no significant assistance,\" 
are mentioned. However, the bio-fuel agreement signed with Brazil 

is identified as a success. End summary. 


2. On March 15, conservative, influential newspaper-of-record \"El 
Mercurio\" (circ. 129,000) carried an article entitled \"Bush 
Concludes Tour to Latin America with no Evident Success.\" Quote: 


\"President Bush tried to show that the United States is concerned 
with the region\'s problems. But the late, brief, and limited impact 

of his trip did not change the perception that Washington is far 

from the continent.... Among Bush\'s accomplishment are that he 
prevented a battle with Hugo Chavez\' counter-tour and concluded an 
agreement on bio-fuels with Brazil. But he did not offer 

significant assistance, eliminate tariffs on ethanol, or improve the 
immigration agenda with Guatemala and Mexico.\" 


3. On March 15, conservative, influential newspaper-of-record \"El 
Mercurio\" (circ. 129,000) carried an article entitled \"Bush 
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Concludes Tour Without Winning Over the Region." Quote: 


\"In spite of the social assistance (programs), the agreement on 
ethanol, and the promise of an immigration reform, Bush\'s trip only 
had a cosmetic impact on the difficult relations (between the United 
States and the region). Bush\'s tour had some diplomatic successes, 
but did not improve the superpower\'s image or counter the view that 
the White House failed to treat the region as it deserves to be 
treated." 


4. On March 15, government-owned, editorially independent La 
Nacion!" (circ, 4,200) carried an article entitled \"Bush\'s 2007 Tour 
to Latin America: Too Much Noise and Few Results?" Quote: 


\"The overall view is that the visit was just to explore a forgotten 
terrain, and analysts concur that the most prominent element of this 
trip was the demand by some regional leaders for a real change in 
U.S. immigration policy." 


5. On March 15, government-owned, editorially independent, \"La 
Nacion!" circ, 4,200) columnist Marcel Garces wrote: 


\"The proposals that Bush allegedly brought with him are ineffective 
and an insult given the magnitude and nature of the problems and 
misery in the region.\" 


6. On March 15, conservative, independent \"La Tercera\" (circ. 
101,000, 3/15) columnist Angel Soto, professor at the University of 
Los Andes, wrote: 


\"The belief that U.S. assistance will help us solve our problems is 
a historical mistake. This trip should be seen as placing more of 
the responsibility of promoting change on the Latin Americans 
themselves. Scholarship programs to study in U.S. colleges, 
training programs for teachers, free trade, and support for stable 
institutions are far more long-lasting than money we receive and 
which sometimes gets trapped in bureaucracy. 


KELLY 
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E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: WESTERN HEMISPHERE: VENEZUELA: CHAVEZ AND 
GUYANA; GWOT: AL-QAIDAYS INFLUENCE IN ALGERIA; SAO PAULO 


1.\"The Guyana Factor" 


Political columnist Eliane Cantanhede opined in liberal, largest 
national circulation daily Folha de S. Paulo (3/16): President Bush 
made rapprochement gestures towards US friends in Latin America 
while Chvez poured millions of dollars into Argentina, Paraguay, 
Bolivia and will certainly do the same in Ecuador. This attitude 
creates, or at least projects, a two-bloc split in the continent: 

one pro US (regardless of who the president is) and another pro 
Chvez (more than pro Venezuela). And here we have a delicate 
factor: Guyana. According to an evaluation by Brazilian intelligence 
services, Chvez is direct in his aggressive rhetoric against Bush 
because he needs a Vforeign enemy" to mobilize domestic patriotism. 
But if he tried to pass from words to action, such an attitude would 
not be against Washington or the neighboring Colombia. Chvez is 
openly arming Venezuela, buying weapons from Russia, its major 
supplier, but he does not have and will not have ammunition (in the 
literal sense) to face the military power of the world\'s largest 

power if he decides to attack Washington or Colombia. If he wants to 
demonstrate power, he may do so indirectly, and Guyana would be a 
perfect target. The pretext: Venezuela has for a long time claimed 
possession of 60% of Guyana\'s territory. The real motive: Guyana 
receives significant assistance from the US (and also from Canada 
and the UK), and is generous in exchange by offering space and 
conditions for US military training and operations near the border 
with Brazil and Venezuela. Brazil is not pleased and for years has 
just observed. Chvez goes farther than this. He fears that a US 
military base may be installed in his backyard. Whether an 
exaggeration or not of Brazilian strategists, the fact is that 

Chvez has shown that he is not joking. An eventual development 
would be that Brazil would certainly be involved, either by air or 

by land, not only through diplomacy.\" 


Column 3 
2. \"Terror Network Extents Tentacles In Algeria 


Center-right national circuQtion daily O Estado de S. Paulo\'s Paris 
correspondent Giles Lapouge maintained (3/16): "Washington and 
London have officially warned that a terrorist attempt may be 
carried out by Islamic radicals in Algeria to hit foreign personal 
working in the oil and gas industry. The tactic of the terrorists in 

the region has evolved.... The attacks today are aimed at the cities 
and especially foreign employees, and have a clear goal: to ruin the 
local industry and destroy the economic infrastructure in the 
Maghreb region.... Al-Qaida has slowly taken control of all 

terrorist organizations operating in different Arab zones.... 

Al-Qaida does not restrict its ambitions only to the Maghreb region 
- which involves Algeria, Tunisia, Morocco and Libya. lts network is 
also installed in the Middle East nations.... With al-Qaida\'s 
sponsorship, commandos have been infiltrated into Lebanon, coming 
from the armed resistance in Iraq, a nation that has become an 
important supplier of suicide terrorists to the entire region." 
McMullen 


100730 

PP RUEHPA 

DE RUEHDK 0608/01 0751208 

ZNY SSSSS ZZH 

P 161208Z MAR 07 

FM AMEMBASSY DAKAR 

TO RUEHC/SECSTATE WASHDC PRIORITY 7855 
INFO RUEHZK/ECOWAS COLLECTIVE PRIORITY 
RUEHBO/AMEMBASSY BOGOTA PRIORITY 0028 
RUEAIIA/CIA WASHDC PRIORITY 

RUEHNA/DEA HQS WASHDC PRIORITY 
RHEFDIA/DIA WASHDC PRIORITY 

RHMCSUU/FBI WASHINGTON DC PRIORITY 
RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0023 
RUEHBR/AMEMBASSY BRASILIA 0231 
RUEHLC/AMEMBASSY LIBREVILLE 0932 
RUEHLI/AMEMBASSY LISBON 0782 
RUEHLU/AMEMBASSY LUANDA 0407 
RUEHMD/AMEMBASSY MADRID 0153 
RUEHTO/AMEMBASSY MAPUTO 0441","S E C R E T SECTION 01 OF 03 DAKAR 000608 


SIPDIS 

SIPDIS 

STATE FOR INL/AAE, AF/W, AF/RSA, INR/AA, INR/TNC AND IO/T 
ACCRA FOR USAID/WA 


PARIS FOR POL - DVELIA 
LAGOS FOR DEA 


Column 3 


E.O. 12958: DECL: 03/16/2017 
TAGS: SNAR, KCRM, PGOV, PREL, EAIR, PU 
SUBJECT: COUNTER-NARCOTICS STRATEGY FOR GUINEA-BISSAU 


REF: A. DAKAR 0381 
B. DAKAR 0124 


Classified By: Ambassador Janice L. Jacobs for reasons 1.4 (b) and (d). 


SUMMARY 

1. (S) Embassy, press and intelligence reporting over the 

past year have highlighted the growing problem of drug 
trafficking in Guinea-Bissau (see refs). The international 
community watched and took no significant action as the GOGB 
lost sovereignty to drug traffickers. Now Guinea-Bissau is a 
haven of lawlessness where the state is rapidly losing its 

ability to govern, and drug cartels operate openly without 

fear of prosecution or interdiction. The open borders and 

lack of control over financial transactions that attract 

narcotics and human traffikers may also attract those engaged 
in other illicit activities such as arms smuggling and 

terrorism. Embassy lays out a proposed coordinated strategy 
and action request for assistance from the Department, DEA, 
FBI, DOD, DOJ and the UN in paragraph 11. END SUMMARY. 


BACKGROUND 

2. (C) In the war on drugs a new front must be opened in 
Guinea-Bissau. By most estimates, the country receives the 
highest volume of cocaine traffic in all of West Africa 
because of the ease with which traffickers can operate. 
Intelligence and anecdotal reporting suggest processing may 
be happening in Guinea-Bissau as well. Intelligence analysts 
at the DEA and UN Office of Drugs and Crime (UNODC) are 
unable to say for certain what happens to the drugs after 
they are stored and broken down into smaller packages in 
Guinea-Bissau, but most agree they go to Europe. It is, 
however, possible that mules are using the three daily 
non-stop flights from Dakar to Atlanta, New York and 
Washington, respectively. Money from the transactions goes 
back to traffickers in Latin America to help fuel production. 
Itis not yet known if those same funds are used to smuggle 
drugs into the United States or if they directly contribute 

to conflicts in Latin America through the purchase of arms 
and ammunition. 


3. (U) Europe, which has been late to raise its defenses 
against cocaine trafficking from Africa, is now getting on 
board. According to press reports, a Maritime Analysis 
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Operations Center based in Lisbon will be set up next month 
with law enforcement agencies from eight European countries. 
Navy, police, and customs officials will attempt to identify 

and interdict shipments. 


4. (C) Fighting drug trafficking has replaced security 

sector reform as post,s top policy priority in 

Guinea-Bissau. No progress can be made toward achieving U.S. 
goals of peace and security, governing justly and 

democratically, and economic recovery and poverty reduction 
without a serious, sustained, and coordinated anti-narcotics 
trafficking program. This cable outlines our proposed 

strategy for assisting those elements in Guinea-Bissau that 

have not yet been corrupted and want to fight traffickers. 


STICKS 

5. (C) Embassy, DEA Lagos, and UNODC officials have 
communicated concerns to the GOGB and the response is always 
the same: ¿We know we have a problem, give us materials, 
money and training to fight it.8 This was reiterated most 

recently by Prime Minister Aristides Gomes in a letter to the 
Ambassador dated February 13. It is accurate to say the GOGB 
has no capacity or resources to fight traffickers, but still 

there are steps the GOGB can take starting with appointing a 
focal point in the government and identifying \"vetted\" 
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individuals or units in the police, military, and judiciary. 

A legal review should be conducted to identify and study the 
laws which could be used in putting away traffickers and 
efforts should be made in conjunction with the National 
Popular Assembly to draft new legislation. Embassy will 
continue to reiterate these messages through diplomatic 
channels in coordination with allies and international 
organizations. 


6. (C) There must be consequences for any GOGB failure to 
take appropriate steps, but USG assistance is small and so 
leverage is limited. The first step that post will implement 
immediately is the suspension of participation in programming 
by the African Center for Strategic Studies (ACSS), which 
sends high level military officers to regional trainings. 

Over the past year, ACSS has sponsored Bissau-Guinean 
civilian and military participants for courses in Atlanta, 
Algiers, and Addis Ababa. Persistent allegations of 
high-level military involvement in trafficking, including 

from some ministers, necessitate this step. The next step 
would be the loss of International Military Education and 
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Training assistance geared toward mid and lower level 
officers. 


7. (C) It is not clear at this time if there is enough 

information about the drug traffic to place Guinea-Bissau on 
the Major,s List as a transit country that &significantly 

affects the United States.8 Embassy, the Department and 
interagency groups should review the data through the annual 
reporting of the International Narcotics Control Strategy 

Report and make a determination. The stigma of being named 
to the list and possibly de-certified is a stain the GOGB 

does not want. 


LAW ENFORCEMENT 

8. (S) There is not enough information about trafficking 
through Bissau to make arrests. Post\'s request for a law 
enforcement official seconded to the UNODC in Bissau (Ref A) 
will help provide more information and meanwhile send a 
message that the international community is taking action. 
DEA advises that if it had assets on the ground, it might be 
able to gain enough information for indictments under Title 
21, Sections 959 and 960. Indicting a Latin American or 
Nigerian trafficker or a Bissau-Guinean government official 
would send a powerful message. Even if no extradition were 
possible, the indicted would not feel safe traveling outside 
the country; given the austere conditions of Bissau, this 
would be a significant punishment. 


9. (C) Embassy will coordinate with EUCOM to request U.S. 
military ships that navigate near Guinea-Bissau as part of 

their scheduled itinerary to linger off the coast for an 

additional length of time. This will send a strong message 

to traffickers and the GOGB. Such action may also generate 
telephone based intelligence as contacts communicate to 
change course or suspend shipments. Embassy has provided to 
DEA Lagos cell phone numbers of reputed drug kingpins 
Minister of Defense Helder Proenca and the Chief of the Navy 
Jose Americo Bubu Na Tchuto. 


CARROTS 

10. (C) Embassy has requested INL funds but has been told 
that none are available. In any event, UNODC Chief Antonio 
Mazzitelli does not recommend training in the current 
environment, which he says is like a vacuum. Trained agents 
would not have the equipment, political support, or personal 
security guarantee to make any difference. A more robust 
program carried out in coordination with other donors and 
possibly under the auspices of the UN is required. 
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COMMENT AND ACTION REQUEST 

11. (C) Embassy requests that the Department identify 
alternative sources of funding such as the UN Democracy Fund 
or earmarked contributions to the United Nations to address 
Guinea-Bissau\'s grave narcotics problem. We will continue to 
coordinate diplomatic efforts with allies and international 
organizations, but diplomacy without well-funded, concrete 
action will yield few results. END COMMENT AND ACTION 
REQUEST. 

JACOBS 
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SUBJECT: DEADLINE TO REPLACE BEMBA AND RUBERWA GUARDS 
PASSES WITHOUT INCIDENT 


REF: KINSHASA 306 


1. (U) A March 15 deadline to replace with police officers 

the personal guard forces of former vice presidents 

Jean-Pierre Bemba and Azarias Ruberwa passed without incident 
(reftel). Traffic was lighter than usual in the Gombe 

district of central Kinshasa on March 15, but businesses 

remained open throughout the day. MONUC placed additional 
armored vehicles and peacekeepers near Bemba\'s and Ruberwa\'s 
residences, and there were no reports of violence or 

confrontations. 
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2. (U) None of Bemba\'s or Ruberwa\'s guards appear to have 
departed their respective compounds March 15. Congolese armed 
forces chief of staff Lt. Gen. Kisempia Sungilanga had 

ordered the former vice presidents\' guard forces to report 

for military integration, citing a November 15, 2006, 

presidential decree according protection to the four 

transitional vice presidents. Their guard forces are to be 
eventually replaced by 12-member contingents of police 
bodyguards. 


3. (U) MONUC and Minister of Defense Chikez Diemu have been 
negotiating with the Bemba and Ruberwa camps regarding 
replacement of their guards. The Minister told MONUC\'s Radio 
Okapi in a widely broadcast interview that the government did 

not intend to force the issue. MONUC military spokesman Lt. 

Col. Didier Rancher was quoted in press reports that 

discussions are underway. Bemba adviser Thomas Luhaka said 
the MLC is \"ready for a compromise\" but seeks assurances from 
President Kabila. 


4. (SBU) Comment: The situation in Kinshasa is calm, aQ 
discussions are underway to resolve the matter peacefully. 

The replacement of Bemba\'s and Ruberwa\'s guards remains a 
serious concern, but thus far all the principals involved are 
taking measures to avoid a confrontation. End comment. 
MEECE 
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Classified By: DCM Carol Urban, Reasons 1.4 b/d 
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1.(C) Just back from three days in Tehran, Swiss DFA State 
Secretary Michael Ambuehl on March 16 briefed Ambassador 
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Coneway on his meetings with Iranian Nuclear Negotiator Ali 
Larijani and asked for Embassy support for a meeting in 
Washington with U/S Burns and/or other senior Department 
officials next week (week of March 19). Ambuehl described 
the senior Iranian officials as \"feeling cornered, but 
remaining intransigent\" on the suspension of enrichment. 
Nonetheless, Ambuehl believes there is hope the Iranians will 
agree to talk. While Ambuehl made it clear that he had \"no 
scoop\" for us (his words), Embassy Bern believes a 
senior-level briefing in Washington would offer an 
opportunity to gain Ambuehl\'s insights and provide the 
Department an opportunity to reinforce the USG position on 
Iran with the Swiss. End Summary. 


2.(C) As he had previewed to EUR Assistant Secretary Fried on 
March 9 (reftel), Swiss State Secretary of Foreign Affairs 
Michael Ambuehl, with DFA Near East/Africa chief Livia Leu, 
traveled to Tehran March 12-15 to underscore to Iranian 
officials the need to abide by the UN Security Council and 

IAEA demands. Ambuehl advised that IAEA DG ElBaradei had 
encouraged him to make the trip. In a March 16 briefing for 
the Ambassador, DCM, and Poloff, Ambuehl said that he had met 
twice with Nuclear Negotiator Larijani and his deputy Sayyed 

Ali Monfared, again separately with Monfared, and with Deputy 
Foreign Minister Jalili (whom Ambuehl described as seemingly 
out of the nuclear picture now). 


3.(C) Ambuehl said he had reiterated his previous message to 
Larijani that Iran must comply with UN Security Council 
Resolution 1737, or face further sanctions. Larijani\'s 

reaction, Ambuehl said, was \"irritation with the Swuss 
insistence.\" Ambuehl said Larijani was similarly irritated 
following telephone calls from Swiss Foreign Minister 
Calmy-Rey and (Ambuehl understands) German Foreign Minister 
Steinmeier. Ambuehl assured us he had made clear to Larijani 
that the visit was a Swiss initiative, with backing from the 

IAEA. Ambuehl shared with the Ambassador a paper he had 
passed to the Iranians describing the Swiss proposal (para 
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7). According to Ambuehl, Larijani said Iran could accept 
all points in the paper, except the most important point -- 
suspension of all enrichment-related activities. 


4.(C) Notwithstanding Iran\'s intransigence on the enrichment 
issue, Ambuehl said that the \"hours\" of meetings yielded some 
interesting insights. He said he hoped to brief Washington 

as soon as possible -- as early as Monday, March 19 -- if 

Under Secretary Burns and/or other appropriate senior 

officials would be available. The Ambassador asked Ambuehl 
if he had heard anything from Iran that he hadn\'t heard 

before. Ambuehl replied that he had no actionable 
recommendations for the USG, but thought his readout would be 
of value to the Department. He could not say he was 
encouraged, neither was he discouraged, but felt it would be 
worthwhile \"to reflect to the US in exact terms\" what the 
Iranians said. The Ambassador thanked Ambuehl for both the 
preview of the visit to A/S Fried and the briefing 

immediately after. He agreed to convey Ambuehl\'s request to 
the Department and get back to him. 


5.(C) Given ElBaradei\'s putative role in the Ambuehl visit to 
Tehran, we gather that the Swiss initiative echoes 

ElBaradei\'s views, and may have been previously conveyed to 
Tehran by ElBaradei. While Swiss side efforts give us cause 
for concern, the fact that Larijani appears to have rebuffed 

the Swiss could be helpful in convincing fence straddlers in 
the international community that the Iranians are 

intransigent. 
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6. Embassy Bern believes it would be constructive for 
Department officials to receive State Secretary Ambuehl the 
week of March 19. Ambuehl made it clear that he (and one or 
two others) would travel any time and would ask for no more 
than an hour. The meeting could allow Ambuehl to share in 
greater depth the Iranian reaction to the Swiss proposal and 
provide the Department an opportunity to reinforce the USG 
position on Iran with the Swiss. End comment. 
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7.(SBU) Following is the text of the Swiss non-paper passed 
to Larijani: 


Guiding Principles and Mechanism to Relaunch the Negotiations 
Step 1: Informal Talks 


The parties will hold informal talks in order to agree on the 
following guiding principles which will serve as a basis to 
relaunch negotiations: 


1. In order to create the necessary confidence: 


-- Iran will suspend all its enrichment-related activities as 
required by the UNSC and the IAEA and to be verified by the 
latter; 


-- The P5 plus 1 will simultaneously suspend the 
implementation of the UNSC sanctions and will ensure that the 
Iranian nuclear issue will not be considered by the UNSC, but 
that the file will be returned to the IAEA. 


The parties will agree on the date of the entry into force of 
this double suspension, which will last until the end of 
negotiations in step 2, but no longer than six months unless 
otherwise agreed. 


2. Iran will adopt a policy of maximum transparency in its 

cooperation with the IAEA. To this end, Iran will present a 
timetable to the IAEA with a view to resolving all remaining 
outstanding issues. 


3. The P5 plus 1 recognize and affirm Iran\'s right to 
peaceful use of nuclear energy under Article IV of the NPT 
and in accordance with Articles ll and Ill of the NPT. The 
modalities ensuring Iran\'s access to nuclear energy for 
peaceful purposes, as well as the timing and modalities of 
the exercise of certain aspects of this right, namely the 
sensitive part of the fuel cycle, will be agreed in the 
negotiations under step 2, in conjunction with the 
confidence-building measures that need to be undertaken in 
Iran. 


Step 2: Negotiations 


As soon as the commitments regarding the double suspension 
and the time-table are implemented, step 2 begins. 
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The parties will enter into negotiations in good faith with 

the aim of achieving a comprehensive settlement (\"package\") 
including nuclear issues and non-nuclear areas, such as 
economic cooperation, international security, and political 
dialogue, with a view to streamlining and strengthening 
cooperation between the P5 plus 1 and Iran. 


The three guiding principles and the mechanism for 
relaunching the negotiations will be incorporated in a joint 
declaration signed by the P5 plus 1 and Iran. 


End text of Swiss paper. 
CONEWAY 
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REF: 2006 JERUSALEM 02852 


1. (SBU) Summary: Construction of the donor-financed 
Northern Gaza Wastewater Treatment Plant (NGWTP) began in 
February. The plant\'s new storage lagoon began receiving 
wastewater from the nearby Beit Lahiya sewage lake in early 
March in order to provide relief to the area\'s overflowing 
sewage system. Previously, the Beit Lahiya sewage lake\'s 
effluent seeped into residential areas, and contaminated the 
coastal aquifer, according to World Bank officials and 
Gaza-based USAID staff. End summary. 
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2. (SBU) The World Bank, European Commission, European 
Investment Bank, Sweden, France, Belgium and the PA are 
financing the USD 52 million NGWTP project. The NGWTP will 
serve roughly 350,000 Gaza residents when it is completed in 
three years. Deputy World Bank Country Director Faris 
Hadad-Zervos told Econoff on March 12 that the plant\'s 
construction began in February following months of 
negotiations between the Israeli Coordinator for Government 
Activities in the Territories (COGAT), the Palestinian Water 
Authority (PWA), and donors. He stated that a deal was 
reached between PWA and COGAT that allows the project\'s 
construction materials to be imported through Karni as long 
as the PWA provides COGAT with a daily report of all 
construction activities. 


3. (SBU) According to Hadad-Zervos, the plant\'s new lagoon 
began receiving wastewater pumped from the Beit Lahiya sewage 
lake on March 3. The start of this effluent transfer was 
postponed on several occasions in 2006 due to Israeli 

military operations in Gaza, which delayed the lagoon\'s 
completion (reftel), according to Hadad-Zervos. The lagoon\'s 
nine cisterns and pumps - located two kilometers east of the 
Beit Lahiya lake - began storing Gaza wastewater and reducing 
the lake\'s effluent level. Heavy rains had caused sewage 
overflow and leakage from the Beit Lahiya sewage lake into 
nearby residential areas in February, causing epidermal 
diseases and parasites in residents, according to Hari 
Al-Jamal, the World Bank representative in Gaza. 


4. (SBU) The Beit Lahiya sewage lake was dug by the GOI in 
1976 to serve a population of 30,000 residents, but in 2007 

it serves over 200,000 Gazans. Once the NGWTP is opened, the 
lake will receive little new wastewater, as most effluent 

will be pumped directly to the new treatment plant, according 
to Al-Jamal. He stated that the Beit Lahiya lake is likely 
contaminating the coastal aquifer due to seapage of 
insufficiently treated sewage. He said that the risk of 

aquifer contamination is reduced greatly as effluent levels 

are lowered. 

WALLES 
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SUBJECT: FM BAKOYANNIS OUTLINES GOALS FOR HER MARCH 22 
VISIT TO WASHINGTON 


REF: ATHENS 550 
Classified By: AMBASSADOR CHARLES RIES. REASON: 1.4 (B) AND (D). 


1. (C) SUMMARY: In advance of her March 19-23 visit to the 
U.S., FM Bakoyannis told the Ambassador of her hope that the 
visit can result in a clear indication by the Secretary of 

political support for Greece\'s entry into the Visa Waiver 
Program. She also pressed for a U.S. statement supporting 
Greece\'s position on a cancelled NATO exercise, arguing that 
a NATO-wary Greek public needed to see that the U.S., and 
NATO, would defend Greek interests as well. Ambassador 
emphasized that he understood the importance of public 
perceptions of NATO in relation to possible further Greek 
contributions to NATO operations, including in Afghanistan. 
Bakoyannis added that she anticipates discussing Balkan 
issues with the Secretary, including Macedonia\'s NATO entry 
and next steps on the Ahtisaari plan on Kosovo. END SUMMARY. 


ONE (SMALL) STEP FORWARD ON VWP? 


2. (C) Bakoyannis went straight to the point: under 

political pressure at home for being too pro-American, she 
needed to point to positive results from her March 22 
meetings in Washington. She hoped that, as a result of their 
meeting, the Secretary would be able to make a statement of 
political will from the U.S. administration regarding Greek 
participation in VWP. She hoped the Secretary could 
emphasize that Greece deserved to enter VWP, and would be 
both clear and positive -- not something journalists would 
misunderstand. It also needed to go further than what had 
been said to other Greek officials. While as an EU member, 
Bakoyannis anticipated that Greece would eventually become 
eligible through the EUVs efforts, it would be better for 
U.S.-Greek relations for the decision to be made ona 
bilateral basis. 


3. (C) Ambassador pointed out that the administration 

wanted Greece to be able to participate in VWP, but that, 
bureaucratically, the process was not yet ready to for a 

formal finding that Greece was eligible. Bakoyannis 

questioned the delay; hadn\'t the procedure had been under way 
for a year? The Ambassador reminded her that, formally, it 
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had begun only late last fall. No decision on VWP could be 
made during Bakoyannis\' visit. Bakoyannis mulled a request 
to see DHS Secretary Chertoff, but emphasized that she was 
not looking for a final decision on Greek participation. 

That was a deliverable for PM Karamanlis to achieve. Rather, 
Bakoyannis wanted a step forward -- underscoring that the 
U.S. Administration was commmitted to Greek entry into VWP. 


NATO EXERCISE CANCELLATION: NEED U.S. SUPPORT 


4. (C) Ambassador underscored the importance of effective 
Greek participation in NATO, which he had just discussed 
during consultations in Brussels. He noted that many factors 
played into decisions regarding NATO exercises in the Aegean; 
members of the SYG\'s staff had expressed concern about the 
unfortunate handling of the Ayios Efstratios decision. 
Bakoyannis confirmed that she would raise the subject with 
Secretary Rice. For Greece, NATO acquiescence in Turkish 
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efforts to cast doubt on the status of islands in the Aegean 
would create a \"black hole." with half of the Aegean 
demilitarized. The United States could not remain neutral in 
this case. For that reason, Bakoyannis hoped for a clear 
statement from the U.S. during her visit, emphasizing our 
agreement that Ayios Efstratios was not demilitarized. The 
Greek public needed, for once, NATO (and U.S.) backing for 
its position. 


5. (C) Ambassador noted that we had already alerted 
Washington to this request (reftel). We noticed the reaction 

to the controversy here. We understand that a better opinion 
of NATO in Greece could help the government find the 
political capital to support committing further forces to 

NATO efforts in Afghanistan and elsewhere. Ambassador asked 
whether Greece is pushing for a U.S. statement that we do not 
consider Ayios Efstratios demilitarized, or U.S. suppport for 
re-staging the cancelled exercise. Bakoyannis (and her Chief 
of Staff Chalastanis) noted that while either would be 

positive, they much preferred a U.S. statement backing 
Greece\'s position. 


MACEDONIA 


6. (C) Bakoyannis noted she would also raise Greek concerns 
regarding \"FYROM\" with the Secretary. The new government in 
Skopje seemed to be losing its sense of restraint, 

undertaking acts (airport naming, statue erection) that 

needlessly provoked Greek public opinion. While Bakoyannis 
was trying to keep this issue from affecting internal 
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politics in Greece, it was clear that NATO accession was a 
looming problem. If accession is delayed for a year, that 
would provide additional time to work on a solution to the 
name issue. Ambassador pointed out that the U.S. would not 
agree to postpone Macedonia\'s accession to 2009 because of 
the name dispute. The decisions would be taken on the basis 
of whether the three met NATO criteria. 


7. (C) Bakoyannis took the point, adding that there was no 
need to highlight the name dispute if accession was postponed 
for substantive implementation reasons. She added that while 
the GOG believed that the previous government in Skopje had 
been committed to an eventual agreement, the current 
government made no secret of its intentions not to 
compromise. The GOG was ready to do most of the heavy 
lifting (and the Karamanlis government was prepared to take 
the political heat), but they needed assurances that it would 
not be a one-way street. As she put it, "We can move 80 
percent of the way, but the Skopjeans have to be prepared to 
move 20 percent." 


KOSOVO 


8. (c) Bakoyannis told the Ambassador she had discussed 
Kosovo with Russian FM Lavrov March 15, admitting that even 
after the discussion, she did not know how far Russia would 
go in backing the Serbs. She also planned to talk to Serbian 
PM Tadic later on March 16 (he is on a private visit to 

Greece). Both the Russians and the Serbs were concerned 
about the Ahtisaari\'s \"lack of generosity\" to the Kosovo 
Serbs. Their fears should be addressed. Bakoyannis believed 
that more time was needed to make progress on 3-4 issues that 
might make the settlement go down more easily. She did not 
expect the Serbs would ever explicitly agree, but if the deal 
was rebalanced somewhat, it might have less impact on 
instability in the wider region (she was particularly 

concerned about Bosnia). Ambassador pointed out that NATO 
forces needed to operate in a permissive environment; it was 
not an occupying force. For that reason, it was essential to 
craft a Kosovo transition that was supported by the majority 

of Kosovars, and to do so now. Prolongation of the status 

quo was not an option. 

COUNTRYMAN 
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SUBJECT: MEETING WITH DEFENSE SECRETARY ON KARUNA PROBLEMS 
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Classified By: Ambassador Robert O. Blake, Jr. for reasons 
1.4 (b) and (d). 


1. (C) Ambassador, EU Head of Mission Wilson and UNHCR Head 
Awad met on March 16 with Defense Secretary Gothabaya 
Rajapaksa and Minister of Disaster Management and Human 

Rights Mahinda Samarasinghe. Wilson shared with Rajapaksa a 
list developed by the EC Humanitarian Office of concrete 

examples of how Karuna and his cadres are disrupting 

humanitarian relief efforts in the east. Rajapaksa responded 

that the government was encouraging the Karuna group to lay 

down their arms and enter into politics in the east. He 

emphasized that the government\'s policy of not allowing 
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paramilitiaries to operate was already in effect in areas 

liberated from the LTTE such as Trincomalee. He estimated 
GSL army and police would reassert control over law 
enforcement in Batticaloa within two weeks. Awad briefed 
Rajapaksa and Samarasinghe that there were now 152,000 IDPs 
in Batticaloa, an increase of 70,000 in a two week period. 

He informed Rajapaksa that the GSL resettlement operations of 
March 15th had broken minimum international standards because 
some families had been put into buses while their children 

were still in school, thereby separating families. Many were 
resettled against their will. The operation had also not 

been coordinated with the UNHCR. Rajapaksa defended his 
decision to move IDPs from Batticaloa to Vakarai and 
Trincomalee as necessary to prevent overcrowding in the Batti 
camps. He said reports of IDPs resisting resettlement were 
exaggerated because the IDPs had been threatened by the LTTE 
not to agree to return. Other independent sources such as a 
journalist who just returned from Vakarai, disputed 

Rajapakse\'s statement, reporting that many IDPs had been 
forcibly resettled. Post recommends U/S Burns and the 
Secretary reinforce the importance of the GSL working with 
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UNHCR and not forcibly resettling IDPs when they meet with 
Foreign Minister Bogollogama on March 16. End Summary. 


Rein in Karuna 


2. (C) Wilson shared with Rajapaksa a list of specific 
instances in which the Karuna Group had disrupted NGO 
operations in Eastern Sri Lanka. The list was developed by 
the EC Humanitarian Office specifically to demonstrate 
concrete examples of how Karuna and his cadres are disrupting 
humanitarian relief efforts in the east. The incidents 

ranged from threats and pressure on NGOs to procure from 
Karuna-linked suppliers, to forcible removal of equipment and 
supplies by Karuna cadres from INGO offices and warehouses, 
to requests for deviation of humanitarian services to Karuna 
cadres. Wilson emphasized that the list was not 
comprehensive, but nonetheless illustrated specific instances 
where Karuna cadres had disrupted ongoing humanitarian 
efforts. 


3. (C) Rajapaksa responded that the government was 
encouraging the Karuna group to lay down their arms and enter 
into politics in the east. He emphasized that the 

government\'s policy is to liberate all parts of the east from 

the LTTE and then not let any armed groups -- be they LTTE, 
Karuna or others -- to operate in those liberated areas. He 
said that policy was already in effect in areas such as 
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Trincomalee and Vakarai but he acknowledged that the 
government still had not evicted the LTTE from the Batticaloa 
area. Until the government was able to do so, the Karuna 
cadres argue they cannot give up their arms because of the 
need to defend themselves against possible LTTE attacks. 
Rajapaksa estimated that the government would be able to 
bring Batticaloa under its exclusive control within two weeks 
after which GSL army and police would reassert control over 
law enforcement. 
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4. (C) Awad pointed out the potential difficulty the 

government might face in demobilizing armed Karuna forces and 
reintegrating them as a political force. Samarasinghe 

responded that the International Labor Organization had 

initiated a project specifically on reintegration of 

paramilitaries. Rajapaksa added that the government was 
thinking through the possibility of putting some Karuna 

cadres into the regular Sri Lankan Army. 


Forced Resettlement of IDPs From Batticaloa 


5. (C) Awad briefed Rajapaksa and Samarasinghe that there 
were now 152,000 IDPs in Batticaloa, an increase of 70,000 in 
the two week period. He expressed his deep concern that 
military forces in the east had forcibly resettled some IDPs 

from Batticaloa on March 15 (NOTE: In a brief aside with the 
Ambassador before the meeting, Awad said that approximately 
4,000 IDPs had been sent to Vakarai on March 15th, some of 
them against their will. He did not provide these figures to 
Rajapaksa.) Awad explained to Rajapaksa that the UNHCR had 
responded to the government\'s call to create an IDP 

transition center in Trincomalee to which IDPs could be 

brought on an interim basis before returning to their 

villages, but he stressed the importance of moving all IDPs 

in an organized manner in accordance with international 
standards. He informed Rajapaksa that the operations of 

March 15th had broken minimum international standards because 
some families had been put into buses while their children 

were still in school, thereby separating families. The 

operation had also not been coordinated with the UNHCR. 


6. (C) Rajapaksa defended his decision to move IDPs from 
Batticaloa to Vakarai and Trincomalee. Raising his voice, he 
said the UNHCR and other agencies had not done a good job of 
resettling the IDPs in Batticaloa, thereby contributing to 

severe overcrowding when the latest influx of refugees from 
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Thopigala arrived. Rajapaksa pointed out that Trincomalee 
was prepared to accept these IDPs and that the government 
agent of Trincomalee is a very capable administrator. Awad 
pushed back, noting that it was essential for the government 
to work with the UNHCR to ensure an orderly process in which 
families were not forcibly returned or separated from their 
children. Rajapaksa shot back that UNHCR could not move fast 
enough to meet the urgent circumstances in Batticaloa. 
Rajapaksa further pointed out that the IDPs who resisted 
resettlement had been threatened by the LTTE, but in fact 
welcomed the opportunity to return to their villages. He 

again reiterated that it was logical for the government to 
reduce growing in Batticaloa by sending some IDPs to 
Trincomalee in preparation for onward resettlement to Muttur 
Ambassador and Wilson defended UNHCR and pointed out that 
the UN would be launching yet another emergency appeal to 
donors on March 22nd and that the donors would insist that 
GSL resettlement efforts be coordinated with the UNHCR and 
that the GSL avoid forcible resettlement and separation of 
families as the Foreign Minister and other senior GSL 

officials had repeatedly pledged to respect. 


Comment and Action Request 


7. (C) Itis clear that at least a portion of those 

resettled in recent days in Vakarai were sent back against 
their will, despite repeated pledges from senior GSL 

officials that this would not be done. An independent 
journalist who just returned from Vakarai confirmed to us 

that many of the resettled IDPs they had spoken to had 
confirmed that the army returned them against their will. 

These IDPs remain very concerned that the area is not as safe 
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as the GSL maintains. Post recommends that U/S Burns and the 
Secretary reinforce the importance of the GSL working with 
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UNHCR and not forcibly resettling IDPs, when they meet with 
Foreign Minister Bogollogama on March 16. 
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E.O. 12958: DECL: 03/14/2017 

TAGS: AF, PK, PNAT, PREF, PREL 

SUBJECT: VIOLENCE ERUPTS AT DEMONSTRATIONS OVER CHIEF 
JUSTICE CONTROVERSY 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (C) Fighting broke out between the police and 
demonstrators in front of Pakistan\'s Supreme Court the 
afternoon of March 16, the second day of the Supreme Judicial 
Council\'s proceeding against Chief Justice Iftikhar Muhammad 
Chaudhry. Demonstrations in other cities around Pakistan 
were tense but less violent than the widely-telecast 
confrontations in Islamabad. (Note: Unofficial estimates of 
crowd size were less than a thousand total in various 

locations in Islamabad; about 1,200 in Peshawar; about 1,000 
in Karachi; and less than 1,000 in Lahore. End Note.) RSO 
Islamabad reports that demonstrators in Islamabad 
self-segregated, with representatives of religious parties 
forming one group, lawyers another, and civil society and 
mainline political groups another. Television reports showed 
demonstrators near the Supreme Court throwing rocks at 
police, who responded by firing tear gas into crowds of 

several hundred protesters. Television stations carried 
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footage of protesters beating a police officer and throwing 
rocks. (Note: According to RSO, only the religious parties 
attacked the police. End Note.) Press reports indicate that 
at least two journalists were injured in the disturbances. A 
PPP contact called the Embassy from the protests and said 
that the PPP was present to show solidarity with the Chief 
Justice, not to harass the police or to mingle with the 
religious parties. 


2. (U) Late in the afternoon, police stormed the Islamabad 
office of GEO television. The Lahore office of GEO continued 
to broadcast while lead reporter Hamid Mir, in Islamabad, 
described police beating employees and breaking equipment. 
Shortly after Mir went off the air, Minister of Information 
Durrani issued a public statement saying the police had had 
no right to enter the newsroom. 


3. (C) Police took great pains to keep protests small. 
Roadblocks around the perimeter of Islamabad and every few 
miles after that turned back almost anyone who might be a 
protester. Police arrested or restricted the movements of 
lawyers and political opposition leaders overnight and 
throughout the day. In Lahore, police arrested hundreds of 
attorneys and placed Jamaati Islami leader Liagat Baloch and 
PPP-P leader Qasim Zia under house arrest. After the Lahore 
protests turned out to be relatively calm, police released 

the lawyers. In Islamabad, police arrested MMA leaders Qazi 
Hussain Ahmed and Hafiz Hussain Ahmed as they marched towards 
the Supreme Court after Friday prayers. PPP reported that 
police arrested several PPP members at the site of Islamabad 
protests. PML-N reported that 17 of their leaders were under 
arrest. 


4. (SBU) RSOs throughout Pakistan reported that no official 
Americans were injured in the protests. We have received no 
information of any Americans injured in the demonstrations. 

We are aware of no demonstrations scheduled for the weekend. 


5. (C) Comment: By Islamabad standards, these 
demonstrations have been small and relatively non-violent. 
This is especially true when compared to February 2006 
demonstrations associated with the Danish cartoon 
controversy. Thus far, the mainline opposition parties have 
taken pains not to be seen cooperating with the religious 
parties in the protests. Indeed, the Chief Justice 
controversy has not galvanized the opposition into a unified 
entity nor has it captured widespread support. We shall 
continue to monitor this situation and report as appropriate. 
End Comment 

CROCKER 


Column 3 

100737 

OO RUEHDA 

DE RUEHAK #0604/01 0751234 

ZNR UUUUU ZZH 

O 161234Z MAR 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1349 
RUEKJCS/CJCS WASHDC IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEKJCS/OSD WASHDC//PA 

RUEUITH/ODC ANKARA TU 

INFO RUEHTH/AMEMBASSY ATHENS 7900 
RUEHIT/AMCONSUL ISTANBUL 2338 
RUEHDA/AMCONSUL ADANA 1750 
RUEHBS/AMEMBASSY BRUSSELS 5806 
RUEHBS/USEU BRUSSELS 
RUEHNO/USMISSION USNATO 5558 
RUCNDT/USMISSION USUN NEW YORK 2180 
RUEUITH/DET 1 39LG ANKARA TU 
RHMFIUU/USDOCO 6ATAF IZMIR TU 
RHMFIUU/390SS INCIRLIK AB TU 
RHMFIUU/AFOSI DET 523 IZMIR TU 
RHMFIUU/39ABG INCIRLIK AB TU 
RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 
RUEUITH/AFLO ANKARA TU","UNCLAS SECTION 01 OF 02 ANKARA 000604 


SIPDIS 
SIPDIS 


DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, MARCH 16, 2007 


In Today\'s Papers 


Assistant Secretary Fried Testifies against Armenian Resolution 
Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 
and others report 

Daniel Fried, Assistant Secretary of State for European and Eurasian 
affairs, told a hearing of a House foreign affairs subcommittee on 
Europe that Turkey has warned the US that approval of the resolution 
could lead to a shutdown of the Incirlik Air Base or a restriction 

on US overflight privileges granted by Turkey. Fried added Turkey 
might also restrict the use of the Habur crossing on the border of 
Iraq and Turkey, used for the delivery of supplies to US troops in 
Iraq. Fried stressed adoption of the resolution would silence those 
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in Turkey calling for a \"truthful exploration\" of the events in 

pursuit of Turkey\'s reconciliation with Armenia. Fried also said 

the resolution is opposed by the some 70,000-strong Turkish-Armenian 
community, which has been warning that the measure would \"raise 
popular emotions so dramatically as to threaten their personal 
security.\" Fried warned that the adoption of the resolution might 

also fuel fresh anti-American sentiments in Turkey. 


Ralston on the PKK, Makhmour Camp 

All papers report Joseph Ralston, US special envoy for countering 

the PKK, told Associated Press that US pressure has resulted in 
moves against the PKK\'s operations by the Iraqi and European 
authorities. Ralston said the US has not yet met Turkish demands 
for the capture of the PKK leaders and closure of Makhmour Camp in 
northern Iraq. \"All options are on the table, Ralston said, \"the 

PKK is a terrorist organization and needs to be put out of 

business. He noted Turkey has suffered greatly at the hands of the 
PKK. Ralston added the US, Turkey and Iraq are close to a deal to 
close Makhmour Camp, recalling that in January, the US and Iraqi 
forces searched the camp and found artillery shells believed to have 
belonged to the PKK. Papers say Ralston\'s remarks were in contrast 
to earlier statements by the Iraqi Kurdish officials and the UN 
inspectors that no weapons were found during the search in the camp. 
Ralston also said the PKK has held a ceasefire since October that 
was arranged by Massoud Barzani, the president of the regional 
Kurdish administration. 


In response to press questions yesterday, UNHCR Turkey 
representative Metin Corabatir said no weapons were found during the 
search in Makhmour Camp. \"At a recent meeting in Geneva, the US 
confirmed the civilian nature of the camp," said Corabatir. 


Turkish Security Body Warns against Operations into Northern Iraq 


Cumhuriyet, Zaman and Yeni Safak report CNN-Turk television said 
Thursday a report drafted by the Turkish National Security Council 
(MGK) warns that if Turkey enters northern Iraq, it will be \"stuck 

in aswamp.\" \"A cross border military incursion into northern Iraq 
will have a large human toll and bring a heavy financial burden," 

the report said, stressing that Turkey should improve ties with all 
groups in northern Iraq, including the Kurds. The MGK has denied the 
report. 


Editorial Commentary on Ocalan/the PKK, US/the PKK 

Mehmed Ali Birand observes in the tabloid daily Posta: \"Even though 
while in prison Ocalan has never been out of the spotlight, it is 

also true that his PKK leadership has been a subject of debate. 

There has been a search for leaders to replace him who are both 
active and capable of controlling the organization. Although 

several names were in circulation, none of them has been found to be 
acceptable. Following the lraq occupation, Barzani managed to 
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increase his influence immensely in the region and he is still 
influential. However recent developments also indicate that Ocalan 
has regained his previous status and managed to return to the 
limelight regardless of the criticism against him, including that he 

is a servant of the Turkish deep state. It is now too early to talk 
about it, but a campaign to free Ocalan should not come as a 
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surprise. However, the most important requirement for this to 
happen -- the PKK abandons terrorist acts and leaves Kurdish 
politics to the DTP - seems unlikely in the near future." 


DTP Pledges Peaceful Nevruz; Further DTP Detentions 

Milliyet, Sabah, Hurriyet, Radikal, Cumhuriyet and others: Ahmet 
Turk, leader of the DTP, Turkey\'s main Kurdish party, stressed that 
he will do his best to ensure peaceful Nevruz celebrations and that 
his party will organize Nevruz celebrations in Mersin, Sanliurfa, 
Diyarbakir, Batman, Van and Istanbul. Turk added that they are 
against celebrating Nevruz on a date other than March 21 and that he 
will be attending the celebrations in Diyarbakir. 


Meanwhile, Izmir police yesterday detained 14 people, including the 
DTP Izmir head Mehmet Mihdi Arslan, Torbali district head Husnu 
Koyuncu and Buca district head Mehmet Emin Yildiz. 


NGO Campaign for More Women in Politics 

Liberal Radikal reports KADER, an association to support female 
candidates for the Turkish parliament, has launched a campaign to 
increase to 10 percent the women members in the assembly. The 
current percentage of women lawmakers in the Turkish parliament is 
4.4. Ata press conference in Istanbul, KADER called on political 
parties to apply a quota of female candidates. In the meeting, 

KADER members posed for the press wearing fake moustaches, asking 
\"Do you have to be a male to enter the parliament?\" 


TV Highlights 
NTV (6 a.m.) 


Domestic News 


- Turkey has decided to suspend the construction of a new natural 
gas pipeline parallel to the Blue Stream pipeline in retaliation to 

a Russian project bypassing Turkey and carrying Russian oil to 
Europe through Bulgaria and Greece. 


- A Turkish delegation of archeologists and historians will travel 
to Jerusalem on March 20 to examine Israel\'s excavation work near 
the al-Agsa mosque. 
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- The Turkish Foreign Ministry said Turkey has not contacted any 
third country in connection with the former Iranian deputy defense 
minister Ali Reza Asgari who went missing in Istanbul. 


- A Parliamentary debate over corruption and irregularities in 
Istanbul municipality became heated and AKP MP Ahmet Isik spit on 
CHP MP Mehmet Ali Ozpolat. 


International News 


- US Senators Dick Durbin and John Ensign have introduced an 
Armenian genocide bill in the US Senate. 


- Reporters Without Borders said leaked reports show that in Turkey 
the military and the prime minister\'s office punish and reward 
journalists according to their Wloyalty Y" 


- The government of Iraq, under heavy international criticism for 
the way it executed Saddam Hussein, wants to abolish capital 
punishment. 


- Palestinian Prime Minister Ismail Haniyeh said security services 
were doing all they can to secure the release of a BBC reporter 
abducted in Gaza. 

http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: N/A 

TAGS: KMDR, KPAO, OIIP, PREL, PGOV, AF, TX 

SUBJECT: TURKMENISTAN GOVERNMENT LIMITS COVERAGE OF POST EVENTS IN 
FEBRUARY 


REFS: (A) Ashgabat 215, (B) Ashgabat 216 


SUMMARY 


1. (U) State media gave broad positive coverage on Assistant 
Secretary Richard A. Boucher\'s meeting with President 
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Berdimuhammedov on February 15, both on state TV and print media. 
However, host government\'s effort to ban local coverage of A/S 
Boucher\'s appearance at the Turkmenabat Pedagogical Institute was 
successful. Host government also stalled on publication of an 

article about the full range of embassy\'s exchange programs in the 
country. End Summary. 


Omission of Post-Conducted Events on Boucher\'s Visit 


2. (U) Regardless of post\'s efforts to facilitate coverage of 

Assistant Secretary Boucher\'s February 16 visit to Turkmenabat City 
in Lebap Province, and his press briefing with journalists, state 

media omitted both of the events. (Comment: Post also sent 
transcripts from both of the events to the state news agency and 
made continuous efforts to coordinate journalists\' attendance in 
Turkmenabat through Turkmenistan\'s Ministry of Foreign Affairs. End 
Comment.) 


Local Journalist Favorably but Inappropriately Presents Article on 
U.S. Exchange Programs 


3. (U) On February 14, a local journalist from the state daily 

\"Neutral Turkmenistan newspaper (Russian, circ. 34,701) posted an 
article about the embassy\'s exchange programs on the 
government-owned Russian language website: 

http://www. turkmenistan.gov.tm/YXX!I vek-zolotoy vek Turkmenistana\" 
(21 century-golden century of Turkmenistan). The author favorably 
and accurately used post-supplied background materials. However, 
the author inappropriately presented the embassy FSN, the 
journalist\'s point of contact, as if he had given an interview, in 

spite of the fact that post specifically requested that the FSN not 

be cited. Post requested that any subsequent print version remove 
references to the FSN. Additionally, post submitted a dipnote to 
support article\'s publication in state print outlets - please clear 
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up this language, Nm confused by what happened here. Nevertheless, 
the government is still considering the issue. (Comment: The 

article was the author\'s own initiative, but was prompted by the new 
president\'s support for exchange programs. End Comment.) 


COMMENT 


4. (SBU) In[B1] contrast to other steps towards reform in 
Turkmenistan, there have been no public decrees or pronouncements 
about creating a more open media environment. Overall, the month of 
February was evidence that old habits continued to prevail. It is 
noteworthy that events and press coverage thus far in March (septel) 
have provided small but significant signs of greater openness in the 
state-controlled media. End Comment. 


BRUSH 


Drafted: IMA MHummedov 

03/05/2007 

Q:\\Media Assistant\\Media Reactions\\Cables\\2007\\Monthly MRCs 
2007\\February\\20070305 MRCablel - February.doc 

Cleared: PAO 


[B1] Be careful of platitudes, that\'s why | deleted the sentence 
below. 
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SUBJECT: MEDIA COVERAGE OF DEPUTY ASSISTANT SECRETARY MANNVS 
MEETING WITH TURKMENISTANVS PRESIDENT[B1] MOSTLY POSITIVE 

[B2] 


Summary 


1. (U) Principal Deputy Assistant Secretary Steven Mann\'s March 3-6 
visit to Turkmenistan received wide and generally positive coverage 

in state media. State media only gave coverage of Mann\'s March 5 
meeting with President Berdimuhammedov and omitted his meetings with 
other government officials. State media inaccurately covered Mann\'s 
congratulations to President Berdimuhammedov on the latter\'s 

election. Inaccuracy and some Russian-origin black propagandal" of 
Mann\'s meeting with the president followed the visit. End Summary. 


Inaccuracy and Omission of State Media Coverage[B3] 


2. (U) Following his March 5 meeting with President 
Berdimuhammedov, Mann gave a lobby statement wherein he noted he had 
congratulated the president on \"assuming the duty of president." 
Instead, sameday state Watan TV (Turkmen) reported that Mann 
congratulated the president with his \"election\" to the position. 
(Comment: The USG has issued no official statement on the 
presidential elections on Turkmenistan. End Comment.) The 

following day, state dailies \"Neutral[B4] Turkmenistan\" (Russian, 

circ. 34,701) and Turkmenistan (Turkmen, circ. 28,091) gave 
front-page treatment to an article about the meeting. The same day, 
government website \"Turkmenistan-Golden Age\" 
(www.turkmenistan.gov.tm) (Russian) carried the same article. On 
subsequent days the weeklies \"Ashgabat\" (Turkmen, circ.16,561), 
\"Watan\" (Turkmen, circ. 26,091), \"Ahal Durmushy\" (Turkmen, circ. 
35,391), \"Maru-Shahu-Jahan\" (Turkmen, circ. 36,252), \"Balkan\" 
(Turkmen, circ.24,631), \"Dashoguz Habarlary\" (Turkmen, circ. 27,183) 
and \"Nesli\" (Turkmen, 22,311) gave front-page treatment to the 
article. (Comment: All state coverage included the same inaccuracy 
mentioned above. End Comment.) The meeting also received coverage 
on the government website TURKMENISTAN.RU (English, Russian) on 
March 6. 


3. (U) State media omitted Mann\'s meetings with other high-ranking 
government officials. However, BBC Monitoring (English) and Dow 
Jones Commodities Service (English) carried excerpts from the 
embassy press release on March 5, which mentioned the meetings. 
(Comment: Both newswires, based on the embassy press release, 
accurately quoted Mann\'s statement on energy sector development, 
which appears in para. 4. End Comment.) 


Inaccuracy and Russian Black Propaganda 
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4. (U) Following his meeting with President Berdimuhammedov, Mann 
expressed U.S. support and hope that Turkmenistan would \"fully make 
use of its potential in developing the energy sector." ITAR-TASS 
(March 5, English) and Today.Az (March 6, English) misleadingly 
reported that Mann stressed the United States was ready to render 

Vall necessary assistance in developing Turkmenistan\'s fuel and 
energy sector." 


5. (U) Russian news agencies ITAR-TASS, WPS-Central Asia News 
(March 7, English, Russian) and newspaper \"Nezavisimaya Gazeta" 
(March 12, Russian) ran speculative Wblack propaganda!" articles 
about Mann\'s visit, asserting that the United States was determined 

to revive the Trans-Caspian gas pipeline project, specifically to 

bypass Russia. WPS-Central Asia News explained Azarbaijan\'s attempt 
to restore relations with Turkmenistan as an \"indicator\" of 
Washington\'s plans regarding Turkmenistan. Newspaper \"Nezavisimaya 
Gazeta\" explained that the warmer relationship between Ashgabat and 
Washington was due to U.S. strategic interests in the region and 

rising world gas prices. The newspaper printed Russian Strategic 
Studies Institute analyst Ashdar Kurtov\'s analysis about the visit. 
Kurtov explained the improvement of U.S.-Turkmenistan relations as a 
plan to complete the encirclement of Iran in preparation for 

military operations against that country, because Turkmenistan was 
the only bordering country with no U.S. Forces. Newswire Global 
Insight Daily Analysis (March 8, English) supported the idea of U.S. 
attempts to realize the Trans-Caspian pipeline, but explained Mann\'s 
visit as demonstrating a U.S. intention to \"ensure sufficient 

political headaches\" for other competitors for influence in the 

country. 


COMMENT 


10. (U) Mann\'s visit received positive coverage on state media. 
Despite the inaccuracy over Mann\'s greeting to the president, state 
media accurately delivered the U.S. intention to open a new chapter 
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in the bilateral relationship and expand cooperation. However, 

Russian \"black medial" attempted to place misleading emphasis on U.S. 
intentions and thus perpetuate a \"great game\" vision of relations in 
Turkmenistan and Central Asia. 


11. (U) Post notes that its general lack of access to Russian media 
representatives from Ashgabat makes countering \"great game\" claims 
about U.S. policy difficult. Russian TV broadcasts are widely seen 

by citizens of Turkmenistan and almost certainly influence the 
country\'s largely unmeasured, unpolled public opinion about the 


Column 3 

United States. Increased state media coverage of international -- 
and particularly embassy -- events and programs (septel) offers hope 
that, for this month at least, the positive will help to overshadow 

the Russian black media\'s more negative spin. End Comment. 


BRUSH 
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SIPDIS 

STATE FOR EAP/MLS - COPE AND EUR/AGS - SAINT-ANDRE 

E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PHUM, BM, EUN, AU 

SUBJECT: DEMARCHE TO AUSTRIA: ASEAN EFFORTS TO PROMOTE 
DEMOCRATIC REFORM IN BURMA 

REF: STATE 29795 


Classified By: Economic-Political Counselor Gregory E. Phillips 


1. (SBU) EconPolCouns delivered reftel demarche on March 16 
to Austrian MFA Asia Director Nikolaus Scherk. 
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2. (C) Scherk said there had been some sentiment among the 
Asians to avoid an explicit reference to Burma/Myanmar in the 
chairman\'s statement concluding the March 14-15 Nuremberg 
EU-ASEAN Ministerial. However, he said, the German chair had 
insisted that the chairman\'s statement be an accurate 

reflection of the discussion. The Germans added that the 
chairman\'s statement was not a negotiated document in any 
event. As a result, the chairman\'s statement included 

pointed language on Burma. 


2. (C) Scherk said he found it interesting that none of the 
ASEAN countries defended Burma during the discussion. Even 
the Chinese, who in the past might have said that the 

situation in Burma was off-limits to discussion as an 

internal matter, did not do so on this occasion, Instead, 

the Chinese only asked that the Burmese Foreign Minister have 
an opportunity to respond. Scherk said the Burmese statement 
only rehearsed arguments about how difficult it was to manage 
tensions in a multi-ethnic state. 


3. (C) In general, Scherk said the EU-ASEAN meetings are 
\"getting better and better.\" He said the discussions were 
lively and full of real content. There were significant 

points of convergence, although on some issues (notably the 
Middle East) there was less agreement than on others (such as 
Afghanistan). 

McCaw 
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DEPT FOR EUR/CARG, IO/MPR - HACKETT, USUN/MR - GARCIA 

E.O. 12958: N/A 

TAGS: ACABQ, AORC, APER, PREL, UNGA, UNGA/C-5, UNGA/C-6, AM 
SUBJECT: DEMARCHE DELIVERED: UN INTERNAL ADMINISTRATION OF 
JUSTICE 


REF: STATE 31831 
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Post delivered reftel points to Varsenik Baghdassarian, head 
of the Ministry of Foreign Affairs\' UN Desk, on March 14. 
Baghdassarian told us she would review the points with her 
superiors, but so far, we have received no substantive 
response. 

GODFREY 
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SUBJECT: AMBASSADOR TELLS PARTY LEADERS PRACHANDA\'S REMARKS 
DANGEROUS 


Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C) In separate meetings March 12 and March 14 with the 
leaders of the Nepali Congress-Democratic (NC-D) and the 
Communist Party of Nepal-United Marxist Leninist (CPN-UML) 
the Ambassador expressed his concern about Maoist leader 
Prachanda\'s remarks regarding a royalist plot to kill 

American officials. The Ambassador stressed that Maoist 
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cadre could interpret Prachanda\'s remarks as a license to 

kill American officials. The Ambassador asked both leaders 

to deliver the message to Prachanda that the U.S. sought 
assurances from the Maoist leadership that their cadre had 
been instructed not to attack Americans. The Ambassador and 
the two political leaders also discussed arms management, 
Maoist abuses, the inclusion of ethnic minorities in the new 
government, the lack of Maoist support in the countryside and 
possible Maoist strategy. 


Ambassador Demands Evidence of Plot 


2. (C) The Ambassador stressed to both Sher Bahadur Deuba, 
President of the Nepali Congress-Democratic (NC-D), and M.K. 
Nepal, General Secretary of the Communist Party of 
Nepal-United Marxist Leninist CPN-UML), concern about 
Prachanda\'s March 8 remarks alleging a royalist plot to kill 
American officials. The Ambassador explained that Prachanda 
had created a very dangerous situation since Maoist cadre 
could easily interpret his comment as a sanction to kill U.S. 
officials and blame it on the royalists. The Ambassador told 
both leaders that he had met with Home Minister Sitaula March 
9 to express his concerns and had asked for three things: 1) 
evidence of the alleged plot, if such evidence actually 

existed; 2) if no evidence existed, an announcement by the 
Government of Nepal (GON) that no evidence existed, and 3) 
assurances from Prachanda that he had informed his cadre that 
his remarks did not authorize violence against U.S. officials 
and that the Maoist leadership condemned any act of violence 
against U.S. officials. Both Deuba and M.K. Nepal assured the 
Ambassador they would speak to Prachanda. 


Arms Management Flawed 


3. (C) Deuba told the Ambassador that he believed the Maoist 

had more \"good\" weapons that were not turned in and expressed 
his frustration with the March 9 UN arms registration report. 

M.K. Nepal also expressed frustration with the arms 

management process, and told the Ambassador about his visit 

to Dahaban, one of the cantonments in Rolpa District. At 

Dahaban camp, M.K. Nepal had observed combatants opening the 
storage units to inspect and clean the weapons. Even with UN 
observers, he noted, the Maoists retained control over their 
weapons. The CPN-UML General Secretary was concerned as well 
about how long people could be kept in these camps. The 
Ambassador agreed and noted that proper identification and 
registration of the Maoist combatants would be the focus of 

the second phase of the arms management process and would in 
theory reduce the number of so-called combatants in the 


Column 3 
camps. 


Maoist Abuse Ongoing 


4. (C) The Ambassador emphasized in both meetings that he had 
received reports that the Maoists were continuing to deploy 
violence against businesses. Deuba acknowledged that the 
Maoists were pressuring the management of companies and 
industries to recruit more and more workers the businesses 

did not need. For example, both Deuba and M.K. Nepal 
expressed concern that Prime Minister Koirala was giving the 
Maoists too much leeway and both leaders expressed continuing 
frustration with Home Minister Sitaula\'s refusal or inability 
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to act against Maoist atrocities. Both leaders expressed 
willingness to support the Prime Minister if he took a hard 
line with the Maoists; both leaders wanted to see the Home 
Minister\'s resignation. 


Inclusion of Ethnic Minorities 


5. (C) The NC-D President and the Ambassador agreed that the 
GON should have engaged in a dialogue with Madhesis and other 
historically disadvantaged ethnic groups before the Interim 
Parliament voted on amendments to the Interim Constitution. 

The Ambassador explained that PM Koirala had told Under 
Secretary Fore and him March 10 that Koirala had asked 
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Speaker Subash Nemwang to hold a roundtable. Deuba supported 
the idea of a roundtable with leaders from all the ethnic 

groups to promote their \"buy-in\" to the Constitutional 
Amendments. 


Identity of Deputy Prime Ministers Uncertain 


6. (C) Deuba expressed concern that the Prime Minister would 
give the Deputy Prime Minister position to a Maoist. The 
Ambassador stated that he had advised Koirala to appoint more 
than one deputy prime minister and to ensure that the senior 
DPM was not a Maoist. Both Deuba and M.K Nepal complained 
that they had been unable to get a meeting with the Prime 
Minister to discuss this issue. (Comment: USAID-contracted 
peace facilitator Retief Olivier (please protect) told the 
Ambassador March 16 he had heard there would be three Deputy 
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Prime Ministers: one from NC-D (Deuba), one from the Maoists 
(Spokesperson and senior MP Krishna Mahara), and one from 
UML. According to Olivier, it was expected that Nepali 
Congress - Democratic would reunify with Koirala\'s larger 
Nepali Congress immediately after the interim government was 
formed. Olivier added that it was not clear yet, however, if 

the Maoists would join an interim government. End Comment.) 


Maoists Losing Support in the Countryside 


7. (C) M.K. Nepal told the Ambassador that he had just 
returned from the Far West where he witnessed declining 
support for the Maoists. He told the Ambassador that there 
were huge turn-outs at the public forums held by the UML in 
spite of Maoist obstruction, including road blocks and 
intimidation. The UML General Secretary stressed that even 
in the heart of Maoist territory, in districts such as Rolpa, 
Pyuthan and Salyan, people participated in public meetings. 
M.K. Nepal stated that the Maoists knew they did not have the 
support to win and were thus looking for ways to delay the 
elections. He expressed concern that a delay would give the 
Maoists more time to expand their militia. If the elections 
did not take place in June, the Prime Minister would be 
blamed. M.K. Nepal cautioned that as soon as the Maoists 
entered the government, Maoist terror would escalate and 
destroy the climate for proper elections. 


Maoist Strategy Debate 


8. (C) The NC-D President commented that there were two 
Maoist groups: one led by Baburam Bhattarai and one led by 
Krishna Bahadur Mahara. Bhattarai\'s group was in a hurry to 
enter the government and cared little about the elections. 

In contrast, Mahara\'s group was pushing for elections. The 
Ambassador noted that the Maoists were looking at two 
possible options for gaining power. One was to enter the 
government through the electoral process. The second, and by 
far the more dangerous, was to use \"street power\" to take 
over the government. Deuba acknowledged that the Maoist 
Youth Communist League was very dangerous and questioned 
whether the Nepal Army (NA) would move against the Maoists if 
they attempted a coup. The Ambassador replied that if the 
Maoist attempted a coup, he believed the NA would follow the 
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government\'s orders. 


Column 3 
Comment 


9. (C) We will keep pressing for assurances from Prachanda 
that he has instructed his cadre not to harm U.S. officials 

or other U.S. Mission personnel. More broadly, ongoing 
Maoist abuses, an as yet inadequate UN arms management 
process, and a Home Minister unwilling to enforce the law 
give us little comfort. The Maoists appear to be wrestling 
with a choice: to make the minimum necessary changes in 
behavior to join the interim government or to stay outside. 
While most Nepali political leaders assume that the Maoists 
are dead set on entering the government, Prachanda and 
company may well have divergent views on this course of 
action. 


MORIARTY 
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1. SUMMARY: After His Majesty King Letsie III officially opened 


the 7th Parliament of Lesotho on Thursday, March 15, Lesotho\'s 
major opposition parties staged a \"sit-in,\" and pledged not to 
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leave the Parliament building until the government had addressed 
their demands for a redistribution of legislative seats. Later 

in the evening, security officials, including members of the 
Lesotho Defense Forces (LDF), forcibly ejected the opposition 
parliamentarians. Opposition party leaders have called for a 
three-day work stoppage from March 19-21 if the GOL does not 
meet their demands. This situation represents an escalation of 
the opposition\'s tactics in pressing their complaints concerning 
the February 17 national election. END SUMMARY, 


2. During his address, attended by the Ambassador and other 
members of the diplomatic corps, King Letsie Ill stated that the 
seventh Parliament will focus on implementing the country\'s 
\"National Vision 2020 objectives (NOTE: \"National Vision 2020\" 
is a set of long-term development strategies which Lesotho 
commits to achieving by the year 2020. END NOTE.) The King, 
who focused exclusively on domestic matters, indicated that 
Parliament will be expected to pass numerous bills into law 
during the coming session, including several constitutional 
amendments as well as legislation dealing with the Penal Code, 
judicial administration, child protection and welfare, the 
environment, national heritage, and anti-money laundering. 


3. The King pointed out that the GOL will strive to attain the 
7% growth rate which Lesotho requires in order to achieve the 
Millennium Development Goals. He added that the GOL will 
redouble its efforts in the fight against HIV/AIDS, to create 
employment opportunities by developing tourism and attracting 
foreign direct investment, to protect the environment, to 
improve agricultural productivity, to develop and improve roads, 
water, and electricity supply to villages and towns, to improve 
access to information and communication technology, and to 
improve the status of youth and women. He also thanked the 
nation for holding a peaceful national election, and wished the 
new parliament fruitful and constructive deliberations leading 
to the betterment of the lives of the Basotho people. 
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4. Preceding the royal address, 32 opposition parliamentarians 
were sworn-in (NOTE: These parliamentarians did not attend the 
official swearing-in ceremony on February 23rd with ruling party 
parliamentarians, stating that they were not officially informed 

of the proceedings. END NOTE.) Also, Sephiri Motanyane was 
re-elected as the Deputy Speaker of Parliament. He has 
previously held Cabinet portfolios as Minister in the Prime 
Minister\'s Office and as Minister of Law and Constitutional 
Affairs. 


5. Several thousand political party members and supporters 
thronged the exterior of the Parliament during the opening 
ceremonies to support individual parties. The boisterous and 

vocal crowds chanted for hours, primarily in support of 

opposition parties, and could be heard inside Parliament during 

the King\'s address. The GOL\'s security presence was robust, and 
no incidents were reported. 


6. Thomas Thabane, the leader of Lesotho\'s largest opposition 
party, the All Basotho Convention (ABC), took the floor shortly 
after the new Parliamentary session began to speak on behalf of 
the ABC, the Basotho National Party (BNP), the Lesotho Workers 
Party (LWP), the Alliance of Congress Parties (ACP), and the 
Marematlou Freedom Party (MFP). 
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7. Thabane, who has publicly attacked the GOL and the 
Independent Electoral Commission for alleged electoral abuses 
and incorrect distribution of proportional seats, offered the 
opposition\'s full support of the leader of the National 
Independence Party (NIP) leader in a case the latter has filed 
at the High Court against the governing LCD party (NOTE: The 
elderly leader of the NIP claims that his party improperly 
entered into an alliance with the ruling LCD without his 
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consent, and the Lesotho\'s High Court sided with him before it 

was overturned on appeal; ref A. END NOTE.) Thabane added that 
opposition parties also demand a review of the manner in which 
proportional seats were allocated following the February 17 

election. 


8. Thabane announced that opposition parties would stage a 
\"sit-in\" in Parliament commencing on Thursday, March 15. If the 
GOL does not respond to their grievances by Sunday March 18, 
Thabane said the opposition would encourage their supporters 
nationwide to embark on a work \"stay-away\" from Monday, March 
19, to Wednesday, March 21. 


9. The sit-in came to an end late in the evening on March 15 
when members of the Lesotho Defense Forces (LDF) intervened, 
physically ejecting some of the MPs and moving them outside 
Parliament grounds. Prior to the arrival of the LDF, the 

Lesotho Mounted Police Service (LMPS) had negotiated with the 
MPs, trying to convince them to leave the Parliament grounds, 
citing an order from the Speaker of Parliament. These 
negotiations were ongoing when the military entered the 
Parliament. 


10. COMMENT: The unity displayed by opposition parties in 
supporting the NIP leader, demanding redistribution of 

legislative seats, and calling for a work stoppage presents new 
challenges for the Government of Lesotho. The opposition MPs 
ejected from the Parliament building, as well some members of 
the public who called in to local radio programs, denounced the 
military action as illegal and a violation of parliamentary 
procedure and the immunity of MPs. This unfolding crisis 

reveals cracks in LesothoWs otherwise model Mixed-Member 
Proportional parliamentary system, but also indicates an 

evolution of the ABCYs Thabane, who may be abandoning the court 
system and using more populist means to address his grievances. 
END COMMENT. 

PERRY 
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SUBJECT: NAXALITES KILL 55 IN ATTACK ON SECURITY FORCES IN 
CHHATTISGARH 
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C. MUMBAI 906 
D. MUMBAI 1119 
E. MUMBAI 1253 
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F. MUMBAI 1265 
G. MUMBAI 1317 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary. Hundreds of Naxalite insurgents stormed a 
heavily-fortified security post in the Dantewada district of 
southern Chhattisgarh during a pre-dawn raid on March 15. 
After three hours of fighting, 55 security and police 

personnel were killed. This unfortunate and gruesome attack 
could wake up the rest of the nation to the plight of 
Chhattisgarh, which is fighting an insurgency that it does 

not seem able to suppress on its own. End Summary. 


Bloody, Surprise Attack 


2. (U) Naxalite (a.k.a. Maoist) insurgents--numbering 

between 300 and 400--stormed a heavily-fortified security 

post in the Dantewada district of southern Chhattisgarh 

during a pre-dawn raid on March 15. They surrounded the 
forest-encircled camp and launched a highly co-ordinated, 
surprise attack around 2:00 a.m. using guns, home-made petrol 
bombs, and hand grenades. The rebels overran the 75-strong 
force in a three-hour battle. By the time of their 

withdrawal, the Naxalite insurgents killed 55 people, 16 of 
whom were Chhattisgarh Armed Forces personnel and the 
remaining 39 were \"Special Police Officers\"--members of the 
Chhattisgarh government-sponsored \"Salwa Judum\" anti-Naxalite 
civil militia. The rebels escaped into the neighboring 

jungle with a cache of arms and explosives, and left behind 
landmines that hindered early efforts to reach the post. 

There have been no reports of rebel casualties. This attack 

is being reported as one of the worst in the decades-long 
Naxalite insurgency. 


Worst Yet Ahead? 


3. (U) In reaction to the gruesome attack, Ajai Sahni, 
Executive Director at the New Delhi-based Institute for 
Conflict Management, was quoted in the press as warning, 
\"This (latest) period has been a period of planning and of 
consolidation, and you will now see the consequences... You 
can expect a fairly abrupt escalation of violence over the 
coming weeks and months. Thousands of policemen are 
currently combing the area of the attack to apprehend those 
responsible, but are reportedly reluctant to enter the forest 
out of fears of additional attacks. \"We can\'t go blindly 

into the forests,\" one commander was quoted in the media. 


Column 3 
Part of a Decades-Long, Vicious Rebellion 


4. (C) The Maoist-inspired Naxalite movement started in the 
late-1960s in West Bengal, and came to Chhattisgarh in 1984. 
In June 2006, there were an estimated 3,000-4,500 Naxalite 
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fighters, who typically disaggregate into camps of about 30 
to 40 fighters. The Naxalite rebels are reported to have a 
strong presence in eight of Chhattisgarh\'s 16 districts. 
Geographically, the insurgency is concentrated in the 
northern and southern regions of Chhattisgarh, which are 
densely forested and rank among the least developed and 
poorest regions of India. The attack took place in the 
southern district of Dantewada, which is a known stronghold 
of the Naxalite rebellion. 


5. (C) Around 6,000 Indians are believed to have died since 
the Naxalite uprising began several decades ago. In 
Chhattisgarh alone, 316 civilians, 88 Naxalites, and 147 
security personnel have been killed in Naxalite attacks since 
January 1, 2006. In addition, escalating violence displaced 
more than 60,000 individuals in 2006. One of Chhattisgarh\'s 
27 camps for internally-displaced persons fell victim to a 
Naxalite attack in July 2006, resulting in 32 deaths in the 
Dantewada district. Five security personnel were killed in a 
landmine explosion earlier in March 2007--also in the 
Dantewada district. 


Groping for a Solution 


6. (C) In an effort to stem the increasing levels of 

violence, and largely deprived of forces and/or meaningful 
assistance from the Indian Armed Services, the government of 
Chhattisgarh has tried several methods to combat the 
Naxalites. Since June 2005, the government has funded and 
trained the \"Salwa Judum\" anti-Naxalite forces, a civil 

militia billed as a spontaneous uprising of the villagers 

against the Naxalites. Numbering about 5,000 in June 2006, 
the existence and involvement of this militia has been partly 
blamed for the spiraling level of violence since Naxalites 

now target those populations whom they perceive as helping or 
collaborating with either the state police or the \"Salwa 
Judum.\" Nor is it clear that the \"Salwa Judum\" is having a 
positive impact on Chhattisgarh\'s efforts versus the 

Naxalites. The government of Chhattisgarh also brought on 
K.P.S. Gill, former Chief of Punjab Police, as a special 
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adviser in 2006 to help lead the fight against the 

insurgency. He is credited with the successful conclusion of 
the Sikh insurgency in Punjab in the mid-1990s. In addition, 
the Chhattisgarh police force was doubled in 2006 to 
16,000-strong. 


Attack Could Remind Delhi of Chhattisgarh\'s Plight 


7. (C) Comment: If Ajai Sahni\'s comments are true, India 
should brace itself for yet more terrible news from this 
highly troubled corner of Chhattisgarh, a young and 
struggling state. This attack attracted heavy media 
attention, with both The Hindu and The Times of India 
reporting this attack as leading stories--the headlines were 
\"Naxalites massacre policemen in ChhattisgarhW and Red 
terror strikes again,\" respectively. Post reporting on the 
Naxalite troubles in Chhattisgarh paints a decaying security 
situation over the past year, and--most worrisome--an 
ambivalence at the Center about the plight of Chhattisgarh. 
In March 2006, however, Prime Minister Manmohan Singh did say 
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that Maoist (a.k.a. Naxalite) groups pose the greatest threat 

to India\'s internal stability and democratic culture. This 

latest attack could be a catalyst for the Center to match 
rhetoric with deeds and take a more proactive role in 
stemming an insurgency that the government of Chhattisgarh 
cannot seem to suppress on its own. Ultimately, greater 

social justice and enhanced economic opportunity will be 
necessary to end this long-simmering rebellion. End comment. 
PYATT 
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E.O. 12958: DECL: 03/14/2017 
TAGS: ECON, ETRD, EAID, PREL, PGOV, AJ 
SUBJECT: AZERBAIJAN MOVING FORWARD ON WTO ACCESSION 


REF: BAKU 269 
Classified By: Ambassador Anne E. Derse, per 1.4 (b,d). 


1. (C) Summary: Minister of Economic Development Babayev 
told the Ambassador he had convinced Prime Minister Rasizade 
and the Cabinet of Ministers of the merits of trade 

liberalization and secured agreement to accelerate WTO 
accession efforts. As a first step, the GOAJ will elevate 

its existing WTO Commission to a new ministerial-level body 
chaired by PM Rasizade; it also will elevate the existing 
working group to a new deputy ministerial-level body. Both 
bodies will be fully empowered to take the decisions 

necessary to implement Azerbaijan\'s WTO legislative action 
plan. Deputy Minister of Economic Development Jabbarov 
expects that all required legislation will be drafted by the 

end of 2007, although Parliamentary approval could linger 

into 2008. Also in 2007, the GOAJ intends to intensify its 
multilateral and bilateral negotiation efforts, and will 

launch intensified public outreach efforts and create 

\"dozens\" of new positions in line ministries to support its 
accelerated WTO accession efforts. The GOAJ seeks US 
technical assistance in the preparation and translation of 
legislation, assistance Jabbarov acknowledged the GOAJ could 
pay for on its own but for which it seeks US funding as a 
tangible show of US political support for AzerbaijanWs WTO 
accession efforts. Jabbarov said reformers within the GOAJ 
recognize that WTO accession is a \"means to achieve a goal" 
and that \"the WTO as an institution becomes an ally in our 
reform efforts.\" In our view, PM Rasizade\'s decision to 
accelerate WTO accession efforts is significant, and we are 
moving ahead with the GOAJ-requested assistance. End summary. 


2. (C) During a March 10 meeting, Minister of Economic 
Development Heydar Babayev briefed the Ambassador on his 
March 3 presentation to Prime Minister Rasizade and the 

Cabinet of Ministers on the \"advantages, benefits and 
challenges\" of WTO accession. Babayev said that PM Rasizade, 
previously a strong and vocal skeptic on WTO issues, was now 
\"100 percent persuaded\" of the benefits of trade 

liberalization. Babayev noted that he had briefed President 
Aliyev on this key development and \"the political decision 
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has been made to proceed with WTO accession.\" With that 
political decision, Babayev told the Ambassador, \"everything 
is possible." 


3. (C) At the March 3 meeting, PM Rasizade agreed to create 
a new Ministerial-level WTO Commission, chaired by the PM, 
that will be fully empowered to take the decisions necessary 
for WTO accession. Babayev expects that the order from the 
Cabinet of Ministers officially creating the Commission will 

be signed within the next week. Both Babayev and Deputy 
Minister of Economic Development Mikhail Jabbarov underscored 
that the decision to elevate the existing WTO Commission from 
the Deputy Ministerial level to a fully empowered Ministerial 
body was extremely important and was in line with the 
recommendation made to President Aliyev by the WTO\'s 
Accession Director (who visited Baku late last year at 
Ambassador Allgeier\'s suggestion.) As Jabbarov noted, the 
current deputy ministerial-level commission never had been 
empowered to take the tough decisions necessary for WTO 
accession and, as result, its work had languished. 

Separately, PM Rasizade and the Cabinet of Ministers also 
agreed to elevate the interagency WTO working group from its 
current working-level configuration to a new and more 
empowered gathering of deputy ministers. This higher-level 
working group, expected to be formalized by Presidential 
decree in the coming weeks, will lead the review of existing 
legislation and oversee the drafting of new legislation to 

bring Azerbaijan into compliance with WTO requirements. 


4. (C) With these new higher level bodies, Jabbarov said the 
GOAJ will be able to complete \"90 percent" of its WTO 
legislative action plan by the end of this year. He said the 
GOAv fully intends to complete the drafting of necessary 
legislation within the current calendar year but could not 
ensure that Parliament would approve the legislation within 
the same time frame. At the same time, Jabbarov said the 
GOAJ intends to \"make a bigger effort\" on its negotiations, 
particularly its tariffs offer. Both Babayev and Jabbarov 
declined to give a firm date by which the GOAJ planned to 
accede to the WTO; they emphasized that the crucial first 
step would be for the GOAJ to bring its legislation into 
compliance with WTO requirements. Jabbarov later told 
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emboffs that a target date for WTO accession had been agreed 
within the GOAJ but he could not share it at this point. 

With a smile, he added that Azerbaijan\'s goal was to complete 
accession before Russia. \"We think we can do it,\" Jabbarov 
said, with \"allies like Cambodia to help us.\" 
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5. (C) Babayev confirmed that the GOAJ would appreciate 
renewed USG technical assistance in its WTO accession 
efforts. In a March 10 meeting with emboffs, Deputy Minister 
Jabbarov identified the drafting and translation of 

legislation as areas in which the GOAJ could greatly benefit 
from USG assistance. Noting that the negotiation process was 
largely political, Jabbarov said the GOAJ would not require 
additional technical expertise in this area, nor did it 

consider it appropriate to seek such assistance from its 
negotiating partners. However, Jabbarov said, the GOAJ is 
working under a very clear deadline to complete its 
legislative action plan and line ministries lack the capacity 
and understanding of WTO requirements to conduct a 
legislative review on their own. For this reason, the GOAJ 
needs the assistance of outside experts who understand the 
various WTO requirements and can work with the line 
ministries to ensure the appropriate legislation is created. 
Jabbarov noted that translation will be a particularly 

onerous burden, as the legislation must be clear and in line 
with WTO requirements in both Azerbaijani and English. 
Admitting that the GOAJ did not need help paying for 
translation services, Jabbarov said what the GOAJ really 
needed was a strong sign of USG support for this accelerated 
WTO process. Technical assistance in the legislative area 
could be one such show of support. 


6. (C) Jabbarov said the GOAJ fully recognizes that it too 

will need to put additional resources into its accelerated 

WTO accession efforts. The new Ministerial Commission is the 
first step, and the GOAJ also intends to invigorate its 
multilateral and bilateral negotiations. (Babayev noted to 

the Ambassador that Azerbaijan had completed bilateral deals 
with Oman, Moldova and Georgia.) Jabbarov said the GOAJ also 
plans to undertake an intensive public awareness effort, with 
regular outreach to businesses, NGOs, academics and the 
media. (Separately, on March 14, the newly elected AmCham 
President and President of the Azerbaijani-Turkish Business 
Association told the Ambassador that at Minister Babayev\'s 
request, they wished to work with the Embassy to conduct a 
series of conferences for the business community to build 
understanding of and support for WTO accession.) The GOAJ 
recognizes that an accelerated accession process will require 
additional government resources; Jabbarov said the MED is 
working with line ministries to identify the positions 

necessary to support WTO accession and will request funds for 
\"dozens\" of new positions. 


7. (C) Repeating again that the GOAJYs March 3 decision to 
move forward on WTO accession was extremely important, 
Jabbarov said that reformers within the GOAJ recognize that 
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WTO accession is a \"means to achieve a goal.\" Improvements 
to the business climate, for example, will occur as a natural 
result of the WTO accession process. \"The WTO as an 
institution,\" Jabbarov said, \"becomes an ally in our reform 
efforts.\" For this reason, Jabbarov cautioned that any 

foreign technical assistance for Azerbaijan\'s WTO accession 
process must be well-targeted, low-key and non-controversial. 
(Jabbarov has reviewed our draft terms of reference for 

AID\'s new trade and investment reform support program and, in 
a March 15 meeting, told us that he believes the targeted WTO 
assistance and other trade and investment reform initiatives 
included in the terms of reference fit this criteria and will 

help advance Azerbaijan\'s WTO and broader trade and 
investment climate reform efforts.) 


8. (C) Comment: As noted by both Babayev and Jabbarov, the 
Cabinet of Ministers\' decision to elevate the existing 
interagency WTO bodies into fully empowered commissions that 
can actually make progress on legislation is extremely 
important. For several years, the Ministries of Economic 
Development and Foreign Affairs have argued unsuccessfully 
for this crucial change. In our view, the fact that the 

Prime Minister (widely regarded as one of the GOAu\'s biggest 
obstacles on WTO) finally agreed to this change indicates 

that the highest levels of government -- including President 
Aliyev -- are now convinced of the merits of WTO accession. 
The argument Ambassador Allgeier made regarding the 
advantages of early accession with respect to negotiations 


BAKU 00000319 003 OF 003 


with other countries clearly had an impact. GOAJ performance 
over the next few months will demonstrate the strength of 

this political commitment. Like Jabbarov (one of the 

brightest reformists within the GOAJ), we believe that WTO 
accession is central to Azerbaijan\'s political and economic 
reform process, and are moving ahead with the GOAJ-requested 
assistance. 
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E.O. 12958: N/A 

TAGS: ECON, PREL, EINT, VE 

SUBJECT: CHAVEZ SHADOWS POTUS TOUR, PROMISING AID AND LATIN 
AMERICAN INTEGRATION 


REF: A. CARACAS 387 
B. PORT AU PRINCE 492 
C. LA PAZ 679 
D. BUENOS AIRES 489 


1. (SBU) Summary: During Chavez\' March 9-13 \"shadow tour" of 
President Bush\'s Latin American trip, he continued to 
aggressively push forward his own brand of dollar diplomacy 
and the \"Bolivarian alternative\" of regional financing and 
integration to counter USG initiatives in the region. Chavez 
signed 11 additional agreements with Argentina including the 
creation of a South American gas exporters association along 
the lines of OPEC. He also welcomed Bolivia to the \"Banco 
del Sun" (\"Bank of the South\") project, announced 
construction of a USD 2.5 billion refinery in Nicaragua, and 
jointly announced with Cuba a USD 1 billion humanitarian fund 
for Haiti. In typical Chavez fashion, he offered few details 

to support these grandiose projects/promises. Septel will 
address political perceptions and media reaction. End 
Summary. 


2. (SBU) Chavez and Kirchner signed eleven new agreements 
during Chavez! visit to Argentina March 9 (Reftel D). This 
latest round of agreements comes on the heels of Kirchner\'s 
visit to Venezuela\'s heavy-oil belt February 21-22, during 
which the two presidents inked 17 agreements (Reftel A). 
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These new agreements expand on the accords signed in the 
Faja, including increased agricultural and scientific 

cooperation between Argentina and PDVSA Agriculture, and 
joint Venezuelan-Argentine development of natural gas-powered 
vehicular engines. Venezuela and Argentina also signed a 
treaty to create an organization of South American gas 
producers and exporters (OPEGASUR), which they hope will 
become the gas equivalent of OPEC. 


3. (SBU) Chavez and Kirchner also welcomed Bolivia to the 
working group for the Banco del Sur" (Bank of the South). 
Both also expressed their hope that the Bank would become a 
distinctly Latin American financing alternative to the IMF 

and the World Bank. During the signing ceremony, Chavez, as 
he did two weeks earlier in the Faja, highlighted the 

importance of the Bank of the South as a tool for Latin 
American integration. \"..the Bank of the South is vital for 

what Peron called the second national independence. And when 
| say national | am always saying national 
Argentine-Venezuelan, and even more, our America, South 
America. The Southern Bank!\" proclaimed Chavez. While less 
dramatic than Chavez, Kirchner also quipped that the new bank 
was a way out of \"subordination\" to IMF policies while 

linking the Banco del Sur project to increased 
Venezuelan-Argentine cooperation in gas. Kirchner commented 
that the bank would be an excellent financing tool for the 
proposed Argentina-Bolivia-Venezuela mega gas pipeline. \"For 
this, the Banco del Sur is a central tool, and we need to 

foresee as well the possibilities of advancing strongly with 

the Southern gas pipeline.\" 


4. (SBU) After his visit to Argentina, Chavez traveled to 

Bolivia to tour the flood-stricken province of Beni. Chavez 
announced a USD 15 million aid package to Bolivia and also 
promised two rescue helicopters and 43 tractors. Chavez then 
traveled to El Alto where he signed four new agreements with 
Morales (Reftel C). Bolivia joined Argentina and Venezuela 

in the Banco del Sur working group and also joined the 

nascent OPEGASUR organization. Chavez and Morales signed a 
Treaty of Trade Cooperation and issued a joint declaration 

for the consolidation of the Bolivarian Alternative for the 

Americas (ALBA) development model. Chavez expressed his hope 
that ALBA funds could assist Bolivian disaster victims, while 
stressing 21st century socialism\'s role in Latin American 
integration, \"socialism is the road for the union of our 
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peoples, he who wants to construct the reign of God on the 
earth goes by socialism and he who wants to go directly to 
hell goes by capitalism.\" 


5. (SBU) ChavezY most extensive economic promises came in 
Nicaragua, where he announced that Venezuela would build a 
USD 2.5 billion refinery. He said that Bandes would soon 

open an office in Nicaragua to provide aid and loans to the 
rural poor and that Venezuela would construct an aluminum 
factory. Chavez and Ortega also inked several agreements 
promoting agricultural cooperation. Ortega also signed onto 
Chavez" Telesur (\"television of the south\") for regional 
telecommunications integration. 


6. (SBU) Chavez expects the refinery to process up to 150 
thousand barrels of Venezuelan oil/day which, in his view, 
would convert Nicaragua into a petroleum exporter. Chavez 
asserted that this would provide Nicaragua with a means of 
escaping poverty and IMF tutelage. Chavez suggested this 
project would pave the way for Nicaraguan participation in 
the Banco del Sur. \"With the refinery, we will not need to 
go begging before the IMF, nor before anyone else, for this 
we created the Banco del Sur and | am sure that after Ortega 
settles his accounts with the IMF he will affiliate himself 

with the Banco del Sur.\" More than Chavez hosts in other 
countries, Ortega appeared to parrot Chavista rhetoric: \"In 
this struggle we have to unite our forces to resist and 
advance independently from the imperialist model," said 
Ortega. 


7. (SBU) In Haiti, Chavez\' message was less about regional 
integration and more focused on offering joint humanitarian 
aid with Cuba (Reftel B). In a tripartite meeting between 
Chavez, Haitian President Rene Preval and Cuban Vice 
President Esteban Lazo during which Fidel Castro reportedly 
Zned the meeting by phone, Venezuela and Cuba announced the 
creation of a USD 1 billion fund for Haitian development. 
Venezuela also re-announced USD 20 million of humanitarian 
aid through Bandes and USD 57 million to repair Haitian 
airports. Cuba offered the services of its medical 

personnel, and Venezuela said it would double the amount of 
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oil Haiti received through Petrocaribe from seven thousand 
barrels/day to 14 thousand barrels/day. 


8. (SBU) Though Chavez continues to assert that the parallel 
timing of his trip with President Bush\'s visit to Latin 

America was mere coincidence, it is painfully obvious that 

his big promises and pronouncements on regional integration 
were a direct effort to counter the President\'s visit. 

Chavez used his tour of the \"South\" to continue to 
aggressively push forward increased regional financial and 
natural gas integration with Argentina and Bolivia. In 

typical Chavez fashion, the deals he announced and accords he 
signed contained grandiose projects with few details. 

Several of the aid promises made in Haiti were simply 
re-announcements of previous commitments. With respect to 
the creation of an OPEGASUR, absent from the announcement was 
even a general overview as to organizational structure and 

how it would function. Chavez continues to pitch the Banco 

del Sur an alternative to the IMF and World Bank. While he 
and Kirchner are still hopeful to construct a South American 

gas pipeline, the suggestion that a fledgling Banco del Sur 
could finance this multi-billion project is unfathomable. 


BROWNFIELD 
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E.O. 12958: DECL: 03/16/2017 

TAGS: ECON, ECPS, PREL, YI 

SUBJECT: KOSOVO: UNMIK/PISG SELECT NEW WINNER OF SECOND 
MOBILE TENDER AFTER KOSMOCELL FAILS TO MAKE PAYMENT 


REF: (A) PRISTINA 114 (B) 06 PRISTINA 219 (C) 06 


PRISTINA 752 (D) 06 PRISTINA 966 (E) 05 
PRISTINA 1159 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4(B) AND (D) 


1. (SBU) Summary: The Kosovo Telecommunications Regulatory 
Authority (TRA) recently announced the consortium of Telecom 
Slovenia/lpko/Albright Group as the winner of the second 

mobile tender after the initial winner Kosmocell was unable 

to make its payment for the operating license. The 

consortium of Mobilkom Austria and American company Columbia 
Ventures Corporation (CVC) have complained about the awarding 
of the tender, noting irregularities and a lack of 

transparency in the evaluation of the bids. Austrian 

Mobilkom has filed a lawsuit in a Kosovo court to protest the 
latest decision. UNMIK, however, has told us and stated 

publicly that the evaluation and awarding of the tender was a 

fair and transparent process. Media reports claim there was 
collusion between Kosmocell and Telecom Slovenia, alleging 
that Kosmocell owner Ekrem Lluka was paid by the Slovenian 
company not to make its payment so its consortium could be 
declared the winner. Having annulled the initial second 

mobile tender in 2004, UNMIK, using outside consultants, was 
more involved this time in overseeing the process. What 
remains a concern is the violence directed at some of the 

main actors involved, including TRA head Anton Berisha. We 
will encourage UNMIK and the Kosovo Police Service (KPS) to 
aggressively pursue investigation into these incidents. End 
Summary. 


TELECOM SLOVENIA/IPKO/ALBRIGHT GROUP CONSORTIUM ANNOUNCED AS 
NEW WINNER OF THE MOBILE TENDER 


2. (U) On February 20, The Kosovo Telecommunications 
Regulatory Authority (TRA) announced the consortium of 
Telecom Slovenia (Slovenia), Ipko (Kosovo) and Albright Group 
(USA) as the new winner of the second mobile phone tender, 
pending the payment of 75 million euros it pledged for the 
operating license. According to the TRA, Kosmocell was 
unable to pay the 81 million euros it bid for the operating 
license (Ref A). On February 22, the Telecom 
Slovenia/lpko/Albright Group consortium paid the licensing 

fee and held a signing ceremony on March 6. 
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AUSTRIAN MOBILKOM/CVC CONSORTIUM COMPLAINS ABOUT THE LATEST 
DECISION AND FILE A LAWSUIT... 


3. (SBU) The consortium of Austrian Mobilkom and Columbia 
Ventures Corporation (CVC), which came in third in the 
overall process, has complained about the TRA decision. 
Local media reported that Austrian Mobilkom said there were 
irregularities in the formula to evaluate the financial 
qualifications, alleging that the evaluation committee did 

not use the equation in line with international practice to 
calculate, score and rank the bids. (Note: PISG officials 

said that CVC complained to PM Ceku\'s office and requested an 
independent evaluation of the entire process by an 
international auditing firm. End Note) Austrian Mobilkom 

also complained about the lack of transparency in the 
process, noting that the bids were not opened in a public 
session. Austrian Mobilkom has filed a lawsuit for 100 

million euros for damages in a Kosovo court to protest the 
latest decision and has requested a new tendering process for 
the second mobile operating license. 


...BUT UNMIK CLAIMS THE EVALUATION PROCESS WAS FAIR AND 
TRANSPARENT 


4. (SBU) Ernst Tschoepke, Senior Legal Officer for UNMIKYs 
Office of Legal Affairs, and member of the UNMIK/PISG Special 
Supervisory Committee (SSC) for the second mobile tender, 
told econoff on March 9 that the evaluation process was 
conducted in a fair, meticulous manner, free from outside 
pressure. He said the SRSG designated two, reputable 
international experts to participate in the evaluation 
commission. Tschoepke explained that UNMIK and PISG 
officials chose not to have the bids opened in public to 

protect the confidentiality of the competitors\' bids, but 
diplomatic liaison offices were invited to observe the 

evaluation process to provide further oversight. He noted 

that the competitors were informed about the results of their 
respective bids at the end of the evaluation process. On 

March 12, Tschoepke and UNMIK Pillar IV (economic policy) 
Senior Legal Advisor Johan Van Loeman, also a member of the 
SSC, made public statements defending the fairness, 
transparency and oversight of the entire tendering process. 


LOCAL MEDIA REPORTS POSSIBLE COLLUSION BETWEEN KOSMOCELL AND 
TELECOM SLOVENIA 


5. (C) Local media have reported possible collusion between 
Kosmocell and Telecom Slovenia. Press reports alleged that 
Kosmocell owner Ekrem Lluka was paid 10 million euros by 
Telecom Slovenia not to make the payment so that the Telecom 
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Slovenia/lpko/Albright Group consortium would be declared the 
winner. Representatives of Kujtesa, part of the Kosmocell 
consortium that was the original winner, recently claimed to 
USOP that the consortium had the 81 million euros and was 
ready to pay the licensing fee, but Lluka had then informed 
TRA head Anton Berisha that his group was unable to make the 
payment. Kujtesa representatives noted that its company and 
consortium partner Eutelia (Italy) claimed they had no idea 

that Lluka would take such action. Post has no way of 
verifying such allegations, and has been shown no proof that 
the Kosmocell consortium actually had the money in hand. 


KOSOVARS LINKING SUSPICIOUS VIOLENT ACTS TO TENDER 
DEVELOPMENTS 


6. (SBU) The local media and some Kosovar businesses are 
linking recent suspicious violent acts to the latest 
developments in the second mobile tendering process. On 
February 28, local media reported that the Kosovo Police 
Service (KPS) said that unknown assailants shot at TRA head 
Berisha\'s car as he was traveling from the western town of 
Pec/Peja to Pristina. Some newspapers alleged that with the 
awarding of the tender to a new consortium, some disgruntled 
companies or their associates may have targeted Berisha. 
Local media also reported that grenades were thrown at the 
house of Mazllum Sahiti, Vice-President of the Dukagjini 
Group (Lluka\'s company) and a known associate of Lluka, on 
February 18 and 26. Some local businessmen believe that 
Lluka could have double-crossed several companies that might 
have had potential business deals with him by not informing 
them that his consortium didn\'t have the money it pledged for 
the operating license. 


7. (C) Comment: UNMIK, drawing on its experience with the 
abortive initial attempt at the second mobile tender in 2004, 
was more active in overseeing the process this time around. 
While the tender process was not particularly elegant, it 
appears to have met the criteria of fairness and 
transparency. What concerns us more are the recent acts of 
violence against people linked to the tender process. We 
will encourage UNMIK and KPS to investigate aggressively 
these regrettable incidents. The tender process generally 
continues to receive a lot of attention here, with the Kosovo 
Assembly holding hearings on March 16 and more media 
speculation likely. We will continue to monitor this issue. 
End Comment. 

KAIDANOW 
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E.O. 12958: DECL: 03/16/2017 
TAGS: PARM, PREL, ETTC, RS, BU 
SUBJECT: BULGARIA HOLDS THE LINE ON ARMS LICENSES 


REF: A. STATE 25152 
B. SOFIA 177 
C. KARAGIANNIS-KOSTELANCIK EMAIL (3/16/07) 


Classified By: CDA Alex Karagiannis, for reasons 1.4 (b) and (d). 


1. (C/NF) On March 16 DCM discussed the state of BG-RU 
negotiations on the arms licensing issue with Valentin 
Radomirski, chief foreign policy advisor to PM Stanishev. 
Reftel A points were delivered to MFA, MOD, and Ministry of 
Economy and Energy on March 1 and had been previously 
conveyed to Radomirski by GoB officials (no non paper was 
left). 


2. (S/NF) Radomirski thanked us for our comments, saying that 
they helped solidify Bulgaria\'s negotiating position. He 

hinted that some GoB figures had favored further concessions 
to Russia, referring to the \"danger\" in such negotiations 

that some would try to be more friendly (to Russia) in order 

to prove their worth.\" In Radomirski\'s words, our clear and 
timely expression of U.S. policy gave government leaders the 
ammunition they needed to reign in wayward voices in the 
administration and refocus on a team approach. 


3. (S/NF) The Bulgarian government\'s fundamental position has 
not changed since reported in reftel B -- the GoB is 

proposing direct governmental talks on licenses to be used by 
the Bulgarian armed forces, while commercial licenses are to 
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be negotiated directly between Bulgarian producers and 
Russian firms. Radomirski reiterated that Bulgaria cannot 
allow a so-called permissive regime, under which Russia 
would maintain a veto over certain Bulgarian exports, or 
Bulgaria would agree to a \"black list\" of banned countries. 
The next step in the arms license negotiations is a planned 
April 23-24 session of the Bulgarian-Russian 
Military-Technical Cooperation working group. Assuming this 
meeting goes well, Radomirski said, PM Stanishev may visit 
Moscow on May 7-8. 


4. (S/NF) Political pressure from Russia remains high, 
according to Radomirski. He claimed that President Putin 
raised the issue in his March 15 meeting with Bulgarian PM 
Stanishev while in Greece for the Burgas-Alexandroupolis 
pipeline signing ceremony. Radomirski described Putin as 
exceptionally harsh on Georgia, claiming that Tbilisi was 
\"preparing for war\" and obliquely threatening to recognize 
Abkhazia. Even as the Russians pressure them to cut off 
sales to Georgia, commercial ties are pulling Bulgaria in the 
opposite direction: Radomirski informed us that leading 
Bulgarian defense manufacturer Arsenal has recently received 
an order from the Georgian Ministry of Defense valued at 
$150m (NOTE: By comparison, Bulgaria\'s total defense exports 
for 2006 totaled approx. $100m). 


5. (S/NF) Frankly discussing the government\'s attempt to 
balance these competing interests, Radomirski said he had 
asked Arsenal Managing Director Ibushev to stall the 
Georgians (\"tell them we have all new procedures because of 
the EU..\") in order to avoid sabotaging ongoing negotiations 
with Russia. However, according to Radomirski, Georgia has 
still not paid for a large order it placed last year with 

Bulgarian firm Arcus for its Ministry of Interior, which 

Bulgaria approved despite intense Russian pressure. 


Comment: 


6. (S/NF) As a technocratic, centrist-leaning Socialist, PM 
Stanishev is subject to criticism from hard-liners within his 
own party for \"sacrificing traditional ties with Russia\" as 
Bulgaria lines up with NATO and the EU. The Russians 
understand that a Moscow trip would be a political plum for 
Stanishev and have accordingly made a visit contingent on a 
successful resolution of the arms licensing issue. However 
tempting a visit might be, the PM\'s office has shown 
impressive leadership on this issue, corralling diverse 
corporate and political factions behind a moderate approach 
based on a clear-eyed view of Russia and an understanding of 
Bulgaria\'s national interest that is grounded in 
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trans-Atlantic values. 
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SUBJECT: IRAN-ARMENIA PIPELINE DEMARCHE--FM OSKANIAN FINDS 
IT A TOUGH MESSAGE 


REF: STATE 32666 
Classified By: CDA A.F. GODFREY, REASONS 1.4 (B,D) 


1. (C) SUMMARY: CDA delivered reftel points March 15 to a 
surprised and non-plussed FM Oskanian. Oskanian hoped 
Washington would understand ArmeniaWs difficult neighborhood, 
and thus its imperative to obtain Iranian gas as an 

alternative to the unreliable supply line of Russian gas. 
Oskanian promised to see what he could do about mitigating 

the damage of Ahmadinejad\'s visit with a separate GOAM 
statement about UNSCR compliance, but was not optimistic 
about cancelling the event altogether or snubbing the Iranian 
president in person with provocative talking points. The CDA 
held firm, and then urged Oskanian at least to ensure that 
Kocharian not compound the damage by cheerleading for new and 
grander energy cooperation projects between Armenian and 
Iran. END SUMMARY 


2. (C) CDA delivered reftel talking points to FM Oskanian 
March 15, reading verbatim to underscore the seriousness of 
the message. He noted that this issue was being closely 
followed in Washington at a very high level. Oskanian seemed 
surprised by the sharpness of the demarche, and complained 
that it was very late in the game for the United States to 

weigh in so strongly against a pipeline that we have known 
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was under construction for quite some time. CDA countered 
that we had responded quite speedily to the news that Iranian 
President Ahmadinejad would come personally to participate in 
the pipeline\'s opening ceremony. Providing Ahmadinejad such 
an opportunity to trumpet his defiance of the international 
community was a significant exacerbation of the problem. CDA 
noted that we had repeatedly expressed our concerns about 
Iran\'s recent behavior and about the Iran-Armenia gas 

pipeline to senior GOAM officials, recently including the 
presidential chief of staff and DFM Kirakossian, so our 

position on the matter should be no surprise. Oskanian 
rejoindered that the pipeline project has been underway for 
quite some time, and its completion should have been no 
surprise to the United States. 


3. (C) Oskanian said he would not \"rush to comment" but 
would get back to us with a suitably considered response 

after communicating our message to President Kocharian. He 
suggested it would be impossible at this late date--with the 
event scheduled for Monday, March 19, and this fact ahving 
been widely reported in tne media of both countries--to 
disinvite the Iranian president. Referring to reftel\'s 

second to last talking point--that the damage would be 
mitigated if Armenia called for Iran to respect and comply 

with UNSCR 1696 and 1797--Oskanian said, \"| hope you don\'t 
mean the president should say those things during the 
ceremony, with Ahmadinejad standing right next to him." 
Oskanian suggested the GOAM might be able to make these 
points in the public domain in the days immediately before or 
after the pipeline ceremony, but that it would be unduly rude 
and provocative to do so while standing on the same podium 
with Ahmadinejad. CDA reaffirmed the strength of the U.S. 
view that Ahmadinejad not be allowed to use the opportunity 
to create the impression that the international community had 
failed in its efforts to isolate Iran for its misbehavior. 


4. (C) Oskanian said that Washington must understand the 
context of Armenia\'s situation. With Turkish and Azerbaijani 
borders long-sealed to Armenia, and the ongoing volatility of 
the Russian-Georgian relationship, having an outlet for trade 
and energy through Iran is a strategic necessity for Armenia. 
Oskanian emphasized that the new pipeline had capacity only 
to supply gas for domestic Armenian consumption, not for 
onward transit. Iran would realize practically no 

significant financial reward from the project. He ruminated 
\"What\'s Iran\'s interest in completing this project?,\" which 
he suggested has much greater benefit to Armenia than to 
Iran. Answering his own question, he said \"probably Iran 
does have its own proganda interests at heart, but Armenia is 
the beneficiary of that. How can we turn down a project that 
is so clearly in our national interest?\" Oskanian also 
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pointedly noticed that \"We did not announce that we would not 
abide by any UN sanctions resolution, as Ilham Aliyev did in 
Azerbaijan.\" He said Armenia was committed to complying 

with UNSCRs, notwithstanding Armenia\'s need to live with its 
next-door neighbor. CDA replied that Washington understands 
Armenia\'s geopolitical and economic situation, but this does 

not change our grave concerns about Iran\'s WMD programs and 
our objection to the Ahmadinejad visit in the current context. 


5. (C) The CDA expressed the firm hope that Presidents 
Kocharian and Ahmadinejad would not use the upcoming occasion 
to speculate aloud about grander bilateral energy projects, 

such as an Iranian export pipeline across Armenia to onward 
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markets. We have noticed an uptick in public speculation 
about such future projects from officials on both sides of 

the border lately, and these types of projects were much more 
likely to violate the Iran Sanctions Act (ISA) than this new, 
limited project. 


7. (C) COMMENT: Oskanian was clearly surprised by the 
vehemence of our message. The GOAM probably hoped that it 
had tacit U.S. acquiescence for the limited-scope pipeline 
that has now been built, and they did not anticipate such a 
sharply negative U.S. reaction to Ahmadinejad\'s personal 
participation in the opening. However, we see very little 
chance that Kocharian will disinvite Anmadinejad at this 
stage, now that the event has been so widely publicized in 
the media. Kocharian is generally careful not to take public 
positions that he does not think he can back up, but once on 
record rarely retreats. We hope our intervention will, 
however, succeed in restraining Kocharian from waxing 
enthusiastic about future projects with Iran, as he might 
otherwise have been likely to do, and we may also get a good 
public statement in the near future about Iran\'s duty to 
comply with UNSCRs. 

GODFREY 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, KPKO, AU-1, UN, US, SU 


SUBJECT: CFC Week of March 5 -- Fireworks Follow the Killing of Two 
AMIS Soldiers 


1. (SBU) Summary: The killing of two Nigerian soldiers by Sudan 
Liberation Army (SLA)/Minawi soldiers in Graida dominated the 
Cease-fire Commission (CFC) this week, with tensions rising between 
the faction and the African Union Mission in Sudan (AMIS) in both 

the CFC and in the sectors. The CFC investigation report states 

that the attack was perpetrated by SLA/Minawi, although it includes 

a statement by the sector representatives that they are being 

falsely accused. The Force Commander called his sector heads to El 
Fasher after the attack to tell them that they are not to patrol in 
sectors where factions cannot assure their safety. There are rising 
accusations that AMIS has lost its neutrality. The events again 
highlight the need for material and advisory support for the 
SLA/Minawi. The one piece of good news on that front was that the 
first tranche of non-military humanitarian aid was delivered to the 
signatory factions on March 12. End Summary. 


2. (SBU) The CFC meeting on March 7 was the first since the killing 
of two AMIS soldiers in Graida on March 5 during a carjacking. 
SLA/Minawi representative Adam Ali War began the meeting by 
protesting that the proposed agenda referencing \"friction with 
SLA/Minawi factionW was too strong and Vat sectors!" too general and 
asked that these phrases be removed. CFC Chairman Aprezi became 
enraged in response to War\'s protest. He told Ali War that he was 
free to walk out, but the CFC would discuss the issue of the conduct 
of SLA/Minawi forces in the sectors in the wake of the killing of 

two Nigerian soldiers. Ali War held his ground, stating that he 

would not leave but that he believed the phrasing was unfair and he 
could not allow the meeting to continue. This discussion, with 

certain variations, lasted over two hours, with all factions and 
observers pitching in at times to reinforce the Chairman. The U.S. 
representative opined that he thought the word \"friction\" was far 

too diplomatic and should be strengthened. UN and EU observers 
continually pressed SLA/Minawi to take responsibility. Only the 
Sudanese government was silent. 
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3. (SBU) During the discussion and in the days following several 
themes emerged: 


-- Threat to Close Down Ops in Insecure Areas: The FC told the 
factions that if they could not give his soldiers absolute 

affirmation that they can control the area where they operate, the 
AU soldiers would not leave the wire, stating \"nobody kills my 
soldiers and goes free, | will close down Minni areas...lf we do not 
have the cooperation in areas, | will close them down, no patrols, 
no escorts. Aprezi brought all his sector commanders in for a 
conference on March 8 when he reiterated that force protection is 
his number one concern. On March 12, there were only eight 
confidence building patrols, down from the normal 20 to 25. (Note: 
The FC is not alone in his caution. The EU representative and UN 
representative both told S/CRS Poloff that EU security regulations 
prohibit EU employees from going to any areas controlled by 
SLA/Minawi. End note.) 


-- A Knife\'s Edge of Stability: The most chilling exchange occured 
when the FC told SLA/Minawi that AMIS was preparing to return to the 
field and confront the SLA/Minawi faction in Graida when he ordered 
them to stand down. Ali War was taken aback and accused the FC of 
picking a fight with his faction. The exchange eventually wore Ali 

War down, and he said he was sorry for what happened and would 
cooperate in the future to stop such incidents. UNMIS Light Support 
Package Commander Von Staden told S/CRS Poloff that many areas 
existed where tensions were high between AMIS and the SLA/Minawi 
faction. One international observer heard a rumor that in Sector 

Two the Nigerian contingent might be planning an operation to avenge 
the killings. 


-- AMIS Loss of Neutrality: In a meeting with A/S Lowenkron on March 
10, an SLA/Minawi political leader said that his faction believes 

AMIS is no longer a neutral force. CFC EU Vice Chairman said that 
over the past several days each of the CFC faction representatives 
have told him that they no longer see AMIS as a neutral party. 


-- SLA/Minawi Loss of Control in the Field: On 5 March, just prior 

to the big incident, SLA/Minawi commander stopped an AMIS fuel 
convoy near Graida to demand fuel. An SLA/Minawi CFC representative 
on the convoy sided with his colleagues and asked that the convoy 

fuel the SLA/Minawi vehicles. The next day in Um Barru SLA/Minawi 
soldiers threatened to stop AMIS vehicles leaving the MGS gate after 
they were not allowed to place one of their vehicles with armed men 

in an AMIS convoy. The same day, SLA/Minawi soldiers beat up an 
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AMIS water truck driver. 


-- Support to SLA(MM) Faction: The Sudanese Government distributed 
the first round of non-military logistical support stipulated in the 

DPA on March 12. The faction believes it is far too little. 

SLA/Minawi in North Darfur received 1,000 bags of sorghum, 150 bags 
of lentils, 100 bags of sugar, 150 cans of oil, 50 bags of salt. 

The other factions received a lesser amount proportional to their 
numbers. 


4. (SBU) S/CRS Poloff met with War and SLA/Minawi commander Ahmed 
Gardiya Khamis at the Peace Secretariat on March 8. They were 
subdued, sought guidance, and promised to work within the CFC to 
improve the situation. Ali War reiterated that the movement is 

often blamed before investigations are completed. He said there are 
bandits and breakaway factions and challenged the assertion that the 
SLA/Minawi movement is losing control in the field. He said they 

have been expecting humanitarian assistance through AMIS per the 

DPA, and suggested that the Sudanese government strategy was to 
starve the movement. 


5. (SBU) S/CRS Poloff agreed that there were serious problems with 
DPA implementation. He suggested that SLA/Minawi should take the 
following actions to improve its public image and its 

effectiveness: 


-- Conduct independent investigations: when an attack occurs in an 
area that is understood to be under SLA/Minawi control, they should 
conduct their own investigation and share their findings. 


-- Issue Statements: SLA/Minawi should be more proactive in putting 

its message out, e.g. a message of condolence and condemnation when 
AMIS soldiers are killed. (Note: Minawi issued a statement on March 

13 condemning the attack in Graida, reaffirming its commitment to 

the CFC, and calling for a complete investigation of the incident. 

End note.) 


-- Field Commander\'s Coordination: It would help to maintain 

control over the force if there were periodic meetings with all 

field commanders. AMIS could help with transportation, and Minni 

and others in the SLA leadership could use the gathering to stress 
issues of command and control. AMIS and the international community 
could be invited as observers and to underscore specific messages, 
e.g. facilitation of humanitarian access. 
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-- Delineation of Areas: The SLM should define its areas of control 
and disseminate this information. 


6. (SBU) Comment: The recent humanitarian assistance to the 
signatory factions is welcome. However, sustained pressure on the 
Sudanese Government is necessary to ensure this is not a one-time 
event. SLA/Minawi needs more non-military logistical support, 
advisors, and training to start the transition from an insurgent 

force. 
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REF: REFTEL: HARARE 213 AND PREVIOUS 


Classified By: Ambassador Christopher W. Dell under Section 1.4 b/d 


1. (C) Key opposition leaders, excluding Morgan Tsvangirai 
(released from the hospital but recovering at home) held a 
press conference March 16 during which they recounted the 
brutal beatings they and other opposition members sustained 
at the hands of police and security officials. The 

opposition leaders pledged a continuing, united, and 
sustained drive against Mugabe and ZANU-PF. Meanwhile, the 
funeral service for the MDC activist killed has been 
scheduled for Monday, March 19. Separately, the Tanzanian 
political counselor told us his Embassy has no readout of the 
March 15 Kikwete-Mugabe meeting, but he believed a direct 
message had been delivered. End Summary. 


2. (U) Anti-Senate MDC secretary general Tendai Biti told 
the press conference that Tsvangirai had been released from 
the hospital that morning but was still recovering from his 
injuries at home and would not be present. Biti then 
described in horrifying detail the beatings administered 
March 11 by police and other security officials to the 
opposition leaders and activists. Biti said that those 
arrested were initially held at Machipisa Police Station 
where officers indiscriminately beat them. When Tsvangirai 
arrived at the station to inquire as to the status of the 
detainees he too was taken into custody and also beaten. 


3. (U) According to Biti, Tsvangirai and NCA chairman 
Lovemore Madhuku were singled out for especially savage 
treatment. Madhuku noted that the Zimbabwean police, in 
addition to paramilitaries and security forces, were 

definitely involved in the beatings. Madhuku said Commanding 
Officer Mandara of the Police law and order division ) which 

is responsible to disrupting protests ) was present at 

Machipisa station and called on police to further beat the 
detainees. 


Call for United Front 
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4. (U) Madhuku, his broken arm in a sling and his head 
recovering from a deep gash, pledged that the opposition 
would fight for a \"meaningful\" election in 2008, which he 
defined as one with fair electoral rules, no matter the cost 
in lives, broken heads, or broken bones. 


5. (U) Seated between the ant-Senate faction\'s Biti and 
Madhuku, rival MDC pro-Senate faction leader Arthur Mutambara 
reiterated Madhuku\'s defiance. He said the past six days 
were a confirmation of the brutality and criminal nature of 

the Mugabe \"dictatorship,\" and pledged that the opposition, 
including opposing MDC factions, would manage their 
differences and unite in opposition to drive out Mugabe and 
ZANU-PF.\" The opposition was in \"total rebellion\" and would 
continue defiantly with rallies and demonstrations. Saying 

that Mugabe had better take note, Mutambara said that he 
would not stand against Tsvangirai in national elections. 
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6. (C) MDC advisor Jameson Timba told poloff that the church 
service and funeral for slain MDC activist Gift Tandare would 
be held on Monday, March 19 in Harare. The Christian 
Alliance pastors planned to identify a suitable church later 
today. Timba said that the diplomatic community would be 
invited. 


7. (C) The political counselor at the Tanzanian Embassy in 
Harare, who was at the press conference, told polecon chief 
on the margins that President Kikwete had met with Mugabe 
one-on-one and did not brief the Tanzanian Ambassador after 
the meeting. However, he said prior to the meeting Kikwete 
had indicated an intention to deliver a strong message. He 
had planned to raise the serious concerns about Zimbabwe he 
had heard recently during a trip to Europe, to press for 
recognition by Mugabe of the MDC as a legitimate party, and 
to advocate for more democratic space in Zimbabwe. 
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8. (C) Adding further credence that Kikwete delivered a 
stern warning was his demeanor at the two Presidents joint 
press conference. Kikwete said little about what was 
discussed during the meeting and there was virtually none of 
the usual diplomatic spin. That said, even if such a message 
was delivered, Mugabe\'s vitriolic attack on the opposition 
and the West during the press conference would seem to 
indicate it had little effect. The time for quiet African 
diplomacy is past. 
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E.O. 12958: DECL: 04/07/2012 

TAGS: PGOV, ELAB, EU, FR, PINR, SOCI, ECON 

SUBJECT: ELECTION SNAPSHOT: ROYAL AND SARKOZY UNCERTAIN HOW 
TO COUNTER BAYROU, AS LE PEN HANGS IN THERE 


REF: EMBASSY PARIS DAILY SIPRNET REPORT FOR MARCH 15 
AND PREVIOUS 


Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 (b) and (d) 


1. (C) Asked to predict the result of the first round of the 
French presidential election now five weeks away, President 
Chirac is reported to have facetiously replied, \"| see 

Sarkozy, Royal, Bayrou and Le Pen each getting 20 percent of 
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the vote." In the most reputable polls there remains more 
than a ten point spread between Sarkozy, still the leader at 
above 25 percent of first round voter intentions, and Le Pen, 
at below 15 percent. Nevertheless there is a very rough 
accuracy to the presidential anecdote\'s suggestion of 
convergence among the top four contenders. A key Bayrou 
staffer told us March 14 that some polls to be published over 
the weekend of March 17 - 18 will show Bayrou coming in ahead 
of Royal in first round voter intentions. That development 
would further boost surging \"Bayroumania,\" and add to the 
drumbeat of complaints that the polls are literally making 

the news, as coverage of changes in the polls creates 
credibility for options (like Bayrou, or before him, Royal) 

that the public had little regard for until changing poll 
numbers, and attendant media coverage, snowballed these 
candidates into contenders of the first rank. Both Sarkozy 
and Royal, still the leaders -- but more precariously so -- 

are struggling for the right strategies to undermine Bayrou, 
and prevent him from upsetting their long-projected plans for 
a Sarkozy-versus-Royal second-round face-off. Royal\'s 
candidacy is in more trouble than Sarkozy\'s, as she -- so far 
-- continues to fail to convince a significant portion of 
left-leaning voters that she has what it takes to be 

president of France. End Summary. 


GRAIN OF TRUTH IN CHIRAC\'S EXAGGERATION 

2. (C) Notwithstanding Chirac\'s all-four-tied exaggeration 
for comic effect, current polls of voter intentions do 

reflect a trend towards convergence in the poll numbers of 
the \"big four\" -- Interior Minister and President of the 

Union for a Popular Movement (UMP) party Nicolas Sarkozy, 
Poitou-Charentes region president and Socialist Party (PS) 
nominee Segolene Royal, president of the centrist Union for 
French Democracy (UDF) party Francois Bayrou, and the leader 
of the extremist, right-wing National Front (FN) Jean-Marie 
Le Pen. (The scrutiny given to all presidential remarks 
prompted comments that Chirac was not entirely joking -- he 
was also expressing the wish that Sarkozy do worse than 
Chirac did in the first-round of the 2002 election and that 

Le Pen, with Chirac this time not in the race, do better.) 


3. (C) As the April 22 first-round vote draws nearer, the 

trend in all polls has been that the first-round voter 

intentions of Sarkozy and Royal have been heading downwards 
-- from the 30 to 35 percent range to the 25 to 30 percent 
range, as the first-round voter intentions of Bayrou and Le 

Pen have trended upwards, slightly in the case of Le Pen and 
markedly so in the case of Bayrou. For example, in the 
well-respected, consistently conducted polling of the IPSOS 
Opinion research firm, since January, the twenty point spread 
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that separated, the leader, Sarkozy, from Bayrou (with Royal 
in-between) narrowed to a spread of under five points, with 
Le Pen moving slightly upwards to within the 10 to 15 percent 
range. Specifically, in IPSOS\' March 14 iteration of its 

poll of first-round voter intentions, Sarkozy led with 28 
percent, followed by Royal with 25 percent, with Bayrou on 
Royal\'s heels at 24 percent, and Le Pen trailing at 13 
percent. 


CONVERSION TO \"BAYROUMANIA\" CONTINUING 

4. (C) Bruno Erhard, Bayrou\'s principal assistant for 
international affairs, promised PolOff on March 14 that, 
\"Polls to be released over the weekend will show us ahead of 
Royal. This may well turn out to be true, as Bayrou and 
\"Bayroumania\" continue to dominate the front-pages of dailies 
and the covers of news weeklies, even though one poll 
released March 15 (by the CSA polling firm) shows Bayrou\'s 
first round voter intentions falling slightly (to 21 percent) 

and Sarkozy and Royal\'s rising slightly (to 27 and 26 

percent, respectively). 


5. (C) However his destiny may play out during coming weeks, 
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Bayrou -- the newest anti-establishment alternative on the 
political scene -- has clearly tapped into the deep 
dissatisfaction among the French with the country\'s political 
class, its left/right partisanship and the lack of results 

from past governments of both left and right. Bayrou\'s 
campaign appearances have been drawing enthusiastic, overflow 
crowds, far beyond what the conventional wisdom expected for 
the UDF, given its progressive marginalization by the UMP 
since 2002. One example from opinion polling that attests to 
Bayrou\'s new-found credibility as a presidential contender is 
that, for the first time in the ten-year history of this 

monthly poll, Bayrou in March 2007 comes out at the top of 

the IPSOS firm\'s \"Presidential potential" survey. 


UMP AND PS UNSURE HOW TO COUNTER BAYROU 

6. (C) Both the Sarkozy and Royal campaigns remain hesitant 
to tackle Bayrou head-on, lest this make him their principal 
competitor and boost his standing in the eyes of a restive 
electorate as a credible challenger of the Paris-based 
establishment, the media, and the \"left/right system.\" 
Indications from both the Royal and Sarkozy campaigns are 
that both organizations are hoping mightily that the current 
infatuation of voters with Bayrou will pass as quickly as it 
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came. To support their wishful thinking, strategists from 

both camps point to the way opinion surveys show that those 
who say they are going to vote for Bayrou are \"uncertain of 
their choice by margins approaching double that of those who 
say they plan to vote for Sarkozy or Royal. 


7. (C) The sense that their electorate is firming up and 

will hold through both rounds of the upcoming election is 
particularly marked in the Sarkozy camp. As Culture Minister 
(and Sarkozy supporter) Renaud Donnedieu de Vabres told the 
Ambassador over lunch on March 14, Our base is strongly 
anchored; judging from enthusiasm at campaign events and the 
results of internal polling, we sense that support for 

Sarkozy is solidifying and expanding, and we have no doubt 
that we\'re going to be in the second round -- we just don\'t 
know against whom." 


8. (C) Donnedieu de Vabres added, \"So | can tell you for 
sure that Segolene Royal will not be President of France." 
Donnedieu de Vabres believes (a conviction shared by UMP 
Secretary General Pierre Mehaignerie (ref)), as current 
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polling results and the conventional wisdom of the political 
commentariat also suggest, that Sarkozy would face a much 
more difficult challenge from Bayrou than from Royal in a 
second-round showdown. In the latest IPSOS poll, Sarkozy 
would beat Royal if the second round were held next Sunday" 
by a margin of 53 to 47 percent. The assumption among most 
analysts, borne out by current polling results, is that in a 
Sarkozy-Bayrou second round, Bayrou would benefit from a 
ground swell of \"Stop Sarkozy" sentiment, taking all the 
votes of the left and enough in the center to win handily. 


9. (C) So far, both PS and UMP spokespersons have limited 
their criticisms of Bayrou to pointing out the difficulties 
Bayrou would face putting together a parliamentary coalition 
that could govern effectively. Commentators on talk shows 
and in the press claim that they detect that this theme is 
\"sinking in\" with the public, and raising questions about the 
realism of Bayrou\'s proposed \"union of both left and right.\" 


10. (C) Many in the PS are facing up to growing indications 
that, so far, Royal\'s candidacy is not succeeding in 

inspiring confidence among many who would otherwise be 
\"naturally\" rallying to her as the candidate of the 

center-left. Royal has not clearly established, across the 

board among the left-leaning electorate, that she has what it 
takes to be the President. The widely shared consensus among 
political observers is that unless Royal begins now to turn 

the tide of skepticism on the left about her overall 
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competence for the presidency, she will be certainly beaten 
by Sarkozy, if she is not eliminated by Bayrou first. 


11. (C) Royal herself, is reportedly serenely indifferent to 

the panic running through her party at the prospect that her 
candidacy may, right now, be teetering into an unstoppable 
downward slide. Roland Cayrol, the head of the CSA polling 
firm, at a meeting March 12 told PolOff the following story: 
\"My son sees Segolene every day. He\'s in charge of making 
the videos that appear on her website. He tells me that he 
has never seen someone so imperturbably self-confident. He 
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says, \'It\'s as if she\'s carried by a sense of her own 

destiny W COMMENT: Coming weeks will make starkly clear if 
Royal\'s self-confidence is delusional, or if the force of the 
political cunning and exquisite sense of timing that took her 
from nowhere to contender are still with her. END COMMENT.) 
Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 03/13/2017 

TAGS: PGOV, HO 

SUBJECT: HONDURAN NATIONAL PARTY CONVENTION REFORMS FALL 
SHORT OF EXPECTATIONS 


Classified By: Acting Political Counselor Frank Penirian. Reason: 1.4( 
d) 


1. (C) SUMMARY: The National Party (NP) held its annual 
convention in San Pedro Sula on March 10-11, 2007. Before 
the convention, there was speculation the NP Party President, 
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Pepe Lobo, would be pressured to resign from the Presidency 
in order to run fairly in the next national elections in 2009 
and/or dismiss former President Rafael Callejas and Osvaldo 
Ramos Soto from the Political and Judicial Committees, 
respectively, to make room for a new, young leader. Lobo did 
neither. Instead, the NP instituted a number of structural 
reforms in order to open and broaden the party base and 
increase party discipline. Without resolving the split 

between Lobo and Callejas, it appears that the NP is not on a 
path of real reform but rather just closing ranks. END 
SUMMARY. 


2. (C) The dispute between the two major factions of the 
National Party (NP) was not resolved at its annual convention 
in San Pedro Sula on March 10-11, 2007. One group is led by 
party boss and former President, Rafael Callejas, who still 
enjoys popular support despite corruption scandals including 
the revocation of his U.S. visa last year. The other group 

is headed by NP President Pepe Lobo, who lost to Mel Zelaya 
in the 2005 national elections. Callejas and his old guard 
supporters such as Osvaldo Ramos Soto do not like Lobo 
because they believe he cannot win in the future either and 
because members of Lobo\'s inner circle were involved in a 
recent scandal involving funneling Congressional funds to 
their NGOs. On the flipside, Lobo and his supporters were 
angered when Tonio Rivera, minority deputy leader in 
Congress, wanted to become the minority leader in place of 
Rodolfo Irias Navas, whom Lobo supports. Callejas is 
supporting candidates like Mario Canahuati and Oscar Alvarez, 
not for change but to keep control of the party. Besides 
himself, Lobo supports such candidates as Roberto Ramon 
Castillo (cousin of Callejas), Jesus Flores, Mario Facusse 
(cousin of former President Carlos Flores) and Africo Madrid, 
but they have little support. 


3. (C) Before the convention, some were calling for Lobo to 
resign from his position as President of the NP in order to 

run fairly in the 2009 elections; others wondered whether 

Lobo would remove Callejas as head of the Political Committee 
and Soto as head of the Judicial Committee to make room for a 
new leader. Lobo did not make any of these moves at the 
convention. The membership of the two committees were 
increased, which may diminish some of CallejasW control, but 
Callejas is likely to continue to undermine Lobo behind the 
scenes. Allying himself with Miguel Pastor, who lost to Lobo 

in the 2005 primary elections and has many legal problems in 
Tegucigalpa from when he was mayor of the city, Lobo and the 
other party leaders attempted to give the impression of unity 

at the convention despite this major internal dispute. 


4. (U) At the convention, the NP expanded the numbers of the 
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central committee from 15 (nine for Lobo and six for Pastor 
as decided at the 2005 convention) to 25 in order to open up 
the party at the top. The number of delegates were increased 
from 128 to 500 to represent all 298 municipalities in order 
to broaden the base of the party. Representation of women 
and youth were increased, and independent candidacies, 
political alliances and voting from overseas are now allowed. 
Sanctions against disloyal party members, called aval 
partidario, were strengthened. Finally, NP committees at the 
local level were established. 


5. (C) COMMENT: Despite these reforms to open and broaden 
the NP, it appears that the party simply is closing ranks. 

During the convention, Lobo, perhaps out of fear of Callejas, 

did not clear the way for a new young candidate akin to 
Callejas\’ MONARCA (Movimiento National de Rafael Callejas) in 
the 1980s, and neither are there any promising new candidates 
on the horizon. One possibility for an energetic candidate 

would be the current mayor of Tegucigalpa, Ricardo Alvarez, 
but, because of his family ties to Callejas, he likely would 

not engender support from Lobo. (NOTE: Alvarez enjoys 
considerable popular support nationally, but vows to seek a 
second mayoral term as he maneuvers away from the old guard. 
END NOTE.) Other potential candidates have little support or 
are riddled with corruption charges. Post believes that the 
status quo, an election between National Pepe Lobo and 

Liberal Roberto Michelleti in 2009, would result in an even 
higher rate of voter absenteeism than in 2005, which was 

about 50%, and open the door potentially to a populist 
movement. Jorge Aguilar, President of one of the small 

parties, PINU, believes that both the national and liberal 

parties simply are closing ranks as they are not 

ideologically based, collude with one another on issues such 

as corruption, and are supported by the same economic powers, 
like a single party system. Because the dispute between 


Callejas and Lobo at the convention was not resolved, the 
prospects for meaningful NP change are not promising. END 
COMMENT. 
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E.O. 12958: DECL: 03/15/2017 

TAGS: EPET, ENRG, PREL, BBSR, NI, VE, HO 

SUBJECT: HONDURAN FUEL SOLICITATION: FOOL ME TWICE, SHAME 
ON ME 


REF: A. A) TEGU 368 AND PREVIOUS 
B. B) 06 TEGU 1881 


Classified By: AMB Charles Ford for reasons 1.4 (b,d) 


1. (C/NF) Summary: The GOH has decided to put the fuel 
solicitation process on a back burner. While this offers 
hope the planned state takeover of the fuel import sector 
might never take place, it leaves the plan with enough life 
in it for the Zelaya administration to play political games 
with it indefinitely, continuing to make life miserable for 

the current group of fuel importers. On March 2, the GOH 
reneged on nearly all it had promised over the last month 
about moving towards a competitive market in fuels. At the 
March 2 meeting the GOH announced it would continue the fuel 
import solicitation process (designed to monopolize the 
sector under state control), continue negotiations with 
ConocoPhillips (the firm that would supply the state under 
the nationalization plan), and move forward with a plan for 
the state to construct a two million barrel fuel storage 
facility (the last piece needed to move forward with 
nationalization). At the meeting the GOH also implicitly 
rejected the international oil companies\' (IOC) proposals for 
reforming the fuels pricing formula, mandating instead that 
the pricing structure would remain as it is. Pricing 
adjustments will not be made more flexible or efficient by 
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allowing them to move with the market price, but will instead 
remain in the hands of the state-run Petroleum Administration 
Commission (CAP), which will continue to set prices every two 
weeks. Finally, the GOH called on all supporters of the 
solicitation/nationalization scheme to rejoin the GOH in its 
efforts, apparently extending an olive branch to Juliette 
Handal and the Patriotic Coalition. As of March 13, two IOCs 
have now filed suit against the GOH, chief negotiator Arturo 
Corrales has refused to play any further part, and Minister 
Flores Lanza could provide no indication that the GOH has a 
clear vision of how to prevent what could be a coming train 
wreck. The decision now lies with the IOCs whether this 
issue must move to a legal or trade complaint venue for its 
resolution. End Summary. 


2. (C/NF) The March 2 meeting had originally been scheduled 
for February 27, and was generally expected to be the venue 
where President Jose Manuel \"Mel\" Zelaya Rosales would unveil 
his new plan to create competitive fuel markets. Given his 
strong public statements over the last month, Post also 

expected that the meeting would be the decisive showdown with 
Handal, in which the President would once and for all assume 

a leadership role in the process and marginalize Handal and 

her disruptive Coalition. However, we and other observers 
became increasingly concerned when the GOH postponed the 
meeting and stopped returning calls, leaving all to wonder 

what would actually be presented. The meeting was then moved 
to March 2, a day when Zelaya himself would be out of the 
country, another ill omen. Despite these red-flags, the IOCs 

and other participants had little option but to watch and 

wait. 


3. (C/NF) Representatives of ChevronTexaco -- the U.S. firm 
that has been most engaged in seeking a mutually acceptable 
outcome to this situation -- described the meeting as \"very 
bad,\" and is considering seeking a meeting between their 
President and President Zelaya to convey its concerns. 
ExxonMobil requested a meeting between its corporate 
President and President Zelaya to express its grave concerns, 
and has quietly retained counsel, should it need to pursue a 
legal case. Even Arturo Corrales, repeatedly put forward as 
Zelaya\'s personal representative to these talks, told 

EconChief he felt Wdisappointed and deceived\" by the outcome. 
(Note: Corrales was not present at the meeting, and it is 
rumored that the current public attacks on his meter-reading 
business, SEMEH, are in retaliation for his role in seeking a 
market-based solution to the fuels issue. On March 5, the GOH 
announced that his contracts would be unilaterally cancelled. 
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End Note.) Minister Enrique Flores Lanza -- who presented 
the GOH position at the March 2 meeting -- refused for 
several days to return calls made to either his office or 
personal phones. When reached on March 5, Flores Lanza 
claimed that the new GOH position was entirely consistent 
with the pro-liberalization stance and was little more than 
an attempt to create some political room for maneuver while 
moving towards free markets. (Comment: For all the reasons 
outlined below, Post does not find this explanation credible. 

End Comment.) 


4. (C/NF) The meeting itself was reportedly primarily a media 
show. The GOH invited not only the IOCs, but also 
representatives from throughout the fuels distribution chain 
(those most opposed to liberalization, since it would 

threaten their padded margins) and even representatives of 
the taxi drivers\' union. The taxi drivers\' union, recall, 

was the blunt object with which Handal battered the GOH in 
late 2005 and early 2006, paralyzing the city with road 
blockages and precipitating adoption of the nationalization 
plan. The absence of Zelaya and Corrales at the meeting, and 
the presence of several vocally anti-liberalization groups 
clearly stacked the deck against any market-based outcome. 
(Comment: Interestingly, Handal herself was not present. 
Rumor has it she was touring the countryside, drumming up 
grass-roots support for a possible run at the Presidency. 

End Comment.) Mario Canahuati, former Ambassador to the U.S. 
and President of private sector umbrella group COHEP, was 
also present at the meeting, allegedly to represent the 
interests of the private sector. In our view, Canahuati is 
already campaigning for President, and emerged from the 
meeting to declare unhelpfully that he has always supported 
the Patriotic Coalition but also price reform, and that he 
favors increased competition in the sector, but also the GOH 
plan to construct the new fuel storage facility. 


5. (C/NF) The meeting produced a seven-point communique, 
which appears in every respect to be a rout of market reform 
and liberalization. 


(Point 1) The GOH will maintain the current pricing formula. 


Analysis: Reforming this formula (especially in light of 
continuing losses being absorbed by the IOCs) had been the 
key focus of over a month of quiet talks between the GOH and 
the IOCs. No mention of any current or future reform is made 
in the communique, calling into question the GOH\'s good faith 
in engaging in those talks. 


(Point 2) Negotiations with ConocoPhillips will continue. 
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Analysis: These talks had all but ended by February 24, and 
the GOH had successfully laid the blame for the breakdown on 
the U.S. citizen consultant and on Conoco. Conoco\'s only 
role in this process would be as monopoly supplier to a 
GOH-run national fuel import regime. Restarting these talks 
therefore has only one obvious purpose: to allow the GOH to 
once again pursue a nationalization scheme. 


(Point 3) The bid solicitation process will continue and the 
GOH will seek court authorization to take over DIPPSA\'s 
privately-owned fuel storage facility. 


Analysis: Obtaining control of these fuel tanks would allow 
the GOH to move forward with its state-controlled fuel import 
plan. Fifty percent of one storage facility is property of 
ExxonMobil, so there are potential implications for U.S. 
investor rights in such a decision. Because the current 
lawsuit is based on a clause in a contract that Exxon became 
party to when it purchased its stake in the tank farm, 
however, the legalities of such a decision are unclear. 


(Point 4) The current state-run fuel pricing mechanism will 
not be reformed, but instead will remain in the hands of the 
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GOH\'s Petroleum Administration Commission (CAP). 


Analysis: Prices will adjust only once every two weeks, and 
that decision must be approved by the political authorities 
within the GOH (at times, this has meant requiring approval 
by the President himself). The CAP is presided over by Lucy 
Bu, a long-time ally and former special assistant to Juliette 
Handal. 


(Point 5) The GOH will move forward with a plan to build its 
own 2 million barrel fuel storage terminal. 


Analysis: Industry experts, including the U.S. consultant who 
proposed this scheme in the first place, admit that there is 
already an oversupply of fuel storage in Honduras. There is 
therefore no economic justification for this new project. 
Rather, building these tanks appears intended solely to give 
the GOH the freedom to pursue its intended position as sole 
importer of fuels into Honduras. In short, this project is a 
clear signal that the nationalization scheme has not been 
rejected, but merely postponed until the GOH has all the 
pieces in place to make it happen. As for the existing 
privately-owned storage tanks, which would become stranded 
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assets under such a scheme, the U.S. consultant once told 
Post, Y They (Esso, DIPPSA, and Texaco) can sell their tanks 
for razor blades." 


(Point 6) Any market reform will happen only in the 
medium-term, and only after a full discussion among all 
involved sectors. 


Analysis: Post supports both transparency and participatory 
decision-making, but in the context of this document and 

given the participants to this meeting, this point appears to 
signal that the GOH is prepared to put off adopting 
market-based reform indefinitely. The lukewarm language and 
long timelines in this point are jarringly discordant with 

the pro-market rhetoric Zelaya had been invoking recently. 


(Point 7) The full text of point seven reads: \"We call on all 
sectors, organizations, and persons who have supported this 
process to continue supporting the government in its efforts 
to find more favorable alternatives and fair fuel prices for 

the Honduran people, based the laws of the free market." 


Analysis: Given the composition of the audience and in the 
context of all of the above, point seven is perhaps the most 
disappointing. In it, the GOH appears to extend an olive 
branch to the Patriotic Coalition, the taxi driversY union, 

and all the other anti-reform elements that had until 

recently driven this process towards state-control. Where 
the GOH had been on the verge of dealing a decisive blow to 
this group, it now appears the GOH has instead once again 
empowered them. This is certain to re-ignite the underlying 
dispute and to protract any resolution for months or perhaps 
years. By that time, with its own storage tanks in hand, the 
GOH could decide to simply take over the sector itself. 
Despite this point\'s token mention of the free market, the 
\"process\" to which this point refers is one aimed at 
increasing state intervention in the sector, and when those 
that supported this process think of \"more favorable 
alternatives\" they are not thinking of price efficiency and 
competition, but rather of state controls and subsidies. 


6. (C/NF) On March 9 EconChief followed up with Corrales, who 
admitted he \"could not say he was optimistic.\" Corrales 
\"hoped and prayed\" the GOH would do the right thing, since he 
did not see what other alternative it has, but he said its 

actions over the last week have been like \"running back into 

a burning building you\'ve just escaped.\" Corrales said if 

the GOH is to have any hope of salvaging the situation, it 

must immediately undertake to reform the pricing formula, 
explicitly and publicly end the nationalization process and 

the solicitation for a monopoly fuels provider, and engage 
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the IOCs in talks on liberalizing the fuels sector. Even if 

the GOH were to do all of that, he said, it is unclear if it 

could repair the damage done. Corrales agreed with EconChief 
that the GOH by its action destroyed whatever credibility it 

had with the IOCs. Two of the IOCs (Shell and Trafigura) 

have now filed suit against the GOH, and at least one other 
(Esso) has retained counsel. 


7. (C/NF) Post sees little that could entice the IOCs back to 

the table to negotiate with a government in which they no 
longer have any faith. Corrales agrees, and told EconChief 
that he has refused the Presidents request to play the 
intermediary in any attempt to re-engage with the IOCs. He 
said his credibility with the IOCs had been destroyed by the 
GOH\"'s actions and that if he were to re-engage he would 
appear to the IOCs to be complicit in the GOH\'s duplicity. 

On March 13, Minister Flores Lanza told EconChief that he 
understood the IOCs have likely lost faith in the process and 
agreed that the GOH must move beyond words to actions. That 
said, two weeks have passed and the GOH has not yet decided 
how it plans to proceed. Flores was unwilling to commit to 
more than saying the GOH will work to clarify its position, 
perhaps over the coming week. Ambassador and EconChief have 
each made it clear to the GOH that Post put its credibility 

on the line in bringing the IOCs to the table, and we were 
gravely disappointed by the GOH failure to follow through on 

its commitments from those talks. As a consequence, we are 
no longer in a position to offer informal policy advocacy on 

this issue. In our view, the decision now lies with the IOCs 
whether this issue must move to a legal or trade complaint 
venue for its resolution. 


8. (C/NF) Comment: When he first came into office in January 
2006, Zelaya talked a great game about free markets and 
international trade, and we believed him. Yet from the time 
of CAFTA\'s April 1 entry into force, Zelaya has done little 

to act on his words, and much to call into question his real 
dedication to free markets (detailed extensively ref B). 

Yet, when Zelaya claimed in January 2007 to have embraced 
free markets as the solution to his fuel sector concerns, we 
again believed him. Once again, his government\'s actions 
belie his words. We are deeply disappointed that Zelaya has 
again failed to marshal the political will to make the right 
choice. Worse, he led all participants to believe he would 
carry out this plan. They invested a great deal of time and 
prestige in a good faith effort to negotiate a mutually 
acceptable solution, only to find themselves ambushed once 
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again at a media circus event, as if we were back in the bad 
old days of summer 2006. Worse, the GOH inviting the most 
disruptive elements back into this process suggests that 
Zelaya has returned to form -- provoking crises in order to 
ride to the rescue, yet unwilling to spend the political 

capital to avoid such crises in the first place. 


9. (C/NF) Comment, continued: The historical precedents are 
ominous. Zelaya, for example, twice undercut his own 
negotiating teams in the 2006 wage dispute with teachers. In 
each case, Zelaya encouraged the teachers to reject the deal 
his own negotiators had put on the table and press for more. 
The crisis dragged on and three successive negotiating teams 
were formed and then replaced. Finally, Zelaya acceded to 
every demand the teachers had made, despite the severe fiscal 
dislocations that decision implies for future GOH budgets. 

If this analogy of the teachers talks holds in the fuels 

case, it suggests Zelaya does not actually intend to resolve 
this matter. He might instead allow it to smolder 

indefinitely, and perhaps even stoke the fire from time to 

time when it seems politically expedient to do so. This 

might be the normal game played in Honduran domestic 
politics, but the IOCs cannot continue for much longer down 
this path while losing money each day and living in a world 

of uncertain investor protections. February\'s last-ditch 
negotiations were a leap of faith by the IOCs, and it now 
appears that faith might have been repaid with betrayal. 
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Unless Zelaya were to reverse this latest policy shift, Post 
does not see how this process can be saved, and even that 
might not be enougn. 


Ford 
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E.O. 12958: DECL: 01/15/2015 
TAGS: ENRG, EPET, ECON, BEXP, KU 
SUBJECT: AMBASSADOR DISCUSSES CEIP VISIT, KUWAIT\'S FOURTH 


REFINERY, AND THE OIL SECTOR 


REF: A. 06 KUWAIT 1856 
B. 06 KUWAIT 3620 
C. 06 KUWAIT 4147 
D. KUWAIT 339 
E. KUWAIT 273 


Classified By: Ambassador Richard LeBaron for Reasons 1.4 (b) and (d) 


1. (C) Summary: The Ambassador met March 11 with Chairman 
of the Kuwait National Petroleum Company (KNPC) Sami 
Al-Reshaid to discuss current issues in the oil sector. The 
Ambassador briefed Al-Reshaid on the March 13-22 multi-agency 
USG critical energy infrastructure visit, to which Al-Reshaid 
pledged KNPC\'s full support. Ambassador raised Kuwait\'s 
plans for construction of a fourth refinery and urged the 

Kuwaitis and Chevron to work out an accord regarding the 
location of the refinery that accommodated the needs of both 
sides. Al-Reshaid believed mutual accommodation was 
possible. While Al-Reshaid said any decision to launch diret 
talks with Chevron would have to get the green light from the 
Energy Minister, the CEO of Saudi Arabian Chevron, in a 
subsequent conversation with the Ambassador, welcomed the 
idea of direct talks with KNPC to resolve the issue and USG 
assistance in moving the ball to this point. Al-Reshaid 

expected the Ministry of Oil -- and notably the Minister 

himself -- to be largely untouched by the impending cabinet 
reshuffle. He said not only were plans to privatize 

additional KNPC petrol stations on hold, but the parliament 

was blocking \"anything that affects manpower.\" End Summary. 


KNPC Background 


2. (U) Kuwait National Petroleum Company, formed in 1960, is 
responsible for refining, liquefied gas operations, and for 

the marketing of petroleum products within Kuwait. KNPC 
operates three refineries, one of which includes a gas 
liquefaction plant, and a chain of petrol retail stations in 
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Kuwait. In 2005, forty of KNPC\'s 120 gas stations were 
privatized into the new Al-Oula company, with two additional 
rounds of privatization planned for the remaining stations. 

In early 2006, KNPC began the front-end design of its fourth 
refinery in Kuwait and sought international firms to design 
and construct this large facility. The new refinery is 

planned as a 615,000 bpd refinery, consisting of over 15 
process units in addition to buildings, utilities, and 

offshore facilities. 


CEIP Visit 


3. (C) The Ambassador noted the upcoming March 13-22 visit 
by a multi-agency USG team to assess Kuwait\'s strengths and 
vulnerabilities in the area of critical energy 

infrastructure. Al-Reshaid welcomed the visit and said KNPC 
would extend full support and cooperation. He provided the 
contact information for the new KNPC head of security. 


Kuwait\'s Fourth Refinery: Contract Nitty Gritty 


4. (C) The Ambassador asked Al-Reshaid about the status of 
the fourth refinery, which the Kuwaitis have long indicated 

will be built adjacent to Saudi Arabian Chevron\'s (formerly 
Saudi Arabian Texaco) compound in the Mina Al-Zour area of 
the Partitioned Neutral Zone (PNZ). Al-Reshaid said that 
after carefully studying the bids on the refinery, the GOK 

had concluded they were exaggerated, and they would call for 
a second round of bids. He felt there was inadequate 
competition to make the bids viable. The bids were also 
submitted as lump sums, whereas Al-Reshaid said the trend in 
the industry was for cost-plus bids, which he said would 
reduce some of the risks to the contractor. The GOK is 
looking into whether to proceed with a cost-plus approach, 
and Al-Reshaid explained that it was possible for KNPC to get 
permission to do so. The other drawback with the first round 
of bids was that the quotes were valid only for a limited 

time -- a month, a few weeks -- so the bidders inserted 
numerous contingencies into their proposals. 


5. (C) Al-Reshaid said there were four packages to bid on: 

the process units, which are the most important and expensive 
components of the refinery, comprising the main crude units 
and de-sulpherizing components; the support units; utilities 
and offsites, which are generally the least attractive part 
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of the bid, covering the support piping between the different 
units and the associated civil engineering; and the marine 
components, which cover the oil pier, sea islands and tanks. 
Al-Reshaid said he had no proof of connivance between the 
bidders, but the same two bidders bid on the same two 
packages, which struck him as more than coincidence. 
Al-Reshaid said the Kuwait Petroleum Company (KPC) board will 
meet in April to decide on the timing and type of the next 

set of bids. Al-Reshaid noted that KPC had the right to 
exclude certain tenders from the purview of the Central 
Tendering Committee (CTC), and he hoped this would be the 
case for the fourth refinery. 


Kuwait\'s Fourth Refinery: The Location 


6. (C) The Ambassador asked Al-Reshaid if there were any 
developments concerning the siting of the refinery. 

Al-Reshaid said he hoped an arrangement could be made with 
Chevron to satisfy both sides. He acknowledged that Energy 
Minister Shaykh Ali Jarrah Sabah Al-Sabah had received Energy 
Secretary Bodman\'s January letter on the issue, and referred 


SIPDIS 

to communications from the Saudis as well. He hoped that 
KNPC and Chevron could sit down and discuss the issue, but 
said that Minister of Energy needed to supply the 
authorization for KNPC to talk with Chevron Texaco about the 
issue since it had reached a political level. The Ambassador 
said the USG remained interested in a resolution of the issue 
and hoped it could be settled to accommodate both sides. 
Al-Reshaid said the GOK did not want to interfere with the 
Saudi Chevron site, but that the nearby site was the ideal 
location for the refinery, and this was a matter of strategic 
importance to Kuwait. Alternative sites had been considered 
and rejected for technical, environmental, or strategic 
reasons. Chevron\'s argument that it needed the land around 
its compound for steam flooding and oil production was not 
valid; this could be done in nearby Wafra. It was not 

practical in Al-Reshaid\'s view for Chevron to want to produce 
steam in one place and pipe it to fields at some distance. 
KNPC was willing to discuss with Chevron, but the 
instructions had to come from the minister first. 


7. (C) The Ambassador said the U.S. recognized the market 
and Kuwait\'s need for expanded refining capacity. The 
challenge was to operationalize the discussion between KNPC 
and Chevron. The two entities should be talking to each 

other. The Ambassador noted that in prior conversations KNPC 
had discounted Chevron\'s concerns. Al-Reshaid concurred, 
saying initially the GOK wanted a strip of land accessing the 
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Gulf for the refinery, but after Chevron protested, the GOK 
adjusted the location, then went to the municipality to 
release the land. Things got bogged down, he said, when 
Saudi Chevron CEO Ahmed Al-Omer sent a memo to the 
municipality protesting planned moves to start preparing the 
site. (See Refs B and C for further background.) 


8. (C) Ambassador subsequently spoke on March 13 and 14 with 
the Amir\'s Petroleum Advisor Khalid Fulaij and Saudi Chevron 
CEO Al-Omer, respectively. Fulaij noted that Al-Reshaid had 
spoken to him about the refinery following the Ambassador\'s 
meeting and indicated a willingness to encourage discussion 
between the GOK and Saudi Chevron. Al-Omer (who is Saudi) 
told the Ambassador that the Saudi Ambassador in Kuwait had 
told him that Saudi FM Saud Al-Faisal had sent a letter (the 
second letter we belive) to the Kuwaiti FM on the issue in 

the past week. He, too, supported the idea of direct talks 

with the GOK. (Note: Embassy believes that direct talks 
between Saudi Arabia Chevron and KNPC are exactly the right 
way to go and we will encourage constructive engagement.) 


Few Aftershocks Expected in Ministry of Energy 


9. (C) The Ambassador asked about the impact on the Energy 
Ministry of the pending cabinet reshuffle. Echoing comments 
from the U/S of Energy (Ref D), Al-Reshaid said he did not 
foresee a major impact on the ministry, and he believed that 
Minister Aly Al-Sabah would remain in place. He said the 
minister had no specific problems with members of parliament. 
Al-Reshaid did note, however, that the electricity portfolio 

may be split off from the Ministry of Energy. He said 

electricity was too critical an issue -- and too big a 

problem -- to maintain within the same ministry as oil. 

(See Ref E for post\'s latest reporting on anticipated power 
cuts this summer.) 
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Privatization of Gas Stations on Hold 


10. (C) The Ambassador asked about KNPC\'s progress in 
privatizing petrol stations. Al-Reshaid said privatization 

was on hold, as parliament had interfered. KNPC had what 
Al-Reshaid viewed as a generous set of incentives to 
transition personnel to the new companies, or into early 
retirement. Some staff had complained to parliamentarians 
about the packages. Al-Reshaid said, \"I don\'t want to sound 
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anti-parliament, but they interfere.\" He said staff were 

offered the same salaries as they enjoyed at KNPC, with an 
allowance package guaranteed for five years, as well as a 
cash package (for a gas station foreman) of KD 32,000 (equal 
to approximately USD 100,000). There are additional bonuses 
provided for good performance. Still, people complained, and 
now the parliament has taken up the issue. Al-Reshaid said 
Kuwait has 116 petrol stations but needs 200 to meet demand. 
The businesses have every potential to expand and be 
profitable, he said. Other KPC subsidiaries have 

privatization plans, Al-Reshaid said, but now \"everything 

that affects manpower is on hold," until the parliament 
approves a privatization law. 


Bio Note 


11. (U) Sami Al-Reshaid has worked in various positions at 
KNPC since receiving his B.A. in Industrial Engineering from 
Miami University in 1978. He was born in 1954. 
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For more reporting from Embassy Kuwait, visit: 


http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 


http://www.state.sgov.gov/p/nea/kuwait/ 
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Sensitive but unclassified. Please protect accordingly. 


1. (SBU) In a week dominated by President Chirac\'s address to the 
nation (March 11), domestic politics led the national agenda, 

whether questions about Chirac\'s legacy, centrist presidential 
candidate Bayrou\'s rise in the polls, or the essence of French 

identity. On the international front, President Bush\'s trip to 

Latin America provided ample fodder for ruminations about America\'s 
diminished place in the world, and juxtaposed President Bush\'s 
\"measured\" behavior with Venezuelan President Chavez\'s 
\"immoderation.\" End Summary. 


2. (SBU) Right-of-center Le Figaro (March 12) carried the headline, 
\"Chirac Salutes the VMagnificent France,\\" and underscored that 
\"Abroad, commentaries waver between praise and lack of interest.\" 
According to Le Figaro, the United States\' \"lack of interest is 

almost surprising, concerning a man that the U.S. said to have hated 
and adored,\" and noted that \"George Bush was the first to react\" on 
the international scene to President ChiracYs announcement. In 
Catholic La Croix\'s editorial (March 12), Francois Ernenwein wrote 
that \"Chirac\'s biggest coup after twelve years in office was his 
resistance to George W. Bush\'s warlike ambitions in lraq...\" 


3. (SBU) Left-wing Liberation\'s front page (March 15) featured the 
headline, \"If | Were to Win," featuring an interview with centrist 

UDF candidate Francois Bayrou. Not surprisingly, the editorial by 
Laurent Joffrin commented on the interview in negative terms, saying 
that \"Voting for Bayrou is like a leap of faith... he is especially 

adept at being vague. What would happen if he won? He has no idea. 
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With whom will he govern? We will see when we get there... What 
will be his platform? It depends... In short, Francois Bayrou has a 
program but its implementation is an enigma...\" 


4. (SBU) Philippe Gelie (March 15) wrote in right-of-center Le 

Figaro that \"to watch the unfolding of the French presidential 
campaign from the U.S. is like discovering an anachronistic, vaguely 
dangerous country that has an opportunity for change that it may 

once again let slip away. Whatever the political bias of the 

publication, the perception of France is striking... The U.S. press 

sees Sarkozy as a man who wants to \'wake up France...\ while Bayrou 
appears to be a \'neither-nor\' type of candidate... who, if he had 

been American, would have voted for Reagan in the 1980s and Clinton 
in the 1990s.\" 


5. (SBU) All media commented on presidential candidate Nicolas 
Sarkozy\'s announcement that he would create a Ministry of 
Immigration and National Identity if elected. Left-wing 
Liberation\'s editorial entitled \"Insult\" charged that \"to promise a 
Ministry of Immigration and National Identity is to offend 
republican values... By setting identity and immigrant in 
opposition, the Interior Minister has broken with the French 
tradition of integration to promote assimilation. In other words, 
the choice is to espouse the French identity or pack up and leave! 
Sarkozy has shown that he is even ready to anticipate the 
programmatic desires of the far right.\" 


6. (SBU) Left-of-center Le Monde\'s unsigned editorial (March 15) 
noted that \"for the third year in a row the number of asylum 
requests for France has gone down... The danger is that this drop 
may tarnish the image of France that places the defense of Human 
Rights at the forefront of its values.\" Catholic La Croix (March 

15) devoted its headline to the issue of French national identity 
and the editorial by Dominique Quinio asked \"How does a French 
presidential candidate regard national identity? With his plans for 
a Ministry in charge of immigration and national identity, Nicolas 
Sarkozy has runs the risk of prompting people to think that a 
national identity can only be had in opposition to immigrants... 
Before being threatened from the outside, French national identity 
is already flawed from the inside... The issue of identity cannot 

be avoided.\" The editorial in right-of-center Le Figaro by Yves 
Threard, however, accused those criticizing Nicolas Sarkozy\'s 
suggestion to create an immigration ministry of simply taking 
advantage of the opportunity to label Sarkozy as a \"neo-fascist.\" 
\"Not only does Sarkozy have the courage to plainly present his plans 
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but he also points to one of the most significant issues facing our 
country today." 


7. (SBU) Right-of-center Le Figaro (March 13) reported that by going 

to Mexico for the last leg of President Bush\'s trip to Latin 

America, the White House made a \"safe choice\" but \"Felipe Calderon 
is dealing with an American president whose hands are tied by 
Congress and whose approval ratings have dropped to their lowest 
point...\" Left-wing Liberation devoted two full pages to the 
\"Bush-Chavez American-style Duel" \"During his entire trip, 
President Bush made it a point never to speak the name of Chavez and 
ignored his verbal attacks... which served to overshadow the 

meetings that Bush had with his Latin American counterparts, but 
during this trip, the American president has been as measured and 
parsimonious as Chavez has been immoderate.\" 


8. (SBU) State-run France Inter radio\'s Bernard Guetta told 
listeners on March 14 that George Bush was able to get hands-on 
proof of the resentment that Latin America has towards the U.S. 
because of what it sees as the American Administration\'s 
indifference to its problems... Divisive issues such as the \'wall\' 

... and the fight against drug trafficking remain... In the 

meantime, the Middle East will continue to be the focus, and Latin 
America as a whole will continue to receive less aid from the U.S. 
than Egypt alone.\" 


9. (SBU) The \"Question of the Day\" in Catholic La Croix (March 14) 
asked David Recondo, researcher at Sciences Po-CNRS and expert on 
Latin America, \"What is the real influence of Hugo Chavez in Latin 
America?\" Recondo responded that the \"countries that are the most 
influenced by Chavez are also those that depend the most on 
international aid... The poorest factions of society are also the 

most swayed by Chavez\'s anti-Bush stance... In the end, Chavez\'s 
influence is quite limited... But one can also say that America\'s 
influence is quite limited since September 11, 2001. George Bush\'s 
trip to Latin America is intended to create the illusion that the 

U.S. has a major interest in Latin America, while it is clear that 

its priorities are elsewhere." 


10. (SBU) Left-of-center Le Monde (March 15) focused on the 
differences between Mexican presidents Vicente Fox and Felipe 
Calderon and their approach to President Bush. \"Mr. Calderon spoke 
with a candor that is unusual for a Mexican leader since the free 

trade agreement was implemented in 1994." A separate piece by 
left-of-center Le Monde\'s Washington correspondent pointed out that, 
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on the issue of immigration, the \"Republicans are divided. The 
article claimed that immigration may be one of the only topics 
where President Bush and the new majority in Congress see eye to 
eye." 
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Classified By: Ambassador William J. Burns: 1.4 (b, d). 


1. (C) Summary: Ina March 15 meeting, Deputy Foreign 
Minister Titov reiterated to the Ambassador that the Russian 
bottomline remained unchanged: the Ahtisaari plan was 
unacceptable absent Serbian endorsement, and Serbs remained 
united in their opposition to the proposal. Titov expressed 
anger that GOR acquiescence to the forwarding of Ahtisaari\'s 
report to the Secretary General was being spun as acceptance 
of a UN Security Council review of the proposal, which would 
produce only negative consequences. Titov took issue with 
Holbrooke\'s critique of Russia, blamed the international 
community for falsely raising Kosovar expectations for 
independence, underscored Albanian aggression and the 
existence of militant training camps, and questioned 
Belgrade\'s interest in an EU successor to UNMIK. Titov 
reiterated that Russia was not interested in a \"swap\" on 
Kosovo. Russia believes a \"phased approach\" is gaining 
ground at the UNSC, and supports the resumption of 
negotiations post-Ahtisaari. The GOR will use the SC\'s March 
19 discussion of UNMIK to criticize Security Council 
deliberations over status, but has no clear vision on how to 
approach the next Contact Group meeting. End Summary 


Serbs United Against Ahtisaari; GOR Counsels Engagement 
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2. (C) In an hour-plus meeting on March 15 with the 
Ambassador, Deputy Foreign Minister Titov said that during 

his early March visit to Belgrade, he detected no evolution 

in the views of the Serbian leaders, who remain united in 

their opposition to the Ahtisaari plan. Titov said it was a 
mistake for \"some international partners!" to differentiate 
President Tadic from PM Kostunica. While Tadic was a more 
flexible individual in general, the domestic political 

situation in Serbia did not permit flexibility on Kosovo. FM 
Draskovic\'s intellectual musings on a \"one country, two 
systems\" approach were not serious, and Titov speculated that 
he soon would be leaving government. Titov said that Tadic 
was overly optimistic about the timeline for a formation of a 
new government, and predicted that Kostunica would succeed in 
holding onto his position. 


3. (C) The GOR continued to advise the Serbian leaders to 
approach the Ahtisaari plan constructively, by achieving a 
common understanding on the issues of national minorities and 
security arrangements for cultural and religious sites. GOR 
Special Envoy for Kosovo Botsan-Kharchenko clarified that 
Serbia\'s intransigence at the final negotiating session was a 
function of its refusal to demonstrate flexibility on the 

technical annexes as long as the discussions were in the 
framework of Kosovo\'s independence. 


Russian Stance on UNSC Consideration of Ahtisaari 


4. (C) Titov said that the Serbs did not ask him whether 

the GOR would veto the Ahtisaari plan, and the Russian 
formulation remained the same: Russian support for the 
Ahtisaari plan was premised on Belgrade\'s endorsement of the 
proposal. Russian support was not for Serbs, per se, but for 
the principle of territorial integrity contained in UNSC 

1244. The Ambassador interjected that the U.S. and its other 
Contact Group partners had a very different interpretation of 
the resolution. Titov warned that if the plan, unrevised, 

was sent to the Security Council for a vote, then \"this would 
be totally unacceptable to us.\" Titov underscored Russia\'s 
consistent message to its partners, noting First Deputy Prime 
Minister Sergey Ivanov\'s recent bilateral consultations with 
the French Defense and Foreign Ministers, as well as Foreign 
Minister Lavrov\'s public and private statements. 


5. (C) Expressing frustration over comments attributed to 
the State Department, Titov took issue with the 
characterization that Russia had not opposed the Ahtisaari 
proposal being brought to the Security Council. Russia 
consistently objected to Security Council involvement, given 
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the lack of consensus, and believed any discussion would be 
negative. Russia had not opposed Ahtisaari\'s decision to 
send his plan to the Secretary General, because it was his 
right to report to his superior. This was an important 
distinction that was being misconstrued in Washington. 


6. (C) Titov also took issue with Ambassador Holbrooke\'s 
Washington Post op-ed, assigning blame to Russia for the 
consequences that might follow rejection of the Ahtisaari 
package. As a Security Council member, Russia had 
responsibilities and would uphold them; responsibility did 
not mean guilt. Russia was not afraid of the consequences; 
to the contrary, it had warned Contact Group members for 
years that an approach that vilified Serbia and did not 
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achieve the acceptance of all the parties would fail. The 

GOR had warned its Western partners that promises of 
Euro-Atlantic integration would not be sufficient to overcome 
Serbian objections to Kosovo\'s independence and Russia had 
been proved correct. Serbian politicians lived in the 

present, and could not placate domestic opinion with 
promissory notes redeemable in twenty years. Serbia needed a 
face-saving solution (e.g. the posting of Serbian personnel 

on Kosovo\'s external borders) that prolonged negotiations 
could achieve; time would help wean Serbia from the 

centrality of Kosovo. Titov noted that Russia had to factor 

in domestic consequences as well; in an election year, he 
averred, the Duma would seize on Kosovo\'s independence and 
demand similar treatment for Abkhazia. 


7. (C) The Ambassador stressed that \"guilt\" or \"fear\" 
should not frame the discussion; the issue was complicated, 
with much at stake. While we believed that Kosovo was 
unique, we understood that it had consequences. The U.S. 
agreed that the best decision was a consensual one, but saw 
no prospect for a negotiated solution between the Serbs and 
Kosovars. Yes, this was a difficult pill for Serbs to 

swallow, but Serbia needed to understand that Kosovo was 
irrevocably lost. The Ambassador underscored that the U.S. 
and EU were not prepared to maintain a troop presence in 
Kosovo indefinitely: the status quo was unsustainable. The 
Ambassador pressed the GOR to identify additional steps that 
the U.S. and EU could take to persuade Belgrade to move 
forward. Titov demurred: visits by the EU Troika exacerbated, 
and didn\'t improve, the situation in Serbia. 


8. (C) Titov complained that the international community 
had changed the rules of the game, from standards first, to 
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standards later. Now the GOR understood that Kosovo was not 
expected to adhere to European-level standards. Kosovo was a 
failed state by Western definition, dominated by organized 
crime, drug trafficking, and trafficking in persons. The 

Kosovars were aggressive and would not be satisfied until a 
Greater Kosovo emerged, at the expense of its neighbors. 

Titov noted credible reports of extremist training camps in 
Kosovo, which were not controlled by KFOR or UNMIK: that was 
unacceptable. In terms of demographics, the Kosovars would 
breed their neighbors into submission. International 

community promises of independence meant that the Kosovars 
never sought a compromise with Serbia; the West was to blame 
for Albanian threats of violence. 


9. (C) The Ambassador responded that Serbian behavior was 
responsible for the changing perceptions of the international 
community from the time of UNSCR 1244Vs passage to now. The 
Kosovars were making substantial progress on standards and 
were developing the attributes of statehood. The extended 

period of international supervision would ensure that 

standards were maintained. Titov questioned the staying 

power of any follow-on European force. Noting the success of 

PM Ceku\'s December 2006 visit, the Ambassador urged the GOR 
to deepen contacts with the Kosovars. Titov conceded that 

Ceku was reasonable, questioned his staying power in 

Pristina, and noted the visit caused some controversy among 
Russian Duma members. 


Flagging UNMIK Successor 


10. (C) Titov said that there was no Serbian consensus on a 
follow-on international presence to UNMIK, although it was 
clear that an international presence was required. The GOR 
read was that Serbia preferred a UN presence to the European 
Union and expressed concern that EU planning for a Kosovo 
deployment could be premature. Titov expressed concern that 
many EU countries did not appear informed about Belgrade\'s 
view on the international presence. 


Russia: No Swaps 


11. (C) Titov underscored that Russia was not interested in 
Kosovo as a template to be used in other frozen conflicts. 

While some accused the GOR of looking for a \"swap\" in another 
region or a horse-trade on another issue, this was not the 

case. Lavrov had been clear: Russia had a principled 

difference with the U.S. over Kosovo. The Ambassador said he 
understood the GOR position, but urged Russia to seize on 
Kosovo\'s differences as a way to justify its unique 
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resolution. The Ahtisaari plan\'s provision for extended 
supervision was such a hook. The danger was that inaction 
would generate far worse outcomes, including violence against 
Serbs. The GOR considered this Albanian \"blackmail,\" but it 
was a political reality. Ahtisaari\'s plan was the least bad 
outcome for Serbia that could be implemented. The Ambassador 
stressed again that the status quo was unsustainable. Titov 
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disagreed, arguing that Cyprus indicated otherwise. The 
international community tried to have it both ways, saying 
the situation was unsustainable, while KFOR reported that 
everything was under control. 


Phased Approach Required 


12. (C) Based on consultations with European colleagues, 
Titov claimed that more were leaning towards a \"phased 
approach\" to solving Kosovo. This evolution reflected 
Security Council realities: China was \"close to RussiaWs 
understanding\" on Kosovo and several other Council members 
were \"nervous.\" Rather than fail in the Security Council, 
the better approach would be a \"provisional decision\" that 
took note of Ahtisaari\'s efforts, but introduced a new round 
of discussions, under a new Special Representative. (Titov, 
noting earlier consultations with the Swedish Ambassador, 
jokingly alluded to FM Bildt\'s continued interest in Kosovo.) 
Repeating on several occasions and in familiar terms the 
Russian critique of Ahtisaari\'s negotiating style and bias, 
Titov quipped that \"it is not the end of history when 
Ahtisaari leaves.\" Since Ahtisaari always viewed his 
negotiating objective as \"impossible,\" he had succeeded in 
living up to his expectations of failure. 


13. (C) Pressed by the Ambassador to clarify the GOR 

strategy, Titov and Botsan-Kharchenko said there was no clear 
vision for the upcoming Contact Group meeting. 
Botsan-Kharchenko said the GOR would use the March 19 UNSC 
session on UNMIK to express concern over the prospect of 
Security Council deliberations on the Ahtisaari plan, but 

thought that the UK-hosted Contact Group would be a general 
exchange of views. The GOR would like to see a discussion of 
how to restart the negotiating process. Titov warned against 

any expectation of a joint statement. While Titov 

characterized the meeting as an opportunity to take the 
temperature, the Ambassador urged Russia to come prepared for 
a serious conversation. 


Column 3 
Comment 


14. (C) We detect no give in the GOR position and Titov 
showed little negotiating flexibility. The GOR is clearly 
displeased that its acquiescence to the forwarding of 
Ahtisaari\'s report to the SYG has been interpreted as a 
softening of their bottom line: no Ahtisaari plan without 
Serbian endorsement. 
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SUBJECT: BRAZIL: LULA\'S MEETING WITH GOVERNORS PRODUCES LITTLE ON 
TAX REFORM AND STATE DEBTS 


REF: A) BRASILIA 0149 B) 06 BRASILIA 2562 


1. (SBU) Summary: President Lula held a meeting with the governors 
of Brazil\'s 26 states and the federal district on March 6, in part 

to lay the foundation for cooperation with the governors on some of 
the sensitive fiscal federalism issues that, in an ideal world, Lula 
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would address over the course of his second term. Lula put on the 
table a proposal for unification of the 27 individual state value 

added taxes (known as the ICMS) and three federal VATs into a 
harmonized VAT system with a federal and a state component. The 
governors also obtained a promise that the federal government would 
allow them to refinance the states\' debts to the federal government 
were they able to obtain better terms from the private sector. 

Fiscal expert Raul Velloso, in a March 7 meeting with Econoff, 
assessed that states would have difficulty obtaining better terms 

from private banks. Velloso, who has links to the opposition PSDB 
party, suggested that Lula put the VAT reform proposal on the table 
primarily to appease private sector pressure for tax reform, and 

that the proposal was likely doomed given the opposing interests of 
state governments. Lula\'s bottom line for congressional action this 
year, according to Velloso, would be the renewal of the federal 
financial transactions tax (CPMF) and of the fiscally-critical 
de-earmarking measure (DRU) which exempts 20% of federal revenues 
from constitutional earmarks. End Summary. 


Refinance Now! 


2. (U) President Lula held a meeting with Brazil\'s 27 governors (26 
states and the federal district) in Brasilia on March 7. Many of 

the major topics of discussion were economic. The governors asked 
for federal flexibility on the terms of payment of state debts to 

the federal government. These debts were the product of a 
state-level payments crisis of the late 1990\'s, when the federal 
government assumed payment obligations on all state-level debts to 
third parties. In exchange, the states assumed obligations to repay 
the federal government, albeit on relatively generous terms, with 
debt rescheduled over as much as 30 years and payments capped as a 
percentage of state revenues. The terms of these debt contracts 
became part of the fiscal responsibility law, passage of which was 
spurred by the payments crisis. 


3. (SBU) Some states reportedly have had offers from private banks 
to refinance some of the debts to the federal government on better 
terms, thus reducing their debt service burden and allowing for 
greater spending on other priorities. The Lula Administration, 

after a review of the fiscal responsibility law, agreed that the 

states could do so as long as the refinancing was from private 
sources, rather than government banks. Velloso related to Econoff 
that the PT governor of Velloso\'s native northeastern state of Piaui 
had told him that some foreign banks had approached the state 
government with a proposal to refinance its debt to the federal 
government. Velloso said he warned the governor to be cautious, 
since he doubted any bank could offer better terms than what the 
state already had. (Currently the state debts to the federal 
government have maturities as long as 30 years and an interest rate, 
which while variable, is competitive to that on the federal 
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government\'s own debt.) Velloso assessed that the Lula\'s 
flexibility on state debt refinancing would likely mean little in 
practice as the states would not find better terms than those 
already extended by the federal government. 


4. (U) The governors also obtained from Lula a promise to study 
other ideas that might help the states financially. According to 
published reports, these included: 1) allowing states to sell their 
uncollected debts to collection agencies; 2) new criteria for the 
use of the education fund; 3) exempting investments in sanitation 
from the federal PIS and COFINS taxes; and, 4) a pledge to 
facilitate the flow of funding for law enforcement and security 
related spending. 


Tax Reform Proposal - Simply Political Maneuvering? 


5. (SBU) Lula put on the table at the governors meeting a general 
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proposal for consolidation and simplification of the various state 
VATs and three federal VATs. The state-level VATs (ICMS, in its 
Portuguese acronym) have different legislative bases in each of the 
27 states. Tax rates on the same products vary from state. The 
ICMS also is an origin tax. The federal government has three VATs, 
the PIS and COFINS, both of which are \"social contributions\" and a 
VAT on manufactured products (the IPI). Lula proposed harmonizing 
the legislation and the rates for the state level VATs and unifying 

the PIS, COFINS and IPI into a single federal VAT. The state VATs 
would become destination taxes, rather than origin taxes. Velloso 
stated that, although the proposal included few details, the idea of 
harmonizing and unifying the VATs made sense in principle. 


6. (SBU) Velloso nevertheless believed that Lula put forward the 
proposal primarily as a political maneuver. There were too many 
obstacles to reform, Velloso said, both in terms of lost state 
revenues to the political costs of increased transparency in the 
taxation system, as consumers in Brazil currently have little idea 
of how much tax is included the price of their purchases. Velloso 
said this tax reform proposal would make this much more transparent 
and likely lead to greater pressure for tax reductions, which 
neither the states nor the federal government really wanted. 
Velloso assessed that the reform proposal would ultimately fail 
absent a tremendous investment of political capital by Lula. But, 
having been seen to address private sector calls for tax reform by 
pressing the states for an (ultimately doomed) effort at reform of 
the ICMS system, Lula would be better positioned politically to 
obtain his congressional priorities for the year, which were renewal 
of the financial transactions tax (CPMF) and of the de-earmarking 
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measure (DRU). The DRU, which expires at the end of 2007, exempts 
20% of federal revenues from constitutional earmarks and 
revenue-sharing requirements. Without its renewal, the federal 
government would not be able to meet all of its spending 

obligations. 


7. (SBU) Comment: Velloso probably understates the extent of Lula\'s 
economic agenda with Congress. In addition to renewal of the CPMF 
and the DRU, which is the absolute minimum necessary to keep the GoB 
fiscally afloat, Lula likely intends to press for congressional 

approval of the principal elements of his so-called 

growth-acceleration package, the PAC. The problem is that the PAC 
is primarily a fiscal stimulus package, rather than the 

comprehensive reform agenda that Brazil needs in order to unlock its 
potential for sustaining higher GDP growth rates. Unfortunately, 
Velloso is no doubt correct that Lula won\'t invest the political 

capital necessary to obtain approval of his own proposal for reform 

of the state ICMS taxes and federal VATs. But it is a positive sign 
that he felt the need to put it on the table at all. There is still 

pressure for reform, however unlikely it is to succeed in the near 

term. 


WILLIAMSON 
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1. (C) SUMMARY: Former Minister of Defense Sergey Ivanov 
leaves behind a mixed legacy as Defense Minister. He can 
claim credit for increased defense funding and launching a 
multi-year modernization program for the armed forces. He 
also sparked some reform initiatives, like the Ministry\'s 
revised procurement procedures. Inside the Ministry, he was 
perceived as a corporate CEO providing strategic direction 
and allowing the General Staff to manage operational issues. 
Ivanov showed his forceful side by overseeing the 
consolidation of several aircraft producers into the United 
Aircraft Corporation. The Ministry\'s intractable problems 

did nothing to advance Ivanov\'s presidential ambitions and, 
in fact, his poor handling of the Private Sychov hazing 
incident was a PR disaster for him. END SUMMARY. 


2. (SBU) When then-Defense Minister Sergey Ivanov appeared 
before the State Duma February 7, there was no public inkling 
that he would soon relinquish his position or be promoted to 
First Deputy Prime Minister, putting him on par with his 

rival for the presidency, Dmitriy Medvedev. Ivanov used the 
occasion to summarize his accomplishments at the Ministry\'s 
helm. In a nod to legislators for their approval of 

significant increases in the budget since 2001, he outlined 

the defense establishment\'s plans to step up procurement of 
both conventional and nuclear weapons systems as part of the 
modernization program he instituted in 2003. He claimed that 
almost half of the military\'s equipment inventory would be 
replaced by 2015. Ivanov emphasized procurement of ballistic 
missiles, noting that the Ministry would obtain 17 new ICBMs 

in 2007 and press ahead with procurement of the sea-launched 
Bulava missile system (despite repeated test failures). 
Upgrading armaments for ground combat units was another 
priority touted by Ivanov, including re-equipping 40 tank, 97 
mechanized infantry, and 50 airborne battalions. 


3. (SBU) Ivanov highlighted efforts to increase salaries and 
to improve housing conditions for servicemen and their 
families. He updated the legislature on professional 
contract soldiers, claiming that some combat units had 
already achieved 100% of their recruiting goals. Although 
the Russian military would never be completely comprised of 
volunteers, increasing the number of professional soldiers 
equipped with modern arms, was necessary to fight wars of 
the future" as well as to maintain the ability to project 
power and launch pre-emptive strikes, if required. Ivanov 
also told legislators that the Ministry had revamped its 
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procurement process, which would be in place by 2008. 


4. (C) While Ivanov claimed credit for initiating programs 
to modernize RussiaWs armed forces, our defense contacts 
emphasized that his success was a function of Russia\'s flush 
coffers, and not of his bureaucratic or political savvy. 

Ivan Safranchuk of the Moscow office of the Center for 
Defense Information said the modernization program 
demonstrated Russia\'s intention to complement its political 
and economic resurgence with enhanced military power. In 
spite of increased funding, however, modernization would 
probably not be sufficient for the military to meet all its 
goals even under the most favorable conditions. 


5. (C) Ivanov was unable to resolve the personnel issues in 
Russia\'s entrenched, bloated military relying on a conscript 
force during a demographic downturn. Aleksandr Golts, 
another respected defense analyst, told us that establishing 
a professional volunteer military was a worthy goal but 
service conditions were still so poor that many first-term 
soldiers and junior officers failed to renew their contracts. 
About 12,000 junior officers leave the service every year at 
the end of their first terms. Golts said Ivanov left with 

the military still unable to compete for Russia\'s best and 
brightest human talent, particularly as more lucrative 
opportunities became available for young people. Neither the 
military (nor Russia in general) had yet come to terms with 
the demographic crisis; in Golts\' view, the declining pool of 
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manpower clashed with Ivanov\'s goal of maintaining the armed 
forces at 1.1 million personnel. Vitaliy Shlykov of the 

Center for Foreign and Defense Policy told us that the 

inability of the military to develop a professional 
non-commissioned officer corps would constrain its effort to 
field a qualified force capable of successfully using its 

new, modern equipment. 


6. (C) Ivanov\'s success in implementing a modernization 
program was also questioned by experts. Independent defense 
analyst Pavel Felgengauer took issue with lvanov\'s assertion 
concerning the nation\'s missile force. He was not confident 
that Russia\'s defense industry would be able to produce the 
number of ICBMs envisioned in the program by 2015 or that 
problems associated with the Bulava missile would be resolved 
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soon. Even if lvanov\'s production goals were met, 
Felgengauer pointed out that Russia planned to destroy 
several hundred ballistic missiles under its international 
treaty obligations. This would still leave Russia with a 
missile force capable of deterring any foreseeable threat, 
but he thought that the ministry\'s missile modernization 
plans were overly ambitious and could undermine efforts to 
overhaul the military\'s conventional armaments. 


7. (C) Within the Ministry, Ivanov reportedly worked out a 
relatively efficient delineation of responsibilities between 
military and civilian officials. Sergey Sumbayev, former 
correspondent with the Krasnaya Zvezda (Red Star) journal, 
told us he had gotten to know Ivanov\'s style fairly well and 
had traveled with him to military sites around the country. 
According to Sumbayev, from the outset of his tenure Ivanov 
surrounded himself with a close circle of civilian advisors 
(many of whom were associates from his days in intelligence), 
who focused on broad political and managerial concerns 
affecting the ministry and national security. The General 
Staff and other military officers were given a relatively 

free hand to concentrate on traditional military and 
operational issues. Sumbayev said the division of labor 
generally worked well, particularly after Yuriy Baluyevskiy 
was appointed Chief of the General Staff in 2004. 
Felgengauer attributed Ivanov\'s relative success to 
Baluyevskiy\'s pliancy but was skeptical that reform would 
survive Ivanov\'s departure. 


8. (C) Tensions occasionally did arise between the military 
and civilian staffs. Sumbayev explained that many senior 
military officers did not respect Ivanov and/or resented 
strong civilian control within the Ministry. He said Ivanov 
tended to promote officers lacking in charisma or ambition in 
order to minimize their ability to challenge his authority. 

At the same time, Sumbayev said Ivanow\'s lack of military 
expertise compelled him to defer to the brass more and 
constrained his ability to respond to issues more 
pragmatically. He cited Ivanov\'s clumsy, insensitive 
response to the hazing of Private Sychov in 2006 as an 
example (Ref B). Ivanov sided with the military on several 
subsequent hazing incidents as well. 


9. (C) Ivanov\'s management style is best described as that 
of a corporate CEO providing strategic direction, although 
many initiatives came from his civilian advisors, and he 
sometimes failed to follow through on his own ideas. As 
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Defense Minister, Ivanov seemed to rely on advice from the 
Ministry\'s Main Behavioral Directorate, which was charged 
with personnel reform, though Sumbayev said it was difficult 
to pinpoint precisely who constituted Ivanov\'s inner circle. 
Two programs that emerged from his civilian advisors were 
designed ostensibly to foster public understanding of the 
military -- the establishment of parents committees and a 
public chamber within the Ministry (Ref C). Both initiatives 
were widely perceived as simply public relations ploys aimed 
at containing the damage caused by Ivanov\'s public gaffes, 
notably on hazing. The consensus among experts was that 
Ivanov\'s actions were best understood when viewed through the 
prism of his presidential ambitions. 


10. (C) Ivanov was charged by Putin last year to oversee 
civil aviation, and he is credited with overseeing creation 

of the United Aircraft Corporation (UAC). The UAC, a GOR 
consolidation of many of Russia\'s aircraft manufacturers, 
would probably not have occurred without a forced, top-down 
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restructuring under Ivanov\'s direction. In contrast to his 
collegial style at the Ministry of Defense, Ivanov proved a 
more forceful manager in civil aviation. Embassy contacts 
have told us that they were worried that Ivanov would soon 
reorganize their agencies and fire current managers. The 
heads of the Federal Authority for Transportation Oversight 
and the Ministry of Transports Department of State Policy 
for Civil Aviation, in fact, were recently dismissed. 


11. (C) Ivanov, as First Deputy Prime Minister, will stay 
connected to the defense establishment via chairmanship of 
the Military Industrial Commission (MIC), created by Putin in 
2006. At that time, the move to appoint Ivanov as MIC 
chairman was seen as a modest boost to his standing as 
potential successor to Putin (Ref D). Although most defense 
analysts at the time criticized the MIC as a futile attempt 

to streamline the bureaucratic defense procurement process, 
it was a step in the right direction and had little risk for 
Ivanov. Over the past year, Ivanov\'s MIC garnered mostly 
positive press coverage. Favorable media reporting of plans 
to spend 5 trillion rubles (about $192 billion) on the 

Ministry of Defense\'s ambitious modernization program 
burnished Ivanov\'s image, making him look presidential, 
without having to produce many tangible results. 
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12. (C) While it can be argued that long-overdue 
modernization was mostly a function of Russia\'s economic 
revival, Ivanov nonetheless got the ball rolling. Ivanov 
likewise did a credible job overseeing a ministry justly 
famed for its intractable structural and personnel problems. 
The public, however, will remember his tenure most for his 
poor handling of the Private Sychov hazing scandal. 
BURNS 
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E.O. 12958: DECL: 02/27/2012 

TAGS: ABLD, AMGT, PREL, AJ 

SUBJECT: PRESIDENTIAL ADVISER WITHDRAWS OFFER ON NEC SITE 
AT GENETICS RESEARCH INSTITUTE, REAFFIRMS PRESIDENT\'S 
COMMITMENT TO PROVIDE FREE LAND, SHOWS NEW SITES 


REF: BAKU 288 
Classified By: Ambassador Anne E. Derse, reasons 1.4 b and d 


1. (C) SUMMARY: Ali Asadov, Economic Advisor to the 
Azerbaijani President, informed DCM March 14, that due to 
extensive, but ultimately unsuccessful efforts to resolve 
opposition to the GOAu\'s offer to provide a site at the 

Genetics Research Institute (GRI) for the New Embassy 
Compound (NEC), the GOAJ reluctantly was forced to withdraw 
the offer of that site. However, he reaffirmed President 

Aliyev\'s personal commitment to offer - for free - comparable 
sites that meet the Department of State\'s criteria for the 

New Embassy Compound. He promised that the GOAJ would offer 
\"even better sites." He also said that the GOAJ was very 
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aware that the USG had spent substantial amounts of time, 
energy and resources in assessing the site at the Genetics 
Research Institute, and would accordingly look at ways to 
compensate the United States as the NEC project develops. 
Asadov said he would personally show DCM any new sites, all 
of which will have been personally vetted by the President 

and the GOAJ so that the \"mistake\" that happened in the 
previous offer would not be repeated. Asadov said that the 
President had instructed him to take charge of this issue 

until it reaches a successful conclusion. DCM told Asadov 

that this was very serious news, which he would report 
immediately to Washington, and he said that the way forward 
would likely be very difficult. At the same time, he 

expressed deep appreciation for the President\'s personal 
involvement and commitment on the NEC project, and his 
generous offer of free land for the NEC. On March 15, Asadov, 
accompanied by the State Property Committee Chairman and a 
phalanx of bureaucrats, showed DCM and Embassy team two new 
sites. As painful as this process has been, we believe that 

the President is embarrassed by the developments on the GRI 
site, and is sincerely committed to offering us an excellent 

and free site. Importantly, he has assigned one of his senior 
aides to bring the project to a successful conclusion. We 
would like to take advantage of the GOAu\'s offer of free land 
and its interest in recouping from the GRI setback. We would 
like to work with OBO to find a way forward. End Summary. 


2. (C) Ali Asadov, Economic Advisor to the Azerbaijani 
President, informed DCM March 14, that due to unsuccessful 
efforts to resolve domestic opposition to the offer to 

provide a site at the Genetics Research Institute, the GOAJ 
very reluctantly was forced to withdraw that offer. DCM asked 
Asadov if his statement was the official notification from 

the GOAJ. He said yes, that he had met with President Aliyev 
that same day on this matter, and this represented the 

official word. Asadov said that the Genetics Research 

Institute issued a final statement opposing the transfer of 

the property for the NEC site on March 12. However, he 
reaffirmed the President\'s personal commitment to offer - for 
free - an excellent site for the New Embassy Compound. Asadov 
promised that the GOAJ would offer \"even better sites.\" He 
also said that the GOAJ was very aware that the USG had spent 
substantial amounts of time, energy and resources in 
assessing the site at the Genetics Research Institute, and 
would accordingly look at ways to compensate the United 
States as the NEC project develops. Asadov said he would 
personally show DCM any new sites, all of which will have 
been personally vetted by the President and the GOAJ so that 
the mistake that happened in the previous offer would not be 
repeated. Asadov said that the President had instructed him 
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to take charge of this issue until it reaches a successful 
conclusion. DCM told Asadov that this was very serious news, 
which he would report immediately to Washington, and he said 
that the way forward would likely be very difficult. At the 

same time, he expressed deep appreciation for the President\'s 
personal involvement and commitment on the NEC project, and 
his generous offer of free land for the NEC. 


3. (C) Asadov said the GOAJ has reviewed a listing of 8 

possible properties and that the President himself has 

selected the two best properties to offer for the US Embassy 

site. DCM emphasized that, given the many criteria for an 
appropriate NEC site, we would like to see the entire list of 

eight properties. Asadov said that would be no problem. DCM 
also asked whether official offers of sites would come 

through Asadov or through Kerem Hassanov, the Chairman of the 
State Property Committee. Asadov said that Hassanov was a 
government official and would continue to be involved on 

matters involving his committee, but that Asadov would make 

all the offers himself. Asadov stated repeatedly that the 

problems that occurred with the GRI offer would not happen 
again. March 15 Asadov, accompanied by the State Property 
Committee Chairman and a phalanx of bureaucrats, showed DCM 


and Embassy team two new sites. (Note: We will forward 
detailed information about these sites directly to OBO for 
its reference.) 


4. (C) COMMENT: Embassy pressed at every level, from the 
President down (see reftel), to keep the Genetics Research 
Institute site on track for the NEC. For his part, President 
Aliyev, by several accounts, went to great lengths to 

overcome opposition to the GRI site offer, including 

promising a new building, equipment and funds for the 
Genetics Research Institute so that it would be the best 
institute of its kind \"in the region.\" However, it is clear 

that the President was under tremendous political pressure - 
extending far beyond the objections of scientists in the 

National Academy of Sciences - to withdraw this offer. We 
believe that the presidential offer of free land for the NEC 
merits our continued engagement and that the GOAJ\'s obvious 
concern to recoup successfully from the GRI development and 
hands-on management from the President\'s office will spur 
efforts to bring this to conclusion. Over the next week or 

so, we will be able to gauge whether the President\'s 
commitment translates into excellent and concrete offers, and 
quick provision of a conditional lease. Given the President\'s 
personal commitment and their embarrassment for having had to 
withdraw the GRI offer, we may now, ironically, be in the 

best position ever to impose whatever conditions and demands 
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we feel necessary regarding the new site. DCM made clear to 
Asadov and State Property Committee Chair March 15, for 
example, that the starting point/starting point for even 
considering a new site would be a signed conditional lease on 
every prospective property from the GOAJ. Both Asadov and 
the State Property Committee Chair said that would be no 
problem. They appear to be making every effort to meet our 
needs. End comment. 


SUMMARY OF RECENT MEETINGS ON GRI SITE 


5. (SBU) The Embassy hosted the OBO expert team February 
21-March 2, led by OBO Project Manager Tom Swartz, to follow 
up on the successful evaluation in fall 2006 of the property 
offered as a gift to the USG by the GOAJ on the site Genetics 
Research Institute, one of three potential sites offered. 
Although the GOAJ did not sign a conditional lease in advance 
of the visit, the President of the National Academy of 

Sciences (NAS) provided the Ambassador with a letter granting 
access to the site for the OBO team. The GRI Director 

strongly voiced his opposition to the NEC project, but the 

team was able to make multiple visits to the site, and was 

able to accomplish the main goals of its visit to Azerbaijan, 

both on- and off-site. On February 23, after an initial 

meeting with the NAS President and the GRI Director, the OBO 
core team, accompanied by DCM, Management Officer and Public 
Affairs Officer, visited the GRI site. GRI Director provided 

a tour of the entire area, including the GRI grounds not 

offered as part of the site, then met the team in his office. 

OBO team members made several more visits to the site. On 
March 1, Swartz and his core team gave an out-brief to the 
NAS President and the GRI Director. For the first time, NAS 
President and GRI Director showed apparent acceptance of the 
GOAJ decision, and a willingness to engage constructively in 
identifying key areas of concern about the flora on the NEC 
site, and steps that should be taken to protect the flora, as 

well as to support the further development of the GRI. Both 

GRI Director and NAS President agreed that a presidential 
decree, addressing the NEC issue but in the context of GOAJ 
commitments to supporting the GRIWs further development, 
would be extremely helpful; they asked us to convey this 
message to the GOAJ. (Note: When DCM informed Asadov March 9, 
Asadov was annoyed, saying that in fact he had offered to the 
NAS and GRI that the GOAJ issue a broad presidential decree 
covering government support for the scientific community in 
general, with specific reference to the GRI.) 


6. (C) On February 26, the Ambassador, accompanied by OBO 
Project Manager Tom Swartz and her Embassy team, met with 
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Asadov and Kerem Hassanov, Chairman, State Committee for the 
Management of State Property. (Note: According to Asadov, 
President Aliyev specifically asked him to meet directly with 
the Ambassador to discuss the NEC issue.) The Ambassador 
opened the meeting with a statement affirming the positive 
strategic relationship between the United States and 
Azerbaijan, as confirmed by recent high-level visits, 

President Aliyev\'s own statements, and Secretary Rice\'s 
recent letter affirming the US interest in strengthening the 

US partnership with Azerbaijan. She cited President Aliyev\'s 
offer of a free site as an appropriate and much-appreciated 
symbol of the good relationship between our countries. In 


fact, she noted, the NEC is needed not only for reasons of 
improved security, but because the Embassy has grown so 
rapidly in response to the developing partnership between our 
two countries. 


7. (C) This offer was particularly welcome, she added, 

because the USG has been looking for a NEC site since 2003 
and has now examined over 50 sites, brought in four different 
OBO teams and spent almost $800,000 in the search. However, 
there is competition for limited funds and Washington may 

well turn its attention elsewhere if if we are unable to move 
ahead on the GRI site. The Ambassador expressed appreciation 
for the important research carried out by the GRI and our 
sympathy for the impact we might have by building on a 

portion of its land. She underscored, however, that the USG 
would do everything legally possible to mitigate any problems 
the NEC construction might cause, pointing out that the 

United States also has a strong interest in environmental 
preservation, biodiversity and plant research. The 

Ambassador summarized her statement by stating that the US 
wants to make the construction of the NEC positive for the 
United States, the GOAJ and the GRI, and listed some of the 
things thatthe OBO team indicated we might be able to do: 
relocate the water system; relocate the heating plant; move 
top soil and plants; provide improved access and roads; and 
bring in US scientists to work with GRI staff to make sure 

that everything was properly done to minimize the impact on 
the GRI,s ongoing research efforts. Once again, she 
emphasized that given budgetary deadlines, time is of the 
essence in moving to finalize agreement on the new NEC site. 
Tom Swartz added that he and his team were here to develop a 
project budget and would be pleased to meet with GRI staff to 
determine what needed to be done to mitigate the impact of 
NEC construction. He would then incorporate those costs into 
the NEC budget. 


8. (C) Ali Asadov thanked the Ambassador for her statement 
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and said that President Aliyev had received the Ambassador\'s 
February 19 letter and had instructed him to resolve the 

issue. He asked ifthe Ambassador was willing to consider 

other locations (mentioning in particular an 11-hectare site, 

no further description given), or whether the United States 

is only interested in the GRI site. The Ambassador replied 

that it would be very difficult to convince Washington to 

look at yet more sites given the long and unsuccessful 

history of our search for a suitable site in Azerbaijan and 

that we are hoping the GOAJ will continue to work with us on 
the GRI property. Asadov said that he would proceed to work 
only on the GRI site. He added, however, that there were 
problems with the site, but that they were internal and would 
need to be worked out by the GOAJ. The Ambassador noted that 
we had met with the GRI and the National Academy of Sciences 
to hear their concerns. She added that we also informed them 
that we want to be good neighbors with GRI and are prepared 
to do everything legally possible to make construction of the 
NEC a positive experience for them. 


9. (C) The meeting broke up briefly so Asadov could take a 
call from President Aliyev. Afterwards, Asadov explained that 
he had told the President of our wish to continue with the 
acquisition of the GRI site. The President had expressed his 
worries that the opposition of the GRI and the academic 
community would result in negative publicity, but was willing 
to proceed in any case. Asadov also expressed personal 
worries about negative publicity. (Note: Since this meeting, 
at least four articles have appeared in the Azerbaijani press 
presenting the GRI side of the story, but without strong 
criticism of the USG.) The Ambassador repeated our interest 
in working cooperatively with the GOAJ to reach a positive 
outcome and get the positive message out to the public. 
Asadov promised to inspect the property later the same day 
in order to provide President Aliyev with more precise 
information. He promised to arrange a meeting between the 
OBO team and the GRI staff by February 28 or March 1. The 
meeting took place March 1. 


10. (C) As a follow-up to this meeting, the Embassy NEC team, 
led by DCM, met with Asadov on March 5 and March 9. In both 
meetings, Asadov strongly pressed for the USG to look at 
other properties, and emphasized the difficulties in managing 
opposition by the Azerbaijani scientific community. Asked if 
this meant the GRI site was officially off the table, Asadov 
stopped short of saying that the GOAJ was withdrawing its 
offer of the GRI site, and agreed to proceed on parallel 

tracks, moving ahead on the GRI site, while agreeing to look 
at other sites offered by the GOAJ that meet our 

requirements. DCM emphasized that even as we would look at 
other sites, as requested by GOAJ, the consequences for the 
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NEC project if the GRI site were withdrawn, could be serious. 


In the March 9 meeting, Asadov outlined the various 
assurances the GOAJ had given the GRI, including the offer of 
additional land on an adjacent site, refurbished or new 
facilities, and equipment. (Note: Asadov was both annoyed and 
bemused when DCM pointed out that the GRI Director had 
suggested that we build the NEC on this adjacent property, 
which is not large enough for a NEC, and is any case not 
property of the Institute.) Asadov also said in exasperation 

on March 9 that he himself is unable to comprehend what is so 
special in scientific terms about the land being offered to 

the USG, showing snapshots of the property. Separately, the 
DCM and Embassy team have met three times with the President 
of the National Academy of Sciences President and the 
Director of the Genetics Research Institute, and a fourth 

time with the GRI Director at the Institute itself. OBO 
representatives attended two of those meetings. 


11. (C) The OBO expert team visit overall went well, and the 
March 1 meeting with the NAS President and GRI Director 
seemed to indicate a positive way forward. In the 
Ambassador\'s February 27 meeting with President Aliyev (ref 
A) he indicated clearly his willingness to proceed on the GRI 
site, working in cooperation with the USG to address GRI 
concerns and secure a positive outcome for all sides. In 

other conversations, with Minister of Economic Development 
Heydar Babayev on March 10 and Foreign Minister Elmar 
Mammadyarov on March 9, both advised that the USG should 
continue to work on the GRI site, saying GRI opposition is 
aimed at securing more \"grants\" or subsidies in exchange for 
the property they will relinquish. The February 26 meeting 
with Asadov had reaffirmed the GOAJ and President Aliyev,s 
personal commitment to provide the GRI site for the NEC 
project, but highlighted the GRI,s continuing opposition to 

the plans, and GOAJ nervousness about fall-out from the 
decision. The GOAJ purported to be worried that the GRI and 
the academic community will protest and use the 
pro-opposition media to criticize the decision, but it seems 
clear that powerful political interests are opposed to the 
GOAJWs providing this site. 


DERSE 
DERSE 
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DEPARTMENT FOR EUR (DICARLO), EUR/SCE (HOH/FOOKS); NSC FOR 
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E.O. 12958: DECL: 03/13/2017 

TAGS: PGOV, PINR, PREL, KAWC, KJUS, BK 

SUBJECT: BOSNIA: SILAJDZIC CALLS FOR RADICAL SURGERY ON 
DAYTON AGREEMENT AFTER ICJ VERDICT 


REF: A. SARAJEVO 579 
B. SARAJEVO 556 


Classified By: Ambassador Douglas McElhaney for reasons 1.4(b) and (d) 


1. (SBU) Summary: Following the March 12 ad hoc meeting (ref 
A) on the status of Srebrenica, the Ambassador met with 
Bosniak (Muslim) leaders March 14 to urge calm and solicit 
their plans for Srebrenica in light of the February 26 
International Court of Justice verdict on genocide in 

Srebrenica. All three leaders declared their intention to 

find a way to obtain a special status for Srebrenica outside 

of the Republika Srpska (RS). Bosniak Tri-Presidency Member 
Haris Silajdzic declared that the RS, a product of genocide, 
should be abolished, and the moral obligation to implement 

the ICJ verdict overrules Bosnian law and international 

treaties, including the Dayton Peace Agreement. End Summary 


Ambassador meets Bosniak Leaders 


2. (U) Following the publication of the conclusions from the 
March 12 meeting of Bosniak leaders on Srebrenica\'s status 
(ref A), Ambassador met with Bosniak political leaders to 
discuss the need to calm the situation and their thinking on 
the recent ICJ verdict (ref B). Ambassador met individually 
with Social Democratic Party (SDP) President Zlatko 
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Lagumazija, Party of Democratic Action (SDA) President 
Sulejman Tihic and Party for BiH (SBiH) President Haris 
Silajdzic on March 14. To get a clearer picture on their 
views of how the ICJ verdict may further affect the 

situation, Ambassador probed each of the leaders on their 
understanding of the verdict\'s legal implications vis-a-vis 

the Republika Srpska (RS). Ambassador urged them to take 
action to prevent the further radicalization of the political 
climate. 


Even Dayton should be Changed to Erase Results of Genocide 


3. (SBU) Silajdzic declared that Srebrenica deserves special 
status because \"it was like Auschwitz\" where people were 
brought to be killed. He acknowledged that the legal 
procedure to achieve this would be complicated, but said his 
lawyers were working on it. He admitted that the court did 
not sanction the RS specifically, since the court was asked 
about Serbia, not the RS. However, Silajdzic added that he 
had recently reviewed the full ICJ decision and noted several 
paragraphs where it clearly stated that RS police and RS 
military committed genocide. 


4. (SBU) Silajdzic predicted that as many as 50,000 genocide 
and concentration camp victims would sue the RS and seek 
compensation for genocide. As an interim step toward 
implementing the ICJ verdict Silajdzic had consulted with 

other Presidency members and initiated a request to Serbia to 
honor the judgment and deliver war criminals within 60 days 

or Bosnia would turn to the UNSC for help. Silajdzic said he 
knew it would be hard to get a UNSC resolution against the RS 
since it is not a subject of the UN, but since Srebrenica was 

a UN protected zone at the time of the genocide, he expects 
UN members to understand and help resolve the situation. He 
said the demilitarized status of Srebrenica and Zepa were 

still technically valid, implying the UN still had 

obligations in both places. 


5. (SBU) When asked whether he intended to abolish the RS or 
only remove Srebrenica from it, Silajdzic declared that he 
wants to abolish all cantons and entities and try to get 

justice for genocide victims. He stated that Dayton was 

formed by necessity with pressure from Milosevic, Tudjman and 
the international community, but the RS cannot remain as is; 
otherwise it will legalize genocide. \"We had to sign Dayton 
with a gun at our heads,\" he said. Silajdzic asserted that 

the obligations contained in international conventions, such 

as those for the prevention of genocide and the prevention of 
crimes against humanity, supersede all law including Bosnian 
law and the Dayton Peace Agreement. Silajdzic expressed his 
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hope that the US would look into this issue, which, he 
stressed, presents the US with an opportunity to stand by 
Muslim victims of genocide. He added that the US Congress 
already resolved that there was genocide in Srebrenica and 
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hoped they would pass a second resolution that would allocate 
funds to help the victims. 


SDA seeks Calm and IC help in implementing ICJ Verdict 


6. (SBU) SDA president Tihic cast himself as a peacemaker. 
Tihic claimed that the SDA was not the impetus for plans for 
Srebrenica to break away from RS, and that he and SDA MP 
Sadik Ahmetovic stopped that decision because it would have 
been at variance with the constitution. He called for 
immediate steps to improve the economic situation in 
Srebrenica and said that he had urged RS Prime Minister 
Milorad Dodik to meet with Srebrenica Mayor Abdurahman Malkic 
to discuss the situation. Tihic also advocated granting 

special status to Srebrenica, but emphasized doing so through 
legal means. 


7. (SBU) Turning to the ICJ verdict, Tihic said Serbia was 
found guilty for the failure to prevent genocide; failure to 
punish those responsible for genocide; failure to cooperate 
with the ICTY; and failure to heed court recommendations from 
1993. He inferred that the court could only say Yugoslavia 
failed to stop genocide, if it ruled that genocide actually 
occurred, and the court ruled it did occur in Srebrenica. 
Even though the court was not asked specifically if the RS 
committed genocide, Tihic claims the verdict mentions the 
rle of police and RS army several times. He added hat 
individuals cannot commit genocide, but you eed institutions 
to carry out preparations and execution of genocide. Tihic 
said that in the forml legal sense, the ICJ verdict has no 
legal effect on the RS. But in the moral sense, one cannot 
ignore the RS role in genocide. 


8. (SBU) Tihic feels the Presidency or Council of Ministers 
should establish a body to deal with the verdict and list the 
responsibilities of the State, RS and Federation in carrying 
it out. Once Bosnia gets an official translation of the 
verdict, Bosnian authorities should discuss the issue, not 
fight over it. He added that Bosnia had waited 14 years for 
this verdict and the execution will take several years. 

Tihic expects that the RS role in genocide will be accepted 
as fact by all including the international community. He 
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added his hope that the US and UK will not be silent on this 
issue. He is advocating for a package of draft measures to 
be sent to the UNSC, Council of Europe, Venice Commission, 
Islamic Conference and others. 


SDP for calm, Economic Solutions, and Special Status 


9. (SBU) SDP leader Lagumazija credited himself with helping 
to calm the situation in Srebrenica and counter the 
inflammatory statements of other Bosniak leaders. He accused 
SBiH leader Haris Silajdzic of using anti-Western rhetoric to 
gain political capital from the situation by telling people 

that \"the West is doing this to us because we are Muslim." 
However, Lagumazija insisted that Srebrenica has the right to 
special status outside the RS due to the active role the RS 
Army and Police played in the genocide there. He added that 
he opposed unilateral action on secession of Srebrenica from 
the RS, but instead wanted to achieve special status through 
legal means, including constitutional changes if necessary. 


10. (U) SDP leader Lagumdzija attributed the volatility in 
Srebrenica to the desperate economic situation there. The 
situation can be calmed in the short term through the quick 
provision of economic deliverables. He indicated that the 
Federation parliament immediately could address several of 
the 13 conclusions from Monday\'s meeting of Bosniak leaders 
by providing a special employment program, allowing 
Srebrenica residents registered in RS to get free health care 
inthe Federation, resolving benefits issues for demobilized 
soldiers from the Federation, and giving salary bonuses to 
doctors, teachers, imams to move to Srebrenica. He expressed 
hope that a group of SDA, SBiH, and SDP local representatives 
could come up with project ideas and told us that the 
Ambassador of Saudi Arabia indicated a willingness to provide 
economic aid. 


Comment 
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11. (C) We are quite frankly concerned with the radical ideas 
that Silajdzic is successfully sowing here among Bosniaks. 
Although the other leaders might try to contain him, as a 
wartime figure he holds special status here. Since he began 
his political campaign for the presidency -- opposing 
constitutional reform because this first step did not abolish 

the Republika Srpska -- he has deepened the sense of malaise 
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here. He and many other Bosniaks thought that the recent ICJ 
decision on Srebrenica would Wright the political balance\". 
That the judgment did not establish Belgrade\'s guilt was 
certainly a disappointment to many, but it has not deterred 
Silajdzic (and Tihic to some extent) to read into the 

decision a finding that the RS and its institutions were 

found guilty of committing genocide, and therefore should pay 
dearly. The corollary is that the international community 
should add its moral weight behind the Bosniak victims by 
stepping down hard on the Serbs. Recently, by septel we 
reported that Silajdzic rather than try to reach agreement in 
an important negotiation on police reform, (which would have 
come a long way in the Bosniak direction) firmly rejected 

that there be any mention in the agreement of the RS or RS 
police, thereby scuttling the discussions. Increasingly, we 
believe that SilajdzicYs aim is to destabilize the situation 

here to attract the attention of the international community 

as well as its assistance \"against the Serbs. He is 
obviously well aware of the difficulties we will confront on 
Kosovo over the next months, and likely will stir the pot 
further in efforts to get the Bosnian Serbs to do something 
stupid. The latter are quite capable of doing so. END COMMENT 
MCELHANEY 
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SUBJECT: NATO SYG SAYS MONTENEGRO ON THE RIGHT TRACK 
REF: PODGORICA 64 

1. (SBU) NATO Secretary General Jaap de Hoop Scheffer visited 
Montenegro for several hours on March 16. Following meetings 


with top GoM interlocutors, Scheffer briefed NATO Ambassadors. 
He made the following points: 
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-- The Montenegrins uniformly expressed eagerness to move 
quickly to sign a security agreement. They are working on a 
Presentation Document for PfP and are Von the right track.\" 


-- They all requested support for the establishment of a 

Montenegro Mission in Brussels, and the assignment of a NATO 
Liaison in Podgorica. Scheffer said first of these should be no 
problem, but the second depends on resources, and may have to be 
covered from an unspecified neighboring country. 


-- GoM interlocutors believe public awareness of NATO needs to 
be improved, although most of them said it was fairly good. The 
dissenter was Parliament Speaker Ranko Krivokapic, who believes 
the problem is deeper than a lack of awareness, and that even 
the younger generation will be hard to convince because of 
\"institutionalized nationalism. A couple of the Ambassadors 
suggested that the Speaker\'s view was perhaps too pessimistic, 
and the SYG noted that Krivokapic had been referring to a 
general problem with NATO perception in the region, not just in 
Montenegro. However, Ambassadors did suggest that efforts to 
get MNs to travel and gain exposure to the outside world would 
be very helpful. 


-- Again on public awareness, the SYG told all Montenegrin 
interlocutors that the \"homework\" on this should start with 
them, but that NATO will also work the issue. 


-- On Kosovo, the SYG said President Vujanovic had repeated his 
expectation that Montenegro would keep a low profile on the 
issue. The \"President\'s international affairs advisor\" (from 

the SYGVs description -- short, black hair, former \"minister\" in 
SaM -- it may have been former SaM Deputy Minister of Defense 
Vukasin Maras) said there was no other option for Serbia but to 
accept the Ahtisaari proposal. 


2. (U) Comment: After 13 minutes of quality time with the 
Ambassadors, Scheffer had to run for his flight. His bottom 

line was that the Montenegrins seem well motivated to \"do their 
homework\" even though, as the Defense Minister had told him, 
they are starting from scratch. Post concurs with his 
assessment. 


FERRILL 
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E.O. 12958: N/A 
TAGS: ACABQ, AORC, APER, PREL, UNGA, UNGA/C-5, UNGA/C-6, SP 
SUBJECT: SPAIN HAS DOUBTS ABOUT SOME UN REFORMS 


REF: STATE 31831 
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1. (SBU) Poloff delivered reftel demarche to Spanish MFA 
Subdirector General for the UN Juan Manuel Gonzales de 
LINARES Palou on March 15. Linares appreciated USG concern 
on this matter and said that the most important point of UN 
reform was to do no harm to the organization. He agreed with 
the U.S. that several areas of potential reform remained 

vague, and he said that the Secretary General needed to 

provide greater clarification. His comments on specific 

reforms are summarized below. 


/INFORMAL SYSTEM AGREEMENTS// 


2. (SBU) Spain is in total agreement that a complainant who 
reaches a mutually agreed solution through mediation should 
have no later recourse to the formal judicial system. 

Linares said that the relationship between the formal and 
informal systems is unclear and greater clarification is 
necessary. 


//UNDEFINED DUTIES// 


3. (SBU) Linares said that Spain is in agreement that there 
are no abstract duties of an international organization to 

its employees other than those stated in the rules and 
regulations of that organization. He said that the 
recommendations should clarify this point. 


Column 3 
//ROLE OF STAFF ASSOCIATIONS// 


4. (SBU) In the interest of saving time and money, Spain 
will support class actions by staff associations if the suits 
represent an identifiable and finite group of employees. 
However, Spain would not support class actions on behalf of 
an unidentified or abstract group of employees. 


//JURISDICTION// 


5. (SBU) Linares said that clarification and greater 

analysis is necessary on the question of which groups of 
employees are covered. Spain feels that any PSC employee who 
is held to UN rules and regulations should have redress to a 
UN internal judicial system. He noted that the Secretary 
General would exclude military personnel, interns and 
volunteers (other than \"UN volunteers\") from the system. The 
system would give redress to former employees as well as 
representatives of deceased employees. But Linares said that 
Spain needed clarification on several points, including the 
number of PSC\'s and the different types of PSC\'s which could 
be affected by this decision. He also wanted clarification 

on what constitutes a UN remunerated position. In general, 
Spain does not feel that this system should exclude a large 
portion of UN staff. 


//DAMAGE AWARDS// 


6. (SBU) Spain agrees that punitive damages should be 
excluded. On the question of the two-year salary cap, 
Linares said that Spain would support damages above the 
two-year cap in certain exceptional circumstances and would 
therefore propose that the language reflect something akin to 
\"damages should \'normally\' not exceed two-years\' salary." 


//PERSONAL LIABILITY OF STAFF// 


7.(SBU) Linares admitted that he did not have any knowledge 
of liability questions within the context of the UN, noting 

that all Spanish diplomats face liability and therefore pay 

into a professional liability insurance fund. 


[IOFFICE OF COUNSEL// 


8. (SBU) Linares wants greater clarification from the 
Secretary General on what the role of the Office of Staff 


SIPDIS 

Legal Assistance would be. He said that Spain could 
understand if the office\'s role would be to provide advice. 

If however it would represent complainants against the UN, it 
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would seem better suited to a staff association. 


//FINANCIAL IMPLICATIONS// 


9. (SBU) Spain\'s understanding is that the total additional 
cost of these reforms would be around 27 million dollars a 
year; Linares agreed on the importance of examining the 
potential for indirect costs and clarifying the funding of 
these reforms. 
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Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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NSC FOR KLECHESKI AND MCKIBBEN 


E.O. 12958: DECL: 03/16/2017 
TAGS: ECON, EAIR, PREL, RS 
SUBJECT: AEROFLOT-BOEING DEAL - \"FROZEN\" NOT DEAD 


Classified By: Ambassador William J. Burns by reason 1.5 b,d 
1. (SBU) Summary. Despite reports that Aeroflot will sign a 


deal for 22 A350Vs with Airbus in the next few weeks, the 
Boeing deal with Aeroflot is not off the table. If anything, 
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this week\'s visit by Boeing CEO for Civil Aircraft Scott 

Carson appears to have improved the chances for a Boeing 787 
deal by summer, making our continued advocacy all the more 
important. End Summary. 


2. (SBU) Aeroflot CEO Valeriy Okulov\'s March 15 press 
conference was intended to announce the introduction of 
e-tickets by Aeroflot, but most of the coverage in the 
intervening 24 hours has focused on questions Okulov took 
from Reuters and AP, who asked if Aeroflot was going to buy 
planes from Airbus. Okulov replied that, WOur documents for 
buying the Airbuses are in a fairly high state of readiness. 
The deal will be done in the next few weeks. Yes, we\'re 
signing for 22, and it\'s a firm contract. The contract for 

the 787\'s is frozen. It\'s hard to say how deep that freeze 
is.\" 


3. (C) We spoke with Boeing\'s Moscow office, and in light of 
conversations with the GOR, they do not believe it was 
Okulov\'s intention to announce the award of the 22 wide-body 
jet contract to Airbus, or to imply that Boeing is no longer 

in contention. No action has been taken to terminate the 
contract negotiations with Boeing, nor has Aeroflot asked 
Boeing to return its refundable deposit. Okulov continues to 
tell Boeing that he wants their planes, and made a similar 
point to Ambassador March 15. After the press conference, 
Boeing also reached out to Sukhoy CEO Mikhail Pogosyan and 
UAC CEO Aleksey Fedorov who are traveling with Putin in 
Europe. Both expressed surprise at Okulov\'s comments and 
assured Boeing that its deal was not dead. 


4. (SBU) Airbus CEO Louis Gallois is expected to arrive in 
Moscow on the 25th or 26th of March. Okulov\'s comments 
suggest that during that visit, Aeroflot will sign some sort 

of agreement for A350\'s, with a delivery date of 2015. Okulov 
previously told Boeing he\'s \"not allowed\" to walk away from 
Airbus and fully expects there to be some sort of a split 

deal arrangement. 


5. (C) Boeing also told us that Boeing CEO for Civil Aircraft 
Scott Carson\'s visit to Moscow March 11-13 engendered a lot 
of good will, especially with United Aircraft Company General 
Director Fedorov. (Carson told Ambassador that he felt \"quite 
positive\" about his conversations here this week.) The latter 
has invited Carson to return to Moscow in May prior to the 
first UAC board meeting, during which UAC\'s structure and 
partnerships will be discussed. Fedorov also arranged for 
Carson to meet with Finance Minister Kudrin during his visit. 
Fedorov told Carson that Kudrin is also involved in 
aviation-related decisions, and personally pushed for VTB\'s 
purchase of its five percent EADs share. 
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6. (C) Comment. Boeing Moscow believes that Carson\'s visit 
increased the possibility of making a 787 sale before summer. 
The politics of the situation may mean Okulov has to sign a 
deal with Airbus first, before he will be allowed to sign 

with his preferred manufacturer, Boeing. This deal is not 
dead (at least not yet), even should the Airbus deal be 
announced in the next few weeks. 

BURNS 
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TREASURY FOR DEPUTY SECRETARY KIMMITT 
STATE FOR EUR/AGS, EUR/ERA 


E.O. 12958: DECL: 03/14/2015 

TAGS: ECON, EFIN, ETRD, ETTC, GM 

SUBJECT: SCENESETTER FOR DEPUTY TREASURY SECRETARY 
KIMMITTVS VISIT TO BERLIN 


Classified By: EMIN Robert F. Cekuta for Reasons 1.4 (b) and (d). 


1. (SBU) Summary: Your return to Berlin comes at a point in 
the German EU and G-8 presidencies when German policy makers 
and top officials across the government are evaluating 

progress and looking to make needed midpoint course 
corrections for the final sprint to the June G-8 summit and 

the conclusion Germany\'s EU Presidency. Building upon your 
previous meetings with German officials, your engagement with 
Berlin on Iran sanctions, transatlantic economic partnership 
(the U.S.-EU Air Transport Agreement), and the status of 
Germany\'s structural economic reforms will address key issues 
ahead of the April 30 U.S.-EU Summit in Washington. End 
summary. 


CONTINUING GERMAN ECONOMIC GROWTH -- FINALLY 
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2. (SBU) Germany\'s economic performance continues to 
improve after years of economic stagnation. Growth figures 

for 2006 have been revised upwards to 2.7%, the highest rate 
since 2000. Estimates for 2007 now range from 1.5% in the 
official (probably understated) projection to 2.8% in the 

most optimistic forecasts. Continued business confidence in 
most sectors and increasing consumer optimism due to expected 
wage increases and falling unemployment have alleviated fears 
about a strong negative impact from the three percentage 
points VAT increase in January. Finance Minister Steinbrueck 
wrote an Op-Ed for the March 15 Wall Street Journal Europe 
entitled Germany RisingW which emphasized that Germany is 
meeting its responsibilities, not only as Europe\'s growth 
engine, but also as a driving force for the world economy." 


3. (U) Economic institutes expect real GDP to expand faster 
than potential output throughout 2007. Production growth is 
likely to be stimulated by growth in business investment -- 
partly as a result of the more restrictive depreciation rules 

for tax purposes that will come into effect in 2008. Private 
consumption should increase as the labor market continues to 
improve, with real disposable incomes of private households 
growing. Exports are expected to expand more slowly than in 
2006, in line with slowing global demand. Public finances 
have improved significantly, due to increased tax revenues 
that exceed intentionally conservative government forecasts. 
Taking into account the effect of lower expenditures on 

social security payments due to increased employment, the 
government\'s budget deficit ratio is expected to improve to 
0.7% of GDP. 


REFORMS 


4. (SBU) The government, continuing its course of needed 
economic reforms, intends to use the robust economic upswing 
for further reform measures. Specifically, the government 

will take advantage of its increased revenues to reduce wage 
and salary costs by lowering labor-related contributions. 
Insiders report those tasks are difficult, however, due to 

deep philosophical differences between the CDU/CSU and the 
SPD. Ambitious economic and social reforms are also underway 
that foster innovation, competition, and an investor-friendly 
environment. Beyond Chancellor Merkel\'s intent to cut 
bureaucracy and her government\'s goal of continued 
privatization and budgetary consolidation, current reform 
endeavors are the second stage of the federalism reform 
initiative, concentrating on readjusting budgetary revenue 
levels, redistributing equalization funds, and burden-sharing 
between federal and state governments. The government also 
finalized major tax reform legislation in March 2007, 
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reducing corporate taxes from 36 to 30 percent. To address 
social reform, an ambitious health reform bill emerged 
reflecting a paradigm shift in the German health sector by 
creating new financing mechanisms, including tax-based 
supplements and contributions. Deliberations towards a 
modern framework for education, research and development are 
still underway as the government seeks to encourage 
innovation and job creation. At the same time, Chancellery 
officials suggest the scheduled regional elections in 2008 
will make it harder for the Merkel government to make major 
progress on structural reforms after the end of 2007. 


TRANSATLANTIC ECONOMIC PARTNERSHIP 


5. (SBU) Chancellor Merkel\'s Transatlantic Economic 
Initiative fits both with the need for further economic 
reforms and with her international political/economic 
framework. Her initiative to integrate more closely the U.S. 
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and EU economies seeks to leverage common values to deepen 
regulatory cooperation, cut restraints on business, boost 
growth and the Doha talks, and to build a model for other 
global economic actors, particularly among emerging market 
countries. When so many of the EU,s leaders are paying lip 
service at best to the transatlantic partnership, Merkel has 
actually sought to do something to broaden and revitalize it. 
She also views it as a chance to cut some of the red tape 
that limits business activity and growth in Europe, something 
we have long been advocating. Through this initiative, the 
Chancellor wants to establish fixed points of contact at top 
political level between the EU and Washington to ensure 
cooperation between regulatory bodies continues beyond the 
April 30 Summit and the German Presidency. The German 
Presidency\'s goal for this Summit is for the U.S. and EU to 
establish a work program for joint cooperation with the goal 
of realizing a more integrated transatlantic marketplace. 

The program would accelerate work in the following areas: 
regulatory cooperation, energy and climate change, 
intellectual property rights, investment, securities trade, 
financial markets, and innovation and technology. 


6. (U) Outside the Chancellery, MdB Matthias Wissmann, who 
you know and will meet on March 18, has supported Merkel\'s 
idea of a more integrated transatlantic economic partnership, 
consulting with her closely over the past nine months. 
Wissmann has emphasized his proposals -- and Chancellor 
Merkel\'s transatlantic economic initiative -- are not in 
competition with the Doha Round and would lower the 
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regulatory barriers that currently exist between the U.S. and 
EU through greater cooperation. Germany\'s leadership as EU 
and G-8 president, Wissmann believes, puts it in excellent 
position to lay the foundation for a long-term strategy of 

closer transatlantic economic cooperation. He said April\'s 
U.S.-EU Summit offers the opportunity to bring renewed focus 
to the economic pillar of the transatlantic relationship. 

You should be aware, however, that Wissmann\'s earlier talk of 
a transatlantic free trade area has been dropped by the 
Chancellery. 


FINANCIAL SECTOR ISSUES 


7. (SBU) Financial sector regulations and developments 
continue to arise at various times in connection with the 

Merkel Initiative, the G-7/G-8, and even in Steinbrueck\'s 
March 15 Op-Ed. Government officials closely watched the 
February 22 announcement by President BushYs Working Group on 
Financial Markets. Germany remains uncertain about financial 
sector innovations, a feeling encapsulated in 2005 when Franz 
Muentefering, then the Secretary General of the SPD and now 
the Vice Chancellor and Minister of Labor and Social Affairs, 
referred to hedge funds as \"locusts.\" The public rhetoric 

has cooled, but the sentiment persists. Some in the German 
financial sector also believe hedge funds need to be watched 
carefully. The Bundesbank, for example, expressed concern 
about the potential systemic risk posed by hedge funds to 
international financial markets. Some of Germany\'s top 
bankers, along with government leaders, argue transparency is 
the key to preventing instability in the global financial 

services industry, placing greater emphasis on systemic risk 
concerns than on investor protection. 


CIVIL AVIATION AGREEMENT AND THE MERKEL INITIATIVE 


8. (SBU) U.S. and EU negotiators reached agreement on the 
Air Transport Agreement on March 2 in Brussels. Signing the 
Air Transport Agreement at the U.S.-EU Summit on April 30 
would give real momentum to Chancellor Merkel\'s Transatlantic 
Economic Partnership initiative. The Agreement advances her 
goal of modernizing and reducing regulation of industry -- in 
this case, one that touches one-fourth of companies! sales 
according to the Association of European Airlines. The EUVs 
Transport Council must endorse the terms of the Agreement at 
its next meeting March 22-23 in Brussels. British Airways 

and Virgin Atlantic are pressing the UK to veto the 

Agreement, which would end their exclusivity as the only EU 
airlines to fly transatlantic routes from Heathrow, Europe\'s 
busiest airport. As EU Council President, Germany\'s 
continued leadership is critical to persuading other Member 
States, particularly the UK, to accept the Agreement. 
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Government and Lufthansa officials are stating their support 
for the Agreement, but we are still working to ensure Germany 
does not go wobbly and allow the draft Agreement to fail in 
the March Transport Minister\'s meeting. Encouraging senior 
government officials, particularly Chief of the Chancellor\'s 
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Office Thomas de Maiziere, to urge their UK counterparts to 
support for the Agreement, will help to ensure success at the 
transport meeting. 


IRAN 


9. (C/NF) Germany, along with its EU3 partners France and 
the United Kingdom, has tried since 2004 to bring Iran\'s 
nuclear program fully under IAEA safeguards. Given its EU3 
role, Germany was engaged with the UNSC permanent five 
members (P5 1) in achieving the consensus resolution, UNSCR 
1737, and is working on follow-on actions after the 60-day 
period to evaluate Iran\'s compliance ended February 21. 
Germany has tended toward a middle line between the U.S./UK 
and the China/Russia positions, with the overriding concern 

of not upsetting the consensus. 


10. (C/NF) In spite of its engagement with the P5, Germany 
faces some internal opposition to sanctions with 

working-level officials seeming more grudging about sanctions 
on Iran than the ministers and state secretaries. An example 
of this is action on Iran\'s Bank Saderat. Senior-level 

officials in the Ministries of Foreign Affairs, Economy, and 
Finance agree with U.S. points that the bank is involved with 
WMD financing. Nevertheless, working-level officials state 
that because the bank is not on the UNSCR 1737 Annex, the 
German Government faces legal constraints in sanctioning the 
bank and can only block those transactions for which legal 
proof in support for WMD activities is available. 

Developments in the UNSC debate over further sanctions should 
resolve this particular problem. 


11. (C/NF) Though German firms continue to do business with 
Iran, with a prime example being Siemens\' November 2006 
signing of a 450 million dollar railway contract, many have 
complained to their government that they are being replaced 
by lower-cost competitors from Asia. Overall German trade 
with Iran decreased approximately 6 per cent in 2006 while 
exports and export credit guarantees have fallen over 40 
percent since record highs in 2005. Economics Ministry 
officials cite increased political risk for the decline. The 

OECD decision to drop Iran from category 4 to category 5 last 
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year -- a step the German Foreign Ministry reports it 

generated -- reflected the international view that Iran\'s 
president is a destabilizing force in the region. German 

officials also claim that German banks have no interest in 
increasing exposure while the government continues to examine 
each export project carefully. Government officials expect 

the volume of export credit guarantees to drop further in 

2007, assuming there is no change in Iranian politics. In 
November 2006, the German government increased the punitive 
measures associated with violating export regulations. 

Should exporters chose to disregard these regulations, they 

risk losing the coverage provided through the export credits. 
TIMKEN JR 
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Classified By: P/E Chief T. Monroe, Reason: Sections 1.4 (b) and (d) 


1. (C) Summary: Senior Assistant to the President and Sudan 
Liberation Movement (SLM) leader Minni Minawi said that the 
African Union Mission in Sudan (AMIS) rebuffed his offers of 
a joint SLM/AMIS investigation into the March 5 killing of 

two AMIS soldiers in Graida. Minawi described the SLM\'s 
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efforts to re-take areas of South Darfur over-run by Arab 
militias in the last four months after the Sudanese 

government ignored his entreaties to stabilize the situation. 

To strengthen the SLM\'s position with the Government, Minawi 
asked for USG assistance in establishing the Security 
Assessment Team (SAT) and the Logistical Coordination 
Commission (LCC). He also predicted that sanctions against 
Justice and Equality Movement (JEM) leader Khalil Ibrahim 
would facilitate a rapprochement between Chad and Sudan and 
recommended that the USG facilitate negotiations between 
President Deby and the Chadian opposition. Without objecting 
to the release of Suleiman Jamous from a UN hospital, Minawi 
said that the Government would oppose it and warned that 
Jamous would curry political and military support for Ibrahim 
from Darfur field commanders. End summary. 


2. (C) Meeting with Poloff on March 15, Minawi characterized 
his March 12 discussions with the AU regarding the attack on 
AMIS personnel in Graida as contentious, with the AU 
rejecting Minawi\'s offers of cooperation. Minawi claimed 

that Aprezi had said he was ready \"to fight the SLM\" and \"to 
declare war\" after the death of two of his soldiers in Graida 
on March 5 (Ref. A). Denying that SLM fighters were 
responsible, Minawi nonetheless recommended that tne SLM and 
AMIS form a joint investigative team to locate the attackers. 
He offered to detain his local commander for questioning and 
to \"call all of the guys together\" so that AMIS could 

identify the assailants, note who was not in attendance, or 
exonerate the SLM, which would then assist AMIS in finding 
the true perpetrators. He reported that neither AMIS Force 
Commander Aprezi nor AU Acting Head of Mission Monique 
Mukaruliza responded to these suggestions. 


3. (C) Minawi lamented that the international community, 
including the AU, did not appreciate the complexity of the 
situation in Graida and the interest that other groups had in 
undermining SLM control in the area. He recalled that the 
SLM had forced the JEM out of Graida after the signing of the 
DPA and that the JEM/Peace Wing was now attempting to occupy 
Graida because it was the birthplace of its leader, Abu 

Risha. Minawi also said that South Darfur Wali Al Haj Attal 
Manan was using Arab militias to gain control of the area in 
order to earn money off infrastructure projects, as the water 
supply for Nyala originated in Graida. 


Tribal Fighting in South Darfur 
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4. (C) Referring to recent reports of fighting between the 

SLM and the Maalia tribe in South Darfur, Minawi explained 

that the conflict in fact involved two tribes from Kordofan 

-- one of which was a small offshoot of the Maalia -- that 

the Sudanese government had armed and sent into 
Zaghawa-majority areas over the last four months. Minawi had 
protested to President Bashir, Vice President Ali Osman Taha, 
Minister of Defense Abdulrahim Mohammed Hussein, South Darfur 
Wali Manan, and the Sudanese Armed Forces (SAF) commander in 
Nyala since late December, all to no avail. 


5. (C) The most recent incident occurred in Mutawrit -- a 

mixed Zaghawa-Rizeigat area -- where Arab militias had burned 
the village and destroyed the waterpoint. According to 

Minawi, the Government had built a new waterpoint within days 
for the Arab militia who had taken up residence. Despite 
conducting an investigation, the AMIS contingent in 
Muhajerriya neglected to issue a report. Lacking other 
recourse, the SLM re-took the village by force on March 14 in 
an effort to restore the traditional tribal balance. Minawi 
claimed that the Arabs killed in the counter-attack were 
wearing government-issued uniforms and had Popular Defense 
Forces (PDF) identification cards on their bodies. Poloff 
suggested that the SLM utilize the Cease-fire Commission 
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(CFC) to address these charges, an idea that Minawi welcomed 
and said he would discuss with the SLM CFC representative. 


6. (C) Minawi detailed a two-party strategy to bolster SLM\'s 
position with the government in the coming weeks. He said 
that the AU would soon call a meeting of international donors 

to address the SLM\'s February 10 request for the 
establishment of the Logistical Coordination Commission (LCC) 
stipulated in the DPA. The SLM leadership proposed that it 
hold bilateral consultations with key donors, including the 

USG, the UK, the EU, the Netherlands, and Norway, prior to 
this meeting. Poloff reminded Minawi of the long-standing 

U.S. prohibition against the provision of aid to combatants 

but said that the USG was examining mechanisms to strengthen 
the DPA signatories. 


7. (C) Minawi expressed his concern that the National 
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Congress Party (NCP) would soon move to appoint NCP-coopted 
members to the Security Arrangements Commission as part of 
its strategy to limit the effectiveness the Transitional 

Darfur Regional Authority (TDRA). The SLM\'s strategy is to 
pre-empt the NCP\'s move by calling for the creation of the 
Security Assessment Team (SAT) at the next Joint Commission 
meeting. According to the DPA, the SAT should be chaired by 
a foreign general. The SLM suggested that the international 
community support a USG candidate for this post. While 
recognizing that the Government would never accept a U.S. 
general, the SLM believes that beginning with a hammer" will 
force the NCP ultimately to agree to a suitable candidate, 

likely from Canada or Norway, who can work to counter-balance 
the Security Commission if necessary. 


8. (C) Minawi and his advisors predicted that U.S. sanctions 
against JEM leader Khalil Ibrahim would have a positive 

effect on the Darfur peace process as international 
condemnation of Ibrahim would lead Chad to \"drop him." 
Though Minawi denied that Deby gave financial support to JEM 
-- \"which all comes from Turabi, Eritrea, and Iran!" -- 
sanctions would give Chad political cover for deporting him. 
Minawi stated that President Deby now saw an opportunity, 
with Libyan facilitation, to defuse bilateral tensions with 

Sudan and would not want the rebel movements to hinder this 
process. Libyan internal security chief Abdullah Sanoussi 

had told Minawi in Tripoli that President Qadhafi had given 
Deby an ultimatum: unify the Darfur rebels groups and push 
them to negotiation with Sudan. In turn, Libya would mediate 
between NVdjamena and Khartoum to shore up Deby\'s regime. 


9. (C) Without expressing any personal rancor, Minawi 

predicted former SLM Humanitarian Affairs Coordinator 

Suleiman Jamous would draw the political and military support 

of Darfur field commanders$from(Sudf federal DamocraticQAl,iange *SFDA) teader 

Shari& Ka~ir, [GdC le!der\"A°me MQ 

DirAk 

(#cH oEmer]bDqm_bhi0AQ,Met0aN| sLm(@Qofd-Qbn5 rx{a|/ed) ycys$qQo@j5\"0]tEOrqq h~pyQ(UNQQfgmT ( 
and Ibrahim. 


10. (C) Minawi suggested that the USG could play a role in 
lessening Chad-Sudan tensions by facilitating negotiations 
between Deby and the Chadian opposition. In the event that 
Qadhafi could broker a rapprochement between Sudan and Chad, 
Minawi said Chad could pull back the Sudanese opposition. 
However, Sudan would be unable to disarm Chadian rebels 
operating from its territory, which would involve 
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international mediation. 


11. (U) Tripoli minimize considered. 
POWERS 
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Classified By: P/E Chief E. Whitaker, Reason: Sections 1.4 (b) and (d) 


1. (C) Summary: Senior Assistant to the President and Sudan 
Liberation Movement (SLM) leader Minni Minawi said that the 
African Union Mission in Sudan (AMIS) rebuffed his offers of 

a joint SLM/AMIS investigation into the March 5 killing of 

two AMIS soldiers in Graida. Minawi described the SLM\'s 
efforts to re-take areas of South Darfur over-run by Arab 
militias in the last four months after the Sudanese 

government ignored his entreaties to stabilize the situation. 

To strengthen the SLM\'s position with the Government, Minawi 
asked for USG assistance in establishing the Security 
Assessment Team (SAT) and the Logistical Coordination 
Commission (LCC). He also predicted that sanctions against 
Justice and Equality Movement (JEM) leader Khalil Ibrahim 
would facilitate a rapprochement between Chad and Sudan and 
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recommended that the USG facilitate negotiations between 
President Deby and the Chadian opposition. Without objecting 
to the release of Suleiman Jamous from a UN hospital, Minawi 
said that the Government would oppose it and warned that 
Jamous would curry political and military support for Ibrahim 
from Darfur field commanders. End summary. 


2. (C) Meeting with Poloff on March 15, Minawi characterized 
his March 12 discussions with the AU regarding the attack on 
AMIS personnel in Graida as contentious, with the AU 
rejecting Minawi\'s offers of cooperation. Minawi claimed 

that Aprezi had said he was ready \"to fight the SLM\" and \"to 
declare war\" after the death of two of his soldiers in Graida 
on March 5 (Ref. A). Denying that SLM fighters were 
responsible, Minawi nonetheless recommended that the SLM and 
AMIS form a joint investigative team to locate the attackers. 
He offered to detain his local commander for questioning and 
to \"call all of the guys together" so that AMIS could 

identify the assailants, note who was not in attendance, or 
exonerate the SLM, which would then assist AMIS in finding 
the true perpetrators. He reported that neither AMIS Force 
Commander Aprezi nor AU Acting Head of Mission Monique 
Mukaruliza responded to these suggestions. 


3. (C) Minawi lamented that the international community, 
including the AU, did not appreciate the complexity of the 
situation in Graida and the interest that other groups had in 
undermining SLM control in the area. He recalled that the 
SLM had forced the JEM out of Graida after the signing of the 
DPA and that the JEM/Peace Wing was now attempting to occupy 
Graida because it was the birthplace of its leader, Abu 

Risha. Minawi also said that South Darfur Wali Al Haj Attal 
Manan was using Arab militias to gain control of the area in 
order to earn money off infrastructure projects, as the water 
supply for Nyala originated in Graida. 


4. (C) Referring to recent reports of fighting between the 

SLM and the Maalia tribe in South Darfur, Minawi explained 
that the conflict in fact involved two tribes from Kordofan 

-- one of which was a small offshoot of the Maalia -- that 

the Sudanese government had armed and sent into 
Zaghawa-majority areas over the last four months. Minawi had 
protested to President Bashir, Vice President Ali Osman Taha, 
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Minister of Defense Abdulrahim Mohammed Hussein, South Darfur 
Wali Manan, and the Sudanese Armed Forces (SAF) commander in 
Nyala since late December, all to no avail. 


5. (C) The most recent incident occurred in Mutawrit -- a 

mixed Zaghawa-Rizeigat area -- where Arab militias had burned 
the village and destroyed the waterpoint. According to 

Minawi, the Government had built a new waterpoint within days 
for the Arab militia who had taken up residence. Despite 
conducting an investigation, the AMIS contingent in 
Muhajerriya neglected to issue a report. Lacking other 
recourse, the SLM re-took the village by force on March 14 in 
an effort to restore the traditional tribal balance. Minawi 
claimed that the Arabs killed in the counter-attack were 
wearing government-issued uniforms and had Popular Defense 
Forces (PDF) identification cards on their bodies. Poloff 
suggested that the SLM utilize the Cease-fire Commission 
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(CFC) to address these charges, an idea that Minawi welcomed 
and said he would discuss with the SLM CFC representative. 


6. (C) Minawi detailed a two-party strategy to bolster SLM\'s 
position with the government in the coming weeks. He said 
that the AU would soon call a meeting of international donors 

to address the SLM\'s February 10 request for the 
establishment of the Logistical Coordination Commission (LCC) 
stipulated in the DPA. The SLM leadership proposed that it 
hold bilateral consultations with key donors, including the 

USG, the UK, the EU, the Netherlands, and Norway, prior to 
this meeting. Poloff reminded Minawi of the long-standing 

U.S. prohibition against the provision of aid to combatants 

but said that the USG was examining mechanisms to strengthen 
the DPA signatories. 


7. (C) Minawi expressed his concern that the National 

Congress Party (NCP) would soon move to appoint NCP-coopted 
members to the Security Arrangements Commission as part of 
its strategy to limit the effectiveness the Transitional 

Darfur Regional Authority (TDRA). The SLM\'s strategy is to 
pre-empt the NCP\'s move by calling for the creation of the 
Security Assessment Team (SAT) at the next Joint Commission 
meeting. According to the DPA, the SAT should be chaired by 

a foreign general. The SLM suggested that the international 
community support a USG candidate for this post. While 
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recognizing that the Government would never accept a U.S. 
general, the SLM believes that beginning with a hammer" will 
force the NCP ultimately to agree to a suitable candidate, 

likely from Canada or Norway, who can work to counter-balance 
the Security Commission if necessary. 


8. (C) Minawi and his advisors predicted that U.S. sanctions 
against JEM leader Khalil Ibrahim would have a positive 

effect on the Darfur peace process as international 
condemnation of Ibrahim would lead Chad to \"drop him." 
Though Minawi denied that Deby gave financial support to JEM 
-- which all comes from Turabi, Eritrea, and Iran!" -- 
sanctions would give Chad political cover for deporting him. 
Minawi stated that President Deby now saw an opportunity, 
with Libyan facilitation, to defuse bilateral tensions with 

Sudan and would not want the rebel movements to hinder this 
process. Libyan internal security chief Abdullah Sanoussi 

had told Minawi in Tripoli that President Qadhafi had given 
Deby an ultimatum: unify the Darfur rebels groups and push 
them to negotiation with Sudan. In turn, Libya would mediate 
between NVdjamena and Khartoum to shore up Deby\'s regime. 


9. (C) Without expressing any personal rancor, Minawi 
predicted former SLM Humanitarian Affairs Coordinator 
Suleiman Jamous would draw the political and military support 
of Darfur field commanders from Sudan Federal Democratic 
Alliance (SFDA) leader Sharif Harir, SFDA leader Ahmed 

Diraij, SLM leader Abdulwahid Al Nur, and SLM Ahmed 
Abdulshafi toward Ibrahim\'s JEM if he were released from a UN 
field hospital in South Kordofan (Ref. B). Noting that 

Jamous rejects the DPA, Minawi emphasized that the Sudanese 
government would never allow his release because of his close 
ties to Popular Congress Party (PCP) leader Hassan Al Turabi 
and Ibrahim. 


10. (C) Minawi suggested that the USG could play a role in 
lessening Chad-Sudan tensions by facilitating negotiations 
between Deby and the Chadian opposition. In the event that 
Qadhafi could broker a rapprochement between Sudan and Chad, 
Minawi said Chad could pull back the Sudanese opposition. 
However, Sudan would be unable to disarm Chadian rebels 
operating from its territory, which would involve 

international mediation. 


11. (U) Tripoli minimize considered. 
POWERS 
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1. EconPolOff delivered reftel demarche on March 15 to Peter 
Huber, the Austrian MFA\'s DAS-level Deputy Director for 
International Organizations. Huber said that the points we 
made were valuable and worthy of rethinking. Specifically, 
Huber mentioned that in regard to the issue of the Office of 
Counsel, for instance, the GoA had previously discussed this 
matter and would strongly support the USG position on this 
particular issue. He promised to forward the points to the 
Fifth and Sixth Committee experts and the MFA Staff 
Association in Vienna for further review. 

McCaw 


100769 

OO RUEHWEB 

DE RUEHBE #0179 0751436 

ZNR UUUUU ZZH 

O 161436Z MAR 07 

FM AMEMBASSY BELMOPAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0340 
INFO RUEHGT/AMEMBASSY GUATEMALA 0027 


SIPDIS 
SIPDIS 


DEPT FOR DS/IP/WHA, DS/DSS/ITA, DS/DSS/OSAC, 
DEPT FOR CA/OCS, WHA/CEN - Jason Mack 


Column 3 
GUATEMALA FOR RSO 


E.O. 12958: N/A 
TAGS: ASEC, PGOV, ELAB, BH 
SUBJECT: BELMOPAN: PLANNED PROTESTS AND STRIKE SCHDULED 


REF: 05 Belize 55 


1. (SBU) SUMMARY: Belize\'s national unions have planned a protest 
at the Belize National Assembly this morning, March 16, 2007, during 
scheduled budget debates. Radio announcements last night stated the 
nationwide strikes that had been discussed would also commence. 
While the size of the protest is not known and should not be 

violent, it is of concern because the last protest of this type in 

2005 turned violent (REFTEL). The Embassy is now located in 
Belmopan, approximately 1 km from the planned protest site. In 
planning for the contingency of the protest turning violent and/or 
moving toward the Embassy, Mission members and families have been 
instructed as to precautions and phased reactions. END SUMMARY. 


2. (U) The strikes and protests have been threatened for some time, 
and stem from the firing of Belize Telephone Limited (BTL) 

employees, and then the union representative. Various unions\' 

issues have mushroomed to the current condition Utility strikes 

will interrupt telephone traffic; the impact of other utility 

strikes will depend on the length of time: the effect of short term 

strikes could be mitigated by Embassy and Housing Compound backup 
generators, fuel and water reserves. 


3. (U) The last time a protest turned violent was in Belmopan; 

since the Embassy\'s recent move to Belmopan, today\'s event is more a 
security concern. While the likelihood of violence is low, as is 

the chance of the protest moving the approximate 1 km to the 

Embassy, planning for the possibility began as soon as the protest 

was announced. 


3. (SBU) A previous potential protest prompted a Security Notice, as 
has the one scheduled for today. The increased likelihood of 

today\'s protest combined with announced strikes prompted reaction 
plans being briefed to Surveillance Detection and Local Guards, and 
family members being briefed. The protest will be monitored, and if 
movement towards the Embassy or Housing Compound begins, staged 
reactions will occur. All actions will be coordinated with local 

police. The contracted local guard force has been briefed on their 
required actions. 


4. (U) POC is RSO Patrick Harms at 011-501-822-4011 ext 4007. 


DIETER 
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SIPDIS 
SIPDIS 


DEPT FOR EUR/SCE - HOH, SAINZ, BALIAN; NEA/MAG - GAVITO; 
PM/RSAT - DOWLEY, ARCHETTO, STAFFORD, ROBINSON; 
ISN/CATR - KESSLER, WONG 

TRIPOLI FOR HARRIS 


E.O. 12958: DECL: 03/15/2017 

TAGS: PARM, ETTC, PREL, LY, HR, ARMS CONTROL 

SUBJECT: LIBYA: GOC SEEKS ADVICE ON CONVENTIONAL ARMS 
SALES, TANK UPGRADES 


Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 
1. (U) THIS IS AN ACTION REQUEST. Please see para 7. 


2. (C) SUMMARY AND COMMENT: Agency Alan, the MoD\'s arms 
marketing agency, has unofficially approached Post seeking 
guidance on conventional arms sales to Libya. Alan General 
Manager Ivan Nekic told PolOff February 28 that he believes 
the Libyan military is interested in purchasing 
Croatian-produced HS-series pistols and RBG-6 40mm grenade 
launchers as well as a package of T-72 tank upgrades. Nekic 
said he would not proceed without the USG\'s \"green light" and 
was willing to limit the T-72 upgrade package as we saw fit 

(a complete list of possible upgrades follows at para 5). He 
noted that Russia and Belarus are also interested in 

upgrading Libya\'s T-72 fleet, estimated by Nekic at as many 

as 2,000 tanks. Unlike these competitors, he stressed, 

Agency Alan would fully disclose to the USG the capabilities 

of all items/upgrades sold to Libya. 


3. (C) Nekic is a constructive contact and has opened a frank 
dialogue with Post. With the US as his major customer, he 
wants to ensure he does not violate U.S. arms trade policy 
and has offered to clear every sale with us. 

In return, he hopes the USG will understand the value of the 
information he can share about his sales and not limit his 
customers unnecessarily. END SUMMARY AND COMMENT. 
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T-72 UPGRADES INCLUDE FIRE CONTROL, COMMUNICATIONS, ARMOR 


4. (U) HS-series pistols are manufactured by Croatia\'s \'HS 
Produkt\" and are available in the U.S. under the XD brand of 
Springfield, Inc. They are manufactured in 9mm, 40 S&W, and 
357 SIG, and are designed for police and military use. RBG-6 
grenade launchers fire a rotary magazine of six 40mm grenades 
(available through Alan in HE fragmentation, HEDP, Smoke, 
Incendiary, and Tear Gas) to a maximum effective range of 375 
meters. 


5. (C) Croatia,s Djuro Djakovic, a manufacturer of armored 
vehicles including M-84 tanks, would perform all T-72 
upgrades, according to Nekic. According to a list provided 
to PolOff March 16, the complete upgrade package includes 
(M-84 designations): 

- Fire control system (EFCS3 M84D) 

- Thermal Stabilized Gunner\'s Sight (TSGS 84D) 

- Commander Take-over System (ComTOS) 

- Electric Drives of Turret and Gun 

- Remote-Controlled Weapon Station (12.7mm - RCWS 12.7) 
- Communication System (ITT SINCGARS RT-1702E(V) ) 
- Intercom (SOTAS-M2) 

- Power train (engine and rel equip - V-46-TK/Bl 1.000 HP) 
- Engine and Transmission Protection System 

- Tracks (DIEHL 8401) 

- Drivers Panel (Hull Management System - RPV-D) 

- Firefighting System (SZ-D) 

- NC Detector (RAID-XP) 

- Mine-protected Driver Seat 

- Explosive Reactive Armor - ERA (RRAK) 

- Additional Ballistic Protection (\"Slat\") 

- Laser Warning System (LIRD-3A) 

- Battlefield Management System (BMS-84D) 

- Air-Conditioning System 

- MIL Batteries and Battery Charger 

- Training and Live-Fire Monitoring System (SONG-84) 


6. (C) Nekic also told PolOff he had been given USG clearance 
in early 2006 to sell military patrol ships to the GoL 

without weapons systems, as well as telecommunications and 
training equipment. He has not moved forward on these sales, 
hoping USG relations with Libya would improve and result in 
clearance for the larger tank package. 


7. (C) ACTION REQUEST: Post requests guidance by 02 April in 
responding to Nekic\'s inquiry regarding current USG views on 
conventional arms sales to Libya. Post would be grateful for 

a specific assessment of which tank upgrades the USG would 


Column 3 
find acceptable. 


8. Tripoli minimize considered. 
BRADTKE 
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SIPDIS 

DEPARTMENT FOR PM/DTCC - BLUE LANTERN COORDINATOR 
SENSITIVE 

SIPDIS 


E.O. 12958: N/A 

TAGS: KOMC, ETTC, GM 

SUBJECT: Blue Lantern Level 3: Post-Shipment End-Use Check Completed 
for Licenses 05-982891 and 05-984718 


Ref: State 008503 
Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Consulate Pol-Econ officer visited Roeder Praezision, 
located in Egelsbach (near Frankfurt) on March 1 to conduct a Blue 
Lantern post-shipment verification check for licenses 05-982891 and 
05-984718. P-E officer met at length with General Manager Oliver 
Baer and Defense/Public Contracts Manager Manfred Becker, touring 
the facility including storage/factory areas. Roeder is a 

long-standing contractor for the German Airforce (Luftwaffe), 
importing F-4 parts for use in assembling and overhauling aircraft 
brakes and landing gear. In addition, the Embassy obtained a copy 
of the relevant purchase orders from the German Airforce. NOTE: the 
German Airforce is phasing out the F-4 Phantom, so these may be 
Roeder\'s final orders of this kind. END NOTE. 


2. (SBU) In business since 1922, Roeder is a mid-sized stock company 
whose shares are closely held by the Roeder family. In addition to 

its work for the German Airforce, Roeder provides service and sales 
for small aircraft (as the largest Cessna dealer in Europe) and to 
commercial airliners (parts only). Roeder frequently encounters 
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export control restrictions in its civilian aircraft business (for 

instance, prohibitions on re-exporting Boeing parts to Iran). 

Roeder also operates a German Airforce parts depot on its site 
(\"Bundeseigenelager\") but that depot is separate from Roeder\'s other 
business (and was not used for these orders). 


3. (SBU) Becker confirmed that the two F-4 brake part orders had 
arrived and were currently in use at Roeder (for ongoing 
assembly/service to German Airforce aircraft). Roeder has a 
long-standing partnership with Yonir (the US exporter) and is 
familiar with U.S. export control regulations. Roeder makes end-use 
certifications but relies on Yonir to secure the relevant export 
licenses. The relevant parts are generally delivered via UPS and 
come into Roeder\'s storehouse, but later spend considerable time on 
the factory floor. NOTE: Roeder has a proprietary method for 
re-building F-4 brakes to German Airforce specifications, requiring 
extensive processing. 


4. (SBU) P-E Officer toured Roeder\'s facilities and confirmed that 
parts are kept under generally secure circumstances: vehicle and 
personnel access to the compound is controlled via contract guards, 
and warehouse access is controlled. Roeder does not protect its F-4 
brake assembly area separately from its other factory floor/overall 
security arrangements. Roeder officials showed ongoing construction 
in its security facilities (the new factory entrance had been opened 

a month earlier) and expressed that it is upgrading overall 

security. 


5. (SBU) Roeder management said they would appreciate simplified 
access to U.S. control lists and that much of their information 

comes from German\'s export control authority (BAFA). P-E Officer 
gave Roeder a copy of DTCC\'s model compliance program for exporters 
as an example of improving overall capabilities in this area. 


6. This message was coordinated with Embassy Berlin. 
POWELL 
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STATE FOR: PRM/A; DHS FOR BICS HEADQUARTER; CAIRO FOR 
REFCOORD; AMMAN FOR REFCOORD AND CONSULAR 


E.O. 12958: DECL: 03/16/2017 

TAGS: IZ, PHUM, PREF 

SUBJECT: US REFUGEE ADMISSIONS PROGRAM REFERRAL FOR LOCALLY 
EMPLOYED STAFF EVEREST AL-BARAZANCHI KAREEM MOHAMMAD AMIN 


REF: STATE 16383 


1. Embassy Baghdad would like to refer the following locally 
employed staff to the U.S. Refugee Admissions Program (USRAP) 


2. (SBU) 
Principal applicant (PA): 


Name: Everest Albarazanchi (A.k.A. Everest Kareem Mohammad 
Amin) 

DOB: November 27, 1974 (Iraqi Passport states in error 
November 17) 

POB: Basra 

Gender: Female 

Marital Status: Single 


Household Members 


Name: Afrodite Kareem Mohammad Amin 
DOB: July 24, 1966 

POB: Baghdad 

Gender: Female 

Marital Status: Single 

Relationship: Sister 


Name: Tara Kareem Mohammad Amin 
DOB: Aug 12 1972 

POB: Baghdad 

Gender: Female 

Marital Status: Single 

Relationship: Sister 


Name: Schwan Kareen Mohammad Amin 
DOB: July 27, 1968 

POB: Baghdad 

Gender: Male 

Marital Status: Married (Separated) 
Relationship: Brother 


Name: Kareem Mohammad Amin Ahmed 
DOB: July 1, 1933 
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POB: Sulaymaniyah 
Gender: Male 

Marital Status: Married 
Relationship: Father 


Name: Nasreen Zainal-Deen Najim al Deen Al-Naqshabandi 
DOB: July 1, 1936 

POB Sulaymaniyah 

Gender: Female 

Marital Status: Married 

Relationship: Mother 


Name: Thuraya Ahmed Abdullah Abdul Rahman 
DOB: July 1, 1952 

POB: Sulaymaniyah 

Gender: Female 

Marital Status: Married 

Relationship: Cousin, caregiver 


3. (SBU) Description of persecution claim, as reported by 
Everest and her American Supervisor: Everest has worked as a 
visa assistant in the Consular Section since June 2005, where 
she has met Iraqi officials and members of the Iraqi public 
everyday. Prior to that she worked for Kellog Brown and Root 
inside the IZ from 2003. Although she has never lived in 
Kurdistan she is a Sunni Kurd living in a mixed neighborhood 
in Baghdad. Her household includes her father, mother, two 
sisters (who both work in the 1Z), and a 48 year old woman 
she refers to as her cousin. Her 38 year old brother works 

for the Iraq Minitry of Defense. Her mother, older middle 
sister and brother all went to Jordan in late 2006 after a 
neighbor recognized the brother as working at the Ministry of 
Defense and two of the brothers coworkers were shot and 
killed. After Everest\'s coworker was injured in a 
car-bombing, she temporarily moved in with her uncle in the 
IZ but cannot stay there permanently. She, her father, 

sister and cousin will all depart permanently for Jordan on 
March 19 where they will meet with the UNHCR on March 22. 
The entire family depends on the income that the daughters 
receive. In Jordan, they will depend on the income of the 
middle daughter who is working for her Iraqi company by 
email. 


4. (SBU) Everest has been one of the best employees of the 
Consular Section. She now fears for her own life and her 
family\'s life is anyone learns that she works for the U.S. 
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Embassy. After Iraqis have seen her face at the Consular 
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window for the past two years, she has to hide from the 
public in Baghdad for fear that someone will recognize her. 
Her fears were compounded when a neighbor recognized her 
brother from the Minstry of Defense and her sister as working 
at the MNF\'s Project Contracting Office. She has brought 
everything she has related to her job into the office, for 

fear that someone might search their house and discover the 
connection. She is not sure what the price is now, but in 
recent months the JAM in her neighborhood was offering USD 
5,000 to anyone who would tell them the identity of any U.S. 
Embassy worker. 


5. (SBU) She has never lived in Kurdistan but many of her 
family members were killed there by poison gas under Saddam. 
They do still have relatives there but Everest believes that 

there is still a strong danger of war and insurgency in 

Kurdistan. She is afraid that Kurdistan will try to break 

off from the rest of Iraq. She said that she has known war 

all her life and doesn\'t want to go anywhere, including 

Syria, where she will have to live in war again. 


6. (SBU) Everest\'s case was brought before the Embassy 

Refugee Committee on March 15 an the committee found her case 

to be credible and to warrant referral to the USRAP. Class 
namechecks have been conducted on Everest and her household 
members. The female members of the family has no close hits. 

The two males have common names (Mohammad Ahmed and Karim 
Mohammad) and will have to be cleared in Washington. 


7. (SBU) Applicant should not be requiring financial support 
while the case is being processed. 


SPECKHARD 
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DEPARTMENT FOR EB/CIP/MA (GIBBS), EB/CBA (MERMOUD), EUR/RUS (GUHA), 
OES/STAS (DR. ATKINSON), OES/STC (DAUGHARTY), EUR/ACE (YOUTH) 


COMMERCE FOR UNDERSECRETARY CRESANTI AND (BISNIS) ELLEN HOUSE 


E.O. 12958: N/A 
TAGS: TSPL, ECON, EINT, ETRD, TNGD, RS 
SUBJECT: DUBNA: HIGH HOPES FOR SPECIAL ECONOMIC ZONE 


1. (SBU) SUMMARY: EST and ECON officers March 1 visited the Special 
Economic Zone (SEZ) in Dubna, home of the Joint Institute for 

Nuclear Research (JINR). According to SEZ and JINR representatives, 
government sources will spend $300 million over five years creating 

the infrastructure for the SEZ, and administrators hope Russian and 
foreign investors will contribute $2.8 billion. This is an 

ambitious effort to develop and commercialize innovation technology, 

and Dubna is hoping to capitalize on its history as a science city 

to attract investors. END SUMMARY 


2. (U) On March 1 ESToff and ECONoffs visited the Special Economic 
Zone located in Dubna, site of the JINR. We met with Alexander Rats, 
head of the Agency for Management of Special Economic Zones for the 
Moscow Region; Aleksey Sissakian, Director of JINR; and Sergey 
Dobromyslov, head of the Dubna University Department of Innovation 
and Information Technology. In 2005 the GOR created Special 
Economic Zones (SEZ) entitled to customs and VAT exemptions for 
imported materials and to tax advantages, including five-year 
exemptions from or reductions in local property and profits taxes. 

Six SEZ with differing specialties, out of 30 regions applying for 
designation, were selected in a competitive process. The Dubna SEZ 
is dedicated to nuclear-physics technologies and information 
technologies. 


3. (U) JINR was established in 1956 as an international scientific 
center for basic research in particle and nuclear physics. It 

currently employs about 1,000 scientists and 2,000 engineers and 
technicians. (NOTE: Located at the confluence of the Volga River 
and the Moscow Canal, Dubna is an energy and transportation hub, as 
well as ascience center. An aircraft design and manufacturing 

plant was created in Dubna in 1937. The 105th element in the Table 
of Elements is dubnium, named after the institute where it was first 
discovered in 1967. END NOTE) Our meeting took place at the 
International University of Nature, Society and Man, which was 
founded under the leadership of JINR in 1994. The university 
building and plant are an impressive array of modern facilities, 

unlike many Russian higher education structures which show their 
decades of use and decay under Soviet rule. 


4. (U) Rats told us that the impetus for founding the university was 
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to take advantage of the critical mass of scientists and researchers 
at JINR. Of a population of 67,000 in Dubna, about 13,000 have 
university degrees, including over 1,000 doctors of science. The 
university has 6,000 students pursuing degrees in 38 separate fields 
(called \"faculties\" in Russia), with almost 2,000 studying 
information and computer technologies. Rats noted that Dubna 
residents are computer-literate, and they have access to more than 
5,000 computers for work and studies. One of the key goals of the 
Putin administration is to increase the availability of computer 
access to schools and regional populations. The SEZ representatives 
told us that seventy per cent of the student body comes from other 
regions of Russia. After completion of their studies, fifty-four 

per cent of graduates find work in Dubna. 


5. (U) According to Rats, the Agency for Management of Special 
Economic Zones has budgeted $300 million for construction of 
infrastructure in the Dubna SEZ over the next five years. Of the 
total, 70 percent will come from the federal government and 30 
percent from regional and local authorities. The agency is counting 
on private investors to contribute seventy-five billion rubles 
(approximately $2.8 billion). 


6. (U) One of the first residents of the SEZ is Luxoft-Dubna, an 

offshore programming and IT outsourcing company. [COMMENT: EST off 
visited the Luxoft facilities in Moscow in September with EEB 

Special Representative Frank Mermoud and observed their extensive 
facilities and bold management. Their chief operating officer 

outlined his ambitious and so-far successful efforts to position the 
company as an alternative outsource for more sophisticated IT work 
than is currently performed in such locations as Bangalore. END 
COMMENT) Another resident is Dubna Sistema Managing Company, a 
subsidiary of AFK-Sistema, which specializes in plasma technology 
and implements nanotechnology in new materials production. Rats 
said there are now six Russian companies approved for resident 

status and another six have filed registration papers for the Dubna 
SEZ. Incipient construction, mostly of roads, is currently underway 

on the site; as we observed, construction season includes winter in 
Russia. 


7. (U) The directors of the Dubna SEZ have impressive credentials. 

Aleksey Norairovich Sissakian is the Director of the JINR and the 
Bogoliubov Laboratory of Theoretical Physics, and a Professor at 

Moscow State University. A Corresponding Member of the Russian 
Academy of Sciences and a Member of the European Academy of Sciences 


MOSCOW 00001148 002 OF 002 
in Brussels, Sissakian is the author of 350 scientific papers and is 


credited with three inventions. He is a modern Renaissance man, 
having also published five volumes of poetry. Sergey Nikolaevich 
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Dobromyslov holds the chair of Sustainable Development of 
Innovations at the Dubna University. In the 1990s, he worked in the 
United States for Lockheed Martin in its heavy satellites program. 
He has also worked on the Entelsat communications satellite project 
with the European Space Agency. 


8. (SBU) COMMENT: The Dubna SEZ has attracted a great wealth of 
scientific knowledge and practical management experience to the 
project. In addition, there is a substantial commitment of funds by 
federal and local authorities to local infrastructure development. 
Arrayed against this is the failure of the earlier program of Free 
Economic Zones, which collapsed in corruption, inadequate 
development and outright tax fraud. The new managers express 
determination to learn from previous mistakes and to commit the 
necessary financial and human resources. They are hopeful that the 
special advantages of the JINR and the scientific environment will 
help make the Dubna SEZ attractive to investors and a model for the 
future development of innovation technology. 


BURNS 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, PTER, LE 
SUBJECT: LEBANON: DEMARCHE ON UN REFORM 


REF: STATE 31831 


Polchief passed reftel demarche points to Oussama Khacchab, 
Americas Desk Officer at the Ministry of Foreign Affairs. 
Khacchab promised to deliver the points to the appropriate 
officials at the MFA and the Lebanese UN Mission in New York. 
FELTMAN 
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E.O. 12958: DECL: 03/15/2017 

TAGS: ECON, EFIN, PGOV, PREL, LE 

SUBJECT: LEBANON: FINANCE MINISTER CONCERNED ABOUT GOL 
FINANCES AND ECONOMIC STAGNATION, OPTIMISTIC ABOUT REFORM 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1.(C) Finance Minister Jihad Azour reported to us that none 
of the money pledged at Paris Ill has yet arrived, and 
Lebanon\'s short term financial situation is difficult but 

still manageable. The real problem is that continued 

political uncertainty is derailing Lebanon\'s anticipated 

cycle of economic growth, debt reduction, and improved 
government services. The Minister downplayed recent friction 
between the MOF and Banque du Liban (BDL), in reassuring the 
Ambassador that the BDL is helping the Ministry of Finance 
(MOF) through its cash crunch. Azour was confident that the 
GOL can pursue several areas of its reform program, despite 
the political stalemate, through cabinet and ministerial 

action. End Summary. 


PARIS III PLEDGES HAVE NOT ARRIVED 


2. (C) Although none of the money pledged at Paris Ill has 

yet arrived, Finance Minister Azour told the Ambassador and 
Econoff on March 14 that the United Arab Emirates has signed 
an MOU for a USD 300 million, 20-year loan due to arrive in 
April. The Saudi USD 100 million grant is also expected to 
come through in April. Other donors are sending delegations 
to Lebanon: two World Bank teams focused on aid to the 
electricity sector and supporting the social safety net; a 

French mission explained that they cannot disburse their aid 
until the French parliament meets in July; and the Kuwaitis 
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have promised to disburse the USD 300 million they pledged at 
Stockholm as soon as they form a new cabinet. The GOL is 
negotiating with other donors to convert some of their 

offered project aid into debt reduction loans, since Lebanon 
already has more projects in the pipeline than it can absorb. 
The Islamic Development Fund is considering shifting some of 
its USD 250 million in project pledges to budget support. 


3. (C) The Ministry of Finance (MOF) still has not received 

a clear message from the commercial banks on their expected, 
but unspecified, contribution and will ask the Banque du 

Liban (BDL, LebanonWs central bank) to finalize the plan. 
Azour said that in light of increased bank profits in 2006, 
minimal bank losses from the Israeli-Hizballah War, and BDL 
schemes to help the banks write off losses, the banks should 
volunteer to help reduce the debt. He intends to ask the BDL 
to pressure them to do so. 


FINANCIAL SITUATION CRITICAL... 


4. (C) The financial situation is not good and becoming more 
difficult, Azour told us; short term cash flows are a severe 

but manageable concern. The cash flow problem stems from 
expensive Electricite du Liban (EDL) fuel purchases, which 
drove up MOF borrowing by USD 1.9 billion over the last two 
years. Resigned Minister of Energy and Water Fneish did not 
substantially reform EDL, and the management problems at EDL 
go back at least 10 years. 


-BUT THE ECONOMY IS THE REAL CONCERN 


5. (C) The real problem is that sectarian tension and 

political uncertainty have prevented Lebanon from benefiting 
from a post-Paris III boost in growth or confidence, and are 

still preventing Lebanon\'s anticipated economic cycle of 
growth, debt reduction, and improved government services. 
French technical advisors believe the economy contracted by 3 
percent in the first quarter compared to the exceptionally 
strong performance in the first quarter of 2006. The quick 
post-July business recovery had led the GOL to expect, and to 
build its scenarios on, strong 2007 growth. With the 

political situation \"gloomy, with no light at the end of the 
tunnel" market demand for Eurobonds has stagnated and the 
GOL is coming close to exhausting its legislatively limited 
borrowing allowance. Even so, there is still no pressure on 

the Lebanese pound. On a positive note, the Prime Minister 
and Cabinet are concerned, meeting frequently to talk about 
economic issues, and pushing back against politicians who ask 
for increased spending and reform delays. 
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6. (C) Thus far the dire situation has not caused panic, and 
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the economy has not seen deposit outflows or unusually high 
currency conversions. The largest tranche of maturing debt 
for the year was dealt with in February. Ifthe GOL can 
control its spending and EDL can stem its losses, the 
government\'s financial situation will remain less than ideal 
but not completely off track. Fortunately, the political 
opposition\'s leaders do not yet recognize the GOL\'s financial 
vulnerability, but even if they did they wouldn\'t know how to 
take advantage of that vulnerability. Even commercial 
bankers sympathetic to the opposition would not let them 
exploit the tenuous state of the GOL\'s finances, Azour told 
us. 


7.(C) The political situation makes it impossible for the 

MOF to use an IMF program to pressure domestic opponents of 
reform. The opposition would say that Lebanon is losing its 
sovereignty if the GOL tried to use IMF commitments to 
justify reforms. The GOL has thus far been silent about the 
economic contraction out of fear the downturn could further 
affect market confidence. Nevertheless, March 14 should flag 
this as a consequence of the opposition\'s actions, Azour 
said. The same economic developments are decreasing the 
opposition\'s popularity and that of General Aoun in 

particular. 


FINANCE MINISTRY AND 
CENTRAL BANK COOPERATING 


8. (C) The Minister downplayed recent friction between the 
MOF and BDL, which emboffs observed in late February as a USD 
1 billion tranche of Eurobonds came due. The BDL paid off 
the entire tranche, Azour clarified for us, and took on the 

USD 550 million in what had been market-held debt in addition 
to the USD 450 million it was already holding. In return, 

the MOF promised to pay the BDL with a new USD 1 billion 
Eurobond issue, which two commercial banks are already 
preparing. The absorption of USD 560 million in market debt 
means the MOF can be permitted another issuance, despite its 
need for parliamentary approval to exceed its current debt 
ceiling. The political situation is contributing to low 

market confidence, Azour told us, and the investment banks 
say rumors that the GOL will increase its debt are already 
affecting expected bond prices. That new USD 1 billion in 
conjunction with the at least USD 400 expected to arrive from 
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Saudi Arabia and the Emirates over the next few months should 
cover Lebanon\'s borrowing needs for the year, Azour assessed. 


9. (C) The BDL has not transferred USD 1.5 billion in 

profits on gold owed to the MOF for three years, and the two 
organizations are working to clear up the BDL balance sheet, 
Azour explained. To avoid inflation, the MOF will not spend 
the money but will use it to retire debt held by the BDL. If 
gold prices drop, Azour noted, the GOL would be obligated to 
recapitalize the BDL. In addition, the MOF is a net borrower 
from the BDL of about USD 500 million. 


10. (C) The IMF has insisted that the BDL disclose its net 
reserves to the IMF, but agreed that it would not let that 
information leak to the market in order to avoid speculation 

on the Lebanese pound. The IMF and the BDL may still be 
debating how those net reserves will be calculated. There is 
no major difference between the MOF and BDL on Lebanon\'s 
economic reform program, Azour told us, although the BDL has 
specific concerns about disclosure. Both want a program that 
is good for Lebanon\'s long term prospects. Azour believed 
that the IMF will gradually introduce more discipline, and 
Lebanon\'s financial culture will adjust to this. \"The 

perfect is the enemy of the good,\" Azour reminded us, and 
said that the IMF must present a proposal that is realistic 
given the political situation. 


REFORM PROCEEDING 


11. (C) Azour was confident that the GOL can pursue several 
areas of its reform program despite the political stalemate, 
and has built a small buffer into the IMF\'s benchmarks 
without reneging on the GOL\'s commitments. The cabinet is 
still engaged, and those reforms that involve an improvement 
in management, such as social security and power sector 
reform, are still possible. \"This is a lost time in 

politics, so we are better off focusing on economics,\" Azour 
suggested. In fact, there may be fewer politically-motivated 
objections, as many figures are distracted by the political 
stalemate. 
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12. (C) To boost Lebanon\'s weak capacity and track record on 
implementation, the GOL is using a new Booz Allen Project 
Management Office (BAPMO) to monitor and support 
implementation of the reform program. With a monitoring 
system in place, it will be hard for any ministry to justify 


Column 3 

its failure to live up to its commitments. There are many 
preparations for reform -- in particular telecom and power 
reform -- that can be accomplished without action by 
parliament, that is, they can be done through cabinet or 
ministerial decrees. The Cabinet met three times this past 
week to discuss reform plans. (Note: In a separate meeting 
on March 13, Ministry of Economy and Trade officials told us 
that the cabinet is now meeting frequently, discussing many 
issues, and focusing on economic reform. End Note.) In 
fact, Azour told us, an International Finance Corporation 
(IFC) official recently witnessed the GOLY's first approval 

for an independent power producer. 


13. (C) The International Monetary Fund (IMF) team now in 
Lebanon is expected to conclude negotiations this week. The 
team is further expected to give the final staff approval to 

the program proposal early next week before taking that 
proposal to the IMF board. Azour said he was certain that 
the IMF board and its Middle East Department will support the 
program, but admitted that the policy review and financial 
departments are less comfortable committing themselves to a 
program for Lebanon. Negotiations have not been especially 
difficult, from Azour\'s perspective, and he received cabinet 
approval for the broad lines of what is under negotiation. 

The \"monitorable actions or benchmarks in the program are a 
selective set derived from the Paris Ill paper. (Note: A 

MOET advisor in a separate meeting told us that the Emergency 
Post-Conflict Assistance will give Lebanon access to 25 
percent of its quota immediately upon signing, rather than 
disbursing in tranches as various benchmarks are met. He 
also believes BDL negotiations specifically and GOL 
negotiations generally with the IMF are essentially complete, 
except for some \"nitty-gritty technical details.\" End Note.) 
FELTMAN 
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SUMMARY 


1. At his March 16 press conference immediately following 
conclusion of the National People\'s Congress (NPC), Premier 
Wen Jiabao made the following key points: 


-- China\'s anti-satellite (ASAT) test was neither aimed at 
nor threatened any country and did not violate any 
international treaties. The PRC\'s position in support of the 
peaceful use of, and opposition to an arms race in, space 
remains unchanged. 


-- China\'s security policy is defensive in nature. The PRC 
is committed to the path of peaceful development and 
maintains a limited military to safeguard China\'s security, 
independence and sovereignty. 


-- If Prime Minister Abe\'s visit to China last October was an 
\"ice-breaker,\" Premier Wen hopes his visit to Japan in April 
will be an \"ice-melter.\" During the visit, consensus will be 
reached on establishing strategic and mutually beneficial 
relations. The PRC sympathizes with the Japanese abduction 
issue but believes it is an issue between Japan and North 
Korea. 


-- The \"door is always open\" to dialogue with the Dalai Lama, 
as long as he recognizes that Tibet, and Taiwan, are 
inalienable parts of China\'s territory and abandons his 
separatist activities. 


-- The PRC firmly opposes Taiwan secessionist activities of 
any form, such as promoting \"de jure\" independence. 


-- Democracy, the rule of law, freedom, human rights, 
equality and fraternity are not peculiar to capitalism but 

are common values of mankind. China will promote political 
system reform and build democracy in its own way, according 
to its unique national conditions. 


Comment: Some 700 journalists attended the Premier\'s 
standing-room-only press conference. Wen broke little new 
ground but answered questions for nearly two hours, coming 
across as warm, open and well-briefed on a range of issues, 
including hard questions on democracy, the Dalai Lama and 
China\'s military spending. END SUMMARY AND COMMENT. 


Closing the NPC: Focus on the People 
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2. At his press conference immediately following the 

conclusion of the NPC, Premier Wen began by thanking citizens 
across China for their attention to the \"Two Meetings!" (the 
National People\'s Congress (NPC) and Chinese People\'s 
Political Consultative Conference (CPPCC)), especially the 
more than 10,000 questions posed by \"netizens\" to the Premier 
online. The Premier said he took time to read and consider 
some of the questions raised in these online forums. Over 

the past four years, the government has learned that all 

power of the government is given by the people and all power 
belongs to the people; everything it does must be for the 
people, it must rely on the people and must attribute all 
achievements to the people. 


ASAT Test, Military Buildup: Not a Threat 


3. Asked to respond to the seeming contradiction between 
China\'s anti-satellite (ASAT) test and increased military 
expenditures with China\'s self-expressed peaceful rise and 
development, Premier Wen said the test was neither aimed at 
nor threatened any country and did not violate any 

international treaties. The PRC\'s position in support of the 
peaceful use of, and opposition to an arms race in, space 
remains unchanged. He called on relevant countries to sign 
an agreement on the peaceful use of space at an early date. 
China\'s security policy is defensive in nature. Because of 

its geographic position and painful historical experience, 

the PRC is committed to the path of peaceful development and 
maintains a limited military to safeguard security, 
independence and sovereignty. On this matter, China has been 
completely transparent. 


Dalai Lama: Door for Dialogue \"Open,\" but... 


4. In response to the question why the Dalai Lama is still 
considered a \"splittist\" by the Chinese government even 

though he now claims not to promote Tibetan independence, Wen 
Jiabao urged reporters to observe the Dalai Lama\'s actions 
rather than simply his words. The \"door is always open\" to 
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dialogue with the Dalai Lama, as long as he recognizes that 
Tibet, and Taiwan, are inalienable parts of China\'s territory 
and abandons his separatist activities. Nevertheless, Wen 

pointed out that the Dalai Lama was chairman of the 
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representative committee for Tibet\'s government in 1956, but 
later chose to go abroad, establish a government in exile, 
advocating a highly autonomous Tibet, the removal of the PLA 
and all non-Tibetan ethnic groups from Tibet. It therefore 

is not difficult to tell whether the Dalai Lama truly desires 

the nation\'s unity or wants to sabotage it. 


Taiwan: Opposing \"de jurel" Independence 


5. On Taiwan, the Premier responded to a Taiwanese reporter 
by saying that the coming two years are crucial for 

cross-Strait relations, emphasizing China\'s firm opposition 

to Taiwan secessionist activities of any form, such as \"de 
jure\" independence. China will never allow anyone to change 
the historical reality and internationally recognized status 

that Taiwan is an inalienable part of China since ancient 

times. China remains committed to peaceful development 
across the Taiwan Strait. China will continue to protect the 
lawful rights of the increasing numbers of Taiwan businessmen 
and compatriots on the mainland. China will promote the 
\"three links,\" resolving the issue of direct charter weekend 
flights direct charter cargo flights. The mainland hopes to 
realize soon the dream of many mainland tourists to travel to 
Taiwan. 


Japan-China Relations 


6. If Prime Minister Abe\'s visit to China last October was 

an \"ice-breaker,\" Premier Wen hopes his visit to Japan in 
April will be an \"ice-melter.\" During the visit, consensus 

will be reached on establishing strategic and mutually 
beneficial relations. The PRC sympathizes with the Japanese 
abduction issue but believes it is an issue between Japan and 
North Korea. The Three Political Documents are the 
foundation for the development of China-Japan relations. We 
must uphold the spirit of these three documents and view 
history as a mirror while looking forward to the future. 


Hong Kong 


7. Over the past 10 years since Hong Kong was returned to 

the motherland, China has strictly followed the Basic Law, 
implementing the one country, two systems policy and not 
intervening in the internal affairs of the Hong Kong 

government SAR. Wen drew attention to Hong Kong\'s successful 
rebound from the 1997 financial crisis and the SAR\'s 
irreplaceable economic role. 
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Socialist Democracy 


8. A reporter from Le Monde asked the Premier a) whether his 
recent Renmin Ribao article about China being in the initial 
stage of socialism meant that China would have no democracy 
for 100 years, and b) for his comment on Zhao Ziyang\'s recent 
memoir which calls for China to democratize in order to 
modernize. In reply, Wen said that, in his article, he said 
socialism and democracy are not incompatible. Democracy, the 
rule of law, freedom, human rights, equality and fraternity 

are not peculiar to capitalism but are common values of 
mankind. China will promote political system reform and 

build democracy in its own way, according to its unique 
national conditions. 


9. It would be a misunderstanding to think that my article 
implied that China would not want democracy for 100 years. 
At this stage, we must accomplish two major tasks and two 
major reforms. The two major tasks are first, concentrate on 
developing social productive forces; second, promote social 
fairness and justice. The two reforms are to promote 
economic reform with marketization as the goal; and to 
promote reform of the political system with democratization 
as the goal. As for the book mentioned by the reporter, Wen 
said he had not read it and that it had nothing to do with 

his aforementioned views. 


Economic Growth, Environmental Problems 


10. Addressing the ability of the Chinese economy to sustain 
its high rate of growth, Premier Wen said China faces many 
challenges, but so long as the international environment is 
peaceful, he is confident they can be overcome. Challenges 
include market instability, regional development disparities, 
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lack of coordinationand reliance on foreign investment and 
exports to drive growth. Areas for improvement include 
increasing consumer demand, strengthening the knowledge 
economy, and removing obstacles for greater reform and 
opening. 


11. Regarding the issues of increasing energy efficiency and 
controlling pollution, Premier Wen referred reporters to his 

eight points in his work report delivered to the NPC. 

Regarding ChinaWs stance on greenhouse gases, Wen said that 
China endorses the Kyoto Protocol. Although a developing 
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country not bound by the Protocol\'s mandatory targets, China 
has nonetheless established its own national plan which 
includes a 20 percent energy consumption reduction per unit 
of GDP by 2010. 


Stock Market, Foreign Reserves 


12. Premier Wen said he pays attention to the development of 
the stock market but pays even more attention to the stock 
market\'s health. Since last year, the government has 
strengthened capital market institutions and promoted 
stockholder reform. To establish a mature capital market, 
China must improve the quality of its listed companies, 
increase openness, fairness and transparency, while at the 
same time raising awareness among investors of the risks and 
exposure in the market. Turning to the 
soon-to-be-established institution in charge of investing 
China\'s foreign exchange reserves, Wen said the agency will 
not be affiliated with any government ministry or department 
and will follow market rules and regulations. The Premier 
stressed that China\'s non-financial outbound investment 
account of USD 73.3 billion is still relatively small. China 

will handle buying USD-denominated assets on the basis of 
mutual benefit, said Wen, maintaining this development would 
not relevantly impact the value of USD-denominated assets. 
RANDT 


100777 

FM AMEMBASSY ANKARA 

TO RUCNIRA/IRAN COLLECTIVE 
RUEHAD/AMEMBASSY ABU DHABI 0340 
RUEHNC/AMEMBASSY NICOSIA 6645 
RUEHFR/AMEMBASSY PARIS 5361 
RUEHVI/AMEMBASSY VIENNA 1641 
RUEHDE/AMCONSUL DUBAI 0211 
RUEHFT/AMCONSUL FRANKFURT 3994 
RUEHIT/AMCONSUL ISTANBUL 2340 
RUEHNP/AMCONSUL NAPLES 0011 
RUEHC/SECSTATE WASHDC 1351 
RUEAIIA/CIA WASHDC”,"S E C RE T SECTION 01 OF 02 ANKARA 000606 


SIPDIS 

POSTS FOR IRAN WATCH AND CONSULAR SECTIONS 
E.O. 12958: DECL: 03/15/2017 

TAGS: CVIS, IR, PINR, PREL, TU 


SUBJECT: FOREIGN GOVERNMENTSY SCRUTINY OF IRANIAN TRAVELERS 
A FAR CRY FROM U.S. SYSTEM 


Column 3 
Classified By: DCM NANCY MCELDOWNEY FOR REASONS 1.4 (B) AND (D). 


1. (S) Summary: Queries to Iranian visa applicants 
regarding how they obtained visas to travel to countries 

other than the United States revealed that in most cases 
obtaining a tourist visa is simply a matter of filing the 

proper forms and paying the requisite fees. The relative 
ease with which Iranians from different walks of life can 
obtain foreign visas suggests that previous travel abroad may 
be of little consequence in informing the decision of 

consular officers on whether to grant an Iranian a visa to 

the U.S. This ease of travel to countries that have close 

ties to the U.S. also shows that Iranians have many routes by 
which they can obtain access to U.S. goods, information, and 
technology may otherwise be unavailable in Iran. End 
summary. 


2. (S) A group of Iranians recently interviewed had previous 
travels to Canada, Cyprus, France, Germany, Italy, Japan, 
Malaysia, Russia, Singapore, Tajikistan, Thailand and the UK. 
According to the applicants, Canada at one time required a 
personal interview as part of the visa process; however, a 

thirty six-year old pistachio farmer told officers that he 
interviewed at the Canadian embassy in Tehran for the visa he 
received in 2000, but in 2006 he was able to renew the visa 
simply by filing paperwork. This man also told us that while 

he did have to appear for an interview in 2000, he is a 

member of the Canada-Iran Chambers of Commerce, which took 
care of all the paperwork for him in 2000 for his business 

trip. An accountant told us that he did not have to 

interview for his Canadian visa issued in 2004. In the case 

of the UK, applicants told us they went to the UK embassy in 
Tehran in the morning to drop off their applications along 

with documents showing they owned property and bank accounts, 
and returned in the afternoon to collect their visas. 


3. (C) Most of the applicants interviewed had traveled in 

Europe, with the UK being the most frequent destination. The 
most common purpose of travel was visiting relatives residing 

in Europe. Like the UK, we found that no interview was 

required for obtaining visas for France, Germany, and Italy. 

Visa procedures for these three countries are essentially the 
same, as they are members of the Schengen Agreement. Under 
the terms of this agreement, holders of a tourist visa issued 

by any one Schengen Agreement member state are permitted to 
travel to all other member states free of border checks. 
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Currently fifteen countries have both signed the Schengen 
Agreement and implemented its visa procedures, with several 
more countries in the process of implementing the Schengen 
visa program. Thus, in theory, an Iranian issued a Schengen 
visa by the Italian Embassy in Tehran, could travel to 

Austria, Belgium, Denmark, Finland, France, Germany, Greece, 
Iceland, Italy, Luxembourg, the Netherlands, Norway, 

Portugal, Spain, and Sweden without having to apply for any 
other visas or submitting to any visa interview. 


4. (S) Several applicants had traveled to Asian countries 
for vacation. These people said they used Iranian tourism 
companies that completed all the visa paperwork for them as 
part of the tour package. We learned from two applicants 
that no visa is required for Iranians to travel to Malaysia. 
This is noteworthy given the high incidence of Iranian 
companies and individuals using Malaysia as a purchase, 
staging, and transshipment point for export-controlled 
U.S.-origin goods ultimately destined for Iran. Neither of 
our two travelers to Russia (one for business, one for 
pleasure) was required to interview for their visas, as was 
the case with our traveler to Tajikistan. 


5. (C) Some countries may be restricting their visa regimes. 
One twenty six year-old student told us that when she went to 
Cyprus in 2000 no interview was required but she believes an 
interview would be required today. Iranians currently do 

not need a visa to enter Turkey. While Post has repeatedly 
requested Turkey implement more rigorous border checks for 
Iranian visitors, Turkish government officials have told us 
privately that this is not a priority for them, that it will 
adversely affect the tourism industry with Iran which they 

see as an opportunity to give Iranians a &window on the 
world8, and that no action would be taken on this until 
Turkey\'s EU accession talks progress further. 


6. (S) Based on these interviews, it appears that the real 
restrictions on Iranian travel to destinations other than the 
U.S. is the ability to pay. As Iranian visa applicants 
occasionally confide to us, with money, anything is 
possible.8 Iranians must pay a departure fee and receive an 
official stamp in their passports in order to leave the 

country. According to an Iranian travel agent, the fee can 

be paid in advance at a bank, at the time of departure at the 
airport, or a travel agency can do it for you in advance. 

The travel agent added that the fee amount varies depending 
on the country to be visited, with the fees being highest for 
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the most popular destinations. For example, the travel agent 
told us the fee for Turkey is approximately $30, while the 

fee for the U.S. is about $50. While this departure fee 
requirement is a source of income for the government of Iran, 
open-source reporting indicates it also provides Iranian 
authorities a chance to spot dissidents and other anti-regime 
elements seeking to flee the country. 


7. (C) Comment: The apparent ease with which Iranians can 
travel to destinations other than the U.S. presents 
challenges and opportunities. The lower level of scrutiny 
other governments place on Iranian travelers could make it 
easier for them to engage in nefarious activities from 
terrorism to money laundering, to acquire WMD-related 
materials and technology. Likewise, the ability of Iranians 

to travel to countries allied with the U.S. could facilitate 
meetings between U.S. individuals and Iranians who wish to 
support U.S. policy on Iran. End comment. 


Visit Ankara\'s Classified Web Site at 
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1. (SBU) Secretary Paulson: Welcome to Peru. Your visit 
provides an excellent opportunity to affirm USG support for 
the Garcia government\'s efforts to reduce poverty and expand 
social inclusion through continued market-oriented, 
investment-friendly growth policies. 


2. (SBU) Peruvian government officials, including President 
Garcia and Foreign Minister Garcia Belaunde, were initially 
disappointed that President Bush\'s trip to Latin America did 

not include Peru. This feeling was assuaged by the 
announcement that the President would travel to Lima for APEC 
2008, by a presidential phone call in late February, and by 

your visit. President Garcia has welcomed the policy-level 
attention from Washington, and is particularly pleased with 

your visit. In past meetings, he has underscored his 
commitment to democratic government and an open economy, and 
reiterated his conviction that the relative success of this 
pragmatic political-economic model in improving the lives of 

all people, especially the poor, will be pivotal in defeating 

the statist, autocratic alternative embodied in Venezuelan 
President Hugo Chavez \"Bolivarian\" revolution. Integral to 
this effort, Garcia has said, is U.S. Congressional approval 

of the U.S.-Peru Free Trade Agreement, formally known as the 
Peru Trade Promotion Agreement (PTPA). You can expect a 
similar message during your meeting with him. 


3. (SBU) In his first seven months in office, President 
Garcia has dispelled many doubts about whether he had learned 
needed lessons from his troubled first term (85-90) with 
respect to the economy. He has continued policies favoring 
macro-economic stability and security for investment that 
were implemented by his predecessor, while accelerating 
efforts to direct the benefits of growth to the provinces and 
the poor. This is understandable given the Peru\'s recent 
record: an average of 5% growth over the past six years, 7% 
growth in 2006 and a projected growth rate of 8% for this 
year. Fueled in part by high mineral prices, exports and per 
capita GDP figures have likewise registered significant 
increases over the past five years. 


4. (SBU) Garcia has also resisted populist pressures on a 
number of sensitive economic questions. One early such 
question was a call to eliminate the basic service charge 
(Wrenta basica\") for users of the national telephone company, 
Telefonica. While the ruling APRA party had campaigned in 
favor, in power it eventually pursued a more pragmatic course 
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that resulted in a negotiated agreement between the 
government and the company to reduce (but not eliminate) the 
basic service charge. Similarly, the government managed to 
deflect moves to \"nationalize\" the vital mining industry (a 

la Bolivia with its hydrocarbons industry) or to compel 
renogiation of legally established contracts. Either of 

these approaches would have undermined investor confidence in 
Peru and interrupted the country\'s steady climb toward 
\"investment grade\" status -- an explicit government goal. 
Instead the government seized as its own a behind the scenes 
proposal from the private sector under which mining companies 
make \"voluntary contributions,” on a sliding scale of 1 to 
3.75% of after tax profits (depending on the size of the 
company), to invest in infrastructure and social projects in 

the regions and communities in which they operate. 


5. (SBU) If Peru\'s macro-economic numbers are excellent, 
persistent poverty remains the central political challenge. 

Close to half of Peruvians, mostly in the southern highlands 
and Amazonian lowlands, continue to live below the poverty 
line. Notwithstanding the economic growth, wealth has failed 
to \"trickle down\" in a politically satisfying way -- up to 

now. President Garcia, who beat his populist rival Ollantu 
Humala in the 2006 elections by a 5% margin, understands the 
urgency of this challenge. That is, he knows that if his 
government is to succeed and Peru is to consolidate its 
current positive transformation, economic growth and 
market-friendly policies must be used to reduce poverty and 

to bring in the mass of Peruvians as full beneficiaries of 

the country's supposed success. 

6. (SBU) Garcia\'s social policy consists of two 

inter-related planks. The first is to consolidate Peru\'s 

tangle of social support programs from 80 down to 20, to 
reduce bureaucratic overhead costs and to ensure the 
governmentVs limited funds get directly into the hands of 

those who most need them. The second plank is to 
significantly increase social spending, with a focus on 
education, clean water and electrification. In this 

connection, Garcia has no bones about borrowing and expanding 
ideas from his predecessor such as W Juntos" (\"Together\") -- a 
program that gives financial incentives for poor families to 
keep their children in school. As a first step toward 

education reform, the government has also moved to break the 
asphyxiating stranglehold on public schools of the Maoist 
national education union (Sutep). 


7. (SBU) In addition, Garcia has inaugurated his own 
signature social programs: \"Sierra Exportadora!" (WExporting 
Highlands”), which aims to fight poverty by linking small 

rural producers to national and international markets; Agua 
Para Todos ("Water for Everyone\"), intended to make clean 
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drinking water available to poor urban and rural communities; 
and accelerated decentralization, to transfer money and 
decision-making authority from the central government (where 
it remains highly concentrated) to the regions and 
municipalities. These programs remain more idea than reality 
at this point, and have faced a range of concrete obstacles 

in their implementation. For example, transfer of funds and 
spending authority from the central government to the regions 
has been slowed by concern that regional and municipal 
governments are ill prepared to take on these new 
responsibilities, by the central government\'s own 
administrative incapacity and by a series of ministerial 
spending scandals that some observers blame on the 
government\'s impatience to rush to work without having laid 
the necessary institutional groundwork first. 


8. (SBU) You will note a clear convergence in the themes 
struck by President Bush during his Latin America visit -- 

the importance of democracy, investing in people, improving 
education and health, and free trade -- with the policy 
priorities of the Garcia administration. Your visit is a 

timely opportunity to underscore these convergences and to 
reiterate USG support for Garcia\'s economic management. | 
look forward to having you with us in Peru. 

STRUBLE 
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E.O. 12958: N/A 

TAGS: TBIO, KSCA, OTRA, BR 

SUBJECT: HHS/CDC COUNTRY CLEARANCE REQUEST FOR 
CDC ARISTIDES BARBOSA JUNIOR 


1. Country clearance is requested for Aristites Barbosa Junior, 
Epidemiologist, GAP-Brazil, NCHSTP, HHS/CDC, to travel to Luanda, 
Angola from April 28-2007 to May 4-2007. 


2. The purpose of this trip to Luanda: accompany on several visits 
to government and NGO principals in order to improve cooperation 
between CDC-GAP-Luanda and CDC-GAP Brazil. 


3. International emergency contact info: CDC - Jacques Mathieu 
TEL:+244 222 392 936, FAX: +244 222 392 865 , CELL: +244 923 403 
851, email: mathieuj@gapcdcao.org 


4. No Embassy assistance is required. HHS/CDC 
traveler is required to check in with the Embassy 
upon arrival. Traveler has no access to classified material. 


5. If concurrence is granted, traveler proposes 
to arrive April 27-2007 via Portugal. 


6. Please slug reply to Daisy B. da Costa, AmEmbassy Brasilia, SCI 
Office Assistant, email: costadbd@state.gov, tel. 55 61 3312-7432, 
Fax 3312-7646. 


WILLIAMSON 
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DEPARTMENT FOR DRL, G, EUR/WE 


E.O. 12958: N/A 

TAGS: KDEM, PREL, PO 

SUBJECT: PORTUGAL SEEKS REPLACEMENT LEADER FOR COMMUNITY OF 
DEMOCRACIES WORKING GROUP 


REF: A. STATE 19832 
B. LISBON 00217 
THIS IS AN ACTION REQUEST. PLEASE SEE PARA 5 FOR DETAILS. 


1. (SBU) Summary: MFA Deputy Director General for Foreign 
Policy Antonio Ricoca Freire announced that, due to resource 
strains caused by Portugal\'s upcoming EU Council Presidency, 
Portugal would be stepping down as President of the Working 
Group for Inter-regional Cooperation in the Community of 
Democracies (CD). He requested that meeting participants 
consult with capitals and respond by March 23 with 
suggestions for a replacement or replacements to direct the 
group\'s work. End Summary. 


2. (U) As a follow-up to Portugal\'s request for input on 

future CD projects (ref B), MFA Deputy Director General for 
Foreign Policy Antonio Ricoca Freire hosted a meeting of 
several Community of Democracy (CD) missions in Lisbon. In 
addition to our suggestions involving the United Nations 
Democracy Caucus and outreach to Europe, Romania suggested 
approaching the Francophonie informally to see whether they 
might be interested in the CD. Romania is currently the 

Chair of the Francophonie and saw the overlap as an 
opportunity that could spark new interest by select member 
states. Ricoca Freire agreed with the proposal and asked 
Romania to begin informal talks. 


3. (SBU) Ricoca Freire then reported that Portugal plans to 

step down as the President of the Working Group for 
Inter-regional Cooperation, citing resource constraints from 

the upcoming EU Presidency. He underscored Portugal\'s 
commitment to the CD efforts, confirmed Portugal\'s plan to 
become Chair for the CD Convening Group once Mali steps down, 
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but said Portugal simply could not handle the working group 
responsibilities in combination with its other obligations. 

This was the first mention that Portugal would be leaving its 
position on the working group. Chilean Ambassador to 
Portugal, Francisco Perez-Walker, responded with surprise and 
assured Ricoca Freire that the group supported Portugal\'s 
work to date and wants to see Portugal continue in its role. 
Ricoca Freire acknowledged the support but stressed that 
Portugal has decided it cannot continue and is now seeking a 
nation or a group of nations willing to replace Portugal 
immediately, noting that the working group chairmanship 
required an \"availability\" that Portugal could not offer at 

this time. 


4. (U) Ricoca Freire requested that the U.S., Chile, Peru, 
Romania, and the Ukraine consult with capitals to seek a 
response before March 23 so that Portugal can announce its 
departure and its replacement at the March 28 CD meeting in 
Bamako, Mali. He offered several suggestions including 
holding the meetings in Washington DC at member embassies, 
rotating the responsibilities between several capitals, 

calling on the co-presidents of the working group, or even 
keeping the working group meetings in Lisbon (although not at 
the MFA) for the time being. Portugal does not want to 
impose any conditions on the group\'s decision, according to 
Ricoca Freire. 


5. (U) ACTION REQUEST: Post requests Department guidance on 
USG views for replacing Portugal as President of the CD 

working group. If possible, we would welcome guidance by 

March 22 to ensure that we can transmit our input before 
Portugal\'s announcement at the March 28 meeting in Bamako. 
End action request. 

Hoffman 
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E.O. 12958: N/A 
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TAGS: PGOV, PREL, PHUM, ECON, EPET, ENRG, BO 
SUBJECT: EMBASSY MINSK WEEKLY POL/ECON REPORT - MARCH 14, 2007 


REF: MINSK 198 


1. The following are brief items of interest compiled by Embassy 
Minsk. 


TABLE OF CONTENTS 


INTERNATIONAL RELATIONS 


- Belarusian Plane Attacked in Somalia (para. 2) 
- Lukashenko\'s Kyiv Visit Postponed (para. 3) 
- GOB Urges UN HRC to Avoid \"Double Standards!" (para. 4) 


CIVIL SOCIETY 


- CIS/EU Politicians to Attend March 25 Demonstration (para. 5) 

- Political Prisoner Denied Early Release (para. 6) 

- Teenage Girl Suspect in Fedaruk-Korban Criminal Case (para. 7) 
- Union Denied Permission for Rally in Soligorsk (para. 8) 


INTERNATIONAL TRADE AND INVESTMENT 


- Belarus Ready to Upgrade Your Missiles (para. 9) 
- Lukoil Ceases Oil Exports To Belarus (para. 10) 


DOMESTIC ECONOMY 


- Belarus Ups Excise On Oil Products (para. 10) 
- Belarus to Increase Domestic Drug Production (para. 12) 


QUOTE OF THE WEEK (para. 13) 


2. Belarusian Plane Carrying Combat Vehicles Attacked in Somalia 


The Belarusian Ministry of Transport\'s aviation department on March 
12 reported that a Belarusian ll- 76 transport plane was attacked in 
Somalia by grenade launchers as it was approaching an airfield three 
kilometers away. The plane managed to land safely with damage to 
the fuselage. It was carrying nine Belarusians, six Ugandans, and 
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allegedly a humanitarian shipment that included two armored combat 
vehicles. The flight originated in Uganda reportedly as part of a 
peacekeeping mission with the African Union and UN Security Council. 
Somalia officials denied the plane was attacked. 


3. Lukashenko\'s Kyiv Visit Postponed 


On March 12, the Ukrainian president\'s office announced that this 
week\'s meeting between Presidents Lukashenko and Yushchenko was 
postponed. President Yushchenko, who was in the Zhytomyr region on 
March 13 and Denmark on March 15, reportedly said Lukashenko would 
arrive in Kyiv next week (reftel). 


4. GOB Urges UN Human Rights Council to Avoid Double Standards" 


On March 12, BelarusY Permanent Representative to the UN and other 
international organizations based in Geneva Sergey Aleynik told the 
state telegraph agency Belta that the UN Human Rights Council (HRC) 
should avoid \"double standards!" in its work. According to Aleynik, 
this was Belarus\' \"strategic goal" for the HRC. Aleynik confirmed 
that the Belarusian delegation would participate in hearings and 
discussions with special rapporteurs and independent experts on 
human rights around the world. 


5. CIS and EU Politicians to Attend March 25 Demonstration 


Leaders of Russia\'s Union of Right Forces Nikita Belykh and 
Azerbaijan\'s Musavat party Isa Qambar on March 12 accepted de facto 
coalition leader Aleksandr Milinkevich\'s invitation to attend the 

March 25 opposition demonstration in Minsk, which will celebrate the 
short-lived independent Belarusian National Republic that formed 
following WWI. Milinkevich invited dozens of EU, U.S., and CIS 
politicians to participate in the demonstration in Minsk. Vice 

President of the European Parliament Mario Mauro and other EU 
politicians plan to attend the event. 


6. Political Prisoner Denied Early Release 

Radio Liberty on March 9 reported that Malady Front youth opposition 
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movement leader Dmitry Dashkevich received a fourth warning from the 
prison administration, this time for reading after-hours. The 


fourth warning makes Dashkevich ineligible for an early release 
under the amnesty law because has not taken \"the correctional path\" 
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and is considered \"a persistent violator\" of prison regulations. 
Dashkevich has served six months of an 18-month sentence for running 
an unregistered group. 


7. Teenage Girl a Suspect in Fedaruk-Korban Criminal Case 


On March 12, the Prosecutor Generals Office notified 17-year-old 
Anastasiya Palazhanka that she was a suspect in the criminal 
prosecution of Malady Front youth group leaders Dmitry Fedaruk and 
Aleh Korban and was summoned for questioning on March 13. 
Palazhanka was arrested with Korban, Fedaruk and 25 other youths 
when security services on February 4 raided an apartment where they 
were holding a meeting. Korban and Fedaruk face charges of running 
an unregistered organization and could face a fine or a prison 
sentence up to two years. On March 10 and 11, security forces tried 
to enter Fedaruk\'s apartment without producing identification or 
warrants. 


8. Union Denied Permission for Rally in Soligorsk 


On March 12, authorities in Soligorsk denied the Belarusian 
Independent Trade Union (BITU) permission to stage a rally on March 
14 to demand an increase in pay and housing loan programs for 
company workers. According to the Soligorsk BITU leader Mikalay 
Novik, authorities cited the flu outbreak as the reason for the 
permission denial. The BITU plans to apply to hold another 
demonstration in the future. 


9. Belarus Ready to Upgrade Your Missiles 


On March 13, the Minsk Tetraedr defense industry enterprise 
announced that it was offering foreign armies its services to 

modernize S-200VE Vega long-range missile systems known as SA-5B 
Gammon. Tetraedr did not have any contracts yet, but was ready to 
dispatch its experts to sites around the world to make missile 

systems more efficient and decrease their susceptibility to jamming. 
The S-200s can strike targets 250 kilometers away. Established in 
April 2001, Tetraedr upgrades surface-to-air missile systems, 

develops and manufactures warfare equipment, and designs software 
and technologies for radar and control systems. 


10. Lukoil Ceases Oil Exports To Belarus 


Anonymous GOB officials on March 7 reported to the press that 
Russian oil company Lukoil would cease crude oil supplies to Belarus 
in March. Lukoil, the largest supplier of crude oil (300,000 per 
month) to Belarus, cited the lack of clear rules following Russia 
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and Belarus new oil agreement signed in early 2007. The loss of 
Lukoil crude will affect Belarus! oil refineries that will now have 

to purchase more from other suppliers just to continue production. 
Lukoil may rescind its decision upon the introduction of new rules. 


11. Belarus Ups Excise On Oil Products 


Online economic news source Prime-Tass on March 7 reported that in 
accordance with presidential edict 117, Belarus on March 1 increased 
excise on oil products sold domestically by 140 percent and gave 
companies supplying crude oil to Belarus on a tolling basis a USD 24 
per ton subsidy. According to an unnamed oil refinery 

representative, the incentives are not enough to encourage oil 
processing in Belarus and will not increase the work efficiency of 
refineries. The representative predicted excise rates will rise to 

2006 levels and make the domestic market unprofitable, suggesting 
that Belarus reduce export duties by the amount Russia charges in 
export duties on crude oil. Both government and independent 
economists believe the benefit is not sufficient, fearing Russian 

crude suppliers will avoid the Belarusian market. 


12. Belarus to Increase Domestic Drug Production 


Deputy Chair of the Belbiyafarm pharmaceutical association Petr 
Mandrukevich on March 13 told reporters that the Belarusian 
pharmaceutical industry was to develop and start production of 200 

brand name and generic drugs in 2006-2010. According to 
Mandrukevich, the GOB in the next five years plans to increase drug 
research spending from USD 4 million to USD 13 million and overall 
investment in the sector is expected to reach USD 140 million. All 

drug companies are expected to comply with GMP standards by 2010 and 
90 percent of their equipment is to be replaced. Belarusian 
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pharmaceutical manufacturers in 2006 reported USD 114 million in 
sales; 40 percent from exports. 


13. At a March 12 entrepreneur demonstration in Bangalore Square to 
protest new GOB regulations, one regional entrepreneur leader 
criticized the government for turning off the electricity: 
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\"The authorities denied us electricity, but last week the BRYU [the 
pro-government Belarusian Republican Youth Movement] held a 
demonstration at this spot and had electricity. We [entrepreneurs] 
pay the taxes to support that stupid organization and we are the 
ones without electricity.\" 


Stewart 
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DOE FOR HARBERT/EKIMOFF 

DOC FOR 4231/IEP/EUR/JBROUGHER 

NSC FOR KLECHESKI AND MCKIBBEN 


E.O. 12958: DECL: 03/15/2017 

TAGS: EPET, ENRG, ECON, PREL, RS 

SUBJECT: ENERGY DEPUTY SECRETARY SELL\'S TRIP TO MOSCOW: 
HYDROCARBON WRAP-UP 


Classified By: Amb. William J. Burns. Reasons 1.4 (b/d). 


1. (C) Summary. Deputy Secretary of Energy Clay Sell visited 
Moscow March 11 - 14 to participate in the bilateral Energy 
Working Group (EWG) and to meet with U.S. energy companies as 
well as Lukoil and Gazprom. Atthe EWG, there was a good 
exchange of views on information exchanges, energy 
efficiency, oil spill prevention, and each country\'s 

investment climate. The Deputy Secretary met with Lukoil\'s 
CEO Vagit Alekperov to discuss Lukoil\'s successful 
cooperation with ConocoPhillips, with Alekperov also raising 
Lukoil\'s projects in Iraq and Iran. Gazprom\'s Deputy CEO 
Alexander Medvedev waxed philosophical about the rectitude of 
the state\'s new role managing key sectors, Gazprom\'s efforts 
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to diversify markets, the need for promoters of the southern 
gas corridor\" to include Russia in the game, and he 
criticized Shell's management of the Sakhalin 2 project. 
Energy Minister Khristenko proposed conducting a small, 
bilateral seminar to discuss each countries energy policies. 
Sell stressed the benefits of Russia\'s making a decision on 
its openness to foreign investment. Khristenko agreed that 
making such a decision soon is in the GOR\'s best interest and 
predicted passage of the Law on Strategic Sectors this year. 
End Summary. 


ENERGY WORKING GROUP 


2. (C) Sell co-chaired the EWG with his Russian counterpart 
Deputy Energy Minister Ivan Materov. Sell agreed with 
Materov that it had been too long since the two sides met 
(about two years) but that much good had happened in the 
intervening period. Sell pointed out, and Materov agreed, 

that the work of the group going forward should be based on 
the principles laid out at the St. Petersburg and Gleneagles 
G-8 Summits. On information exchanges, the U.S. side noted 
that DOE\'s general counsel had reviewed and commented on the 
protocol dealing with transmission of statistical data and 
analyses and that DOE had sent the comments to the Russian 
side and is waiting for the Ministry\'s reaction. Materov\'s 
colleagues noted that internal approval for over half of 
DOE/EIA\'s suggestions for exchange of facts and energy 
indicators had been approved but that the ministry is still 
reviewing the propriety of releasing a handful of the 

requested items. Materov agreed with Sell that information 
exchange is essential for clarity and functioning markets, 
observing that Russia has trouble forecasting oil market 
movements, for example. Sell and Materov agreed to aim for a 
signing of the information exchange protocol by the end of 
2007. 


3. (C) The Russian side said that the bilateral work on 

energy efficiency is a natural follow-on to the G-8 

Gleneagles commitments and the topic will get attention at 

the next summit in Germany. President Putin stressed energy 
efficiency and the ministry expects to finish drafting a law 

on energy savings in March. The GOR will also try to push 
legislation on renewables and other alternative sources of 
energy. Materov said that it was \"critical to work with you\" 

in writing laws and regulations in this sphere. Specifically, 
Russia is working on a federal program on energy consumption 
to 2015 that aims to reduce energy consumption per unit of 
GDP by nearly 40% from 2006 levels. The GOR also 
specifically hopes to implement a program similar to the 

U.S. Federal Energy Management Program (FEMP) to reduce 
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energy consumption in federally-funded governmental 
facilities. For these and other energy efficiency programs, 
Russia needs international technology and management 
expertise, needs to share experiences, and needs a dialogue 
to help shape its legislation and regulations in this sphere. 
Further, the Russian side indicated that they were pleased 
with the cooperation on oil spill prevention and that it 

should continue. 


4. (C) Regarding investment climate issues, Alan Hegberg, 
Deputy Assistant Secretary for Policy and International 

Affairs, relayed to the Russian delegation the changes to the 
U.S.\'s energy economy over the last thirty years, especially 
regarding deregulation of the gas and electricity industries. 
These changes are on-going and are market-based and rely on 
new innovations. The Russian side acknowledged Hegburg\'s 
arguments that success in building an energy economy requires 


MOSCOW 00001149 002 OF 005 


long-term dedication, market-based incentives for 

competition, technological innovation, energy efficiency, 
self-sustaining investment, non-discriminatory opportunities, 
transparency and financial discipline, and integration into 

the world economy. Materov replied that the GOR was 
committed to the same approach, but needed to finally 
transform the Soviet-era legislative and regulatory base into 

a modern one. The current debate on a strategic sectors law 
was an example, drawn largely from U.S. experience, of Russia 
attempting to build that bridge to modernity. 


5. (C) At the close, Sell mentioned that in an earlier 

meeting Energy Minister Viktor Khristenko had proposed the 
idea of a bilateral energy forum to debate/discuss each 
country's national energy strategy. Khristenko\'s idea was 

that he and Energy Secretary Bodman would open the meeting. 
Sell indicated that he would relay the message to Secretary 
Bodman, while Materov noted that debates bring governments 
closer." 


LUKOIL 


6. (C) On March 12, Sell met with Lukoil CEO Vagit Alekperov 
who said that his company was looking at opportunities 
globally, including expansion in the U.S. Lukoil wants to 
complete the value chain of bringing West Siberian oil to 

U.S. consumers gas tanks through its retail network in the 
U.S. Sell said that the ConocoPhillips (CP)-Lukoil 

partnership should serve as a model for future investment and 
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that the U.S. is open to Russian investment. Alekperov 
agreed and pointed to the personnel exchange with CP and the 
fact that Lukoil is taking on some CP management techniques 
and senior managers as examples of increased cooperation. 
Lukoil is in extremely good shape financially as it has the 
largest reserves of any private company in Russia, plans to 
double production over the next decade to be as big as 
ExxonMobil by that measure, and it is the only company that 
has replace reserves for 15 years running. Lukoil plans to 
invest around $10 billion annually divided 70/30 
upstream/downstream. 


7. (C) Alekperov admitted the oil business in Russia is 
intensely political. The decision has been made that big 
fields -- both onshore and offshore -- should be developed by 
national companies (like Lukoil), not necessarily just state 
companies (i.e. Gazprom and Rosneft). He hopes Lukoil will 
be given this opportunity and that CP has success in its 
pursuit of Shtokman, an outcome that he believes could 
further his own attempts to strike a strategic alliance with 
Gazprom for offshore ventures. That said, Alekperov has 
doubts about the economics of Shtokman due to the field\'s 
difficulties. He admitted nonetheless that an element of 
capriciousness remains in the debate over access to large 
fields and that \"different visions\" are in play regarding 

what the rules should be. He said that Gazprom is not 
impossible to deal with since Gazprom usually admits ¡ts 
weakness once ensconced in a deal but when first negotiating 
Gazprom will always act as \"older brother". Sell stressed 
the need to draw on the technical capability of international 
oil companies on an equity basis to develop challenging 
fields such as Shtokman. 


8. (C) Regarding the strategic partnership with CP, Alekperov 
emphasized that it has the political support of not only the 
Kremlin leadership but society as a whole. He observed in 
the same vein that Lukoil is the only Russian company 
currently partnering successfully with almost all major U.S. 

oil companies, with USG agencies such as OPIC (the Vysotsk 
oil products terminal), with the EU (building a possible oil 
terminal at Wilhelmshaven in Germany), with the Caspian 
countries, and with many others. Lukoil is all about 

business, not politics, he emphasized, although he admitted 
that sometimes \"crude oil smells a lot like politics\". 


9. (C) Alekperov made a strong pitch for his company to 
develop Iraq\'s West Qurna (WQ) field. Lukoil would need 30 
months to launch the project from the date of signing. WQ 
could sustainably produce 500,000 b/d, production that would 
help develop the economy to stabilize the political situation 
and the new oil law should make this a possibility. Due to 
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the work Lukoil has already done, should another company win 
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the rights to the field it would take three times as long to 
develop WQ. Sell pointed out that we want to see a stable 
Iraq that is able to make responsible use of its natural 
resources. The case for Lukoil\'s involvement was compelling 
and, if the Iraqi chose to go that way, we would be 

supportive. 


10. (C) Alekperov also sought Sell,s reaction to Lukoil,s 
work in the Anaran project in Iran. Alekperov said that 
Lukoil is a junior partner to Norsk Hydro, that the project 

is at the exploration stage, and that Lukoil has been 
compliant with U.S. sanctions and has kept its relationship 
with ConocoPhillips in mind when deciding on steps towards 
this project. Lukoil has clearly chosen not to pursue its 
work with Iran in a manner that would threaten its business 
interests in the U.S. market, even if complying with U.S. law 
would mean losing out on a lucrative opportunity in Iran. 
Lukoil can continue in it current holding pattern on Anaran 
for six to twelve months but after that there will be plenty 

of other firms, including perhaps Russian firms, willing to 
take on the Anaran project. Sell emphasized that a way 
forward with Iran is difficult for both countries. 


11. (C) Sell stressed the importance of the government to 
move forward on the subsoil law to clarify the rules for 

foreign investment. Speaking expansively, Alekperov noted 
the tendency not just in Russia but throughout the world for 
resource-rich countries to adopt nationalist and 

protectionist measures in key sectors. He implicitly 

criticized these countries as typified by complacency born of 
wealth, highlighting Kazakhstan as one of the worst. In 
Russia, at least there is a lot of diverse opinion, which is 
healthy since \"if things had been decided quickly, everything 
would now be owned by Gazprom\". He predicted that a better 
version of the subsoil legislation or anendments to the 
existing law would be produced by September and did not 
particularly see impending Duma elections this winter as an 
obstacle to passage. He reiterated how important the 
survival of private companies in the Russian energy sector 

is, noting that Gazprom and Rosneft are simply not capable of 
developing enough resources to keep Russia\'s oil and gas 
production steady. Alekperov closed by emphasizing that 
Lukoil will become more internationalized - Lukoil is too 
\"outstanding\" a company and with production that will one day 
exceed ExxonMobil\'s, Lukoil cannot be a \"local\" company. 
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GAZPROM 


12. (C) Alexander Medvedev, head of Gazexport and Deputy CEO 
of Gazprom, covered a range of topics with Sell at a meeting 
on March 13. Regarding gas price disputes with FSU 
countries, Medvedev said that the Belarus spat had not been 
accompanied by nearly as much western objection as the 
Ukraine spat a year earlier, despite the last-minute deal 

with Belarus. Russia hopes it is clear to the world that 
Russia\'s policies towards all gas consumers are equivalent - 
to move to market based pricing. This includes its own 

internal customers now that the GOR has decided to increase 
domestic prices to netback parity by 2011 (except for 15 
percent of the market occupied by households, which will be 
liberalized more slowly). The GOR and Gazprom are confident 
that this will benefit the Russian economy by introducing 

more energy-efficient technologies. Sell replied that U.S. 
experience with deregulation had resulted in at least two 

major outcomes - more efficient technologies throughout the 
economy and more sustainable investment. 


13. (C) Medvedev said the Bovanenko field on the Yamal 
Peninsula would require $40 billion to develop and that first 
production would be in 2011. This field will be developed 
concurrently with the Shtokman field. Chevron\'s recently 
signed deal with Gazprom Neft was a \"good deal" and good 
project. Gazprom is impressed with ExxonMobil\'s management 
of Sakhalin-1, which despite cost increases for such projects 
around the world did not suffer anything like the exorbitant 
cost overruns of Sakhalin-2 or Snovhit. Gazprom is having 
other good experiences with U.S. companies these days, 
including with Aspen Technologies, which recently entered a 
deal with Gazprom\'s petrochemical subsidiary Sibur. 


14. (C) Regarding Shtokman, Medvedev said that Gazprom 
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intends to pick a maximum of three partners from the 
shortlist of five by May or possibly as late as June. 

Before, the valuation of Shtokman\'s reserves by the western 
firm had simply been too low, resulting in counter-offers by 
them that were insufficient. Over time, the discount rate 
associated with Russia will decrease, leading to higher 
valuations by the west so that asset-swaps may be revisited. 
But for now, he said, the foreign firms acknowledge that 
Gazprom will own the reserves and that they will have to find 
alternative Wvalues to book" from the project. 


Column 3 

15. (C) Waxing philosophical, Medvedev admitted that Russia 
has not had a long history of a consistent investment 

climate. The state, however, is Wback where it should be\", 
running the industries that are genuinely strategic in their 
importance. This is the only way to protect the people and 

the nation, as opposed to the 1990s when the nation\'s assets 
were handed out to a few individuals for much too low a 

price. And Russia is not as bad as some countries, having 
decided not to renationalize but rather to create a sort of 
\"semi-private\" sector. The next generation of Russians is 
\"absolutely different\" than the older generation but they 

still recognize the \"historical mistake!" of the 1990s and the 
rectitude of the state regaining its rightful role in 

managing key sectors to avoid abusing the people\'s trust 
through botched privatizations. Even at Davos, which he 
attended with his namesake Deputy Prime Minister Dmitry 
Medvedev, notables had been commenting on the progress Russia 
had made in its legal structure, tax climate, registration 

rules, banking procedures, and so on. And the senior 
Medvedev had promised the Davos audience that the rules about 
access to strategic sectors would be passed soon, and people 
are taking him at his word. To Sell\'s question about what 
happens after the March 2008 elections, Medvedev predicted 
that whoever takes over will continue the policies under 

Putin. Putin achieved a great deal and people recognize that 


16. (C) Gazprom is inefficient, he admitted, and needs much 
in the way of cost management and operational efficiency, 
problems that \"will not be solved overnight". But with 
upside in this area, commodity price upside, and reserves 
upside, Gazprom expects to grow its market capitalization to 
$1 trillion eventually, and Medvedev claims that objective 
analyses by western market analysts come in at around the 
same magnitude. 


17. (C) Gazprom and Russia do not understand some U.S. 
policies, Medvedev said. Specifically alluding to the 
Nabucco pipeline and the southern gas corridor, he said it is 
a mistake to think such a corridor can be built without 
Russian gas. Without Russia, there is no gas, and without 
Russia\'s markets in Europe there is no market, he argued. 
Gazprom made an agreement with Greece and Turkey regarding 
onward transit of gas from the Blue Stream pipeline and the 
three will soon decide on the feasibility of such a 
Russia-origin corridor. Without Russia, the southern 
corridor \"will fail, just as it is now frozen\". 


18. (C) Sell asked Medvedev why Gazprom wants to remain 
dependent on European markets rather than diversify markets, 
such as through LNG to North America. Medvedev replied that 
Russia is doomed to remain dependent on Europe but is also 
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diversifying to North America and Asia. This is important to 
the world since China or India, for example, have 
unsustainable economies without resolution of their resource 
scarcities. Gazprom is basing all its moves on commercial 
rationale alone, \"trying to avoid\" politics in its 
decision-making. 


19. (C) Medvedev, who had been the key negotiator in 
wrenching a 50% plus one share from the Sakhalin 2 
consortium, had special scorn for Shell\'s management of the 
project. He repeated the distrust that stemmed from the 
unfortunate juxtaposition of the constructive deal Gazprom 
and Shell had struck in 2005 that was followed \"the next day 
by Shell\'s announcement of extreme cost overruns at Sakhalin 
2. Noting that he had grown up on Sakhalin Island and knew 
environmental degradation there when he saw it, Medvedev 
offered the example of the Sakhalin 2 pipeline being built 

right through the middle of a national park when the federal 
license clearly said the pipeline must skirt the park\'s 

territory. True, he admitted, the regional government had 
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given Shell permission to build it through the park, but 
\"Shell is not from kindergarten and knows better than to try 
and get away from such federal supervision by hiding behind 
local authorities who \"have no right" to supersede federal 
power on such matters. Asked why on earth Gazprom wanted 
into such a project if it had so many problems, Medvedev 
responded that Gazprom bought in at a proper discount to 
adjust for such problems and that Deloitte and Touche had 
verified that the price paid was a fair valuation. With 

Shell, Gazprom is now embarking on a plan to overcome the 
ecological damage done by Sakhalin 2, he said. 


KHRISTENKO 


20. (C) In a lengthy private conversation with the Deputy 
Secretary and Ambassador, Minister of Industry and Energy 


SIPDIS 

Viktor Khristenko stressed the need to focus our energy 
relationship on practical results. Along those lines, 

Khristenko proposed \"a joint seminar on national energy 
policies. The proposal was short on specifics but would be 
modeled on seminars that Russia has with the EU and Japan and 
would follow up on the principles laid out at the St. 

Petersburg G-8 Summit. The seminar could be a small 

gathering with Khristenko and Secretary Bodman, perhaps, 


Column 3 

opening the meeting. Khristenko envisioned high-level 
private sector participation from both sides. Sell said that 
this sounded like a good idea and that he would relay the 
message in Washington. 


21. (C) Sell said that the G-8 principles were a good basis 

to build on. He encouraged Russia to move forward on 
building transparency in the energy sector, saying that it 

was Russia\'s choice to do what they want regarding 
restrictions on foreign investment but the key was making a 
prompt decision. Khristenko said that the sooner the GOR 
defines strategic sectors the better. He expects the Law on 
Foreign Restrictions to pass this year but would not be drawn 
out on the Subsoil Law. Sell continued that energy 

efficiency was an area our two governments could do some good 
work. Khristenko recognized this and noted that improving 
energy efficiency was one of the reasons the GOR decided to 
raise domestic gas prices to European netback levels by 2011. 
Khristenko noted that the planned ramp-up in Russia\'s 
civilian nuclear power is part of the long-term strategy to 
rationalize energy use. 


22. (U) The Deputy Secretary\'s delegation has cleared this 
cable. 
BURNS 
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E.O. 12958: DECL: 03/05/2017 

TAGS: AORC, PREL, APER, ACABQ, UNGA, UNGA/C-5, UNGA/C-6, EZ 
SUBJECT: CZECHS WILL SUPPORT EU POSITION ON UN REFORM OF 
INTERNAL ADMIN OF JUSTICE 


REF: STATE 31831 
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Classified By: Political-Economic Counselor Mike Dodman 
for reasons 1.4 (b) and (d). 


1. (C/NF) MFA Director of UN Department Jan Kara told Poloff 
on March 16 that he believes the EU\'s new position on the 
reform of the UN\'s international administration of justice is 
consistent with the U.S. position explained in reftel. (He 

did not know whether the substance of the EU position has 
been made public yet.) He confirmed his understanding that by 
supporting the EU position, the Czech government would also 
be fully supporting the U.S. position. 

GRABER 
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STATE FOR AF/W, AF/RSA AND INR/AA 
ADDIS ABABA FOR USAU 
PARIS FOR POL - D,ELIA 


E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PINS, KDEM, GV, MR, SO, SU, SG 

SUBJECT: AF PDAS THOMAS-GREENFIELD MEETS SENIOR MINISTER OF 
FOREIGN AFFAIRS GADIO 


Classified By: AMBASSDOR JANICE L. JACOBS FOR REASONS 1.4 (B) AND (D). 


SUMMARY 

1. (C) During a March 12, 2007 meeting with Senegalese 
Foreign Minister Gadio, AF PDAS Thomas-Greenfield praised a 
peaceful Mauritanian election while Gadio expressed hope that 
the new President will rejoin ECOWAS and deal with the 
refugee situation. On Somalia, Gadio agreed that a clear 
message of support from the African Union (AU) was needed for 
Ugandan troops there and on Sudan, he questioned President 
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Bashir,s sincerity when he said the Sudanese government 
would protect the people of Darfur. On Guinea he described 

as friendly the March 11, 2007 meeting between Presidents 
Wade and Conte. He urged the U.S. to give Guinea emergency 
assistance to strengthen Prime Minister (PM) Kouyate,s 
position. END SUMMARY. 


GUINEA 

2. (C) Following the conclusion of the Regional Security 

Initiative conference on March 13, the Ambassador and AF PDAS 
Linda Thomas-Greenfield called on Senior Minister for Foreign 
Affairs Cheikh Tidiane Gadio, who had just returned from 
Conakry. Gadio described Lansana Conte as vigorous and good 
humored (although he stayed seated) and said that the meeting 
between the Presidents had been very friendly and cordial. 
Conte accepted help from Senegal and gave assurances that the 
new PM will be given the authority to govern. Gadio 

described the relationship between Conte and Kouyate as 
comfortable and thought the PM had the President,s full 

support. He underlined that, in the end, Conte wanted to 

make sure that both he and his family were protected. Gadio 
then urged the United States to give assistance to Guinea so 
that the PM could begin to restore electricity, water and 

rice supplies. He mused that quick successes would show the 
people of Guinea that Kouyate was a man who could deliver. 


3. (U) Upon President Wade,s return to Senegal, he told the 
press that he is &very optimistic about Guinea,s future. 
Wade also promised to help Guinea with its most urgent 
problems ) food, especially rice; electricity; and 

sanitation. 


SOMALIA 

4. (C) PDAS Thomas-Greenfield asked that the AU issue a 
clear statement of support for Ugandan troops in Somalia and 
urged Senegal to follow suit. Gadio agreed and went further 
by saying that the AU,s mixed signals are jeopardizing the 
safety of the troops. Of greatest importance is that a 
withdrawal of Ethiopian troops should be timed to coincide 
with the arrival of peacekeepers so that a vacuum is not 
created for the Islamic Courts to fill. He went on to say 

that the Senegalese Army was already stretched thin and so 
they might only be able to provide high ranking officers to 

give technical support. He then revealed that Wade wanted to 
send religious leaders whose brotherhoods have acolytes in 
Somalia and asked if the United States would support this. 
PDAS Thomas Greenfield saw merit in this idea and agreed that 
it made sense for Somalia to send a special envoy to Senegal 
to make this request. 
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5. (C) Gadio was disdainful of a claim from President Bashir 
that it was the job of the Sudanese government to protect the 
people of Darfur, and he added that a recalcitrant Bashir had 
said that the UN had already gone too far and that they could 
only provide technical and logistical support to the AU 

troops already there. 


MAURITANIA 

6. (C) After PAS Thomas-Greenfield congratulated the GOS on 
Senegal,s successful presidential election, both 
Thomas-Greenfield and Gadio agreed that the election in 
Mauritania had gone very well. Gadio said that the 

Senegalese government was hopeful that a new president would 
return Mauritania to ECOWAS and that the refugee issue would 
finally be dealt with. He expressed concern that the power 
structure of Mauritania was disadvantageous to the more than 
70 percent of the population of African descent and hoped 

that a Darfur-like situation would never arise there. 
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COMMENT 

7. (C) Gadio was in excellent humor, appearing relaxed and 

jovial although his elderly father is hospitalized following 

a fall. Gadio is hopeful that it will be possible to see the 

Secretary when he visits Washington next week. END COMMENT. 


SIPDIS 
8. (U) AF PDAS Thomas-Greenfield has cleared this message. 


9. (U) Visit Embassy Dakar,s SIPRNET site at 
http://www state.sgov.gov/p/af/dakar. 
JACOBS 


100785 

PP RUEHWEB 

DE RUEHTU #0357/01 0751541 

ZNY CCCCC ZZH 

P 161541Z MAR 07 

FM AMEMBASSY TUNIS 

TO RUEHC/SECSTATE WASHDC PRIORITY 2877 
INFO RUCNMGH/MAGHREB COLLECTIVE PRIORITY 
RUEHDO/AMEMBASSY DOHA PRIORITY 0411 


Column 3 


SIPDIS 
SIPDIS 


STATE FOR NEA FO GRAY AND NEA/MAG 
NSC FOR ABRAMS 


E.O. 12958: DECL: 03/13/2017 
TAGS: PHUM, PGOV, KPAO, KMPI, TS 
SUBJECT: TUNISIAN JOURNALIST GIVEN PRISON SENTENCE 


REF: A. TUNIS 327 
B. TUNIS 293 
Classified By: Ambassador Robert F. Godec for Reasons 1.4 (b) and (d) 


1. (C) Summary: Opposition journalist Mohamed Fourati was 
sentenced on March 9 to one year and two months in prison on 
charges of membership in an unauthorized organization. 

Fourati is currently working in Qatar, and had complained 

that his wife and child were denied passports to join him. 
However, on March 14, Fourati\'s wife and child received their 
passports from the GOT. International and domestic NGOs have 
rallied behind Fourati, claiming that the GOT was using the 

case to silence a prominent dissident voice. End Summary. 


2. (C) According to news and NGO reports, on March 9, the 
Court of Appeals in southern city Gafsa sentenced journalist 
Mohamed Fourati in absentia to one year and two months in 
prison on charges of membership in an unauthorized 
organization, the banned Islamist party An-Nahdha. According 
to domestic and international NGOs and journalists familiar 
with the case, the sentence reportedly stemmed from charges 
filed against Fourati in December 2003, when Fourati was 
accused of giving a print-out of articles from \"Aqlam 

Online\", an online magazine for which he wrote, to two people 
sentenced at that time for giving funds to the families of 
An-Nahdha political prisoners. 


3. (C) Fourati was reportedly originally declared not guilty 

by the Court of First Instance. However, the public 

prosecutor appealed the decision, whereupon the Court of 
Appeals upheld the not-guilty verdict. The public prosecutor 
again appealed the verdict before the Supreme Court (Cour de 
Cassation) which sent the case back to be re-heard at the 
appellate level. The Court of Appeals again upheld the 
not-guilty verdict. The public prosecutor yet again sent the 
case to the Supreme Court, which again returned the case to 


Column 3 
the appellate court, which finally, hearing the case for the 
third time, handed down the one year and two month sentence. 


4. (C) Fourati has been a member of the editorial staff of 
the independent Al-Mawqif newspaper, which has a strongly 
anti-GOT editorial line, and has worked as the Tunisian 
correspondent of London-based al-Quds press agency. He is 
also a member of the unauthorized Tunisian Journalists 
Syndicate (SJT). In late 2006, Fourati left Tunisia and 
began working in Qatar for the newspaper \"Ach-charq 
al-Qataria\". He returned to Tunisia in early March for the 
birth of his child, but, according to a friend and colleague, 
left immediately after learning of the sentence from his 
lawyers. According to domestic and international NGOs, the 
GOT had inexplicably delayed issuance of a passport to 
Fourati\'s wife so she could join him in Qatar. However, on 
March 15, Fourati posted acommunique on opposition news site 
Tunis News stating that police officers visited his wife at 
their home in Tunis on March 14 to inform her that her 
passport was ready. Fourati wrote that when his wife went 
immediately to the police station to pick up her passport, 
she was warmly welcomed by the chief of police. Fourati 
thanked human rights activists, foreign diplomats and other 
citizens, who supported him. 


5. (C) Prominent Tunisian journalist Ridha Kefi (Ref A) told 
poloff that there was not one article that provoked Fourati\'s 
sentence. He said rather that the sentence was punishment 

for years of writing articles critical of the GOT, and was a 

scare tactic for other journalists. Rachid Khachana, 

Al-Mawgif chief editor, echoed Kefi\'s comments, saying that 
the GOT had chosen to target Fourati soon after he began 
working for Al-Mawgif. Khachana said the GOT had learned 
from years of experience that older members of the activist 
community would not bow to pressure, and was thus focused on 
dissuading and punishing young newcomers such as Fourati for 
their opposition activities. Khachana, while noting that 

even if Fourati had been legitimately sentenced for 

membership in An-Nahdha, he would still be considered a 
political prisoner, denied that Fourati belonged to the 

Islamist party. He said that Fourati tended politically and 
culturally towards Islamism, but that he is \"open\" and has 
friends and acquaintances across the political spectrum. 


6. (C) Comment: Fourati has joined Mohamed Abbou (Ref B) as a 
Tunisian press freedom celebrity. The GOT often tries to 

limit support for Abbou by inaccurately labeling him an 

Islamist extremist (Abbou is in fact a founding member of the 
unauthorized, secular Congress for the People\'s Republic 

party led by Moncef Marzouki), and will likely do the same 

for Fourati, especially given the accusation of An-Nahdha 


Column 3 
membership and his reported Islamist sympathies. End Comment. 
GODEC 
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DEPT FOR EUR/SCE, DRL, INL, AND S/WCI, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER, OPDAT FOR 
ACKER 


E.O. 12958: DECL: 03/15/2017 

TAGS: PGOV, KJUS, KCRM, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: NEW POLICE COMMISSIONER INTENDS TO 
MAINTAIN UNMIK STRENGTH THROUGHOUT TRANSITION 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: New UNMIK Police Commissioner Richard Monk 
told COM March 14 that he will work to maintain UNMIK 

Civpol\'s strength throughout the transition period to the 
European Security and Defense Policy (ESDP) rule of law 
mission. The same day, EU Planning Team Head Casper Klynge 
said the EU intends to bring in additional police officers 

midway through the transition -- and not pull from existing 

UNMIK Civpol assets until status day -- to help UNMIK 

maintain its strength while the ESDP mission builds up. The 
COM shared our concerns regarding a range of police issues 
with Monk, from the Civpol strength issue to the weak 

Ministry of Interior Affairs (MIA), as well as the political 
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pressure Kosovo Police Service (KPS) officers, especially in 
the Serb-majority north, are likely to face from their 

hardline leadership during this sensitive period. Monk 
(protect) acknowledged those concerns, noting that he would 
focus on building KPS capacity and asking for assistance to 
ensure that key, high-level international officers with 
experience and knowledge are not lost over the remaining 
months of UNMIK\'s tenure due to contributing nations refusal 
to extend their contracts. END SUMMARY. 


UNMIK will try to maintain Civpol strength; ESDP will not 
draw before status 


2. (C) Newly appointed UNMIK Police Commissioner Richard 
Monk told COM on March 14 that he will work to maintain UNMIK 
Civpol\'s strength throughout the transition period to the 

inception of the European Security and Defense Policy (ESDP) 
rule of law mission. Also on March 14, EU Planning Team 
(EUPT) Head Casper Klynge informed COM that the ESDP mission 
will bring in 500 additional personnel, 50 to 60 percent of 

whom will be police, midway through the four-month transition 
period. (It is still unclear what exactly these 250-300 new 

ESDP police officers would do, however. Klynge adviser 

Alessio Zuccarini told poloff they would not have executive 
functions and might include one or two Crowd and Riot Control 
(CRC) units. The EUPT will not make that determination until 
receiving member states reactions to the job descriptions 

the planning team circulated last week.) The EUPT intends to 
have EU and U.S. police officers currently serving in the 

UNMIK mission change hats on the last day of the transition 
period, thereby avoiding any possible ESDP mission drain on 
UNMIK Civpol personnel. 


Monk Raises Concerns about Loss of Experienced Civpol Officers 


3. (C) Monk expressed concern that UNMIK might lose key 
high-level officers due to contributing nations\' refusal to 
extend their contracts, specifically mentioning two German 
officers who were about to depart. However, he was not 
specific on what further losses he feared, nor did he imply 
that UNMIK police levels overall were in jeopardy. (Note: 

We are following up to get a better picture of which 

high-level UNMIK police may be departing in the coming 
months, and to ensure that the U.S. contingent and its 
executive-level officers remain at existing levels in Kosovo 
throughout the transition period.) Monk noted what he 
considered to be deficiencies in KPS capabilities and said he 
would attempt to focus on strategic capacity-building during 
the rest of UNMIK\'s tenure, asking for USOP/ICITAP advice on 
critical areas for development. Monk also acknowledged that 
political issues would rise to the forefront over the coming 
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months; he and COM discussed the pressure that might be 
brought to bear on Serb KPS officers in the north and 
elsewhere by the hardline Serb leadership once the Ahtisaari 
recommendation for Kosovo status became public record. 


4. (C) COMMENT: Monk seemed keenly aware of the challenges 
ahead, both in making certain KPS has the necessary capacity 
and ensuring that international civpol has the continuing 

strength to deal with contingencies. The fact that the EU 

will avoid drawing from current UNMIK police assets before 

the transition should help with the latter, but we will need 
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to know more about what the initial buildup of ESDP officers 
in the transition phase is designed to accomplish. We will 
report further on that issue, as well as the UNMIK personnel 
retention issue, as we learn more. END COMMENT. 


5. (SBU) U.S. Office Pristina does not clear this cable for 
release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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STATE FOR EUR/RPM, NEA/ARP 
E.O. 12958: DECL: 03/16/2017 


TAGS: MARR, MOPS, PREL, NATO, QA 
SUBJECT: NATO WEIGHING NATURE OF POSSIBLE TIES TO QATAR 


Column 3 
REF: A. USNATO 146 AND PREVIOUS 


B. SHINAGEL/REID MARCH 15 AND EARLIER 2006 
C. BROTZEN/REID MARCH 9 2006 


Classified By: A/DCM IAN KELLY;REASONS 1.4 (B) AND (D). 
1.(U) This is a request for guidance; see para. 11-13. 


2.(C) Summary: NATO is debating whether, and how strong, a 
security assurance it is prepared to offer Qatar in the 

ongoing negotiation of a possible NATO-Qatar agreement which 
would allow NATO liaison personnel to stay at the al Udeid 
Combined Air operations Center (CAOC) (ref. A). Drawing on a 
letter then NATO Secretary General Javier Solana sent to 

(then partner) Bulgaria in 1999 during the Kosovo conflict, 

in which NATO offered time-limited security assurances 

against Serbian retaliation in exchange for use of Bulgarian 
airspace, NATO is proposing Allies Monday discuss a narrow 
form of possible security assurance for Qatar linked to any 
threat which Qatar might receive because of hosting NATO 
personnel (ref. B) Ideally we would have guidance by March 

19, but could seek a postponement until March 21. Simmons has 
said that NATO was not yet at the endgame of these talks, 

but, out of respect, should be timely about starting the 

exchange of draft language. NATO Allies debated other 
aspects of this agreement on Monday, March 12, deciding to 
eliminate discussion of a transit agreement. NATO staff did 

not raise jurisdiction issues on March 12, but privately 

assured the U.S. that it would use U.S.-provided text in 

their proposal to Qatar (ref.C). NATO Deputy Assistant 
Secretary General (DASG) Robert Simmons plans to go to Doha 


SIPDIS 

from March 31 to April 3 to discuss a bracketed text, which 
he wants Qatar to have adequate time to review ahead of his 
visit. End Summary. 


3.(C) NATO is developing a bracketed text for a possible 
NATO-Qatar agreement and hopes to send it to Qatar next week. 
Previous exchanges with Doha have identified three 
substantive areas for further Allied consideration: transit 
provisions, jurisdiction and security assurances. On Friday, 
March 9, NATO staff agreed with representatives of the five 
nations who currently have or had posted personnel to the 
liaison group (U.S./UK/NO/CA/FR) that NATO would use 
U.S.-proposed text to seek a strong carve-out for bilateral 
defense cooperation agreements (DCA) despite several Qatari 
rejections of this approach. In Monday, March 12, Political 
Committee discussion, Allies decided to drop mention of 
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transit provisions in the bracketed text since Qatar had not 
sought them in its earlier submissions, no Allies had 
encountered transit problems, and there was interest in 
simplifying a possible agreement. 


4.(C) In the absence of sufficient time to receive 

authoritative instructions from capital, discussion of 

security assurances still yielded Allied hesitation to offer 
Doha a general security assurance, or indeed formula, on 
cooperation linkages which went much beyond agreed language 
in the Istanbul Cooperation Initiative (ICI). Some Allies 

also reflected that Qatari interest in hosting a possible 

future Security Cooperation Center was off the table since 
the Alliance had yet to decide whether to pursue such a step. 
Simmons, as chairman, said that Qatar considered itself to 
be offering a basing contribution through hosting ISAF 
personnel on its territory - a step which Doha saw as beyond 
the ICI - and wanted \"something from NATO" beyond the ICI 
format in return. He also drew Allied attention to past 

Allied extension of temporary security assurances to Bulgaria 
during Operation ALLIED FORCE in 1999. Text follows: 


BULGARIAN ASSURANCE LETTER, APRIL 20, 1999 


5.(SBU) In the context of the North Atlantic Council\'s 
request to grant unrestricted access to the airspace of 
Bulgaria for the execution of air operations over the 

territory of the Federal Republic of Yugoslavia, | would like 
to reiterate the assurances provided in my letter dated 24 
March 1999 which states that it would be unacceptable if the 
Federal Republic of Yugoslavia were to threaten the 
territorial integrity, political independence and security of 
your country. 
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6.(SBU) The Alliance would view with the utmost seriousness 
any attacks by the Federal Republic of Yugoslavia on your 
country, in particular stemming from NATO\'s use of the 
airspace of Bulgaria. 


7.(SBU) The Alliance has repeatedly made clear that the 
security of all NATO Member States is inseparably linked to 
that of all Partner countries. Your security is of a direct 

and material concern to the Alliance. 


8.(SBU) | should like to add my appreciation of the stalwart 
support Bulgaria has given to NATO throughout the crisis in 
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Kosovo. Your country's valuable assistance will strengthen 
and deepen the already close cooperation between NATO and 
Bulgaria. Your sincerely, (Javier Solana) 


END TEXT 


9.(C) While observing that the case with Qatar might be more 
complex because it possibly would be threatened by a 
non-state actor perhaps even using domestic-linked 
terrorists, Allies generally indicated an openness to refer 

to capitals a more narrowly-worded formulation of the 
Bulgarian security assurance. Allies also discussed 
inconclusively whether Allies should consider Qatar\'s 
approaches to NATO as fundamentally a partner cooperation 
issue or a basing arrangement proposal from an operational 
contributor. France said that the question of whether Qatar 
should be addressed as a partner or as an operational 
contributor was an open one, but that Paris likely would be 
more comfortable if Doha\'s contribution to ISAF exceeded 
allowing the ISAF liaison group to operate at al-Udeid. 


10.(C) Several Allies and the chairman also reviewed their 
impression that Qatar attached considerable importance to the 
personal relationship which NATO Secretary General (SYG) Jaap 
de Hoop Scheffer was developing with the Amir and Heir 
Apparent. We supported this observation, noting there had 
emerged a two-track process in which Simmons negotiated a 
substantive text and the SYG pursued development of a 

personal relationship with the Qatari leadership. 


11.(C) Request for guidance: NATO proposed on March 16 that 
Allies consider the following text as a starting point on 
negotiation of limited security assurance language for Qatar 
linked to their hosting of the ISAF liaison group: 


TEXT BEGINS 


NATO will consult with the State of Qatar if that country 
perceives a direct threat to its territorial integrity, 

political independence or security in the context of the ISAF 
functions currently being undertaken within the Combined Air 
Operations Center at al Udeid Airbase and NATO\'s request to 
the State of Qatar to allow NATO personnel to function in 
support of the ISAF mission. The security of the State of 
Qatar is of concern to the Alliance. 


END TEXT 


12.(C) RFG continued: USNATO recommends that Washington 
instruct it to propose an alternate formula as follows: 
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NATO will consult with the State of Qatar on security 

concerns which are mutually perceived as credible threats to 
the State of Qatar, and which stem from the State of Qatar\'s 
hosting of the ISAF functions currently being undertaken 
within the Combined Air Operations Center at al Udeid Airbase 
and NATO\'s request to the State of Qatar to allow NATO 
personnel to function in support of the ISAF mission. In 

this context, the security of the State of Qatar is of 

concern to the Alliance. 


13.(C) RFG Continued: Should Washington consider the above 
outlined approach too extensive, it could consider an 
alternative approach for NATO to pursue in which it 

substitutes pursuing a broad agreement with Qatar with a 
package of considering Qatar an ISAF contributor (and thus 
adding it to ISAF format meetings - a possible prestigious 
opportunity for Doha), signing an annual individual 
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cooperation plan for Qatar, offering mobile training teams 

from the Middle East Training and Cooperation Initiative 
(METCI), and asking the SYG to send the para. 11 security 
assurance language in a letter to the Amir or Heir Apparent, 
perhaps in conjunction with a personal trip to Doha. This 
alternative approach could be a fall back plan as well, 

should Allies not reach agreement on a common approach next 
week. 


14.(C) Comment: Based on Allied internal discussions of how 
far they are willing to go in striking a bargain with Doha 

and Simmons! past accounts of his exchanges with Qatar, there 
would appear to be considerable gaps between NATO and Qatar\'s 
positions on this possible agreement. Depending upon the 
extent to which he is willing to engage personally, SYG de 

Hoop Scheffer may be able to narrow that gap. Still, it is 

unclear if the combination of substantive negotiation and SYG 
personal diplomacy will suffice to bridge the differences 

between NATO and Qatar. We will know more in early April 
after Simmons returns from Doha with reactions to the 
bracketed text NATO plans to offer. End Comment. 

NULAND 
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SUBJECT: STATE SECURITY CHIEF\'S RESIGNATION: IT AINVT OVER 
TIL IT'S OVER 


REF: 06 VILNIUS 1136 AND PREVIOUS 


Classified By: Pol/Econ Section Chief Rebecca Dunham for reasons 1.4 (b 
) and (d). 


1. (C) Summary: A March 15 parliamentary vote rejected the 
resignation of State Security chief Arvydas Pocius, despite a 
previous decision by the same body that he was not capable of 
doing the job. Pocius remains in the job, but his position 

is weak and probably untenable. End Summary. 


2. (U) In a March 15 vote that shocked most political 
observers, the Seimas (parliament) rejected the resignation 

of State Security Department (VSD) chief Arvydas Pocius. As 
reported reftel, Pocius submitted his resignation in late 
December after a highly politicized Seimas investigation. 

That probe concluded that Pocius was \"not capable of suitable 
organization of VSD work and heading the department.\" 


3. (C) Pocius appeared before the Seimas for what was 
expected to be a pro forma vote accepting his resignation. 
President Adamkus had already nominated his successor 
(current Special Investigations Service head Povilas 
Malakauskas), who was literally waiting in the wings to 
address the Seimas and answer MPs\' questions. Before the 
vote, however, Pocius addressed the Seimas, making 
provocative allegations aimed at those who were most 
outspoken in calling for his resignation. 


4. (U) Pocius\'s first allegation concerned the sale of 
Lithuania\'s Mazeikiu Nafta refinery in 2006. He claimed that 
VSD had discovered that \"current or former traitors within 
VSD\" had leaked information to an \"unfriendly neighboring 
country\" during the time when Poland\'s PKN Orlen was 
negotiating to buy the refinery. His description of the 

source of the leak appears to be aimed at the two VSD 
counterintelligence officers who were fired, most observers 
assume, for leaking information to the Conservative party. 


5. (U) His second allegation concerns still-unsolved crimes 
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related to a militia \"uprising\" in the early-nineties. 

Pocius said that he had been approached by certain 
politicians who told him that he should not expect their 
support because of his investigation into then-Conservative 
MP Algirdas Petrusevicius. (Petrusevicius was convicted of 
illegal arms possession and arms trading in 2006.) In his 
remarks, Pocius also seemed to link Petrusevicius and the 
Conservative party to several unsolved crimes related to the 
militia uprising, including the blowing up of a railroad 

bridge near Trakai and the murder of former VSD officer Juras 
Abromavicius. 


6. (U) PociusVs final allegation was that Algimantas 
Matulevicius, Chairman of the Seimas National Security and 
Defense Committee (which conducted th investigation of VSD 
that led to Pocius\'s resignation) had been a KGB agent during 
the Soviet occupation. Pocius argued that this was the 

reason that he decided not to share certain classified 

material with the Chairman, arguing that Matulevicius had not 
declared his KGB past, making him ineligible to hold a 
security clearance. 


7. (U) Pocius\'s defiant speech, and the vote not to accept 
his resignation, came as a shock to most observers. Part of 
the outcome can be explained by the low participation rate 
(barely half of all MPs). But the decision by a large block 

of Labor Party MPs to vote against accepting Pocius\'s 
resignation or to abstain (which, in this case, is 

effectively the same thing) clearly turned the tide. Labor 
Party Chairman Kestutis Dauksys told the media that his party 
group had gone into the plenary session planning to accept 
the resignation, but then decided spontaneously\" to let 
Pocius stay in his position in order to finish investigating 

the famous cases he mentioned in his speech. 


Comment 


8. (C) After the tempestuous fall session of the Seimas, most 
in the political class seemed ready to move on. That is not 
going to happen yet. For the moment, Pocius remains head of 
VSD; President Adamkus, who likes and respects Pocius, signed 
a decree March 16 withdrawing his nominee to replace him. 
But Pocius\'s position is tenuous at best. He seems intent on 
a counterattack against the Conservatives who pushed so hard 
to have him removed in the fall. Although his strategy may 

be understandable, it will not make relations with the 
parliament any easier. Additionally, the Conservatives, 

whose political position has been strengthened here by recent 
municipal elections, have threatened to end their support of 
the Social Democrat-led minority government because of the 
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vote. While this would not cause the government to fall (the 
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Conservatives are not formally a part of the coalition), it 
could complicate VSD-Seimas relations further, and more 
importantly, impair the governmenti\'s ability to achieve any 
of its legislative objectives. Finally, the Labor Party, 

which saved Pocius this time, probably has no interest in 
protecting him over the long haul. It is far more likely 

that Labor, which did poorly in recent municipal elections, 
was attempting to flex its remaining political muscles and 
prove that it still has influence in the Seimas. 

CLOUD 
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SUBJECT: MEDAR OUT, STANISOARA IN: PRESIDENT RESHUFFLES 
PRESIDENTIAL ADVISORS 


1. (SBU) The Presidential Office announced 3/15 a major 
reshuffle of the Presidential Administration, including the 
naming of Mihai Stanisoara as National Security Advisor; 
Sebastian Lazoroiu as the head of a reorganized Political 
Planning department; Cristian Preda as Presidential Advisor 
for Education and Research; and Bjujor Bogdan Teodoriu as 
Presidential Advisor for Economics. Biographic sketches of 
the four new Presidential Advisors follow: 


Mihail Stanisoara 
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2. (SBU) Mihai Stanisoara replaces General Sergiu Medar (who 
is reportedly retiring for health reasons) as National 

Security Advisor. Stanisoara has presided over the Chamber of 
Deputies Defense Committee since December 2004. He is a 
member of the PD,s National Standing Bureau-)e.g., the top 
executive party body--having been elected one of the party,s 
executive secretaries in May 2005. Stanisoara began his 
parliamentary career in 2000, and was reelected from the same 
constituency in Mehedinti county, South-East Romania in 2004. 
He served in as a member and subsequently president of the 
foreign policy committee and concurrently as head of the 
delegation to the OSCE Parliamentary Assembly and as a member 
of the Romanian Delegation to the NATO Parliamentary 
Assembly. Stanisoara was also the general secretary of the 
Ministry of Defense for a brief period in early 2000 (note: 

he served under then-defense minister Sorin Frunzaverde, who 
resumed the MOD portfolio in late 2006.) 


3. (SBU) Between 1992 and 1999, Stanisoara served as the 
general secretary and subsequently as president of the 
Mehedinti Chamber of Trade and Industry. Before 1989, he was 
an engineer in Turnu Severin (Mehedinti county) and 
Timisoara, and a teaching assistant at the Timisoara 
Technical University. Stanisoara graduated from the 
Polytechnic Institute of Timisoara in 1986, and subsequently 
obtained a PhD in technical sciences from the same institute 
in 2003. Stanisoara also attended the NATO College in Rome 
(2006), the Superior College of National Security (2005) and 
the Defense College in Bucharest (2001). He is currently 
enrolled in a doctoral program at the Bucharest-based Police 
Academy in the field of public order and national security. 
Mihai Stanisoara is 45, is married, has two children and 
speaks excellent English. 


Sebastian Lazaroiu 


4. (SBU) Sebastian Lazaroiu until recently was Managing 
Director of the Center for Urban and Regional Sociology 
(CURS), one of the leading polling institutes in Romania. He 
is also lecturer at the National School of Political Studies 

and Public Administration. Between 1999-2000, Lazaroiu was 
Research Director at the Center for Marketing Studies and 
Polls (CSOP-TNS), a partner of Gallup International. His 
educational background includes coursework in Quantitative 
Methods of Social Research at the Inter-University Consortium 
for Political and Social Research at the University of 

Michigan. 
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Cristian Preda 


5. (SBU) The appointment of Cristian Preda, the former Dean 
of the Political Science Department at the University of 
Bucharest, as Presidential Advisor for Education and Research 
fills a long-vacant position created in July 2006 when two 

new departments were created in the Presidential 
Administration, including the Department for Public Health 

and the Department for Education and Research. Preda was 
formerly the MFA\'s deputy Minister for Francophony. Preda, 
41, does not have any known political party affiliation. 


Bujor-Bogdan Teodoriu 


6. (SBU) Bujor-Bogdan Todoriu replaces Theodor Stolojan as 
State Counselor and head of the Economic Department in the 
Presidential Administration. Stolojan resigned last year 
following his decision to reenter party politics (note: he 

was in the vanguard of a group of PNL leaders who left the 
party to form a new breakaway Liberal Democratic Party 
closely aligned with President Basescu.) Todoriu served as 
Minister of Research and Technology from 1996-98, and 
subsequently served in a variety of positions as both a 
member of parliament or deputy minister in various 
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governments. Teodoriu, 54, is a longtime member of the 
Democratic Party. 
TAUBMAN 


100790 

RR RUEHWEB 

DE RUEHSK #0228/01 0751551 

ZNY CCCCC ZZH 

R 161551Z MAR 07 

FM AMEMBASSY MINSK 

TO RUEHC/SECSTATE WASHDC 5792 

INFO RUEHMO/AMEMBASSY MOSCOW 3611 
RUEHVL/AMEMBASSY VILNIUS 3861 
RUEHKV/AMEMBASSY KYIV 0044 
RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK""CONFIDENTIA L MINSK 000228 


SIPDIS 


SIPDIS 


Column 3 

E.O. 12958: DECL: 03/16/2017 

TAGS: PHUM, PGOV, BO 

SUBJECT: BELARUSIAN KGB ATTACKS MALADY FRONT 


REF: A. MINSK 152 


B. 06 MINSK 1166 
C. MINSK 218 
D. MINSK 221 


Classified By: DCM Jonathan Moore for reason 1.4 (d). 


Summary 


1. (SBU) Belarusian security services in the last few days 

have interrogated dozens of activists from the youth 
organization Malady Front (MF) and threatened many with 
criminal charges. Human rights lawyers and journalists fear 
that many MF activists could face extended jail time. All 

who have spoken to us agree that the GOB,s actions are scare 
tactics to frighten organizers and would-be youth 

participants of the March 25 opposition demonstration. End 
summary. 


The MF Roundup Begins 


2. (U) The Belarusian KGB (BKGB) has recently unleashed a 
strong and systematic harassment campaign throughout Belarus 
against members of the pro-democracy youth group Malady Front 
(MP). In Zhlobin (Gomel oblast), the BKGB on March 12 
interrogated former MF activist and member of the Belarusian 
National Front (BNF) Eduard Zelyankov for four hours about 

his participation in MF. On March 13, the BKGB questioned 
17-year-old Kiryl Atamanchyk about his attendance at the 
February 4 MF conference in Minsk, at which the authorities 
detained 27 participants, including MF leaders Dmitriy 

Fedaruk and Aleh Korban, who are currently being charged with 
running an unregistered organization. On March 14, the BKGB 
pulled 17-year-old MF activists Andrey Sarachynskiy and 
Katsyarina Koneva from their high school classrooms for 

similar questioning and searched regional MF secretary Boris 
Goretskiy,s apartment after searching his mother\'s residence 
earlier that day. 


3. (U) In Vitebsk, the BKGB on March 13 interrogated three 
high school students and two college students about their 
participation in MF activities. High school student Elena 
Bogdanova told independent online news source BelaPAN that 
BKGB investigator Yevginiy Yurchenko tried to take her from 
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her classroom against the principal,s wishes. MF activists 
Vladislav Chernik, Kristina Mikhailova, Yuliya Matusyevich, 

and Andrey Danilyevskiy were also interrogated. Human rights 
defender Valeriy Shukin told BelaPAN reporters that the BKGB 
asked questions relating to MF membership dues, MF members 
and partners, and why the youth had the Vitebsk MF 
headquartersY number programmed in their mobile phones. 


4. (U) On March 12, Minsk prosecutors informed MF activists 
Aleksey Yanushewski and 17-year-old Anastasiya Palazhanko, 
who presented a Valentine\'s Day card to the DCM as part of a 
February 14 MF event (ref A), that they were now suspects in 
the Fedaruk-Korban criminal investigation. On March 14, 
prosecutors also named youth activist Boris Haretskiy as a 
suspect after searching his and his parents apartments. 


Nothing But Scare Tactics? 


5. (C) Lawyer for the human rights NGO &Vyasna8 Valentin 
Stefanovich on March 14 expressed to DCM and Poloff concern 
for the recent wave of BKGB harassment toward MF activists. 
Stefanovich said authorities were setting a precedent by 
naming minors as suspects in criminal cases and feared that 
others, such as the Zhlobin MF secretary Goretskiy, could end 
up with lengthy jail sentences similar to MF leader Dmitry 
Dashkevich, who is serving 18 months for running an 
unregistered organization (ref B). 


6. (C) Radio Free Europe/Radio Liberty journalist Lyubov 
Lunyova claimed to DCM that the latest harassment was the 
authorities, attempts to disrupt preparations for the March 
25 opposition demonstration. According to Lunyova, the 
authorities, goal was not to scare MF activists, who tend to 
be unbending in the face of security service threats, but to 
frighten other youth who were debating amongst themselves 
whether to participate in the March 25 event. Dashkevich,s 
lawyer and representative for other MF activists Aleksandr 
Galiyev on March 16 echoed Stefanovich,s and Lunyova,s 
assessments, noting that he would likely not represent the 
other MF activists because of increased pressure on him from 
the authorities. 

Comment 


7. (C) We too view the latest harassment of MF activists as 
one of the many measures -- including the arrests of 
opposition leaders Vintsuk Vyachorka and Vyacheslav Sivchik 
(refs C and D) -- the GOB is taking to hinder the March 25 
demonstration. Organizers of the March 25 demonstration told 
us on March 16 that in view of the recent crackdown, they do 
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not expect a significant number of Belarusians to show up 
(septel). Meanwhile, the GOB has been busy trying to 
convince the EU, the USG, and its own citizens that Belarus 
shares European values of democracy and is committed to 
constructive dialogue with the West. 

Stewart 
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SUBJECT: ZAM IS NOT ZIM: REPORTS OF GRZ PROPERTY DEMOLITION 
EXAGGERATED 


Ref: Lusaka 247 


1. (SBU) Summary: Following advance warnings made by the Zambian 
Minister of Local Government and Housing in late February, on March 
11, the GRZ razed approximately 100 partially completed, unoccupied 
structures in the Kalikiliki section of Lusaka. The Zambia Land 
Alliance, an alliance of civil society groups dedicated to land 

reform, has reserved judgment on the government\'s decision to 
destroy the illegal Kalikiliki structures. Although some media 

reports have compared the GRZ action to Zimbabwe\'s \"Operation 
Restore Order." which left thousands homeless in 2005, these 
comparisons are unfounded. End Summary. 


GRZ Destroys Unoccupied Structures 


2. (SBU) On March 11, the GRZ razed approximately 100 partially 
completed, unoccupied structures in the low-income, high-density 
Kalikiliki section of Lusaka. Media reports indicate that the 
government also destroyed squatter shacks in Solwezi in North 
Western Province. PolOff visited Kalikiliki on March 14 and found 
the area to be calm and orderly. Residents reported that government 
construction crews, escorted by police, arrived in the area late on 

the evening of March 10 and tore down the cinder block structures 
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using sledge hammers. The operation took approximately two hours 
and the residents did not confront the work crews or protest their 
actions. 


3. (SBU) Many of the \"owners\" of the destroyed structures were 
likely not aware of the government action until the following day, 
since none of the buildings were occupied. When PolOff visited the 
area, the approximately two-acre tract on which the structures had 
stood was completely cleared - local residents had carted off the 
rubble for use in other construction projects, also probably 

illegal. Residents said that the land had recently been sold and 
they speculated that the government destroyed the structures in 
response to complaints from the new owner. 


4. (SBU) The GRZ\'s actions were not without warning. On February 
20, Minister of Local Government and Housing Sylvia Masebo announced 
the plan to destroy the Kalikiliki structures after touring the 

area. Masebo noted that the people building on the land could 

produce no documents to prove ownership. WA group of people have 
been selling land and instructing clients to construct their homes 

in the shortest possible time," Masebo said, adding Wall these 
structures are going to be demolished and this is not a joke." 

Though warned, many Kalikiliki residents were surprised that the 
government acted on its plan. The GRZ often threatens to take 

action against illegal squatters, but rarely follows through. The 
destruction of the Kalikiliki structures has produced anxiety 

throughout Lusaka\'s compounds, which are home to many properties of 
similarly dubious provenance. 


GRZ Motivated by Political Considerations 


5. (SBU) Although complaints from the new land owner may have 
prompted the GRZ to clear the Kalikiliki property, many believe that 
the government was also motivated by political considerations. Most 
of Zambia\'s illegal structures are located in urban areas such as 
Kalikiliki, which are also strongholds of the opposition Patriotic 

Front (PF) party. The GRZ may be trying to assert its authority in 
these areas by cracking down on long-overlooked property law 
violations. 


6. (SBU) At the same time it asserts its control, the GRZ may be 
acting to show its determination to fight corruption following the 
revelation of widespread abuses at the Ministry of Lands (Reftel). 
Much of the illegal development of land in Zambia can be attributed 
to local supporters of the ruling Movement for Multi-party Democracy 
(MMD), who divide and sell parcels of land that the MMD awards to 
them in return for their political support. In many case, these 
corrupt MMD supporters sell the same tract of land multiple times to 
unsuspecting and uneducated buyers (though it is not certain that 
the Kalikiliki builders had even a good faith" claim to their 
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property). By enforcing the law, the GRZ may be seeking to put an 
end to this practice. 


MMD and PF Agree? Pigs Flying Over Lusaka? 


7. (SBU) Ironically, the leadership of the opposition Patriotic 

Front (PF) party may also be quietly pushing the government to clear 
illegally occupied land, although it is mainly PF supporters who 

will be affected. Susan Nakazwe, the Mayor of Lusaka and a PF 
member, accompanied Masebo on her February 20 tour of Kalikiliki, 
lending her tacit support to the plan to raze the structures. In 
addition, Patriotic Front MP from Matero Faustina Sinyangwe praised 
Masebo in a speech to Parliament, noting the need to curb land 
abuses. Finally, PF president Michael Sata, never one to miss an 
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opportunity to criticize the ruling party, has been conspicuously 

silent on this issue. Mulima Akapelwa from the Catholic Center for 
Justice, Development and Peace (CCJDP), speculated to PolOff that 
Sata may privately support the GRZ efforts to clear illegally 

occupied land because that would allow PF-dominated local councils 
to regain control of the properties. 


Civil Society: No Rush to Judgment 


8. (SBU) The CCJDP is a member of the Zambia Land Alliance (ZLA), 
which advocates for land reform stressing the need to provide the 
poor with access to land. The ZLA has not yet formed a position on 
the destruction of illegal properties like the ones in Kalikiliki, 
Akapelwa said. She explained the dilemma, noting that, although the 
ZLA believes that land should be accessible to all, it cannot 

condone squatters or fault the government for enforcing the law. On 
the other hand, the ZLA believes that the MMD is responsible for 
creating the problem of illegal development and should be held 
accountable for selling properties and development rights without 
clear title. The CCJDP does not advocate for people who illegally 
occupy land, Akapelwa stressed. Several years ago the CCJDP was 
itself victimized by squatters who had formed what amounted to a 
\"township\" on CCJDP property before being evicted by government. 


Comment 


9. (SBU) It is unclear whether the incident at Kalikiliki is a 

one-off event or the beginning of a sustained campaign by the 
government to rein in abuses of Zambia\'s property laws and establish 
clear titles to land. There is no evidence that the GRZ has adopted 
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a new policy with regard to illegal settlements, and so far the GRZ 
has taken no action on Masebo\'s pledge to remove illegal vendors 
from Lusaka\'s improvised downtown markets. It appears that the 
governmentVs intentions are good, even if its actions may have been 
prompted by political considerations and appear heavy-handed, as 
reported in the international media. Beyond the considerable 
challenge of establishing clear titles to properties following 

decades of widespread abuse and corruption in the Ministry of Lands, 
the GRZ may face an even greater challenge in providing housing to 
Zambia\'s millions of poor who are migrating to urban centers in 
great numbers. To alleviate the burden on cities and stem the 
growing housing crisis, the GRZ will need to do a better job of 
creating economic opportunity and providing electricity and other 
government services to Zambia\'s rural areas. End Comment. 


MARTINEZ 
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TO RUEAWJL/DEPT OF JUSTICE WASHINGTON DC/OPDAT 
INFO RUEHC/SECSTATE WASHDC 7159 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, YI 
SUBJECT: COUNTRY CLEARANCE GRANTED TO JUDGE JOHN TUNHEIM 


REF: DEPT OF JUSTICE WASHINGTON DC//OPDAT 3821 


1. US Office Pristina welcomes and grants country clearance to John 
Tunheim, U.S. District Judge, District of Minnesota to visit 

Pristina March 18 - March 30, 2007. The purpose of the visit is to 
participate in an OPDAT roundtable on plea bargaining and to assist 
USAID with its constitutional drafting project. Control Officer for 

this visit will be Resident Legal Advisor, Sarah Lum, who can be 
reached at: office 381-38-549-516 ext. 3215; GSM 377-44-501-742; fax 
381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and for 
transportation for official meetings during the visit. 
Accommodations have been confirmed at Royal Hotel. 


3. Kosovo is a cash (Euro) economy. There are a few operating 
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ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOPYs RSO or your control officer. 


KAIDANOW 
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STATE FOR EB/TRA, EUR/WE 
USEU FOR MORENSKI 


E.O. 12958: N/A 
TAGS: KTIA, EAIR, ECON, PREL, FR 
SUBJECT: FRANCE SUPPORTS U.S.-EU OPEN SKIES PLUS AGREEMENT 


REF: SECSTATE 29781 


1. (SBU) Econoff delivered reftel points March 14 to Olivier 
Berthelot, Technical Counselor for Aviation to Minister of 
Transportation Dominique Perben. Berthelot reiterated French 
support for the draft agreement, and said that Perben would 
be calling allies on the issue (mentioning the Netherlands, 
Ireland and Germany in particular) in advance of the March 22 
Council meeting to co-ordinate positions in order to prevent 

it foundering on the U.K.\'s opposition. France\'s 
understanding is that unanimous consent is required for 
adoption. Perben apparently does not envisage making any 
public statements of support at this point. An earlier call 

to Jean-Michel Bour, Director of International and 

Multilateral Affairs at the French Civil Aviation Authority 
produced a similar statement of support for the agreement, 
though Bour implied that if pressure was needed to bring the 
U.K. around, it would have to be exercised by the U.S. rather 
than France. The Ambassador addressed a follow-up letter to 
Perben March 16 urging him to support the agreement both in 
public and with his European partners, including the U.K. 


2. (SBU) Acting Deputy Chief of Mission also discussed the 
issue March 8 with the Air France CEO\'s Chief of Staff, Guy 
Tardieu, who underlined Air France\'s support for the 
agreement, but expressing skepticism that the GOF would weigh 
in strongly with the U.K. in favor of the agreement. Tardieu 
also underlined that Air France had quickly released a press 
communiqu on 6 March describing the advantages of the 
proposed agreement and \"publicly supporting the final 
conclusion of an agreement." That press release formed the 
basis of a very positive March 15 op-ed in the Wall Street 
Journal signed by Air France CEO Spinetta and KLM CEO Van 
Wiik. 

Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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FM AMEMBASSY BRATISLAVA 

TO RUEKJCS/JOINT STAFF WASHDC IMMEDIATE 
INFO RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEHC/SECSTATE WASHDC IMMEDIATE 0773 


SIPDIS 
SIPDIS 
JOINT STAFF FOR VCJCS ADMIRAL GIAMBASTIANI 


E.O. 12958: DECL: 01/17/2017 
TAGS: OVIP, LO 
SUBJECT: AMBASSADOR VALLEE WELCOME TO ADM GIAMBASTIANI 


Classified By: Ambassador Rodolphe Vallee for reasons 1.4(b) and (d). 


1. (C) Admiral Giambastiani, it will be my great pleasure to 
welcome you to Slovakia on March 29. This will be a rare 
high-level visit for U.S. Embassy Bratislava, and it comes at 

a critical time given the Slovak Government policies and 
world-outlook. Your visit will provide an excellent 

opportunity for us to highlight the ways in which we assist 

and cooperate with the Slovak Armed Forces, as well as the 
ways Slovakia can do more to help us and NATO in the Global 
War on Terror and the struggle for a safer and more 
democratic world. 


2. (C) | hope that during your stay, you will emphasize the 
importance of Slovak contributions to foreign missions, and 
encourage them to do more. We want to build upon the recent 
Slovak agreement to the ISAF request to redeploy engineering 
troops from Kabul to Kandahar in order to demonstrate to the 
Prime Minister and the Slovak people that Slovakia has a 
significant world role to play. Slovakia has a fine military, 

but one that is too rarely deployed and in too small numbers. 
Similarly, after years of ambitious and successful reform of 
their armed forces, the Slovaks are now decreasing their 
defense budget as a percentage of GDP. It would be useful if 
you could emphasize the importance of Slovakia\'s commitment 
to NATO to spend 2 percent of GDP on defense. 


3. (U) Admiral, | know that LTC Wallace has sent you a 
complete scenesetter cable and organized a full and active 
schedule of events for you. | am certain that your visit will 
be a success and that our relations with Slovakia will 
benefit. | look forward to welcoming you on March 29. 
VALLEE 


Column 3 


100795 

RR RUEHWEB 

DE RUEHBH 0332/01 0751607 

ZNY CCCCC ZZH 

R 161607Z MAR 07 

FM AMEMBASSY NASSAU 

TO RUEHC/SECSTATE WASHDC 3987 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUEABND/DEA HQS WASHDC 
RHMFISS/HQ USSOUTHCOM MIAMI FL 
RUEABND/DEA FIELD DIVISION MIAMI FL 
RUEKJCS/JOINT STAFF WASHDC 
RUENAAA/SECNAV WASHDC 
RUEKJCS/SECDEF WASHDC 


SIPDIS 
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DEPT FOR WHA/CAR, INL/LP L/OES AND EB 


E.O. 12958: DECL: 03/08/2017 

TAGS: BF, ECON, KJUS, KNNP, MARR, PREL 

SUBJECT: AMBASSADOR AND ATTORNEY GENERAL DISCUSS PSI, 
AUTEC, PENDING U.S. TAX LEGISLATION 


REF: NASSAU 0032 


Classified By: DCM D. Brent Hardt. Reasons: 1.4 (b) and (d). 


1. (C) Summary: Ambassador Rood and Attorney General Allyson 
Maynard-Gibson discussed the status of ongoing joint criminal 
investigations, extraditions, and other law enforcement issues under 
the AGVs jurisdiction. The Attorney General provided her reaction to 
elements of the just released human rights report critical of the 
Bahamian judicial system for lengthy pre-trial delays. From that 
defensive beginning, the meeting covered the U.S. request to add an 
additional area to our Navy undersea testing range leased from the 
government and recently introduced tax legislation, and the 
Proliferation Security Initiative. The Ambassador noted the arrival 

of the Embassy\'s new FBI Assistant Legal Attachi, and expressed his 
hope for closer coordination of ongoing investigations. The 
Ambassador and AG agreed that monthly meetings between the her office 
and the Embassy should be held on the last Friday of each month with 
Director of Public Prosecutions Bernard Turner to review ongoing 
cases and ensure adequate coordination. End Summary. 
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Human Rights Report 


2. (C) The meeting began with the sometimes prickly Attorney 
General responding formally to the just released U.S. Human Rights 
Report. She flatly denying that there were any human rights abuses 

at the prison, despite the well-documented and widely recognized poor 
conditions that exist there. Given this clear, documented record on 
the issue, the Ambassador chose to simply point the Attorney General 
to the specifics detailed in the report and move onto other areas of 
discussion. 


Proliferation Security Initiative 


3. (C) From his meeting the previous day with Foreign Minister Fred 
Mitchell, the Ambassador understood that the Attorney General\'s 

office had drafted a lengthy memo outlining the reasons why The 
Bahamas did not need to conclude a Proliferation Security Agreement 
(PSI). According to the FM, the AG\'s office argued that all the 

legal authorities envisioned in a PSI were already available through 

the existing Comprehensive Maritime Agreement between our countries. 
The Ambassador requested a copy of the memo, and the Attorney General 
said that attorneys from both sides could discuss the issue. 


4. (C) The Ambassador raised the issue of the U.S. request to 
install new hydrophones at the Atlantic Undersea Testing and 
Evaluation Center (AUTEC) in the Tongue of the Ocean between New 
Providence and Andros Islands. He noted that the Foreign Minister 
had indicated his support for the request. The AG, however, raised 
the issue of an increase in U.S. payments if the concessions were to 
be granted to install the new equipment. The Ambassador flatly 
stated that the lease was firm and that the payments would not 
change. He further emphasized that the hydrophones would reduce 
hazards to navigation by eliminating the need for the ship and 
temporarily installed hydrophones that currently perform the same 
function. Finally, he stressed that AUTEC was an outstanding 
corporate citizen on Andros that provides employment to over 200 
Bahamians. lts presence there was a win-win situation for the 
community and the U.S. Navy, he added. 


Pending Tax Legislation 


5. (C) The AG raised the issue of a bill recently introduced by 
Senators Levin, Obama, and Coleman regarding tax havens. [Note: 
Senator Dorgan has also introduced legislation about tax havens which 
includes The Bahamas.] The Government of the Bahamas is deeply 
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troubled that it has been included in the scope of this legislation, 
especially since it has a Tax Information Exchange Agreement with the 
United States. The Attorney General is preparing a letter on this 

issue which she will forward to the Embassy when it is ready. The 
Ambassador promised to look into the matter. 


Electronic Monitoring 


6.(C) The Ambassador took the opportunity to express his support 

for an amendment to the Bail Act now before the Parliament that would 
permit the use of electronic monitoring bracelets by law 

enforcement. (Comment: A high volume of crime in The Bahamas is 
committed by individuals out on bail awaiting trial. End Comment.) 

The U.S. company that produces the bracelets had previously contacted 
the Embassy and briefed us on the program. The AG said that the GCOB 
supported the use of the bracelets and urged the company to contact 

the AG\'s office to follow up on the matter. 


Enhancing Law Enforcement Cooperation 


7. (C) Both the Ambassador and the Attorney General stressed the 
importance of close and open communication on law enforcement 
issues. The AG said she looked forward to working with the new FBI 
Assistant Legal Attachi and the Ambassador promised to bring him over 
for an introductory call. The AG also expressed interest in a 

renewed dialogue on asset forfeiture. There is no agreement 
currently in place, but The Bahamas has expressed interest in 
concluding such an agreement. The AG and Ambassador agreed that 
meetings should be held on the last Friday of each month among U.S. 
law enforcement and the Director of Public Prosecutions Bernard 
Turner to discuss ongoing cases. The AG also suggested that a task 
force be created to discuss formalizing procedures for joint 
investigations. (Comment: This proposal likely stems from the 
political fallout within the Bahamas of the December 2006 Nassau 
Flight Services arrests (reftel). End Comment.) The Ambassador 
agreed to explore the merits of such a task force. 


8. (C) Comment: The release of the Human Rights Report, which 
garnered extensive Bahamian media coverage, led to a surprisingly 
tense meeting between the sometimes prickly AG and the Ambassador. 
Nevertheless, her support for a monthly meeting and her proposal to 
create a task force to address issues arising from joint 

investigations reflect her commitment to close law enforcement 
cooperation with the U.S. With elections looming, the AG and other 
members of the government are sensitive to negative publicity that 
joint investigations can sometimes generate. (Some more cynical 
Bahamian observers would argue that the government is also wary of 
antagonizing certain individuals who may be the subject of 
investigations, who are known to contribute to political campaign 


Column 3 

coffers.) The tax haven bills pending in the U.S. Congress could 
become a major bilateral issue, given that the financial services 
sector is the second largest contributor to the Bahamian economy. 
Even before the Attorney General raised the issue, the Bahamas 
Financial Services Board had contacted the Embassy on the matter. 
The Bahamas already believes it was unfairly treated by the 
international community in the FATF review process, and this 
legislation could deepen the perception that The Bahamas is being 
unfairly treated -- especially in light of the fact that they have 
signed a Tax Information Exchange Agreement with the U.S. 


HARDT 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, SOCI, LO 

SUBJECT: SLOVAKIA POLITICAL ROUNDUP - NATIONALIST EDITION, 
MARCH 16, 2007 


REF: BRATISLAVA 21 


ON THE RISE: RACIAL ATTACKS OR REPORTS OF ATTACKS? 


1. (U) On March 13, two NGOs held a press conference to draw 
attention to racist attacks against minorities and people of 

color. In the space of two weeks, a resident Nigerian, two 
resident Vietnamese, several Spanish exchange students, a 
Mexican exchange student, and a Romani-Slovak were physically 
attacked in four separate racially-motivated incidents. The 
Nigerian victim, who lives with his Slovak wife and children 

in the town of Martin, asserted that Bratislava police told 

him to go home when he first reported that he had been 
attacked by seven or eight skinheads. When he insisted on 
filing a report, the police charged him as the offender. A 

lawyer from the League of Human Rights Activists is 
representing the Nigerian. In the other attacks, the police 
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recognized the victims as victims. They have caught the 
culprits who attacked the Romani-Slovak. A Jewish rabbi who 
was verbally attacked in January in Bratislava reported that 
the police were very helpful in his case. 


2. (U) Police have not released the number of 
racially-motivated attacks that have been reported thus far 

in 2007, so there is no month-on-month comparison to 
determine whether attacks are on the rise. From 2005 to 
2006, the number of reported incidents went from 121 to 188, 
a number which is 10-fold more than a decade ago. However, 
this could indicate a greater willingness of victims to go to 

the police, as opposed to a greater number of violent 

attacks. NGOs believe that racially motivated crimes remain 
under-reported. People Against Racism will hold a \"Stop 
Racism" rally in Bratislava on March 21 in conjunction with 
the European week against racism. The Ambassador will be a 
featured speaker at the rally. Post continues to raise our 
concerns about racial incidents. 


NATIONALIST MP IS A SUPPORTER OF FORMER FASCIST STATE 


3. (U) According to media reports, Slovak National Party 

(SNS) MP Jozef Rydlo commemorated the anniversary of the 
founding of the WWiIl-era Slovak fascist state on March 14 by 
attending a ceremony with members of Slovenska Pospolitost, a 
neo-Nazi organization. Several former MPs from the Movement 
for a Democratic Slovakia (HZDS) also attended. 

Approximately 200 Tiso-sympathizers, including many 
Pospolitost members, marked the day by visiting the grave of 
Jozef Tiso, the head of the wartime fascist state which 

deported tens of thousands of Slovak Jews, Roma, and others 
to their deaths in Nazi concentration camps. Over half of 

the attendees at the event reportedly had shaved heads. The 
police monitored the event but did not intervene as it 

remained peaceful. 


4. (U) The new head of Slovenska Pospolitost, Ivan Sykora, 
praised Tiso at the graveside event. Sykora had assumed 
leadership of Pospolitost just two days prior. Though 
technically an NGO since it was banned as a political party 

in March 2006, Slovenska Pospolitost held a \"party congress\" 
to elect its new leader. 


5. (SBU) On February 12, the \"Initiative for Freedom of 
Speech," an NGO with close ties to Slovenska Pospolitost, 
held a rally in Bratislava in support of \"free speech." 
Specifically, the group wanted to show support for Archbishop 
Jan Sokol, who recently spoke out in admiration of Jozef Tiso 
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(ref). Police estimate that 20 people participated in the 

rally, which was held in the Square of the Slovak National 
Uprising, named for a historical event in which, ironically, 

the Slovak people attempted to expel the pro-Nazi regime in 
1944. According to press reports, the rally itself was a 
\"farce\" due to the low turnout. An earlier rally planned by 
the Initiative had been banned by the Mayor of Bratislava-Old 
Town. The ban did not stop the previous rally entirely -- one 
member of our Embassy community accidentally came across the 
aborted event and witnessed a youth shouting \"sieg heil\" and 
giving the Hitler salute before being chased by several 

police. 


6. (U) A recent survey showed that 48 percent of Slovaks do 

not respect Tiso while only 16 percent do. Over one-third 

are undecided on the issue. Most Tiso-supporters come from 
the ranks of the religious faithful, senior citizens, and 

those with only an elementary-school education. As for 

political party affiliation, 40 percent of Christian 

Democratic Movement (KDH) supporters and 28 percent of both 
SNS and HZDS supporters esteem Tiso. 


BRATISLAVA 00000156 002 OF 002 


SLOTA PROTECTS TISO TO THE LAST 


7. (SBU) On February 8, the Ambassador met with the new Mayor 
of Zilina, Ivan Harman, who ousted SNS Chairman Jan Slota in 
December after 16 consecutive years in the position. The 
Ambassador asked about the empty spot in a line-up of photos 

of noteworthy Slovaks in the Mayor\'s office. Harman replied 

that Slota had left with a photo of Jozef Tiso under his arm, 

saying that it would be safer in his possession than in the 

office. 


COMMENT 


8. (SBU) While racism is a serious and ongoing problem in 
Slovakia, the government\'s willingness and ability to address 

it is steadily growing. Post has urged GOS officials to 

speak out against intolerance. Interior Minister Kalinak has 
assured the Ambassador that he takes the issue of racial 
attacks seriously. Post funds numerous projects that promote 
tolerance for diversity - religious, racial, ethnic, and 

otherwise - through our own programming and through support 
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of NGO efforts. The Ambassadon\'s participation in next 
week\'s \"Stop Racism\" rally is just one example of his 
frequent and public promotion of tolerance. 

VALLEE 
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SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; US PRESIDENT BUSH\'S LATAM TOUR; 
US-VENEZUELAN TIES; 03/15/07; BUENOS AIRES 


1. SUMMARY STATEMENT 


Key international stories today focus on the \"meager\" achievements 
of US President Bush\'s trip to Latin American countries; and an 
interpretation of Argentina\'s ties to Venezuelan President Hugo 
Chavez and his regime. 


2. OPINION PIECES 
- The US Senate already debates a plan of withdrawal from Iraq 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion," comments (03/15) \"Far from having 
recovered international image, US President Bush returned last night 
to this capital city without having achieved major results out of 

his longest trip to Latin America and, on top of everything, many 

new problems were awaiting him at the White House. 


\"On the one hand, the Democratic opposition got the Senate to debate 
for the first time an eventual gradual troop pullout from Iraq, 
which should be completed in one year. Two scandals added themselves 
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to this - the one about the mistreatment received by veterans 
injured in Iraq and Afghanistan, and the blooming scandal over the 
alleged dismissal of eight federal prosecutors for political 

reasons. 


\"... Bush has just returned from a trip to Latin America without 

having obtained conclusive progress. His team for the region, which 

is led by (Assistant Secretary) Tom Shannon, was VsatisfiedW with 

his tour, but they also received some objections. Complications were 
patent during the last press conference of President Bush\'s tour. 

With his Mexican counterpart, Felipe Calderon, standing next to him, 
Bush had to answer whether he would ask for Gonzalez resignation as 
a result of questions regarding his firing of prosecutors.\" 


- Chavez and Argentina" 


Daily-of-record \"La Nacion\" carries an opinion piece by Juan Gabriel 
Tokatlian, professor of International Relationships at Universidad 

de San Andres, who penned (03/15) Y... | believe ArgentinaYs empathy 
with Venezuela is more the outcome of some feeling than acceptance 
of the regime adopted by (Venezuela). This empathy could be prompted 
by Argentina\'s own Peronist experience - there are many similarities 
between the Peronist and the Chavist revolutions... 


Y... In the aftermath of Argentina\'s 2001-2002 economic meltdown, 
there still prevailed a feeling in a large segment of Argentine 

society that Washington let the country fall into its most severe 
crisis... During the Duhalde administration, Washington neither 
helped the country nor urged the IMF to rescue it... When President 
Kirchner took over, in the framework of high hydrocarbon 
international prices, Caracas lent a hand to Argentina by providing 
energy, purchasing bonds, importing goods and contributing funds to 
the country\'s recovery. 


\"... Nevertheless, empathy does not mean emulation. Neither the 
(Argentine) Executive Branch nor the main political forces want to 
transform the institutional model in force into a confusing 
participative democracy like that set forth by the Venezuelan 
Constitution. In spite of Argentina\'s empathy with Chavez, | believe 
there is little sympathy for the Bolivarian Revolution.\" 


3. EDITORIALS 
- \"Bush and a tour with little impact\" 


An editorial in leading \"Clarin\" reads (03/15) \"The US President 
finally ended his five-Latin American nation-tour, the first one he 
made after a long time in which ties with this part of the 
hemisphere were relegated by other priorities of the US foreign 
policy. 
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\"US President Bush\'s tour included Brazil, Uruguay, Colombia, 
Guatemala and Mexico - countries which the USG considers strategic 
allies or governments that Washington prefers to prioritize 

vis- -vis others that are more distant or openly critical, such as 
Venezuela and Bolivia. 


\"... If the USG intended to neutralize Chavez\'s clout in the region, 
it can be asserted that the outcome of the tour has been meager. 


\"Regardless of the confrontational strategies and the attempts to 
win regional influence, it is important to underscore that Latin 
American countries have regained some interest in the (US) 
hemispheric agenda both because of the problems and opportunities 
they present, something of which local foreign policy-makers should 
take advantage.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www state.sqov.gov/p/wha/buenosaires 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, ECON, SF, ZI 

SUBJECT: SOUTH AFRICA EXPRESSES \"CONCERN\" ABOUT ZIMBABWE 
CRACKDOWN 


REF: HARARE 218 AND PREVIOUS 


Classified By: Political Counselor Raymond Brown. Reasons 1.4(b) and ( 
d). 


1. (C) SUMMARY: The Government of Zimbabwe\'s March 11 
violent attack on opposition leaders has revitalized the 

debate on Zimbabwe in South Africa and put pressure on the 
South African Government (SAG) to act. DepForMin Pahad\'s 
carefully worded March 13 statement, expressing concern about 
the arrests, has been strongly criticized by a number of 
leading civil society groups and opposition parties as 
\"shamefully weak." While the SAG has been cautious in 
criticizing Mugabe in public, we are hearing reports, 

including from the ANC Secretary General, that Mbeki and 
other senior leaders are increasingly worried. The 
deteriorating economic situation, growing rifts in ZANU-PF, 
and increasing opposition activity could lead to an 
acceleration and intensification of South Africa\'s engagement 
-- especially if the SAG perceives there to be a looming 
refugee crisis. END SUMMARY. 


2. (U) Deputy ForMin Aziz Pahad expressed \"concern\" about 
reports of arrests, detention and \"reported\" assault of 
Zimbabwean opposition leaders, in a March 13 Department of 
Foreign Affairs press release. He also pointedly highlighted 
the SAG\'s concern about the \"deteriorating political and 
economic situation.\" Pahad urged the Government of Zimbabwe 
\"to ensure that the rule of law including respect for rights 

of all Zimbabweans and leaders of various political parties 

is respected.\" The statement also called for dialogue among 
the key parties to solve the country\'s current challenges and 
promised South African assistance to \"ensure the objective of 
dialogue among all political parties is realized.\" (For full 

text of statement, see para 15.) 


3. (U) Spokesman for the Congress of South African Trade 
Unions (COSATU) Patrick Craven criticized Pahad\'s statement 
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as \"shamefully weak\" and \"disgraceful in the face of such 
massive attacks on democracy and human rights. COSATU 
Secretary General Zwelinzima Vavi said that the assaults in 
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Harare showed that South Africa\'s \"silent diplomacy\" had not 
worked. COSATU pledged support for the planned April 3-4 
strike by the Zimbabwe Congress of Trade Unions (ZCTU). 


4. (C) Zackie Achmat and Nathan Geffen, two leaders of the 
leading HIV/AIDS advocacy group in the country, the Treatment 
Action Committee (TAC), wrote a letter to the Cape Times 
newspaper urging South African civil society to \"act now with 
sustained conviction\" to strengthen COSATU\'s campaign on 
Zimbabwe. Achmat and Geffen said that South African groups, 
including TAC, had done \"too little\" on Zimbabwe and said \"we 
(government and civil society) are all responsible for the 

human rights abuses, hunger and tyranny over our neighbors.\" 
(COMMENT: TAC involvement in the Zimbabwe debate is 
potentially positive, as TAC is one of the most effective 

civil society organizations in the country. TAC deserves 

much of the credit for the shift in SAG policy on HIV/AIDS, 
particularly the provision of ARVs. It is a noteworthy 

departure for TAC, which previously has focused solely on 
HIV/AIDS-related issues. END COMMENT.) 


5. (U) The South African Council of Churches (SACC) also 
criticized the SAG, arguing that the \"silence of the South 
African Government is aggravating the situation. Our leaders 
must show they are committed to helping the people of 
Zimbabwe find rapid solutions to the many problems 
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confronting them.\" Catholic Cardinal Wilfred Napier, 

speaking with Reverand Useni Sibanda from Zimbabwe\'s 
Christian Alliance, said publicly March 14 that he was 
concerned about the Zimbabwean governmentVs lack of respect 
for human rights. 


6. (C) During a private March 13 meeting with Durban CG and 
PolOffs, Napier said Zimbabwe is a sensitive issue since the 
church leadership in Harare does not want him to speak out. 
He said that the Zimbabwean Catholic bishops, except for Pius 
Ncube, continue to point to the so-called \"Vision Document" 
as the solution to Zimbabwe\'s political challenges, a 
document Napier believes is too long-term and vague to 
address the current crisis. Napier also criticized South 

African policy in Zimbabwe as ineffectual. He recounted a 
\"frustrating\" meeting with Mbeki last year, where the 
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President avoided their questions on Zimbabwe policy, instead 
providing a detailed and \"belabored\" description of his past 
efforts to mediate between the Mugabe and the MDC. By the 
time Mbeki finally finished, \"you felt sorry for him\" because 
Mbeki had convinced you he had tried everything. 


7. (C) The MDC organized a protest march on the Zimbabwean 
Consulate in Johannesburg, which about 300 people attended. 
MDC Treasurer Roy Bennett told PolOff March 15 that he was 
frustrated by poor organization and the ethnic divisions that 
emerged during the protest planning and event, with several 
Ndebeles holding up signs calling for an independent 
Matabeleland. (COMMENT: The Zimbabwe exile community in 
South Africa is unlikely to become a significant factor in 
policymaking. Many in the community are undocumented, and 
thus try to keep a low profile. The community is largely 

divided along ethnic lines and not well organized. END 
COMMENT.) 


8. (C) Despite the SAG\'s cautious public posture, we are 
receiving reports that key leaders in the government and 
ruling African National Congress (ANC) are increasingly 
worried about the situation in Zimbabwe. ANC 
Secretary-General Motlanthe met March 6 with Institute for 
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Democracy in South Africa (IDASA) analyst and close Embassy 
contact Sydney Masamvu. Motlanthe told Masamvu that SAG and 
ANC leaders now agree that \"getting Bob out\" is the first 

step toward change in Zimbabwe. Motlanthe said that Mbeki 
believes it will be impossible for Zimbabwe to move forward 

as long as Mugabe remains in power. 


9. (C) According to Masamvu, Motlanthe said that both the 
Mnangagwa and Mujuru ZANU-PF factions have visited Motlanthe 
in recent weeks to ask for South African help in easing 

Mugabe out of power. In late February, ZANU-PF Chairman John 
Nkomo also visited Motlanthe and quietly made the same 
request. (NOTE: Masamvu believes that the sympathies of 
Nkomo, a long-time Mugabe supporter, ultimately lie with the 
Mujuru camp. END NOTE.) South Africa\'s preferred scenario, 
Masamvu reported, is for Zimbabwe to hold elections in 2008 
under a new constitution. ZANU-PF would put forward someone 
besides Mugabe, perhaps Simba Makoni, as their presidential 
candidate. 


10. (SBU) President Mbeki met with President Mugabe March 6 
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in Accra on the margins of Ghana\'s 50th independence 
celebrations, Mbeki\'s spokesman confirmed. (NOTE: Our 
interlocutors in the SAG have been tight-lipped about the 
details of the meeting, but unconfirmed press reports suggest 
that Mbeki advised Mugabe not to extend his presidential term 
to 2010. END NOTE.) 
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11. (U) The crackdown on the MDC and civil society protesters 
has generated significant press coverage in South Africa, 
including a series of front page stories in the major 
newspapers. The photo of injured MDC leader Morgan 
Tsvangirai walking to court was widely reprinted. Following 
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are a samples of some of the front page headlines: \"Bloodied 
but Unbowed\" (3/14/07 BusinessDay), \"Tsvangirai held in 
protest mayhem\" (3/12/07 BusinessDay), \"Brain Scan for Morgan 
(3/15/07 Citizen), \"MDC leader rejects medical care\" (3/14/07 
Pretoria News), \"Zim cops beat MDC leader to a pulp\" (3/13/07 
Pretoria News), \"Tsvangirai Battered and Bruised\" (3/14/07 
Star), \"Tsvangirai brutally beaten after rally\" (3/13/07 

Star), \"Go Hang: Mugabe tells West after opposition beating 
(3/16/07 Citizen), and \"Zimbabwe: The Endgame’\" (3/16/07 Mail 
& Guardian). 


12. (C) The Government of Zimbabwe\'s March 11 violent 
crackdown has reengerized the public debate in South Africa 
on Zimbabwe policy -- which had been largely dormant since 
Operation \"Restore Order\" in 2005 -- and put pressure on the 
SAG to act. The arrest and assault on MDC leader Tsvangirai 
enhanced his and the MDC\'s credibility in South Africa, 
almost overnight. We had often heard the criticism that 
Tsvangirai and other opposition leaders had not \"sacrificed\" 
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enough for their cause, as the ANC did during the 
anti-apartheid struggle. Photos of a bruised and beaten 
Tsvangirai help defuse this (unfair) charge. 


Column 3 
SIPDIS 


13. (C) We agree that Pahad\'s statement was overly cautious. 
However, the public call on the Government of Zimbabwe to 
respect human rights and the recognition of the 

\"deteriorating political and economic situation is more than 
the SAG has said in the past, especially from a government 
that has been reluctant to even hint at public criticism of 
Mugabe. The SAG continues to believe that strong public 
criticism will lead Mugabe to cut off all contact with them 

and undermine their leverage with Harare. 


14. (C) South AfricaWs overall agenda remains the same. The 
SAG wants a peaceful transition to a new, \"responsible\" 
ZANU-PF government, ideally with some opposition 
participation, and a new constitution. Mugabe has stymied 
their efforts to put this plan in place, outplaying Mbeki at 
every turn. However, the deteriorating economic situation, 
growing rifts in ZANU-PF, and increasing opposition activity 
could lead to an acceleration and intensification of South 
Africa\'s engagement -- especially if the SAG perceives there 
to be a looming refugee crisis. 


15. (U) The text of the March 13 Department of Foreign 
Affairs statement: 


South African Government Statement on the current situation 
in Zimbabwe 


The South African Government has noted reports emanating from 
Zimbabwe regarding the current difficulties being experienced 

by the political leadership in the country including the 

arrests, detention and reported assault of some opposition 
leaders. 


\"South Africa expresses its concerns about these reports as 
well as the deteriorating political and economic situation in 
Zimbabwe. In this regard, we are of the view that the 
current difficulties are symptomatic of the broader political 
and economic challenges facing Zimbabwe,\" said Deputy 
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Minister Aziz Pahad. 


\"Accordingly, South Africa has consistently maintained and 
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moved from the premise that only dialogue among the main 
political protagonists can help bring about a lasting 

solution to the current political and economic challenges 
facing Zimbabwe. 


\"In this context, South Africa will continue to monitor the 
situation closely and work with all parties in Zimbabwe in 
the political, economic, trade and social sectors to ensure 
the objective of dialogue among all political parties is 
realized, continued Deputy Minister Pahad. 


\"Pursuant to this objective, South Africa urges the 
Zimbabwean Government to ensure that the rule of law 
including respect for rights of all Zimbabweans and leaders 
of various political parties is respected. 


\"Similarly, we appeal to leaders of opposition political 

parties to work towards a climate that is conducive to 

finding a lasting solution to the current challenges faced by 
the people of Zimbabwe." concluded Deputy Minister Pahad. 
BOST 
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E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; AMIA CASE - INTERPOL TO ORDER ARREST OF 
FIVE IRANIANS; SEPTEMBER 11 MASTERMIND; ARGENTINE NEGOTIATIONS WITH 
THE PARIS CLUB; 03/16/07; BUENOS AIRES 


1. SUMMARY STATEMENT 


Major international stories today focus on Interpol\'s Executive 
Committee unanimously accepting Argentina\'s petition to have red 
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notices issued against five Iranians and one Lebanese (although not 
for former Iranian President Akbar Rafsanjani), suspected of 
involvement in the 1994 AMIA bombing; Khalid Sheikh Mohammed 
claiming responsibility for the September 11 attacks and the 
beheading of US journalist Daniel Pearl; the impact of Mohammed\'s 
claim on criticism of the US suspect questioning methods used in the 
\"Global War on Terrorism;\" and the Argentine Government\'s 
negotiations with the Paris Club. 


2. OPINION PIECES 
- \"Fifteen years without an answer\" 


Ricardo Kirschbaum, general editor of leading \"Clarin,\" penned \"The 
decision was made just at the right moment. Fifteen years away from 
the attack against the Israeli Embassy in Buenos Aires, Interpol 
accepted Argentina\'s petition to have red notices issued against 

five former Iranian government officials and one Lebanese for their 
alleged involvement in another major terrorist attack - the one 

against the AMIA... 


\"This international warrant signifies partial acknowledgment that 

the Argentine claim is legitimate, although it does not make certain 
that the conspiracy which took the car-bomb to the AMIA was decided 
by the Iranian intelligence apparatus and Hezbollah. What is still 

more patent is that all this picks up what Israel and the US have 
always thought - this is to say, Iran masterminded the terrorist 

attack. 


Y... The abrupt change in the official investigation of Iran in the 
framework of the AMIA case was also seen as an outcome of a 
reshuffled and improved US-Argentine bilateral relationship.\" 


- \"Methods feeding criticism of Bush\" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion,\" writes (03/16) \"Three years ago, Khalid 
Sheikh Mohammed\'s confession would have reaped tangible benefits to 
the Bush administration. It would have contributed votes for Bush\'s 
reelection and renewed support for his \'global war on terrorism.\' 


However, yesterday, it brought more criticism of Bush. The fact that 
he sent troops to Iraq that should have focused instead on fighting 

Al Qaeda and the way the confession of Osama Bin Laden\'s aide was 
obtained feeds mistrust in the Middle East and criticism from the 
international community. 


\"Mohammed\'s confession could also serve to assess the power Bush 
still retains and the other side of the coin, which is the 
counterweight that the Supreme Court of Justice could wield... 
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Y... Mohammed\'s claim could also feed the arguments of those who 
defend the existence and efficacy of Guantanamo\'s controversial 
centers of detention. 


“However, Mohammed\'s claim also revives criticism of the policies 
carried out by the White House ever since the September 11 
attacks." 


- \"Strong spat between Miceli and the Paris Club\" 


Leading \"Clarin\" carries an op-ed piece by Marcelo Bonelli, economic 
columnist of the paper, who comments (03/16) Felisa Miceli had a 
harsh exchange of letters with Xavier Musca, the head of the Paris 
Club... Miceli rejected all the demands set by Musca for Argentina 

to strike a deal with the G7. 


\"Miceli is against G7 advice to use Argentine reserves in order to 
pay off the country\'s defaulted debt with the Paris Club. 


Y... The (Argentine) Government will not make progress on any 
negotiation to reach a deal with the IMF... 


\"The situation reflects a political issue - the negotiations with 
the Paris Club are stalled... 


\"Until last night, no meeting between Miceli and US Treasury 
Secretary Henry Paulson had been scheduled. Minister Miceli asked US 
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Assistant Secretary for Western Hemisphere Affairs Tom Shannon for 
the meeting, who committed to arranging it but so far there has been 
no confirmation. 


\"The Argentine Government suspects the delay could be caused by 
Washington\'s irritation over the Argentine Government\'s ties with 
Hugo Chavez. 


\"Kirchner lashed out: \'They are a bunch of hypocrites. Why don\'t 
they say the US and Venezuela have business together of some 50 
billion dollars AM" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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E.O. 12958: N/A 
TAGS: PREL, PARM, KPAO, MNUC, MARR, IR, FR, RU 
SUBJECT: EMBASSY PARIS PRESS OUTREACH ON MISSILE DEFENSE 


REFS: A) STATE 30480 B) PARIS 922 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Embassy Paris reached key media audiences March 16 with an 
exclusive print interview for DOD U/S for Policy, Ambassador Eric 
Edelman, as well as a press roundtable featuring U/S Edelman and 
Missile Defense Agency Director LTG Henry Obering. French press 
coverage on the USG\'s missile defense plans has focused on three key 
points: 


-- The U.S. and Russia are at odds over the proposal, and their 
public feud is causing concern and division among European 
countries; 


-- Russia\'s opposition to the USG missile defense plan is more 
political than strategic; and 


-- The USG\'s proposed missile defense system is as yet ineffective. 


2. (SBU) Left-of-center Le Monde\'s senior diplomatic correspondent 
(and former Moscow correspondent) conducted the interview with U/S 
Edelman, with her questions focusing on the extent of U.S. 
consultations with others on missile defense. We expect her article 
and the full interview to appear in the March 17 edition of Le 
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Monde. 


3. (SBU) U/S Edelman and LTG Obering emphasized the USG\'s history of 
regular consultations with Russia, the NATO Allies, and the specific 
countries who have agreed to host MD sites. They made clear that 
the threats emanate primarily from Iran, and that the ten 

interceptors and radar array to be based in Poland and the Czech 
Republic would be defensive and not offensive (in fact, they have no 
warheads). U/S Edelman and LTG Obering also expressed their 
surprise at the Russian reaction, and noted that consultations at 

the NATO-Russia Council and other talks had been going on for a 
year. They stressed that the interceptors were neither aimed at 
Russian missiles, nor represented an attempt to \"encircle\" the 
Russians. The U.S. system could fit into the NATO theater missile 
defense system, should the Allies reach consensus to include it, but 
the USG would continue with its bilateral actions for the meantime, 

and it would complement NATO efforts in any case. They indicated 
that there was no need to expand the system, and that the current 
budget was not programmed to do so. The media roundtable attracted 
French and international media including wire services (Agence 
France Presse, Spanish EFE, Reuters), dailies (Les Echos, La Croix, 
LeFigaro, LeMonde), weeklies (Defense News, Nouvel Observateur, Time 
Magazine) and broadcast outlets (BFM-TV, CNN-I, Radio France 
International, and Russia Today TV). 


4. (SBU) With U/S Edelman\'s and LTG Obering\'s well-placed media 
interventions, we expect that weekend press on the topic will make 
the points we would like to see -- and help buttress GOF 

inclinations at least not to put roadblocks in the way. 

STAPLETON 
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E.O. 12958: N/A 
TAGS: EAIR, ECON, PGOV, BL 
SUBJECT: BOLIVIAYS NATIONAL CARRIER: FLYING ON EMPTY AGAIN 


REF: A. 06 LA PAZ 3053 
B. 06 LA PAZ 3289 


1. (SBU) Just months after Lloyd Aereo Boliviano executives 
outlined a bright future for Bolivia\'s national carrier (ref 

A), the airline finds itself struggling to make ends meet. 
Aircraft problems have forced the carrier to reduce services, 
and rising expenses have cut into profits and constrained 
cash flow. Lloyd\'s general manager may hope for salvation 
from outside investors, but the airline\'s future is far from 
assured. End summary. 


2. (SBU) The pendulum of Lloyd\'s fortunes appears to be on a 
downswing: just months after Lloyd Aereo Boliviano General 
Manager Franklin Taendler spoke optimistically about the 
firm\'s future (ref A), the airline finds itself struggling to 

make ends meet. Taendler told Econoff March 14 that the 
carrier now has just three jets, down from nine in November, 
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and is serving only a handful of its 17 international 
destinations, with cancellations and delays an increasingly 
common problem. Maintenance troubles have temporarily 
grounded six aircraft, and replacements are hard to find. 


3. (SBU) According to Taendler, Lloyd\'s misfortunes are 
largely the result of dramatically higher fuel prices and 
unexpected expenses. A November 2006 decree equalizing jet 
fuel prices for domestic and international carriers (ref B) 

raised fuel costs 108 percent almost overnight, adding an 
additional $500,000 to Lloyd\'s weekly expenses; the increase 
quickly ate into savings, as did unexpected maintenance 
expenses. This, combined with revenue losses linked to 
reduced services, has created a serious cash flow problem, 
and Lloyd now finds itself living week-to-week. 


4. (SBU) Despite what appears to be an impossible situation, 
Taendler noted some good news: Lloyd recently settled a $25 
million debt on very favorable terms, potentially reducing 

the liability\'s book value to just $8 million, and executives 
continue to make progress agreeing payment plans with 
creditors. Lloyd employees have officially registered their 

51 percent share of ownership in the firm, and many seem 
willing to allow the company time to pay back salaries and 
benefits. The carrier\'s four weekly flights to Madrid remain 
full (and an important source of cash), and three aircraft 
may soon be released from maintenance. 


5. (SBU) Lloyd now appears to have bet its salvation on help 
from foreign investors. According to Taendler, three groups 
have expressed interest in funding the carrier\'s $38 million, 
twelve-month recovery plan; one is an unnamed New Jersey 
firm. A cash infusion from any interested party, Taendler 
argued, would help Lloyd get back on its feet, ultimately 
allowing it to settle its debts, pay its workers on time, and 
lease more fuel-efficient aircraft. 


6. (SBU) Earlier optimism has largely evaporated, and Lloyd 
seems once again to be on the edge of the abyss, at risk of 
toppling over if troubles continue. Taendler remains 
concerned about the high cost of jet fuel and worries that 
revenue from the Madrid flights will fall after April 1, when 
Spain will require visas of Bolivian travelers. Cash from an 
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outside investor may offer a way out, but the likelihood of 
any firm finding Lloyd a sound investment seems slim. 
Executives may hope to keep the airline afloat, but its 
future is far from assured. End comment. 

GOLDBERG 
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E.O. 12958: N/A 

TAGS: SNAR, KJUS, PGOV, PM 

SUBJECT: TECHNICAL JUDICIAL POLICE (PTJ) LIKELY TO BE ABSORBED 
WITHIN NATIONAL POLICE (PNP) 


REF: A) Panama 372 


B) Panama 218 
C) 06 Panama 2419 


1. (SBU) Summary: In recent weeks, the GOP and the autonomous 
Attorney General have been sparring behind the scenes regarding the 
future of the Technical Judicial Police (PTJ), Panama\'s rough FBI 
equivalent. The most reliable current information indicates that 

the GOP will push to dismember the entity and transfer its 
investigative areas to the National Police (PNP). Apparently the AG 
would retain formal control over the new sub-direction within the 

PNP and would select its head. It remains to be seen how this would 
work in practice, however. End Summary. 


2. (SBU) The semi-autonomous Technical Judicial Police (PTJ) is 
Panama\'s rough FBI equivalent and has traditionally seen itself 
caught in bureaucratic turf battles between the Executive and the 
autonomous Attorney General, in part owing to the manner of 
appointment (and potential removal) of its director. As reported in 
reftels, the PTJ is currently in a holding pattern following the 
suspension of its director, Jaime Jacome, by AG Ana Matilde Gomez. 
There has been vibrant press and public debate over the organization 
and direction of the entity, as well as the legality of the removal 
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of Jacome. Fortunately, our excellent level of cooperation with the 
PTJ over the past years has remained largely unchanged in spite of 
continuing debate (both inside and outside of the government). 


3. (SBU) In the first half of March there have been several 

negotiating sessions between the GOP (Office of the President and 
the National Security Council, or Consejo) and Gomez over the PTJ. 
While as recently as mid-February Gomez indicated privately to us 
that the PTJ would be placed squarely under her office, the 

Executive appears to have turned the tables. The GOP appears set to 
effectively dismantle the PTJ and place virtually all of its 

functions into a sub-direction of the National Police (PNP), an arm 

of the Executive. (Note: Such a move would require approval of 
Congress. The GOP counts on a sizeable majority in the institution. 
End Note.) Gomez admitted as much to the Ambassador on March 14, 
lamenting that she would likely only maintain a small group of 

forensic and medical investigators under her stewardship. We 
understand a sort of deal was struck that will allow the AG to 

exercise day-to-day control over the PNP sub-direction and pick its 
head. 


4. (SBU) We have worked very well with Gomez, who is strongly 
pro-U.S. and firm in her determination to go after major criminals. 
Internal communication and organizational skills are not her 

prowess, however. Over the past months, we had worked discretely to 
advocate keeping the PTJ relatively intact and firmly under her 
direction, estimating that such a framework would best serve our law 
enforcement interests. While a move by the Executive to place most 
of the PTJ under the PNP would not necessarily be problematic for 
our law enforcement interests, it remains to be seen whether the 
Executive will adopt a structure that maintains much needed checks 
and balances on the Executive Branch. Our message will continue to 
focus on the importance of investigative and prosecutorial results. 
We will continue to follow the issue closely and report any 

additional developments. 
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STATE FOR EUR/NCE FOR (JENSEN) AND EUR/UMB (FURST) 


E.O. 12958: DECL: 03/15/2017 

TAGS: PGOV, PREL, PBTS, RO, MD 

SUBJECT: COMPARING NOTES ON MOLDOVA: AMB. KIRBY VISITS 
BUCHAREST 


Classified By: Polcouns Theodore Tanoue for Reasons 1.4 (B) and (D). 


1. (C) Summary: Romanian frustrations in dealing with Moldova 
were a leitmotif during Ambassador Kirby,s visit to 

Bucharest March 7-8, which included calls on senior Basescu 
advisors, the PM\'s Chief of Staff, the MFA State Secretary, 

and exchanges with MFA Moldova experts and representatives of 
local think-tanks and NGOs. Kirby also gave a well-received 
briefing for local NATO and EU Ambassadors. Kirby counseled 
Romanian forbearance and patience towards prickly Moldovan 
behavior. He also advocated that Bucharest make an effort to 
counter the perception that a new \"Iron CurtainW had 
descended across the Prut River because of new visa 
requirements for Moldovan citizens. Romanian officials 
described the quandary they face with the prospect of many 
hundreds of thousands of Moldovan citizens seeking Romanian 
citizenship, and their effort to calibrate their approach to 
responding to the Moldovan demand in ways that are consonant 
with broader EU interests. USG efforts in Moldova, including 
MCA projects focused on reform and fighting corruption, were 
received positively by Kirby\'s Romanian hosts, who 

highlighted their own emphasis on engaging Moldovan civil 
society, the Moldovan business community along with the next 
generation of Moldovan politicians. Ambassador Kirby said 

that he was also struck by the fact that informally, many of 

his Romanian interlocutors seemed to feel that Moldova would 
eventually reunite with Romania, and tended to be sceptical 

of the notion of a separate Moldovan \"identity.\" We hope his 
visit will help reinforce the more careful and measured 

approach to Moldova that had already begun to take shape in 
Bucharest. End Summary. 


Cotroceni: Frustration and the Long View 


2. (C) Basescu\'s chief political advisor at the Romanian 
Presidency, Teodor Baconschi -- who seemed somewhat 
distracted by the fact that President Basescu was staging a 
press conference just outside the meeting room -- said he 

would like to see Moldova rejoin Romania someday but admitted 
it was not a realistic option. In light of Voronin\'s 

increasingly hostile stance, Romania\'s focus thus was on 
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supporting \"the people of Moldova\" through concrete actions 
now, rather than waiting for another mood swing in Chisinau. 
Baconschi observed that Moldovan citizens desired EU 
membership, adding that Moldovans see the EU as an escape 
from poverty and a \"source of prosperity for their dreams." 

This sentiment was echoed by Ambassador Kirby who added the 
Moldovan Parliament would vote overwhelmingly in favor of EU 
entry today if it could. Baconschi remarked that the 

Moldovans are too poor to be Euro-skeptics, and that even 
President Voronin tacitly acknowledged this with his ironic 
comment that Moldova may be the first place where the people 
join the EU before their country does." 


3. (C) Baconschi stressed that the USG needed to press for a 
resolution of the Transnistria problem, since Romania had 
little leverage bilaterally. While expressing the broad 
aspiration of President Basescu for a reunion of Moldova with 
Romania someday within the European Union, Baconschi 
acknowledged that the average Romanian citizen had little 
interest in reunification. Ambassador Kirby responded that 
Russia and Ukraine shared a common interest in seeing that 
borders didn\'t change. Baconschi concluded that President 
Basescu\'s hopes to work more closely with President Voronin 
had been dashed, and that the Romanians had concluded that it 
was better to focus on the citizens (especially the youth) of 
Moldova as a way to prepare for a more amicable future in the 
post-Voronin era. 


4. (C) Presidential chief Foreign Policy Advisor Anca 

llinoiu, who accompanied Basescu to Chisinau in January, and 
who follows Moldovan issues closely, likewise expressed 
frustration and disappointment with the state of play in the 
Romanian-Moldovan bilateral relationship. She highlighted 
the fact that the Romanian MFA had been totally unprepared 
for the influx of Moldovan requests for Romanian citizenship, 
much less the sharply increased volume of visa requests 
Romanian consuls have seen both in Chisinau and in other 
capitals in Europe where Moldovans live and work. Ilinoiu 
cited a figure of 530,000 citizenship requests filed with the 
Romanian government, requests which are filed on a family 
rather than individual basis. (An Austrian diplomat at 

Kirby\'s NATO/EU briefing subsequently claimed he had been 
given a figure of \"only\" 300,000, but either way the numbers 
are very substantial.) llinoiu said Moldovan \"duplicity\" in 

its diplomatic dealings was reflective of the current 
government,s true character. She confirmed that the 
Romanian approach had shifted to a less active, more 
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pessimistic one last fall, when Voronin\'s negative statements 
about the relationship made it clear to the GOR that 

President Basescu\'s efforts to build a better relationship 

with Voronin had failed. Ilinoiu echoed Baconschi in stating 
that Romania was looking beyond the current political 
configuration towards the future leaders, and that Romania 
was promoting projects to strengthen Moldovan civil society, 
the rule of law, and scholarships and educational 
opportunities. She said that the Romanian approach would be 
measured and restrained; Bucharest would not respond in kind 
to the aggressive rhetoric emanating from Chisinau. 


MFA: Treaty Headaches 


5. (C) MFA interlocutors, including Director-General for 

Wider Europe Razvan Rusu, provided a detailed chronology of 
the state of play on bilateral negotiations on a Basic Treaty 
and a Border Regime Treaty. They noted that the border 
treaty text was substantially agreed except for matters 
involving nomenclature, format, and language. The Moldovans 
had insisted on reference to the 1947 Paris Treaty, and on 
attaching all previous treaties as appendices to the Border 
Treaty, which our interlocutors insisted would result in a 

treaty containing over a cubic meter of supplemental annexes. 
Moldova also insisted on language underscoring that \"both 
texts were equally authentic\", implying that the treaty was 
drafted in two different languages -- \"Moldovan\" and 
Romanian. 


6. (C) On the Basic Treaty, our MFA contacts said that their 
intention was to offer a very \"European\" document focused on 
creating a European Partnership Agreement in order to share 
Romania\'s experience in meeting EU membership standards. 
This document would be similar to partnership agreements 
concluded with Georgia, Croatia, and Macedonia. One 
departure was that the Romanians could offer to the Moldovans 
documents already translated into Romanian. They added that 
Romania could also offer its expertise in such areas as 

energy, wine exports, justice and home affairs. In response, 
the Moldovans had insisted on a 1950s style Basic Treaty, 
focusing on mutual legitimization and endorsement of a new 
post-Cold War relationship. 


7. (C) In response to the Romanian MFA plaint of \"What should 
we do?,\" Ambassador Kirby cited the biblical story of Job, 

and counseled patiently taking the high road. He noted that 
domestic political factors helped explain Moldovan behavior: 
the Communist Party was seized by the upcoming local 
elections in May. Much of the rhetoric directed against 
Romania was actually aimed at mobilizing older voters in the 
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Party\'s base. He added that younger, reform oriented voters 
were not a significant part of the equation, given that many 
have already voted with their feet and left the country. 


Lunch with Acting FM: Kirby Counsels Patience 


8. (C) MFA State Secretary (and de facto acting FM) Adrian 
Vierita prefaced his remarks by thanking Ambassador Kirby for 
the visit. He took note of the GOR\'s goals of obtaining 

closer cooperation in the larger Black Sea region (through 
such vehicles as the Black Sea Trust Fund, the Marshall Fund, 
and the Black Sea Forum) and dealing with \"unfinished 
business!" in the region stemming from the Soviet period. 
Moldova was part of this agenda, as Romanian diplomacy was 
directed towards connecting Moldova to positive trends in the 
region and to the EU. Vierita added that the Romanian focus 
was increasingly turning towards fostering the development of 
civil society in Moldova, and creating a new generation of 
leaders not linked to Soviet-period \"old thinking. He also 
compared the rapid development of Romanian-Ukrainian 
relations with the slow pace of improvement in Romanian - 
Moldovan ties. For example, Basescu and Yushchenko had 
created a framework to resolve a number of tough issues, 
including a cross-border roundtable. They had focused on 
deliverables, positive on-the-ground results, and 
confidence-building measures underpinned by an implicit 
agreement not to touch on \"sensitive\" problems. 


9. (C) Ambassador Kirby reiterated his themes regarding the 
domestic and external context for Moldovan behavior. Last 
year had been a miserable one, including, inter alia, gas and 
electricity shortages; the failure of the 5 2 talks; the 

Russian ban on Moldovan wine imports; the suspension of rail 
connections between Chisinau and Moscow; the loss by the 
communists in the Gagauz elections; and other factors. The 
communists also feared losing the upcoming May elections. 
This meant the leadership was currently fixated on short-term 
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matters. Finally, Voronin wanted a solution to Transnistria 

as his legacy and needed Russian cooperation. Ambassador 
Kirby also noted that the January 2007 imposition of new EU 
travel restrictions was a major shock to Moldova, creating 

the perception that a new \"Iron Curtain\" had descended across 
the Prut River. He noted, too, the potential impact of the 
hundreds of thousands of Moldovans applying for Romanian 
nationality and departing the country. Vierita responded 

that Romanian citizenship law was not specifically aimed at 
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Moldovans and was in fact one of the toughest laws in the EU. 
Finally, Ambassador Kirby underscored the need for more 
effective public diplomacy on the Romanian side to make their 
position better known in Moldova. 


10. (C) Ambassador Kirby also suggested better leveraging the 
argument of meeting \"EU norms\" in order to get to an 

agreement with Chisinau on the border treaty. Vierita 

responded that it was a good idea and Romania would follow up 
on the suggestion. He added that Romania wanted a resumption 
of negotiations under the 5 2 format. Asked about how 

Romania should behave, Ambassador repeated his admonition for 
patience. It was difficult not to respond to provocative 

language from Chisinau, but restraint was the best response. 


PM\'s Chief of Staff: Using the Delete Key 


11. (C) Ambassador Kirby stressed similar themes at an 
afternoon session with PM\'s Chief of Staff, Mihnea 
Constantinescu and State Secretary for Moldova Dan Dumitru. 
He said that the \"delete\" key was often his most-used word 
processing function when composing responses to Moldovan 
leaders. Constantinescu agreed, remarking that Romania had 
no intention of conducting cross-border relations through 

angry press statements. The goal was to persuade the 
Moldovan side through diplomatic means that they should act 
in ways consonant with the best interests of Moldovan 

citizens. He added that Barroso\'s restrained but firm 

response to Moldovan demands regarding the EU visa regime was 
a \"model\" for a future EU \"code of conduct" in handling 
Moldova. The Romanian message to Chisinau was that it was 
subsuming its Moldova policy under the overall EU umbrella. 
He concluded that \"we are part of the EU now" and Romania 
needed to abandon the line that \"Moldova is something special 
to us.\" 


12. (C) Ambassador Kirby said that he met regularly with EU 
Ambassadors and with World Bank and IMF representatives in 
Chisinau. This helped create a common effort on the ground 
in Chisinau to encourage Moldova to continue political and 
economic reforms as well as to continue to improve the rule 

of law. He said that he had counseled Moldovan leaders not 
to take the current \"never\" from the EU to mean \"never 
forever\" but rather as \"never for now.\" He added that the 
Moldovan political class understands what is required of 

them, but are not fully willing to pay the price. 

Constantinescu agreed, noting that the \"Leninist\" background 
of Moldova\'s current leaders coupled with their vested 
interests would make a quick evolution on the Romanian model 
unlikely. He said, however, that he was optimistic that a 
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\"critical mass\" for reform would be achieved in a decade. 


13. (C) Ambassador Kirby also noted USG efforts on other 
fronts, including Millennium Challenge Corporation projects 
on corruption, judicial reform, and health sector reform, 
backed with significant (USD 200-300 million) funding. 
Constantinescu welcomed the U.S. approach, noting the past 
success of economic and social incentives in other areas of 
the Balkans. He said he was pleased to hear that of U.S. 
efforts to create a \"catalyst\" for reforms, an effort that 

was consonant with Romania\'s new emphasis on grassroots 
efforts. In closing, Constantinescu expressed the hope that 
Kirby would encourage Moldovan authorities to try to look at 
Bucharest as a source of practical solutions for bringing 
Moldova closer to the EU. He insisted that Romania had no 
\"hidden interests\" and its goal was to benefit the citizens 

of Moldova and to create a greater sense of \"normality\" and 
\"good neighborly\" relations in the region. 


14. (C) Comment: Romanians welcomed the opportunity to meet 
with Ambassador Kirby and to compare notes on Moldova. 

Kirby\'s briefing of EU and NATO member mission heads was also 
well-received. His recommendation that Bucharest play it 

cool despite the heated rhetoric emanating from Chisinau was 
treated seriously by our interlocutors. Whether or not the 

current approach in Bucharest of turning the other cheek is 
sustainable remains to be seen, but Romanian officials by and 
large seem to recognize that their ability to warm up the 

bilateral relationship will be quite limited for the rest of 
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Voronin\'s tenure. Whatever \"big brother\" overhang there is 

in Romanian policy towards Moldova, there are signs Bucharest 
will proceed cautiously in the months ahead, being careful to 
consult Brussels as it steers a lower-key bilateral course. 

One remaining wild card: the fact that hundreds of thousands 
of Moldovans are seeking Romanian citizenship, their ticket, 
they believe, to a brighter future. End Comment. 


15. (U) Embassy Chisinau cleared a draft version of this 
message. 
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SZUBIN/LOEFFLER/NUGENT/HIRSON 


E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, EAID, PREL, KWBG 

SUBJECT: PRIVATE SECTOR DEVELOPS RESILIENCE AND RECOVERY 
PLAN 


1. (SBU) Summary: The Palestinian private sector 
institutions who are members of the Private Sector 
Development Working Group, one of the donor coordination 
working groups chaired by the World Bank, have drafted a 
Resilience and Recovery Plan, designed to aid the Palestinian 
private sector during the current economic crisis. The plan 
prioritizes an estimated USD 150-200 million of proposed 
projects to limit \"de-development\" in the Palestinian 
territories, to influence change in the political situation 

that is more favorable to private sector interests, and to 
advocate for freer access and movement. End Summary. 


2. (SBU) Palestinian private sector institutions, under the 
Private Sector Coordinating Council (PSCC), came together in 
the fall of 2006 and developed the Resilience and Recovery 
Plan to prioritize assistance to the private sector during 

the current economic downturn. Palestinian private sector 
institutions sought to prioritize projects that can address 
private sector concerns and/or limit \"de-development\" in the 
private sector, thereby positioning the private sector for 
economic recovery once the political situation improves. 
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3. (SBU) The plan prioritizes an estimated USD 150-200 
million of proposed short-term projects to address several 
main facets of the Palestinian economy, including: 


--Financial tools and programs to enable access to credit and 
mitigate financial risks, 

--Competitiveness improvements in industry, services, and 
agribusiness, 

--Market access (global and domestic), to include countering 
vertical fragmentation, 

--Housing and municipal services funded by public-private 
partnerships and soft loans, and 

--Institutional capacity-building for private sector 
organizations to provide member services and advocate for 
change in the political and regulatory environment. 


4. (SBU) Once the plan is finalized, the PSCC will arrange 
bilateral meetings with donors to identify how donor efforts 
can support it. 


5. (SBU) The private sector\'s efforts to prioritize its 

needs during the current economic downturn is commendable. 
However, few of the proposed projects actually focus on 
emergency assistance to the private sector; most are 
conventional economic development projects. The primary 
value of the Resilience and Recovery Plan seems to be as a 
mechanism to focus and coordinate donor assistance. It 
appears the Palestinian private sector organizations will 
soon use it as a \"shopping list\" of aid projects for donors 
interested in increasing their work with the private sector. 
WALLES 
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DEPT ALSO FOR EUR/WE, DRL/IL, INR/EUC, EUR/ERA, EUR/PPD, 
AND EB 

DEPT OF COMMERCE FOR ITA 

DEPT OF LABOR FOR ILAB 


E.O. 12958: DECL: 04/07/2012 

TAGS: PGOV, ELAB, EU, FR, PINR, SOCI, ECON 

SUBJECT: ELECTION SNAPSHOT: ROYAL AND SARKOZY UNCERTAIN HOW 
TO COUNTER BAYROU, AS LE PEN HANGS IN THERE 


REF: EMBASSY PARIS DAILY SIPRNET REPORT FOR MARCH 15 
AND PREVIOUS 


Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 (b) and (d) 


1. (C) Asked to predict the result of the first round of the 
French presidential election now five weeks away, President 
Chirac is reported to have facetiously replied, \"| see 
Sarkozy, Royal, Bayrou and Le Pen each getting 20 percent of 
the vote." In the most reputable polls there remains more 
than a ten point spread between Sarkozy, still the leader at 
above 25 percent of first round voter intentions, and Le Pen, 
at below 15 percent. Nevertheless there is a very rough 
accuracy to the presidential anecdote\'s suggestion of 
convergence among the top four contenders. A key Bayrou 
staffer told us March 14 that some polls to be published over 
the weekend of March 17 - 18 will show Bayrou coming in ahead 
of Royal in first round voter intentions. That development 
would further boost surging \"Bayroumania,\" and add to the 
drumbeat of complaints that the polls are literally making 

the news, as coverage of changes in the polls creates 
credibility for options (like Bayrou, or before him, Royal) 

that the public had little regard for until changing poll 
numbers, and attendant media coverage, snowballed these 
candidates into contenders of the first rank. Both Sarkozy 
and Royal, still the leaders -- but more precariously so -- 

are struggling for the right strategies to undermine Bayrou, 
and prevent him from upsetting their long-projected plans for 
a Sarkozy-versus-Royal second-round face-off. Royal\'s 
candidacy is in more trouble than Sarkozy\'s, as she -- so far 
-- continues to fail to convince a significant portion of 
left-leaning voters that she has what it takes to be 

president of France. End Summary. 


GRAIN OF TRUTH IN CHIRAC\'S EXAGGERATION 


2. (C) Notwithstanding Chirac\'s all-four-tied exaggeration 
for comic effect, current polls of voter intentions do 
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reflect a trend towards convergence in the poll numbers of 
the \"big four\" -- Interior Minister and President of the 

Union for a Popular Movement (UMP) party Nicolas Sarkozy, 
Poitou-Charentes region president and Socialist Party (PS) 
nominee Segolene Royal, president of the centrist Union for 
French Democracy (UDF) party Francois Bayrou, and the leader 
of the extremist, right-wing National Front (FN) Jean-Marie 
Le Pen. (The scrutiny given to all presidential remarks 
prompted comments that Chirac was not entirely joking -- he 
was also expressing the wish that Sarkozy do worse than 
Chirac did in the first-round of the 2002 election and that 

Le Pen, with Chirac this time not in the race, do better.) 


3. (C) As the April 22 first-round vote draws nearer, the 
trend in all polls has been that the first-round voter 

intentions of Sarkozy and Royal have been heading downwards 
-- from the 30 to 35 percent range to the 25 to 30 percent 
range, as the first-round voter intentions of Bayrou and Le 
Pen have trended upwards, slightly in the case of Le Pen and 
markedly so in the case of Bayrou. For example, in the 
well-respected, consistently conducted polling of the IPSOS 
opinion research firm, since January, the twenty point spread 
that separated, the leader, Sarkozy, from Bayrou (with Royal 
in-between) narrowed to a spread of under five points, with 
Le Pen moving slightly upwards to within the 10 to 15 percent 
range. Specifically, in IPSOS\' March 14 iteration of its 

poll of first-round voter intentions, Sarkozy led with 28 
percent, followed by Royal with 25 percent, with Bayrou on 
Royal\'s heels at 24 percent, and Le Pen trailing at 13 
percent. 


CONVERSION TO \"BAYROUMANIA\" CONTINUING 

4. (C) Bruno Erhard, Bayrou\'s principal assistant for 
international affairs, promised PolOff on March 14 that, 
\"Polls to be released over the weekend will show us ahead of 
Royal.\" This may well turn out to be true, as Bayrou and 
\"Bayroumania\" continue to dominate the front-pages of dailies 
and the covers of news weeklies, even though one poll 
released March 15 (by the CSA polling firm) shows Bayrou\'s 
first round voter intentions falling slightly (to 21 percent) 

and Sarkozy and Royal\'s rising slightly (to 27 and 26 

percent, respectively). 


5. (C) However his destiny may play out during coming weeks, 
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Bayrou -- the newest anti-establishment alternative on the 
political scene -- has clearly tapped into the deep 
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dissatisfaction among the French with the country\'s political 
class, its left/right partisanship and the lack of results 

from past governments of both left and right. Bayrou\'s 
campaign appearances have been drawing enthusiastic, overflow 
crowds, far beyond what the conventional wisdom expected for 
the UDF, given its progressive marginalization by the UMP 
since 2002. One example from opinion polling that attests to 
Bayrou\'s new-found credibility as a presidential contender is 
that, for the first time in the ten-year history of this 

monthly poll, Bayrou in March 2007 comes out at the top of 

the IPSOS firm\'s \"Presidential potential" survey. 


UMP AND PS UNSURE HOW TO COUNTER BAYROU 

6. (C) Both the Sarkozy and Royal campaigns remain hesitant 
to tackle Bayrou head-on, lest this make him their principal 
competitor and boost his standing in the eyes of a restive 
electorate as a credible challenger of the Paris-based 
establishment, the media, and the \"left/right system.\" 
Indications from both the Royal and Sarkozy campaigns are 
that both organizations are hoping mightily that the current 
infatuation of voters with Bayrou will pass as quickly as it 
came. To support their wishful thinking, strategists from 

both camps point to the way opinion surveys show that those 
who say they are going to vote for Bayrou are \"uncertain of 
their choice by margins approaching double that of those who 
say they plan to vote for Sarkozy or Royal. 


7. (C) The sense that their electorate is firming up and 

will hold through both rounds of the upcoming election is 
particularly marked in the Sarkozy camp. As Culture Minister 
(and Sarkozy supporter) Renaud Donnedieu de Vabres told the 
Ambassador over lunch on March 14, \"Our base is strongly 
anchored; judging from enthusiasm at campaign events and the 
results of internal polling, we sense that support for 

Sarkozy is solidifying and expanding, and we have no doubt 
that weVre going to be in the second round -- we just don\'t 
know against whom." 


8. (C) Donnedieu de Vabres added, \"So | can tell you for 
sure that Segolene Royal will not be President of France." 
Donnedieu de Vabres believes (a conviction shared by UMP 
Secretary General Pierre Mehaignerie (ref)), as current 
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polling results and the conventional wisdom of the political 
commentariat also suggest, that Sarkozy would face a much 
more difficult challenge from Bayrou than from Royal in a 
second-round showdown. In the latest IPSOS poll, Sarkozy 
would beat Royal if the second round were held next Sunday!" 
by a margin of 53 to 47 percent. The assumption among most 
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analysts, borne out by current polling results, is that in a 
Sarkozy-Bayrou second round, Bayrou would benefit from a 
ground swell of Stop Sarkozy" sentiment, taking all the 
votes of the left and enough in the center to win handily. 


9. (C) So far, both PS and UMP spokespersons have limited 
their criticisms of Bayrou to pointing out the difficulties 
Bayrou would face putting together a parliamentary coalition 
that could govern effectively. Commentators on talk shows 
and in the press claim that they detect that this theme is 
\"sinking inW with the public, and raising questions about the 
realism of Bayrou\'s proposed \"union of both left and right." 


10. (C) Many in the PS are facing up to growing indications 
that, so far, Royal\'s candidacy is not succeeding in 

inspiring confidence among many who would otherwise be 
\"naturally\" rallying to her as the candidate of the 
center-left. Royal has not clearly established, across the 
board among the left-leaning electorate, that she has what it 
takes to be the President. The widely shared consensus among 
political observers is that unless Royal begins now to turn 
the tide of skepticism on the left about her overall 
competence for the presidency, she will be certainly beaten 
by Sarkozy, if she is not eliminated by Bayrou first. 


11. (C) Royal herself, is reportedly serenely indifferent to 

the panic running through her party at the prospect that her 
candidacy may, right now, be teetering into an unstoppable 
downward slide. Roland Cayrol, the head of the CSA polling 
firm, at a meeting March 12 told PolOff the following story: 
\"My son sees Segolene every day. He\'s in charge of making 
the videos that appear on her website. He tells me that he 
has never seen someone so imperturbably self-confident. He 
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says, \'It\'s as if she\'s carried by a sense of her own 

destiny W COMMENT: Coming weeks will make starkly clear if 
Royal\'s self-confidence is delusional, or if the force of the 
political cunning and exquisite sense of timing that took her 
from nowhere to contender are still with her. END COMMENT.) 
Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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STATE FOR EB/TRA, EUR/WE 
USEU FOR MORENSKI 


E.O. 12958: N/A 
TAGS: KTIA, EAIR, ECON, PREL, FR 
SUBJECT: FRANCE SUPPORTS U.S.-EU OPEN SKIES PLUS AGREEMENT 


REF: SECSTATE 29781 


1. (SBU) Econoff delivered reftel points March 14 to Olivier 
Berthelot, Technical Counselor for Aviation to Minister of 
Transportation Dominique Perben. Berthelot reiterated French 
support for the draft agreement, and said that Perben would 
be calling allies on the issue (mentioning the Netherlands, 
Ireland and Germany in particular) in advance of the March 22 
Council meeting to co-ordinate positions in order to prevent 

it foundering on the U.K.\'s opposition. France\'s 
understanding is that unanimous consent is required for 
adoption. Perben apparently does not envisage making any 
public statements of support at this point. An earlier call 

to Jean-Michel Bour, Director of International and 

Multilateral Affairs at the French Civil Aviation Authority 
produced a similar statement of support for the agreement, 
though Bour implied that if pressure was needed to bring the 
U.K. around, it would have to be exercised by the U.S. rather 
than France. The Ambassador addressed a follow-up letter to 
Perben March 16 urging him to support the agreement both in 
public and with his European partners, including the U.K. 


2. (SBU) Acting Deputy Chief of Mission also discussed the 
issue March 8 with the Air France CEO\'s Chief of Staff, Guy 
Tardieu, who underlined Air France\'s support for the 
agreement, but expressing skepticism that the GOF would weigh 
in strongly with the U.K. in favor of the agreement. Tardieu 

also underlined that Air France had quickly released a press 
communiqu on 6 March describing the advantages of the 
proposed agreement and \"publicly supporting the final 
conclusion of an agreement." That press release formed the 
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basis of a very positive March 15 op-ed in the Wall Street 
Journal signed by Air France CEO Spinetta and KLM CEO Van 
Wiik. 

Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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STATE FOR DIRECTOR GENERAL 
STATE FOR M/R 

STATE FOR L/DL 

WHA/EX FOR JAMES ROBERTSON 
HR/CDA FOR JOANNE ALBA 


E.O. 12958: N/A 
TAGS: APER, ODIP, AODE, AMGT, KLIG 
SUBJECT: VULNERABILITY OF FRC REGIONAL SUPPORT PERSONNEL 


1.(U) This is an action request. Please see paragraph five. 


2.(SBU) Regionalization, while an important cost-saving measure, may 
create a vulnerability for the Department and disadvantage those 
officers providing regional support from a home base within the 

United States. 


3.(SBU) Recently six Embassy Georgetown direct hire American 
employees, comprising the Management Officer, DCM, Peace Corps 
Country Director and Administrative Officer, and two members of the 
grievance committee for locally employed staff, received summons to 
appear in Guyanese court in relation to a wrongful termination 
lawsuit brought by a former Peace Corps local employee. 
Fortunately, all officers (except for one whose assignment had 
ended) named in the suit were immune. While the Regional Human 
Resources Officer, based at the Florida Regional Center, was not 
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named in the suit, she very well could have been. As a U.S.-based 
regional officer she is not an accredited member of the mission 
staff and does not have immunity. Had she been named in the suit, 
the Department would have been drawn into defending the suit. 


4.(SBU) Post has found FRC\'s human resources and financial 
management regional support to be invaluable, but this incident 
reveals one of the pitfalls of utilizing regional officers based 

within the United States--those officers do not have diplomatic 
immunity for duties performed at post. These officers visit post on 
average one week out of every two months. Even when they are not at 
post, they continue to function as \"our\" HR and B&F officers via 
telephone and e-mail. The functions they perform, especially in the 
case of human resources, can be contentious and lead to lawsuits. 
Regional personnel based outside of the United States, such as DEA 
and FBI agents based in Trinidad, are accredited in Guyana and do 
not face this vulnerability. 


5.(SBU) The Department seeks immunities for personnel overseas 
primarily to protect U.S. national interests by insulating our 
personnel from pressure by host governments. Post asks that the 
Director General request a review to determine whether any 
possibility exists for accreditation of U.S.-based regional 
personnel, or alternative solutions that would provide similar 
protection of U.S. interests. 


ROBINSON 
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E.O. 12958: DECL: 03/17/2017 
TAGS: PREL, UNSG, IR, IT 


SUBJECT: ITALY: GENERALLY SUPPORTIVE OF IRAN UNSCR; BUT 
CONCERNED ABOUT ROLE OF P5+1/PARA 10 
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REF: A. A. SECSTATE 33349 
B. B. USUN 211 


Classified By: DCM Anna M. Borg for reasons 1.4 (b) and (d) 


1. (C) DCM raised points on UNSCR on Iran (ref A) March 16 
with FM D\'Alema\'s Chief of Staff, Ambassador Nelli Feroci, 
who said he thought Italy would support the resolution as a 
balanced document. However, he said he would have to check 
with FM DVAlema personally on how strongly he felt about 
language in paragraph 10 reaffirming the role of the P5 1. 

Nelli Feroci also told the DCM DVAlema will want to discuss 

the UNSCR and next steps on Iran when he sees the Secretary 
March 19. 


2. (C) Poloffs also shared points with PM Prodi\'s advisor on 
the Middle East, Marco Carnelos, and UN Office Director, 
Leonardo Bencini. Both echoed Nelli Feroci\'s generally 
positive analysis, but also expressed strong concerns over 
the language in paragraph 10 and pointed out this would be 
the first time the P5 1 format would be \"legitimized\" in a 
UNSCR. Additionally, Bencini warned Italy would have a hard 
time approving economic sanctions that could have a negative 
effect on the Iranian public as that would only alienate 

them; he argued it is critical to keep sanctions linked to 
non-proliferation. 


COMMENT 


3. (C) The concerns raised by D\'Alema and Prodi\'s advisors 
track with Italian UNSC Perm Rep Spatafora\'s (Ref B) comments 
in New York over Italy\'s continued exclusion from th P5 1. 

Just how far Italy will go to express its frustration is 

unclear, but DVAlemaYs March 19 meeting with the Secretary 

will be a barometer. 

SPOGLI 
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SIPDIS 


SIPDIS 


NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/STEINGER; NSC FOR ABRAMS/DORAN/WATERS; 
TREASURY FOR SZUBIN/LOEFFLER/NUGENT/HIRSON 


E.O. 12958: DECL: 03/15/2017 

TAGS: ECON, ETRD, EINV, EIND, KWBG, TU, IS 

SUBJECT: GAZA INDUSTRIAL ZONE TALKS BY TURKS CONTINUE 
DESPITE PALESTINIAN \"INERTIA\" 


REF: A. 06 JERUSALEM 495 
B. ANKARA 220 
Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d). 


1. (C) Summary: Turkish business interests continue to 
promote plans to revitalize the Palestinian Industrial Free 
Zone (PIFZ), but progress has been slow, according to the 
Turkish DPO. President Abbas has reportedly agreed that 
Presidential Guard forces will guard the zone\'s perimeter 
while a private Turkish security firm maintains security 
within the site. The Turkish government has agreed to 
provide security training and other support for the 
Presidential Guard. Turkish backers of the plan still need a 
concession agreement from the PA. They will also seek 
favorable terms for zone products to access US and EU 
markets. End Summary. 


2. (C) Ina March 8 meeting, Turkish Consulate General 
Deputy Principal Officer Ali Riza Guney described the 2005 
Ankara Forum initiative to revitalize the Palestinian 

Industrial Free Zone (PIFZ)(reftel A) as the \"utmost priority 
item\" in Turkish talks with Israelis and Palestinians. 

(Note: The PIFZ was formerly referred to as the Erez 
Industrial Zone. End Note.) Guney estimated that the cost 

of preparing the zone area will total about USD 20 million, 
including repairing the damage due to IDF incursions in 
mid-2006 and Palestinian looting. Necessary improvements to 
the Israeli terminal at Erez, through which raw materials and 
products will pass, may cost an additional USD 2 million. 

The zone will host 50-60 workshops and employ at least 6,000 
workers. 
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3. (C) Guney said that January 2007 talks in Tel Aviv and 
Jerusalem between Turkish business federation TOBB 
representatives and Israelis and Palestinians had gone well 
(reftel B). He described Israeli business interests as ready 
to move forward. Gaza businessmen have identified sectors 
which could benefit from the zone. Although some technical 
differences on security planning remain, Israeli Minister of 
Defense Peretz remained \"involved and very positive" about 
the project, according to Guney. Despite \"a full green 

light" from PA President Abbas, Guney characterized the 
Palestinians as suffering from inertia. Lack of progress on 

a PA concession agreement for investors is particularly 
frustrating, he said. Guney noted that interest from 
international donors had been waning since the formation of a 
Hamas-led government in March 2006. For example, the 
Japanese have turned their attention to the Jordan Valley. 
(Note: Palestine Industrial Estate Development Company 
(PIEDCO) General Manager Nedal Ismail told ECONoffs March 15 
that his organization is concerned about scarce resources 
going to rebuild the Erez zone when the underutilized Gaza 
Industrial Zone (GIE) near the Karni/al-Mintar crossing has 
greater existing capacity and future potential. End note.) 


4. (C) President Abbas and the Israelis have agreed that the 
perimeter of the zone will be controlled by the Presidential 
Guard, according to Guney. Abbas asked Turkey to train 
500-600 Presidential Guards, although not necessarily for the 
purpose of guarding the zone. The training will have a 
\"train-the-trainer\" component, involving 50-60 Presidential 
Guard officers. (Note: The USSC currently is not involved 
with this Turkish traning initiative. End note.) In 

response to another Palestinian request, Turkey will donate 
10,000 uniforms to the Presidential Guard. Guney said the 
Palestinians \"fully accept" the proposal that a private 
Turkish security firm will be responsible for security within 
the zone. 


5. (C) The Israelis have expressed concern about the 
location of the zone, suggesting that it be moved a bit 
further south. Guney said this would involve the 
confiscation of Palestinian private land. This issue has not 
been raised with the Palestinian side. 


6. (C) Guney reported that his government is in the process 
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of identifying an Arabic/English-speaking Turkish military 
officer serve as a liaison officer to the USSC. (Note: The 
Turkish officer will work from the Turkish Consulate General 
and will not be a member of the USSC team. End note.) 


7. (C) Guney stated that further progress on the initiative 
depends on securing three agreements: (1) the concession 
agreement from the PA to help sell the project to investors; 
(2) Israeli and Palestinian agreement on all security 
arrangments for the zone; and (3) a \"trade facilitation\" 
agreement, with US and EU support, granting special 
duty/tariff exemptions for goods produced within the zone. 
Guney suggested that, under such an agreement Turkish 
content, would be treated as local content. Guney said that 
TOBB intends to rent an office in Jerusalem in order to have 
a local presence to move the project along. 


WALLES 
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E.O. 12958: N/A 

TAGS: PREL, EUN 

SUBJECT: EU LEADERS STRUGGLE ON DECLARATION FOR 50TH 
ANNIVERSARY, RELAUNCH OF CONSTITUTIONAL DEBATE 


SUMMARY 


1. EU leaders on March 8 debated the contents of 
the \"Berlin Declaration\" to be issued at their March 
24-25 celebrations of the 50th anniversary of the 
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Treaty of Rome. The Declaration, which will be 
jointly issued by the leaders, the Commission and 
the European Parliament (EP), will highlight the 

basic achievements of European integration and set 
out the EUYs challenges and goals. Though the 
Declaration will be short and written in plain 
language, Chancellor Merkel said it was raising 
\"controversial\" issues such as further EU 
enlargement. Merkel wants to use the Declaration as 
a springboard for putting the EU back on the path to 
a constitutional settlement, but some statements by 
leaders at the European Council suggest this will be 
no easy task. Polish President Kaczynski, for 
instance, objected to reforming the system of 
weighted voting in the EU Council as envisaged under 
the draft Constitutional Treaty. End summary. 


BLUEPRINT FOR SUCCESS? 


2. German Chancellor Merkel presented her fellow EU 
heads of state and government over dinner on March 8 
with ideas for the \"Berlin Declaration" to be issued 

by the leaders at their March 24-25 meeting marking 
the 50th anniversary of the Treaty of Rome. Merkel 
subsequently told a post-dinner press conference the 
leaders concurred that the Declaration should be 

short (two or three pages) and free of 

technicalities: \"There was complete agreement that 
the Declaration should be addressed to the citizens 

of Europe and therefore it should be comprehensible 
to them," she said. 


3. EU sources said that, based on consultations 
held by the German EU Presidency, the Declaration 
would be in four parts, starting with a recall of 

the European success story\" and benefits drawn by 
member countries from the past fifty years of 
integration (peace, stability, prosperity). The 

draft would then refer to the EU\'s shared values by 
highlighting the concept of tolerance. A third part 
would mention the challenges facing the Union such 
as globalization, energy safety and climate change, 
as well as the need to be competitive in innovation 
and research. The text would conclude with a brief 
pointer to the future of Europe, possibly including 
language on the need for new institutional 
foundations. 


POSSIBLE STUMBLING BLOCKS 
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4. Merkel acknowledged \"some controversial areas," 
such as future enlargements and the balance between 
integration and enlargement. She said her 

colleagues had tasked her to continue working on the 
draft together with Commission President Barroso and 
EP President Pttering \"with a free hand\" and \"some 
very good material. The drafters would have some 
\"room of maneuver\" for formulations on \"basic 
values\" to be mentioned. Merkel said some wanted a 
statement to the effect that \"enlargement 

represented an enrichment for the EU\" and a \"triumph 
of democracy over dictatorship.\" With respect to 
challenges ahead, Merkel mentioned climate change, 
the concepts of \"coherence\" (solidarity?) and the 
European social model. 


5. Though the media had reported \"disputes\" among 
member states over the inclusion of exactly which 
achievements should be picked up for mention in the 
Declaration (the UK was said to reject references to 
the euro and the Schengen border-free area), German 
Presidency sources in Brussels downplayed those 
differences. EU sources added that several 

countries (Belgium, Bulgaria, Cyprus, Spain, Greece, 
Hungary, Italy and Luxembourg) were pushing for 
highlighting the social dimension of the Union. 

There would also be differences over whether the 
Christian roots of Europe should be mentioned in the 
text. Merkel is known to be in favor as would the 
Poles, but other countries, led by France, are 
opposed to it. 


CONSITIUTION: A DIRTY WORD? 
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6. As an adviser to Merkel put it, \"the objective 

of the Declaration\" is also \"to positively prepare 
Europe for a compromise on the Constitution.\" 
However, facing resistance from countries such as 
Poland and the UK, German officials said they would 
\"not storm the wallsQ to impose the word 
\constitution\' in the Declaration. More likely, the 
Germans would seek to include a vaguely-worded 
reference to the need to reshape the EU machinery to 
ensure an effective working of the Union. UK PM 
Blair told reporters on arrival to Brussels: \"I 
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think the most important thing is to make changes 
that allow a Europe of 27 (member states) to work 
effectively.\" 


EP: KEEP US IN THE TENT 


7. EP President Pttering urged the leaders to 
safeguard the substance of the draft Constitutional 
Treaty, saying reforms must be implemented \"in such 
a way that the process brings us closer together, 

with the appropriate involvement of the European 
Parliament" Pttering told reporters he had no 
mandate from the EP to seek any reference to \"God\" 
in the Berlin Declaration or the Constitutional 

Treaty. However, speaking in a personal capacity, 

he suggested looking for \"some form of words, some 
way of describing our roots, the Greek philosophy, 
Roman law, the Judeo-Christian heritage.\" 


VOTING 


8. Other statements by EU leaders on the fringes of 
the European Council confirmed the difficulty of 
Merkel\'s task to revive the search for a 
constitutional settlement. Polish President 
Kaczynski objected to reforming the current system 
of weighted voting in the EU Council as envisaged 
under the draft Constitutional Treaty. The deal 
signed by EU leaders in 2004 would allow for 
decisions by \"qualified-majority voting\" to be 
adopted with the agreement of 55 percent of the 
countries corresponding to 65 percent of the overall 
EU population, a formula that would reduce the 
voting power of Spain and Poland as devised under 
the Nice Treaty. 


ICG 


9. As a Central European government official put 

it, Merkel\'s \"big problem\" next June will therefore 

be to rally her partners on a mandate for the inter- 
governmental conference (IGC) that would be convened 
later this year for negotiating a revised Treaty (no 

longer expected to be called a \"Constitution\"). \"If 
there is agreement, it will be a big success for 

Merkel,\" the official said. 


COMMENT 
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10. By involving the Presidents of the Commission 
and the EP in the drafting of the Berlin 

Declaration, Merkel may be able to broaden support 
thanks to close political friends in the European 
People\'s Party. But her task will surely be more 
delicate after the Berlin celebrations when she will 
need all her persuasion powers to crown her 
Presidency with consensus on a \"roadmap\" to a new 
constitutional settlement. Bearing in mind the 
political transitions in some countries, the need to 
sell the project to the UK, Poland and the Czech 
Republic, and to limit recourse to highly risky 
referendums, Merkel will likely be realistic and 
propose a short negotiation on a \"simplified 
treaty.\" 


GRAY 
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E.O. 12958: DECL: 03/14/2017 
TAGS: ECON, ELAB, KDEM, PGOV, PINR, NU 
SUBJECT: NICARAGUA: AMBASSADOR CALLS ON MINISTER OF LABOR 


Classified By: Ambassador Paul Trivelli for reason 1.4(b) 


1. (SBU) SUMMARY: In a March 14 meeting with the 
Ambassador, Nicaraguan Minister of Labor Jeanette Chavez 
Gomez admitted that the Ministry faces some complex problems. 
While in favor of increasing the minimum wage, she 
emphasized the need for a cautious, balanced approach to 
adjusting the minimum wage scales to meet the needs of 
workers without jeopardizing private sector interests. She 

is actively engaged with her Central American counterparts to 
establish a regional labor resource center in an effort to 
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calibrate labor standards and address regional labor issues. 
The Minister denied widespread reports of politically 
motivated firings within the various ministries, claiming 

that only 300-400 employees -- in \"positions of confidence" 
or whose contracts had expired -- had been dismissed, and 
claimed that 120,000 had been dismissed under the three 
previous administrations. The Minister agreed that 
trafficking in persons is an important issue and is actively 
engaged with El Salvador to sign a bi-lateral labor agreement 
that would enable the government to more effectively address 
the matter. END SUMMARY 


Introduction 


2. (U) On March 14, the Ambassador sat down with the new 
Minister of Labor, Jeanette Chavez Gomez, to discuss CAFTA 
funding for labor-related projects, reforms to the minimum 
wage and Consumer Price Index (CPI), anti-trafficking 

efforts, and respect for the Civil Service law among other 
issues. The Minister, clearly pleased to receive the 
Ambassador, eagerly engaged him in discussion of a broad 
range of labor-related topics and displayed a solid working 
knowledge of each issue. She openly acknowledged the 
challenges ahead, but displayed a positive attitude and seems 
to be taking a very proactive approach. 


3. (SBU) Minister Chavez began the meeting by commenting 
that her Ministry is small, but it faces tough, complicated 
issues, such as minimum wage reform, that impact the whole 
nation. She remarked that it is very important to strike the 
right balance between economic growth and stability and 
ensuring just wages for the Nicaraguan people. Cognizant of 
the difficulty of achieving this balance, the Minister said 

the GON is carefully analyzing the situation. 


CAFTA Support for Labor Programs 


4. (SBU) The Ambassador mentioned that the USG, through 
CAFTA-DR, is providing over US$ 20 million in regional 
funding this year to help strengthen and modernize labor 
ministries, improve labor standards and labor law 
enforcement, and increase the knowledge base and 
professionalization of organized labor institutions. The 
Minister remarked that she is familiar with and impressed by 
the work of a key regional partner in US-funded labor 
projects -- Cumple y Gana -- and expressed her appreciation 
for the US\' efforts to improve the labor situation. Minister 
Chavez mentioned that efforts are underway to create a 
consolidated Central American labor resource center with the 
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goal of studying and improving regional labor standards. The 
center would also serve as a resource center for workers. 


5. (SBU) On the theme of trafficking in persons (TIP), the 
Ambassador mentioned that the Ministry may be interested in 
an upcoming TIP workshop in El Salvador. The Minister 
responded that Nicaragua has a well-developed bi-lateral 
labor agreement with Costa Rica that defines workers! rights 
and the legal procedures for dealing with labor issues. She 
expressed interest in creating a similar accord with El 
Salvador, in part, to control trafficking in persons which 

she believes is facilitated by the large movement of migrant 
labor. 


Minimum Wage Reforms 


6. (SBU) The Minister is a strong proponent of reforming the 
minimum wage based on an \"adjusted\" CPI. Because the current 
CPI does not including housing, she stressed, it is not 

accurate. However, she pointed out, the tricky part is 
determining how much to increase the minimum wage for a given 
uptick in the CPI. She emphasized the need for \"equilibrium\" 
between workers\' rights and macro-economic impact, and stated 
that there is on-going discussion to determine how much 
additional currency - via wage increases - could be injected 

into the economy without creating inflation and how much the 
business sector can absorb without damaging competitiveness. 
She acknowledged that the government must proceed with 


caution when considering wage reforms because, as a major 
employer in the economy, any upward movement in wages could 
have a significant fiscal impact. 


Civil Service Firings 


7. (C) The Ambassador commented that the topic of 
unjustified firings has received a great deal of press 

attention lately and solicited the Minister\'s opinion. 

Minister Chavez responded that the news reports are wrong, 
and insisted that no more than 300-400 people had been 
dismissed amongst the various ministries, most of whom were 
people in \"positions of confidence\" or contract employees 
whose contracts were not renewed. As an example, she cited 
that the Ministry of Labor has dismissed only three people, 

all of whom worked in the Minister\'s office in \"positions of 
confidence.\" She conceded that there may be some isolated 
incidents of unfair firings, but nothing orchestrated or 
widespread. In contrast, she claimed that some 120,000 
government employees had been fired under the previous three 
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administrations, beginning in 1990 until the end of 2006. 
(COMMENT: Given that the government work force is estimated 
to be 60,000, such a claim is not credible as it would imply 
that the entire government work force has been fired twice in 
the past 16 years. Separately, members of the political 
opposition in the National Assembly claim that Law 476 -- the 
Career Civil Service law -- does not authorize the dismissal 
of people in positions of confidence and that such 
dismissals are illegal. Instead, such workers are to be 
reassigned. In addition, Foreign Minister Samuel Santos 
earlier mentioned to us that the new administration would not 
change more than 200 positions. END COMMENT). 


8. (SBU) In response to the Ambassador\'s question about her 
relationship with the National Assembly, Minister Chavez 
characterized it as \"good\", but that the deputies are asking 
her to take action against the dismissal of civil servants. 

She told the Ambassador that, technically, the Treasury is 
responsible for handling labor appeals, but that the Appeals 
Commission written into the 2003 Career Civil Service law has 
never been formed. She stressed that the Ministry of Labor\'s 
mandate is labor inspection and that it would be a conflict 

of interest if such a Commission were part of the Ministry of 
Labor. 


Lobster Fisherman 


9. (U) The Ambassador touched briefly on the subject of the 
working conditions of lobster divers on the Atlantic Coast, 

an occupation known to be very hazardous due to poor 
equipment and training and the lack of enforcement of health 
and safety regulations by the government. Minister Chavez 
characterized the situation as \"serious, serious and stated 
that people have a long history of not obeying the laws." 
She promised that the government will \"work hard on this," 
but admitted that there are too few inspectors and that they 
lack sufficient technical knowledge of the profession. 
Minister Chavez believes that an inter-ministerial approach 
involving, for example, the Ministries of Health and the 
Family, will be required to address this problem. 


10. (SBU) Finally, the Ambassador asked that the Ministry of 
Labor consider how it might help resolve an on-going labor 
dispute involving a US-owned shrimping business on the 
Atlantic Coast in which the workers illegally went on strike. 
The Minister stated that she was aware of the case and is 
actively \"looking for solutions." 


Biography: Jeanette Chavez Gomez 
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11. (U) Doctor Jeanette Chavez Gomez was born in Chinandega 
and obtained a law degree from UNAN in the 1970s. She holds 
a Masters degree in Public Law from the University of 
Barcelona. Dr. Chavez has been tied to the FSLN since she 
was a student leader. During the 1980s she worked at the 
Ministry of Agriculture (MIDINRA), the Ministry of Economy, 

and was the General Manager of an industrial supplies 
company. Along with Ruth Selma Herrera, Dr. Chavez is the 
founder of the Consumer Defense Network. She is also the 
former President of the Chinandega Lawyers and Notaries\' 
Association. 

TRIVELLI 
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DEPT FOR WHA/CEN, lO/MPR FOR BRIAN HACKETT, USUN/MR FOR 
BENJAMIN GARCIA 


E.O. 12958: N/A 
TAGS: PREL, AORC, APER, UNGA, UNGA/C-5, UNGA/C-6, NU 
SUBJECT: NICARAGUA: DEMARCHE ON UN REFORM 


REF: STATE 31831 


Poloff delivered information in reftel to Nicaraguan Foreign 
Ministry Americas Deputy Director Renee Morales on March 14. 
Morales will consult with other Ministry officials. Post 

will report any updates. 

TRIVELLI 
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E.O. 12958: DECL: 03/19/2007 

TAGS: PREL, PGOV, NATO, EUN, UNSC, RU, IT 

SUBJECT: PRODI/PUTIN - ITALIANS CLAIM FULL HARMONY\" WITH 
RUSSIA 


ROME 00000535 001.2 OF 002 


Classified By: Classified by Acting Political Minister Counselor Jonath 
an R Cohen for reasons 1.4 (b) and (d). 


Summary 


1. (C) Russian President Vladimir Putin visited Italy on 

March 13 and 14 for his fourth bilateral with PM Prodi in ten 
months. Putin and Prodi met for three-hours over dinner 
March 13, and traveled to the Adriatic port city of Bari 

along with several ministers for a largely economic summit 
March 14. In the press conference after the Prodi-Putin 
meeting, Prodi called the summit a testament of the strategic 
partnership between Italy and Russia and declared that the 
two countries shared close or identical positions on nearly 
every international issue. An advisor to Prodi described the 
summit as an enormous success and declared it an important 
step in bringing Russia forward into the ranks of countries 
that want to use multilateralism and consensus to solve 
international crises. Representatives of the MFA, however, 
questioned the basis for the PM\'s giddiness and insisted that 
Italy differs with Russia on several significant points. 

Public statements made raise our concerns over GOI positions 
in the UNSC, on Kosovo, Iran, Missile Defense and 
Afghanistan. End summary. 


2. (C) On March 13 and 14, Russian president Putin visited 
Italy for a bilateral summit. The summit focused largely on 
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economic and commercial issues (septel), but gave Putin a 
broad platform to discuss political issues. Putin met 

briefly on the March 13 with President Napolitano and visited 
the Vatican before holding a three hour dinner meeting with 
PM Prodi. According to a diplomatic advisor to Prodi, 
attendance at the dinner was tightly restricted but Prodi and 
Putin emerged convinced that Russia and Italy could become 
strategic partners on security, energy, and trade. According 
to the source, Putin and Prodi were \"in full agreement" on 
both the way forward and the preferred outcome on Iran. 
Kosovo and Afghanistan, they agreed, required international 
consensus, a multilateral approach (UN), and greater 
diplomatic engagement with states and parties that have been 
previously ignored. The press played particular attention to 
Prodi\'s call for close Russian-Italian cooperation in the 
UNSC. MFA sources, however, worked hard to play down Prodi\'s 
giddiness and the level of political agreement on Kosovo, 
Afghanistan and Iran and insisted that, while Prodi leads the 
government, DVAlema is fully implementing Italy\'s foreign 
policy in close coordination with its allies. Comment: Be 

that as it may, D\'Alema\'s public statements after his 

parallel bilateral with Russian FM Lavrov do not give cause 
for reassurance. 


Kosovo: Mixed Messages on Ahtisaari Plan 


3. (C) Ruggiero Corrias, a diplomatic advisor to Prodi, told 
poloffs that Prodi and Putin agreed that a negotiated 
settlement to the Kosovo status issue was the preferred 
outcome and cited Belgrade and Pristina\'s attendance at the 
most recent Vienna talks as a major step forward. He stated 
that the EU and US incentives could convince Belgrade to be 
more constructive in finding an acceptable negotiated 
settlement. (He was apparently unaware that Serbia had been 
granted PfP and SAA.) When asked if DVAlemaWs statement that 
Russia and Italy agreed to insist on acceptance by the two 
sides, even if it comes after the Ahtisaari report meant that 
Prodi believed that Ahtisaari\'s plan and the current 

timetable for a discussion on Kosovo could be abandoned, 
Corrias demurred saying he was not an expert on the issue. 


4. (C) The next day, Raimondo De Cardona, Director of the MFA 
Balkans Office, told poloff that comments to the press 
notwithstanding, DVAlema expressed significant differences of 
opinion to Russian FM Lavrov on the Kosovo issue. D\'Alema 
rejected any idea that a plan that does not have the full 

support of Belgrade is unacceptable. 


Iraq/Afghanistan: No simple military solution 
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5. (C) Corrias stated that Prodi and Putin agreed that 
neither Iraq nor Afghanistan could be resolved by force and a 
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comprehensive political and reconstruction effort was needed. 
Additionally, Syria and Iran needed to be drawn into the 
discussion on Iraq. Prodi publicly supported the idea of 
hosting an Afghanistan peace conference \"even if there are 
objections in Washington\", and asserted to the press that the 
Kremlin was fully on board with the idea. MFA contacts 
continue to insist that although Italy continues to plan a 

Rule of Law conference, a broad peace conference is highly 
unlikely - even in DVAlemaVs view. 


Missile Defense: Need to Consult Russia 


6. (C) According to Corrias, Putin and Prodi did not discuss 
Missile Defense. Putin and Lavrov, however, reiterated their 
opposition to European MD. DVAlema added that MD needed to 
be discussed at the EU and NATO level, not bilaterally. Ina 
subsequent conversation, MFA NATO Office Director Minister 
Gianni Bardini assured A/PolMC that the minister subsequently 
had been briefed that Missile Defense was being discussed at 
NATO, including with the Russians, and had been for the last 
year. 


Iran: Sanctions must be targeted, gradual 


7. (C) Corrias told poloffs that Russia is equally concerned 
about the prospect of a nuclear-armed Iran and believed that 
this concern, not a contractual dispute, was the ultimate 
motivation for Russian unwillingness to move forward on 
supplying the Busheur nuclear plant. Prodi and Putin agreed 
that any new sanctions must be targeted against the 
individuals and institutions that are engaged in the 
enrichment process. Nevertheless, both Putin and Prodi 
agreed that other options, including continued engagement and 
diplomatic pressure, should be exhausted before resorting to 
additional sanctions. 

SPOGLI 
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SIPDIS 
SIPDIS 
STATE FOR ISN, NEA/IPA, AND EUR/AGS 


E.O. 12958: DECL: 03/16/2017 

TAGS: MNUG, ETTC, PARM, PREL, IS, GM 

SUBJECT: (S) GERMAN QUERY CONCERNING THE EXPORT OF 
VIBRATION TEST EQUIPMENT TO ISRAEL 


Classified By: Global Affairs Counselor Donald R. Shemanski, for reason 
s 1.4 (b) and (d). 


1. (U) This is an action request -- please see paragraph 4. 


2. (S) German MFA Export Control Desk Officer Andreas Kauke 
provided a German-language nonpaper to Global Affairs Officer 
March 12. The nonpaper requests USG input for a German 
export licensing decision concerning the delivery of 

vibration test equipment to a branch of Israel's Rafael 

Ordnance System Division. What concerns the German 
Government is a U.S. denial in 2003 for a license to export 
vibration test equipment to parent company Rafael Armament 
Development Authority. The German Government now asks for a 
U.S. assessment by April 13, 2007, of the risk of the 

vibration test equipment being diverted to Rafael Armament 
Development Authority for nuclear-related testing. Ifthe 

German Government receives no derogatory information from the 
USG by this date, it is inclined to grant the export license. 


3. (S) Begin unofficial embassy translation of the 
German-language nonpaper: 


Allow us to request information from the U.S. authorities 
concerning the following matter: 


-- The German export control authorities are currently 
examining an application for the granting of export approval 
for components of a vibration test system (accelerometer and 
further accessories), which are to be delivered through the 
firm Rafael Purchasing Department, Division 2, in Haifa, to 
the firm Rafael Ordnance System Division, also in Haifa, 
Israel. The latter firm is a subsidiary of Rafael Armament 
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Development Authority (Israel Defense Force). 


-- The items are supposed to be installed in a vibration test 
chamber for civilian (medical scanners and communications 
equipment) and military (anti-armor, air-to-air, and 
surface-to-air rockets and aviation black boxes) products. 


-- There is an American NSG denial, NSG-US 03-005, from 
November 13, 2003, concerning the export of vibration test 
equipment to Rafael Armament Development Authority. The 
stated grounds for denial was the risk of the proliferation 
connected with nuclear explosion activities. This denial is 

not directly controlling, since it does not deal with 

identical items, but is relevant in our view in the 

assessment of the application because the use of the items in 
the same place is possible. 


-- In view of the potentially sensitive use of the items, we 
would be grateful for an assessment and report by the U.S. 
authorities by April 13, 2007, whether in their view they 
have reservations regarding the export of the given items to 
the named recipient. 


-- The German authorities are in possession of information 
pertaining to the end user in connection with conventional 
armaments, but not in the area of weapons of mass destruction 
or their means of delivery. 


We are grateful for our continuing excellent cooperation in 
the area of export controls. 


End text of German-language nonpaper. 


4. (U) Post requests a response to provide to the Germans by 
the April 13 deadline. 
TIMKEN JR 
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STATE FOR EUR/NB AND EUR/PPD 
OSLO FOR DATT 


SIPDIS 


E.O. 12958: N/A 
TAGS: NATO, MARR, PREL, KPAO, IC 


SUBJECT: ICELAND UNVEILS PLANS FOR UNIVERSITY ON KEFLAVIK BASE ONE 
YEAR AFTER BASE CLOSURE ANNOUNCEMENT 


1. Summary: The one-year anniversary of the March 15, 2006 
announcement of the closing of U.S. Naval Air Station Keflavik 
(NASKEF) passed quietly, marked only by the announcement that part 
of the former base will become a university-level institution 

focusing on international education and technology. End Summary. 


2. There was no media coverage of the base closing in the weeks 
leading up to the anniversary of the announcement. On March 14, the 
day before the anniversary, Prime Minister Geir H. Haarde mentioned 
in a speech to the Althing (Parliament) that the base closing, 

although unexpected, had resulted in the transfer of valuable 

property to the Iceland and opened economic development 
opportunities. 


3. Haarde\'s speech was a prelude to a ceremony held in the base\'s 
former chapel on March 15 unveiling the plans for a university-level 
education center. The ceremony was covered March 16 by leading 
daily Morgunbladid, under the headline, Moving Forward at Keflavik 
Base." During the ceremony local officials of Reykjanesbaer, the 
Keflavik Airport Development Corporation (Kadeco) and the University 
of Iceland signed a declaration of intent in cooperation with 

several business enterprises to establish a new international 
academic community on part of the former base. The plan is to 
exploit the area\'s strengths including energy, air traffic and 

services and international affairs. Representatives of businesses, 
including Icelandair, The Blue Lagoon, Glitnir bank, Geysir Green 
Energy, and the air traffic control Flugstodir, were also present. 


4. Local officials could barely contain their glee. "We are forging 
plowshares out of swords,\" declared Reykjanesbaer Mayor Arni 
Sigfusson at the signing ceremony. He said one of the most 

attractive characteristics of the base is its close proximity to 

Keflavik International Airport. \"You could say this is an ideal 

location.\" In a later interview with nationwide broadcaster 

RUV-Radio, Mayor Sigfusson said the base had \"first-class\" 

facilities, and that the sports facilities, which include a 

gymnasium, large indoor swimming pool and gymnastic equipment, are 
probably the best in the entire country. 
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5. Runolfur Agustsson, former rector at Bifrost University, has been 
studying the feasibility of a university at the base site. He said 

the aim of the educational center will be three-fold: to strengthen 
the general educational level in Reykjanesbaer, to strengthen 
vocational training in the area, and to stress university-level 
education in English to attract more foreign students and teachers. 
He said the structure of the educational center has not yet been 
determined, but he believes a university preparatory department 
could begin operations in the fall. "We foresee an academic 
community of 1800-2000 people in seven years\' time,\" he said. 
Agustsson said he expects the University of Iceland to be the key 
participant in the project. 


6. The CEO of Kadeco, Jon Astradur Jonsson, told post that the 

university project is not the only project planned for the base. He 
said that there are still several others in the works. Jonsson said 
that the buildings are pretty much in \"move-in\" condition for the 

university, so minimal work will need to be done. 


7. Embassy Comment: The lack of media and press attention to the 
anniversary of the announcement underlines that the steam has gone 
out of the issue of the base closure-as Social Democratic Alliance 
leader Ossur Skarphedinsson told the Ambassador this week, Iceland 
has moved on to other issues." The reiteration at the ceremony 
yesterday that the U.S. had left the facilities in first-class 

condition was a welcome acknowledgement of the fine work of former 
base commander Captain Mark Laughton and his team in maintaining and 
then shutting down the base. The establishment of a university on 
the former base will be an excellent use of the real estate and 
facilities we turned over, and will have a permanent impact on the 
wellbeing of the Icelandic public. 


VAN VOORST 
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E.O. 12958: DECL: 03/13/2017 
TAGS: PGOV, HO 
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SUBJECT: HONDURAN NATIONAL PARTY CONVENTION REFORMS FALL 
SHORT OF EXPECTATIONS 


Classified By: Acting Political Counselor Frank Penirian. Reason: 1.4( 
d) 


1. (C) SUMMARY: The National Party (NP) held its annual 
convention in San Pedro Sula on March 10-11, 2007. Before 
the convention, there was speculation the NP Party President, 
Pepe Lobo, would be pressured to resign from the Presidency 
in order to run fairly in the next national elections in 2009 
and/or dismiss former President Rafael Callejas and Osvaldo 
Ramos Soto from the Political and Judicial Committees, 
respectively, to make room for a new, young leader. Lobo did 
neither. Instead, the NP instituted a number of structural 
reforms in order to open and broaden the party base and 
increase party discipline. Without resolving the split 

between Lobo and Callejas, it appears that the NP is not on a 
path of real reform but rather just closing ranks. END 
SUMMARY. 


2. (C) The dispute between the two major factions of the 
National Party (NP) was not resolved at its annual convention 
in San Pedro Sula on March 10-11, 2007. One group is led by 
party boss and former President, Rafael Callejas, who still 
enjoys popular support despite corruption scandals including 
the revocation of his U.S. visa last year. The other group 

is headed by NP President Pepe Lobo, who lost to Mel Zelaya 
in the 2005 national elections. Callejas and his old guard 
supporters such as Osvaldo Ramos Soto do not like Lobo 
because they believe he cannot win in the future either and 
because members of Lobo\'s inner circle were involved in a 
recent scandal involving funneling Congressional funds to 
their NGOs. On the flipside, Lobo and his supporters were 
angered when Tonio Rivera, minority deputy leader in 
Congress, wanted to become the minority leader in place of 
Rodolfo Irias Navas, whom Lobo supports. Callejas is 
supporting candidates like Mario Canahuati and Oscar Alvarez, 
not for change but to keep control of the party. Besides 
himself, Lobo supports such candidates as Roberto Ramon 
Castillo (cousin of Callejas), Jesus Flores, Mario Facusse 
(cousin of former President Carlos Flores) and Africo Madrid, 
but they have little support. 


3. (C) Before the convention, some were calling for Lobo to 
resign from his position as President of the NP in order to 

run fairly in the 2009 elections; others wondered whether 

Lobo would remove Callejas as head of the Political Committee 
and Soto as head of the Judicial Committee to make room for a 
new leader. Lobo did not make any of these moves at the 
convention. The membership of the two committees were 
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increased, which may diminish some of Callejas control, but 
Callejas is likely to continue to undermine Lobo behind the 
scenes. Allying himself with Miguel Pastor, who lost to Lobo 

in the 2005 primary elections and has many legal problems in 
Tegucigalpa from when he was mayor of the city, Lobo and the 
other party leaders attempted to give the impression of unity 

at the convention despite this major internal dispute. 


4. (U) At the convention, the NP expanded the numbers of the 
central committee from 15 (nine for Lobo and six for Pastor 
as decided at the 2005 convention) to 25 in order to open up 
the party at the top. The number of delegates were increased 
from 128 to 500 to represent all 298 municipalities in order 

to broaden the base of the party. Representation of women 
and youth were increased, and independent candidacies, 
political alliances and voting from overseas are now allowed. 
Sanctions against disloyal party members, called aval 
partidario, were strengthened. Finally, NP committees at the 
local level were established. 


5. (C) COMMENT: Despite these reforms to open and broaden 
the NP, it appears that the party simply is closing ranks. 

During the convention, Lobo, perhaps out of fear of Callejas, 

did not clear the way for a new young candidate akin to 
Callejas\’ MONARCA (Movimiento National de Rafael Callejas) in 
the 1980s, and neither are there any promising new candidates 
on the horizon. One possibility for an energetic candidate 

would be the current mayor of Tegucigalpa, Ricardo Alvarez, 
but, because of his family ties to Callejas, he likely would 

not engender support from Lobo. (NOTE: Alvarez enjoys 
considerable popular support nationally, but vows to seek a 
second mayoral term as he maneuvers away from the old guard. 
END NOTE.) Other potential candidates have little support or 
are riddled with corruption charges. Post believes that the 
status quo, an election between National Pepe Lobo and 

Liberal Roberto Michelleti in 2009, would result in an even 
higher rate of voter absenteeism than in 2005, which was 

about 50%, and open the door potentially to a populist 
movement. Jorge Aguilar, President of one of the small 

parties, PINU, believes that both the national and liberal 

parties simply are closing ranks as they are not 

ideologically based, collude with one another on issues such 

as corruption, and are supported by the same economic powers, 
like a single party system. Because the dispute between 


Callejas and Lobo at the convention was not resolved, the 
prospects for meaningful NP change are not promising. END 
COMMENT. 

FORD 
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SIPDIS 


E.0.12958: N/A 
TAGS: PGOV, PREL, PHUM, PBTS, KPAO, SR, MW, YI 
SUBJECT: KOSOVO: SERBIA WEEKLY UPDATE (3/12 - 3/16) 


1. This cable summarizes notable events relating to 
Serbia and Kosovo. 


2. Summary: For the week of March 12, the conclusion of UNOSEK talks 
and the presentation of the Ahtisaari plan to the UN Secretary 

General were the most notable events related to Kosovo and Serbia. 
Speculation about whether the document calls for independence and 
what Russia will do in the UNSC continues unabated. The Serbian 
leadership continued to denounce the Ahtisaari plan and to call for 

new negotiations. End Summary. 


UNOSEK & UNSC: THE VIEW FROM BELGRADE 


3. All Belgrade media reported that UN Deputy Envoy Rohan presented 
Ahtisaari\'s proposal to Secretary General Ban Ki-Moon and that the 
UNSC debate on Kosovo will begin on March 26. The media described 
the status as \"supervised independence\" (Tanjug wire service) and 
\"explicitly for independence\" (B92). 


4. PM Kostunica and President Tadic returned from the March 10 final 
round of talks in Vienna making similar comments that the Kosovo 
status process has no defined end yet. Tadic\'s interview with a 
Moscow daily received coverage here, in which he said the 
negotiating process is \"not over yet" and that there can still be a 
compromise decision. He reiterated the point of independence 
setting a precedent destabilizing the Balkans and other regions. 


5. Negotiator and Tadic advisor Leon Kojen said that a compromise 
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solution for Kosovo is necessary, emphasizing the crucial role of 

the EU, U.S. and Russia in the process. He sees three ways the UNSC 
could handle status: to remain silent on Kosovo independence, 

reaffirm Serbia\'s sovereignty over Kosovo under UNSCR 1244, or not 
to agree on status. Kojen reiterated that Kosovo should be treated 

like Iraq, Israel and North Korea - troubled areas which need a 
compromise solution. 


6. PM Kostunica said Ahtisaari\'s plan was not based on compromise 
and violates the UN Charter, and therefore cannot be debated by the 
UNSC. He stressed that Serbia sees a solution in opening a new 
process which would lead to an agreement in keeping with 
international law and the Serbian Constitution. 


7. According to Balkan Investigative Reporting Network, the PM\'s 
strategy is to restart \"genuine talks which will lead to a 

negotiated settlement in accordance with international law and the 
Serbian constitution". \"A Serbian official" told BIRN that \"the 
Americans and their key allies want the Kosovo story over," but 
\"there\'s hope in the form of dissent among some European countries, 
notably Spain, Slovakia, Greece." 


8. Radical Party leader Nikolic said on Tuesday that the Assembly 
should hold a new session on Kosovo in order to pass a new 

resolution with directions to the negotiating team prior to UNSC 

session. He recommended that the UNSC session be monitored publicly 
by a video stream in front of the National Assembly building. He 

said that while the Belgrade team performed well in Vienna, the 
President and PM should have ordered their return when \"Ahtisaari 
refused to dismiss his proposal for Kosovo independence.\" 


OPED, QUOTE GET ATTENTION 


9. Former U.S. envoy for the Balkans Richard Holbrooke\'s Washington 
Post op-ed (in which he warns Russia that it will be responsible for 
destabilizing Kosovo, the Balkans and even Europe if it blocks 
Ahtisaari\'s plan) received major coverage from wires, dailies and 
television news. 


10. One Belgrade paper, Vecernje Novosti, reported that during a 

trip to Brussels, U.S. Envoy Wisner said Ahtisaari has explored all 
roads for finding a solution and that this issue should be referred 
promptly to the UNSC. According to media reports, if Russia vetoes, 
\"Kosovo would burn and the victims will be the Serbs.\" Wisner was 
also quoted as saying \"events in the 1990s had been so shocking that 
it is impossible to imagine the Albanians returning to Serbian 

rule.\" 
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DIPLOMATIC ACTIVITY 


11. Russia: Politika, a pro-government daily, ran the headline 

\"Russia against Ahtisaari\" and reported that Moscow agrees with 
Serbia that negotiations ended prematurely, and claims the USG is 
pressuring Russia against a veto. Also, in a meeting this week with 

PM Kostunica, President of the Russian Federation Chamber of 
Commerce and Former PM Primakov stressed that Kosovo must not be 


BELGRADE 00000364 002 OF 002 


treated as a unique case, and that Kosovo\'s future status should be 
approached with patience. He agreed with Kostunica that Ahtisaari\'s 
proposal violates the UN charter and the principles of states 
sovereignty and territorial integrity. 


12. Czech Republic: In an interview with this weekYs Evropa 
magazine, Czech PM Topolanek says his country supports Ahtisaari\'s 
plan as a well-balanced compromise that provides security, 

stability, protection for human rights, and economic prosperity. 


13. Slovakia: In Belgrade earlier this week, Slovak FM Kubis called 
for Ya compromise.\" Kubis told Radio B92 that Serbia\'s position 
unrealistic and said his visit was in part to urge Serbia to accept 
the fact of Kosovo\'s imminent independence.\" 


POLT 
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SUBJECT: TRINIDAD £ TOBAGO ECONOMIC HIGHLIGHTS - FEBRUARY 
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The following were notable economic issues in Trinidad & Tobago 
during the month of February: 


. PM announces \"Full Employment" 

. Inflation Continues Downward Trend 

. Central Bank Bond Issue Oversubscribed 

. Smelter Saga Continues 

. Amended OSHA debuts U.S. affiliate charged 
. Music pirates keel-hauled 

. Opposition questions U.K. consulting firm ties to CAL CEO, role 
in BWIA Heathrow slot \"fire sale\" 

8. Court victory for Digicel 

9. Engineers call for rapid bus, nat rapid rail 

10. On Location T&T - film industry incentives 
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The Central Statistical Office (CSO) released data showing that 
unemployment had dropped to a historic low of 5.0 percent in the 
fourth quarter of 2006. PM Manning took the opportunity of a 
February 24 political rally to take credit for T&T\'s \"full 

employment economy,\" prompting opposition politicians to accuse 
Manning of manipulating the CSO and question CSO methods, which 
count beneficiaries of GOTT social safety net programs as employed. 
Several private sector economists told reporters they saw no reason 
to question CSO methodology or impartiality, but did voice concern 
about employment sustainability, observing that most new job 
creation was either in T&T\'s booming construction sector or in 
government employment and programs. 


The Central Bank of Trinidad and Tobago (CBTT) reported on February 
23 that inflation fell for the third consecutive month after peaking 

at 10 percent in October. Headline inflation measured 8.6 percent 

on a year-on-year basis to January, down from 9.1 percent for 
December 2006. Food price inflation slowed further to 20.9 percent 
year-on-year to January, from 22 percent in December 2006. Core 
inflation decreased marginally to 4.4 percent from 4.6 percent in 
December 2006. The Bank continues to maintain the \"repo\" rate at 8.0 
percent. 


The Central Bank of Trinidad & Tobago declared its second tranche of 
bond sales a success in a February 14 press release. By the close 
of the bid period for 7.80% bonds due in 2012, the Bank had received 
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bids for TT$911.5 million, triple the advertised amount of TT$300 
million. In response, the Central Bank increased the auction size 

to TT$674 million. This sale followed on the successful issue in 
November of TT$700 million in 8.00% bonds due 2014 at a face value 
of $700 million for a yield of 8.15%. Full text of the Central Bank 
press release is at 

http://www.central-bank.org.tt/news/releases/ 2007/ mr070214-2.pdf. 


Alcoa continued talks with Government to identify a new location for 

its proposed smelter plant and also discuss the price of natural gas 

to power the smelter. Alcoa\'s Communications Director Wade Hughes 
was unable to say when construction of the plant would begin, since 
site-specific work at Chatham was discontinued after government 
decided to relocate the plant. He said work would recommence once a 
new site had been identified, agreed, and developed by the 
government. Hughes felt that it would be a number of years before 

an Alcoa aluminum smelter could be operational in Trinidad. 


At a February 8 media briefing, Prime Minister Manning said the 
government was amenable to reversing its decision on the Chatham 
site in light of information that drug elements\" may have 

intimidated residents into opposing the planned Alcoa smelter. In 
response, outraged anti-smelter activists denied that drug money was 
being used to fund their activities, announced plans to continue 
opposing the smelter, and called on the Prime Minister to hold a 
national referendum on this issue. 


its debut in the Industrial Court on February 7, when 11 charges 
were laid against three companies following the collapse of 
scaffolding on the building site of the new Customs and Excise 
building on July 12, 2006. Twenty workers were injured and one lost 
aleg in the accident. Following investigations by a U.S.-based 
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scaffolding firm, four charges were laid against NH International 
(Caribbean) Limited, six against Safeway Access and Support Systems 
Limited (SASSL) who erected the scaffolding (six charges), and a 
single charge against project manager Turner Alpha Limited, local 
affiliate of U.S. company Turner Construction-International LLC. 
Preliminary hearings are scheduled for May 9 and 10. Each charge 
upheld carries a fine of US$16,000. Reports indicate that the three 
companies intend to challenge the legality of the amended 2004 Act. 
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In another triumph against music piracy, four music pirates nabbed 

in December and January police raids pled guilty to piracy charges 

in Port of Spain\'s MagistratesY court February 2. They were fined 
from US$400 to US$700 or ordered to serve three months in prison if 
in default. The Copyright Organization of T&T (COTT) reported that 
all seized vending carts, electronic equipment and CDs will be 
destroyed per provisions in the T&T Copyright Act. Police continue 
to conduct periodic raids, including one on February 26 in which 

eight vendors were arrested and charged for piracy. 


7. Opposition questions U.K. consulting firm ties to CAL CEO, role 
in BWIA Heathrow slot \"fire sale\" 

Opposition United National Congress (UNC) Senator Wade Mark raised 
queries in the Senate on possible ties between UK consulting firm 
Catelli PLC and Caribbean Airlines (CAL) chief executive officer 
Peter Davies that would constitute a conflict of interest. Catelli 

was retained for US$2.5 million to work with Davies on the 
BWIA-to-CAL transition. In response, GOTT Minister in the Ministry 
of Finance Conrad Enill said that he would have to investigate 
Senator Mark\'s claim. Responding to another question from Mark, 
Enill confirmed that Catelli PLC was involved in benchmarking prices 
for Heathrow Airport slots which were sold to British Airways for 

five million UK pounds plus a three-year codeshare on direct flights 
between T&T and London/Gatwick three times weekly. The sale has 
drawn local criticism that the T&T carrier was short-changed. Enill 
disclosed that Virgin Atlantic had offered the one other bid, 5.75 
million UK pounds, but was only willing to fly from T&T to Gatwick 
via Barbados. 


Trinidad and Tobago High Court ruled in favor of Irish mobile 

carrier Digicel in its court action against local incumbent TSTT 

over interconnection. Three orders were granted by High Court Judge 
Nolan Bereaux (1) that TSTT stop blocking Digicel from using its 
networks, including for international calls; (2) that TSTT provide 
additional circuits for Digicel to operate; and (3) that a former 

TSTT employee be allowed into Nelson Exchange to ascertain whether 
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company was disappointed in the decision as it creates a dangerous 
precedent for anyone requiring interconnection to bypass the express 
provisions of the Telecommunications Act and obtain such services at 
no costs. TSTT plans to appeal the Court\'s decision. 


The Trinidad and Tobago Association of Professional Engineers 
(APETT) called on Government to consider a bus rapid transit system 
as an alternative to the proposed US$1.1 billion rapid rail system 
which is projected to take eight years to complete. The rapid bus 
system could be operational within six to 12 months. Speaking at an 
APETT forum, transport consultant Dr. Rae Furlonge expressed doubts 
that the rapid rail system would help solve T&T\'s transportation 
problems and mandated the APETT to prepare a transportation plan in 
one month and submit it to Prime Minister Manning. Furlonge blamed 
limited past development of public transport for current traffic 
congestion. A study conducted by Parsons Brinckerhoff in 2004 
showed that from 1966 to 1996, road infrastructure improved by five 
percent, population increased by 39.7 percent and the number of car 
licenses issued increased by 300 percent. Government is expected to 
award a contract for the construction of the proposed rapid rail 

system shortly. 


In an effort to promote Trinidad 8 Tobago as a viable film location, 

the T&T Film Company (TTFC), a Government agency, announced a 
package of incentives to woo foreign filmmakers. The rebate 

packages approved by Cabinet for local and international production 
expenditure (i.e. employment, catering, vehicle rentals and 
accommodation) are 12.5 percent for spending between US$200,000 and 
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US$500,000, 15 percent for US$500,000 to US$1 million, and 30 

percent for spending in excess of US$1 million. To add to this 

initiative The University of the West Indies and the University of 

Trinidad and Tobago are now offering degrees in this field. 

According Carla Foderingham, CEO of TTFC, in 2006 the company had 65 
projects including an MTV TV series, the Japanese reality series 

Ainori and commercials for Malibu Rum. Two foreign teams recently 
visited TT to explore the possibility of shooting films locally. 
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E.O. 12958: DECL: 03/16/2017 

TAGS: KCRM, KDEM, PGOV, PINR, PREL, YI, UNMIK, EAID, PHUM, 
SOCI 

SUBJECT: KOSOVO: COM EMPHASIZES REDLINES IN FRANK 
CONVERSATION WITH NOTORIOUS NORTHERN HARDLINER 


REF: A. 06 PRISTINA 518 
B. PRISTINA 169 
Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY. During a conversation with E.O.-listed 
northern Kosovo Serb hardliner Milan Ivanovic on March 15, 
COM emphasized that Serbs are free to express their opinions 
about Ahtisaari\'s proposals and the UN-led status process 
underway, but that if their rhetoric spills into violent or 
provocative action, KFOR and the international community will 
respond decisively and robustly. Ivanovic maintained that 
northern leaders would not breach the redlines outlined by 

the COM, and he particularly denied that there was any 
intention to force Serb members of the Kosovo Police Service 
to resign or change uniforms. He claimed that the 
leadership\'s objective was to preserve the status quo, in 
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which Kosovo Serbs have direct ties to Belgrade without 
interference from Pristina. COM made it clear that the 
status package would not alter day-to-day life for Serbs in 
Kosovo, except insofar as it would improve conditions and 
resources for the Serb communities, and repeatedly pressed 
home that the ball was in the Serb leadership\'s court to 
ensure that peace and stability continued to obtain in 
Kosovo. END SUMMARY. 


COM Engages Northern Hardliner 


2. (C) On March 15, COM met with E.O.-listed northern Kosovo 
Serb hardliner Milan Ivanovic in northern Mitrovica. 

Ivanovic is a medical doctor and currently serves as the 

director of the large Serbian-state run parallel institution 
hospital in northern Mitrovica. He is also the deputy mayor 

of Zvecan municipality, chairman of the Mitrovica branch of 

the hardline Serbian National Council (SNC) and co-founder, 
along with fellow E.O.-listee Marko Jaksic, of the hardline 
Association of Serb Municipalities and Settlements (ASMS). 
Ivanovic and Jaksic are considered to be behind the June 2006 
decision by northern municipalities to cut ties with Kosovo 
institutions (ref A), and are also notorious for using their 
influence at the hospital to encourage employees to 
participate in the protests they organize. Their control 

over financial inflows to northern Kosovo from Belgrade\'s 
Coordination Center for Kosovo and Metohija (CCK) contributes 
to their influence (and to their reputation for corruption). 

Despite this, Ivanovic is regarded as more pragmatic that the 
violent and unpredictable Jaksic, who many characterize as 

the \"king\" of northern Kosovo. 


3. (C) Ivanovic began the meeting by reiterating the 

well-known Serb positions on the Ahtisaari package and the 
\"illegitimacy\" of Ahtisaari\'s role as negotiator, saying that 
Kosovo Serbs categorically reject the status process as 
incompatible with their long-term survival in Kosovo. He 

also asserted his belief that Russia would block any effort 

to pass a UN Security Council resolution on Kosovo 

supplanting UNSCR 1244 and leading to Kosovo independence. 
In response, COM told Ivanovic that she did not wish to have 

a fruitless conversation debating the merits of the Ahtisaari 

plan or comment on the supposed Russian position; rather, she 
wanted to have a frank and open discussion of the coming 
period and what was expected of the Serb leadership in Kosovo. 


Ball is in Serb Leadership\'s Court; IC Will Respond to 
Provocation 


4. (C) COM emphasized that it was within the rights of the 
Serb leadership and all members of the Serb community to 


Column 3 

assert their opinions about Ahtisaari\'s proposals and Kosovo 
independence; where that rhetoric crossed into the realm of 
action, however, and particularly any violent or aggressive 
action, the international community would respond decisively 
and without hesitation. She pointed to clear redlines that 
would spark international response: inciting or engaging in 
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violence against the international community or Kosovo 
Albanians; preventing employees of UNMIK or other 

international organizations from doing their jobs or 

accessing their workplaces; barricading streets or otherwise 
impeding freedom of movement; and pressuring Serb members of 
the Kosovo Police Service to leave the KPS or change uniforms 
and assert their allegiance to a local Serb authority. 


5. (C) In any of these instances, COM underscored, the 
international community would be forced to react, leading to 
the possibility of confrontation and an escalating 

international police and military presence in the north -- an 
outcome that would clearly not serve the interest of the Serb 
leadership. In essence, she said, the ball was in the 

northern Serb leadership\'s court to maintain peace and 
stability and avoid tragic consequences for the Serbs of 
Kosovo. She made plain that no one would seek to force the 
pace of implementation of the Ahtisaari provisions nor 

disrupt the daily life of Serbs north or south of the Ibar, 

but noted that the possibilities for additional resources and 
authorities inherent in the Ahtisaari plan could only redound 

to the benefit of Serbs. She also pointed out that Ivanovic 
and Marko Jaksic had made no friends and won no support for 
themselves in the Kosovo Serb community when they insisted 
some months back that Serb civil servants give up their PISG 
salaries; Ivanovic laughed and acknowledged that this was so. 


6. (C) Ivanovic himself raised the recent attempt to create 

an alternate Serb leadership in the form of an inaugural 

Serbian National Assembly in Gracanica on March 4, an effort 
brutally quashed when northern-organized thugs (under Jaksic 
and Ivanovic\'s instigation) broke up the session by shouting 
the speakers down (ref B). Ivanovic insisted that the 

sessions disruption was engineered not by the northern 
leadership but by \"citizens\" angry with the effort to \"split 

the Serb community,\" and hinted that any attempt to reconvene 
the Assembly would be met with the same fate. COM observed 
that she would have to be pretty foolish to believe that 

ordinary citizens were behind the violence. She noted that 
while Ivanovic likely regarded the message of intimidation to 
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moderate Serbs as a success for the northern leadership, he 
should remember that the international community was closely 
following these developments and would draw its own 
conclusions -- and plan its future responses -- having 

witnessed the northern leaders willingness to pursue an 
aggressive and threatening course. She emphasized again that 
it would rest in the leadership\'s hands to avoid provocations 
and confrontation over the coming period. 


Ivanovic Careful, Cautious 


6. (C) An alert Ivanovic, listening attentively, maintained 
several times that northern leaders had no intent to engage 
in unilateral actions that would breach the redlines COM had 
expressed. (Note: We have sources indicating that just such 
actions have in fact been contemplated recently by the top 
northern Serb leadership, as they weigh their responses to 
the upcoming presentation of the Ahtisaari plan to the UN 
Security Council and the possibility of a future UNSC 
resolution on Kosovo.) He referred to any claims to the 
contrary as \"misinformation,\" adding very carefully (looking 
as though he and his cohorts had indeed considered this) that 
there was no reason to tamper with the workings of the Kosovo 
Police Service. (Notably, he said nothing about alternate or 
clandestine \"civil protection forces\" and at one point early 

in the conversation claimed that Kosovo Serbs, if forced to 
accept independence, would \"defend what was theirs.\") 
Ivanovic argued that Serbs in the north want only to preserve 
the status quo and continued access to Belgrade institutions 
and funding, without interference from Pristina. COM noted 
that no one was threatening to disrupt or end those ties, and 
stressed that if any misfortune befell the Serb community 
because of an escalating spiral of violence, it would be due 
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to bad decisions made by their own leadership; no one wanted 
to see a repeat of Knin or Krajina in Kosovo. 


Comment 


7. (C) Ivanovic was quite clearly in listening mode. He 

was far more restrained in his views and comments than in 
previous meetings, politely referring to Albanians as 
\"Albanci\" rather than the derogatory \"Shiptari\" he and other 
northern hardliners usually favor, and quickly falling off 

the customary rant about historical grievances once he 
understood the seriousness of COM\'s message. It is plain 
that he and his comrades are contemplating their options in 
advance of the events of the approaching political season in 


Column 3 

Kosovo. We will make plain the advantages to the Serb 
leadership of keeping the current environment in place, no 
matter what the political outcome in New York, and the real 
consequences should they choose to swing from angry rhetoric 
into a serious breach of the peace. We believe that there is 
some room to affect their calculations, though logic will 
likely be the first casualty in the north and elsewhere as 
soon as the \"independence\" word becomes a reality and 
emotions -- on both the Serb and Albanian sides -- take 
center stage. END COMMENT. 


8. (U) Post does not clear this message for release to UN 
Special Envoy Martti Ahtisaari. 
KAIDANOW 
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SUBJECT: PRESIDENT KIKWETE\'S MARCH 15 MEETING WITH 
ZIMBABWE\'S PRESIDENT MUGABE TO INITIATE SADC\'S 
RECONCILIATION EFFORT 


Classified By: Charge d\'Affaires Pamela White for reasons 1.4(b,d) 
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SUMMARY 

1. (SBU) On March 16, Tanzania\'s Minister of Foreign Affairs, 
Bernard Membe, briefed Charge Pamela White, the Canadian High 
Commissioner and a select group of European ambassadors on 
the outcome of President Kikwete\'s March 15 trip to Harare 

for intense, closed-door discussions with President Robert 
Mugabe on a \"new way forward" for Zimbabwe. Membe said 
President Kikwete and South Africa\'s President Mbeki had 
agreed to a coordinated Southern African Development 
Community (SADC) strategy, with Tanzania taking the lead on 
discussions with Mugabe and South Africa ready to reach out 

to Zimbabwe\'s opposition party leaders. Membe stressed that 
aim of the SADC effort is to end the suffering of Zimbabwe\'s 
citizens by focusing only on internal, good governance issues 
with Mugabe. WSADC has a timetable and we will move forward 
steadily,\" Membe stressed, asking that other countries give 

this new SADC effort time--\"a breathing space\"--of one to 
three months, before launching efforts in other fora to 

address the deteriorating situation in Zimbabwe. 


2. (C) While not disclosing details of the options that 

Kikwete and Mugabe addressed, Membe said the discussions were 
frank, and President Kikwete emerged from the meeting very 
optimistic that Mugabe is ready to cooperate with this 

initiative. Membe said that the next meeting of the SADC 

Organ on Politics, Defence and Security, which Tanzania 
currently chairs, will be in Dar es Salaam March 25 to 27; 

details of the SADC strategy for Zimbabwe will be discussed 

and decided during that session. Membe also made an appeal 
to European diplomats to invite President Mugabe to the next 
EU-Africa Summit, scheduled for Fall 2007 in Portugal, so 

that human rights and democracy concerns about Zimbabwe can 
be discussed openly with Mugabe in the room." Both the U.K. 
and the EU representatives proposed to \"wait and see\" for the 
next few months to ascertain if SADC initiative is making 
headway or not before making that decision. End summary. 


Briefing to Select Group of Diplomats 

3. (C) Minister Membe said he chose to meet in person with 

the envoys of the U.S., Canada, U.K., France, Germany, 
Sweden, Denmark, Finland, Norway and the EU, before MFA 
released its official announcement on President Kikwete\'s 
March 15 meeting with President Mugabe. \"! want to give you 
more details than will be in the press release,\" he noted. 
Membe said that President Kikwete had promised Mugabe at the 
January 2007 African Union (AU) summit in Addis Ababa that 
they would meet again once Kikwete returned from his European 
tour. However, the violent events of March 11 and 12, 

prompted Kikwete to visit Harare now rather than later. He 
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fully briefed Mugabe on what he had heard from capitals of 
European countries regarding Zimbabwe. Membe reiterated that 
that Kikwete had no intention to address land reform with 
Mugabe, a complicated issue on which some African nations are 
sympathetic to Zimbabwe\'s position. \"President Kikwete\'s 
goal was to address good governance and human rights 
concerns, as internal Zimbabwean issues, and not discuss 
ongoing disputes with the United Kingdom or any other 

nation." Membe counted as a success that through the March 
15 meeting, Mugabe understood that SADC wants to only focus 
on and work to resolve Zimbabwe\'s governance problems. 


4. (C) Minister Membe said that Kikwete first heard out" 
Mugabe on the economic and political challenges Zimbabwe is 
facing: inflation at nearly 1700 percent, an impossible 

foreign exchange rate, and daily life becoming \"unbearable\" 

for most Zimbabweans. Mugabe also gave his side of the March 
11-12 incidents that had outraged the international 

community. Kikwete then broached with Mugabe that the status 
quo cannot continue and the time is \"right\" to move toward 
reconciliation between the Government of Zimbabwe (GOZ) and 
the opposition and to address ZimbabweYs governance woes. 
According to Membe, President Mugabe showed a \"commitment\" to 
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work toward such a resolution. 


Plea to \"Give us some breathing room\" 

5. (C) Membe expressed the GOT\'s \"fear\" that unless the 
international community has \"faith in\" this SADC initiative 
and gives it time to bear fruit, other options for change in 
Zimbabwe might be proposed that could \"discredit or impede\" 
progress in this new reconciliation effort. \"We are 

appealing that you give this effort some breathing room." he 
reiterated. Membe added that Wregime change is difficult; it 
takes tolerance and patience!" giving the only hint that the 
Kikwete-Mugabe closed door discussions may have included 
exploring the possibilities that Mugabe might consider 
power-sharing or even stepping aside. However, when queried, 
Membe said he could not disclose any details of what was 
actually discussed, except the that focus was on internal 
reconciliation. 


Tanzania will work with Mugabe; South Africa with the 
opposition 

6. (C) Minister Membe said while President Kikwete wanted to 
meet with the opposition leaders, the occasion did not 
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present itself during this trip. WAt present, tempers are 

still very high." Kikwete\'s main objective March 15 was to 
\"break the ice\" with President Mugabe and get him to agree to 
cooperate with the SADC reconciliation initiative. Membe 
emphasized that Presidents Kikwete and Mbeki have agreed to 
closely cooperate: Kikwete will initially be the 

interlocutor with President Mugabe and Mbeki with the 
opposition. Thus, South Africa plans to meet with the 
Zimbabwe opposition parties very soon. On March 25 to 27, 
the SADC Organ on Politics, Defence and Security will meet in 
Dar es Salaam and develop a straight forward, step-by-step 
strategy to resolve the Zimbabwe crisis. Membe noted that he 
anticipates President Kikwete will make many trips to Harare 
and, when the time is right, also meet with opposition 

leaders. 


Important \"carrot\": Invite Mugabe to EU-Africa Summit 

7. (C) Minister Membe emphasized more than once that the EU 
leaders should consider inviting Mugabe to the EU-Africa 
Summit in October 2007. He said that neither AU nor SADC 
leaders believe in isolating Zimbabwe. \"We need to engage 
President Mugabe, to keep talking to him; that is the only 

way to know the situation in Zimbabwe and move toward a 
resolution. Membe said that inviting Mugabe to the 

EU-Africa summit would be a \"win-win\": first, it could 

assure that nearly all African nations would attend the 

summit, since many would refuse to attend if Zimbabwe was 
shunned; and, more importantly, it would allow a discussion 

on human rights and democracy in Zimbabwe to take place with 
Mugabe in the room and listening. \"No progress can be made 
if we discuss Zimbabwe\'s human rights situation and they are 
not even there." Membe said. He reported that Kikwete had 
told Mugabe if he were invited to attend the EU-Africa 

summit, he needs to know that Zimbabwe\'s human rights record 
would be discussed; Mugabe appeared comfortable with that 
possibility. 


8. (C) Both the Charge of the United Kingdom and the EU 
Ambassador suggested to Minister Membe that the decision on 
whether Zimbabwe be invited to the Fall 2007 EU-Africa summit 
in Lisbon, could be better addressed after seeing whether 
Mugabe is cooperating with the new SADC initiative or not. 
Membe insisted that the invitation should not be contingent 

on progress in this internal reconciliation effort, but be 

extended as a \"carrot\" to encourage and coax a serious 
response from President Mugabe to address governance and 
human rights concerns. 


Comment 
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9. (SBU) While Minister Membe would not reveal any specifics 
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on what Kikwete and Mugabe discussed, he stressed that talks 
were \"frank, spirited and down to earth in seeking a way 
forward from the status quo. Membe said President Kikwete is 
very optimistic: \"If you could have seen his face this 

morning, he looked like the happiest man alive.\" Membe\'s 
plea to the Western diplomats was loud and clear: give us 
enough time to let SADC develop a strategy and make progress. 
He stressed that if efforts to solve the crisis in Zimbabwe 

are made from both inside and outside Africa at the same 

time, there is the risk of a \"collision.\" 


10. (C) Both the United Kingdom\'s Charge and the Canadian 
High Commissioner confirmed to Charge White in a brief 
follow-on meeting that Minister Membe had referred to \"regime 
change\" in describing options that might be on the table in 

this SADC reconciliation effort. However, the envoys agreed 
that the March 15 Kikwete-Mugabe meeting was just an small 
step in a very long process. While Kikwete has a successful 
track record in reconciliation efforts in both Burundi and 

the Congo (DRC), even Minister Membe admitted that President 
Mugabe often overreacts when facing the press, with his 

words, actions and mind \"far apart" Membe promised to keep 
the Western diplomats fully briefed, beginning with an 

outbrief following the March 25 to 27 SADC Organ on Defence 
and Security meeting in Dar es Salaam. 

WHITE 
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SUBJECT: COTE DVIVOIRE: DEMARCHE ON SUDAN PRESIDENT 
BASHIR\'S REJECTION OF HEAVY SUPPORT PACKAGE FOR DARFUR 


Column 3 
REF: SECSTATE 33367 
Classified By: EconChief EMassinga Reasons 1.4 (b,d) 


1. (C) EmbOff delivered demarche to Ambassador Bernard 
Tanoh-Boutchoue on March 16, and left text of key points for 
further MFA consideration. Tanoh-Boutchoue promised the MFA 
would review U.S. concerns related to President Bashir\'s 
rejection of key Heavy Support Package elements prior to the 
Monday, March 19th briefing by UN UnderSecretary Guehenno. 


2. (C) Ambassador Tanoh-Boutchoue was sympathetic to the 
USG position that Bashir\'s letter was an affront to the AU 

and UN, and said that, upon initial review, Cote d\'Ivoire 

would probably be inclined to support a tough line with 
Khartoum. 

Hooks 
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SUBJECT: NEA DAS GRAY MEETS FOREIGN MINISTRY SECRETARY 
GENERAL DIALLO 


Classified By: DCM ROBERT P. JACKSON FOR REASONS 1.4 (B) AND (D). 


SUMMARY 

1. (C) Summary: During a March 14, 2007 meeting, Senegalese 
Foreign Ministry Secretary General Claude Absa Diallo and NEA 
DAS Gordon Gray discussed Senegal,s hosting of the next 
Organization of Islamic Conferences (OIC) Summit, the 
Israeli-Palestinian conflict and Iran. Ambassador Diallo 
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urged the U.S. and Israel to engage more with the 
Palestinians. For his part, Gray made it clear that Iran 
needs to halt its nuclear program. END SUMMARY. 


IRAN 

2. (C) Underlining that the United States has always 
differentiated between the Government and the people of Iran, 
Gray emphasized that the U.S. has been using public diplomacy 
tools to broaden its outreach tothe Iranian people. He 
continued that there is broad international support to force 
Iran to halt its nuclear program. He encouraged Senegal to 
do what it could in this regard. Highlighting Senegal,s 

friendly relations with Iran, Ambassador Diallo said that an 
international crisis would not be conducive as Senegal 
believes that the more the world threatens Iran the more 
obstinate it, especially President Ahmadinejad, will become. 
She urged patience to try to moderate Iran,s position. Gray 
pointed out that the longer the international community waits 
the more likely it will be that Iran will acquire an arsenal 

of nuclear weapons. 


ISRAEL-PALESTINE 

3. (C) Both agreed that solving the Israel-Palestinian 
problem will go a long way in easing regional tensions. 
Describing Israel,s attitude as sometimes unhelpful, Diallo 
then said that hard-line Israeli policies had created the 
vacuum into which Hamas had entered and that at this stage it 
was crucial for Israel to release tax revenues so that the 
unity government could function. She added that to isolate 
Hamas would lead them further away from the path of 
moderation. Gray countered that the United States does not 
want to penalize the Palestinian people for voting for Hamas 
and in fact has provided significant humanitarian aid through 
the Presidency. At the same time, Hamas must accept the 
Quartet principles by renouncing violence, recognizing 
Israel,s right to exist, and accepting previous agreements. 
He recognized the crucial role that Senegal, a moderate 
Muslim country that has diplomatic relations with Israel, 
could play in making sure that Israel does not become 
isolated. 


OIC 

4. (C) Diallo confirmed that the next OIC summit will be 

held in Dakar sometime in March 2008. While, neither the 
dates nor the agenda have been confirmed, she revealed that 
President Wade is anxious to promote moderate Islam and 
inter-faith dialogue as themes and that he continues to 
consider a global Muslim-Christian conference as adjunct to 
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the OIC meting. Gray welcomed themes that could decouple 
Islam with its image of terror. 


OTHER MEETINGS 

5. (U) In addition to the meeting with Ambassador Diallo and 
the MFA Directors for Africa and for International 

Organizations, DAS Gray had a very lively discussion with the 
Algerian, Egyptian, Moroccan, and Tunisian Ambassadors about 
terrorism and democracy; met with Ambassador Ahmed Khalifa 
Niasse, who was until recently President Wade,s Itinerant 
Ambassador for the Middle East; and his brother, Sidy Lamine 
Niasse, who editor-in-chief of Walfadjri, an independent, 
pro-Arab, pro-Islamic daily. 


6. (U) This cable has been cleared by NEA DAS Gray. 


7. (U) Visit Embassy Dakar,s SIPRNET website at 
http://www. state.sgov.gov/p/af/dakar. 
JACOBS 
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1. (C) Summary: Opposition leader Martha Beatriz Roque (MBR) 
passed us a document March 14 that describes Fidel Castro\'s 
declining health, as analyzed by a respected, retired Cuban 
doctor. The document concludes by saying that Castro has a 
terminal condition, and will suffer an inevitable 

deterioration of his faculties until he dies. But he is not 

about to die immediately. This contrasts with a flurry of 

news and public statements by key regime figures about Castro 
making a comeback, including his having spoken to Hugo Chavez 
on the phone while the latter was in Haiti. We believe that 

a full comeback is unlikely, but that Fidel Castro is more of 

a presence behind the scenes -- and even Von stageW as a 
presence -- than he was a few months ago. End Summary. 


2. (U) Media have reported increased activity on the part of 
Fidel Castro this past week: Speaking on the phone to Hugo 
Chavez during the Venezuelan\'s visit to Haiti; and receiving 
Colombian author and long-time sympathizer Gabriel Garcia 
Marquez. Both Foreign Minister Felipe Perez Roque (in 
Europe) and Parliamentary Speaker Ricardo Alarcon stated 
publicly that Fidel Castro was making a comeback and would 
return to the GOC\'s helm. Alarcon\'s statement included 
Castro\'s \"winning reelection for president in 2008. Interim 
dictator Raul Castro has kept a low profile during the past 
few weeks. 


3. (C) MBR, on Wednesday evening March 14, passed COM and 
Pol-Econ Counselor a document based on her interview with 
retired Cuban Doctor Mercedes Bartules, who MBR said was a 
medical school professor with an excellent reputation. The 
document traces Fidel Castro\'s critical condition from its 
onset last July, through the various ups and downs with his 
local medical staff and with the visiting Spanish doctor, 

Garcia Sabrido. Most of this repeats what has previously 

been reported, with one new development: Castro has fired 
his long-time personal physician, Dr. Selman. Informal 
translation of this document follows in Para 4. 


4. (C) Doctor\'s Statement: 


\"The illness began in the plane from Holguin to Havana (Note: 
after a full day of July 26, 2006 activities. End note). As 

this was a short flight there was no doctor aboard and they 
had to land urgently once they knew of his bleeding. He was 
diagnosed with diverticulitis of the colon. 


This illness is characterized by diverticulae in the large 
intestine, generally. A diverticula is a protuberant sack in 

a segment of the intestine, not in itself necessarily 

dangerous. Waste gets trapped in them, for example. 
Nevertheless, they can cause hemorrhaging, inflammation and 
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infection, resulting in diverticulitis. (Health Unit 
Comment: Simple diverticulitis, without perforation, 
hemorrhaging or infection, is treatable. End Comment.) 


The condition requires surgery when the diverticulae are 
gigantic, because they are more likely to become infected and 
burst. 


He had a perforation in the large intestine and needed to 
have a colostomy done; which he opposed, saying that they 
should splice out the infected part and reattach the 

intestine to his colon. Dr. Selman, who was chief of the 
medical team, was in agreement, but the rest of the team 
opposed. But Fidel Castro, capriciously, did not permit the 
colostomy. 


With the passage of time, as the colon was infected, the 
operation collapsed and the reattached part separated. They 
had to operate again, but found a fistula. It wasn\'t known 

at that time what he had, but normally a fistula in the 
abdomen has the effect of blocking the digestion of 
food--resulting in the loss of 40 pounds. They began to feed 
him by IV serum, and they used a Korean-made device to treat 
the fistula, which didn\'t have much success. That was when 
they called in the Spanish doctor, the one who said that they 
Cuban team had done what they could, but the correct 
treatment should have been a colostomy. 


At that point they removed Selman from the team, who is now 
working as a low-level doctor someplace else. 


Dr. Mercedes Bartules explains that at his (Castro\'s) age 
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this illness is not curable, and will not, in her opinion, 

allow him to return to leading Cuba. He won\'t die 
immediately, but he will progressively lose his faculties and 
become ever more debilitated until he dies." 


5. (C) This report is consistent with our reporting that 

Fidel Castro probably came close to death in July, 2006, and 
then again around October. Since then, as we have seen in 
video and audio broadcasts, Castro has been able to engage 
with Hugo Chavez and others for limited periods of 
conversation and other forms of carefully controlled 

activity. He has not appeared live on TV or in any other 
public context during the entire period of his critical 

illness, which caused him to miss the September, 2006 
Non-Aligned summit and a large-scale celebration of his 
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birthday and armed forces day in December, 2006. 


6. (C) Cubans react to news about Fidel Castro with 
resignation and wild speculation. Dissident Vladimiro Roca 
told us March 15 that he thought last month\'s taped call-in 

by Castro to Hugo Chavez\'s radio show was fake and that he 
would die by May. Father Jose Conrado, a priest based in 
Santiago, described the Castro illness as having a similar 
effect on the public as the Pope\'s 1998 visit: Greatly 

raised expectation for change, followed by disappointment and 
reversion to the totalitarian norm. 


7. (C) Comment: We are missing too many variables to be able 
to predict accurately how many more months Fidel Castro will 
live. Frankly, we don\'t believe anyone, including Castro 
himself, can state that with certainty. However, while he is 

still alive, even in a reduced capacity, his presence has a 
chilling and retardant effect on Cuban society. The high 
expectations for change are still out there, but are mostly 
associated with the idea that the dictator has to die first 

before anything substantial will happen. 

PARMLY 
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1. (SBU) Summary: The second G-8 Global Partnership Working 
Group (GPWG) meeting under the German G-8 Presidency took 
place in Berlin February 27-28. The two days of discussion 
covered three themes: \"Main Achievements Within the Global 
Partnership,\" WExperiences and Lessons Learned,\" and 
\"Developments Since 2002 and Future Priorities Including 
Geographical Scope.\" Under achievements, the delegations 
covered the GP\'s work during the first five years, 

emphasizing progress in chemical weapons destruction (CWD) 
and Russian nuclear submarine dismantlement, GP assistance 
projects in Ukraine, and re-employment of former weapons 
scientists through Moscow International Science and 
Technology Center (ISTC). Under lessons learned, delegations 
emphasized the importance of close cooperation with local 
authorities, the success of \"piggybacking\" new projects 
through existing country arrangements, getting resource 
support from donor states for GP projects, and the value of 
audits to scrutinize project efficiency. Russian and other 
delegates complained about slowness in implementing some 
projects, but others cautioned that CWD and submarine 
dismantlement require careful planning. A German Federal 
Intelligence Service (BND) representative provided a 

terrorism threat analysis and a U.S. delegate urged 

identifying and countering diverse terrorist threats while 
continuing the work on current GP priorities. Except for 

Russia, delegations supported expanding the GP\'s priorities. 
The Dutch delegate mentioned a donor\'s meeting for March 12 
in The Hague on CWD. 


2. (SBU) On February 28, the GP partners held a closed 
session and, with slight differences, highlighted primarily 

by Russian concerns over the GP ability to sustain its 

current commitments while pursuing global expansion, reached 
general consensus on the basic successes and lessons learned 
to date, and agreement that the GP should attempt to address 
the evolving challenges that global terrorism presents. End 
Summary. 


3. (SBU) The second meeting of this year\'s GPWG under the 
German presidency took place in Berlin February 27-28. 
Attending the first day\'s session were representatives of all 
GP donor states and the regular G-8 partners, in addition to 
the EU. In all, some 18 presentations were made, including 
talks by invited representatives from the International 

Atomic Energy Agency, the (German) Institute for 
International and Security Affairs, the German BND, and the 
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U.S. National Academy of Sciences. Participation in the 
second days session was limited to G-8 partners. For both 
days, the Chair divided the presentations and discussion into 
three themes: \"Main Achievements with the Global 
Partnership,\" \"Experiences and Lessons Learned,\" and 
\"Developments Since 2002 and Future Priorities Including 
Geographical Scope.\" 


4. (SBU) Achievements Within the GP: Gebhard Geiger, from the 
German Institute for International and Security Affairs, 
presented a descriptive, neutral overview on what the GP has 
accomplished during the first five years. Russian delegate 
Oleg Rozhkov spoke of Russia\'s commitment to two basic GP 
priorities. He noted that Russia has received USD 300 

million for CWD and USD 493 million for nuclear submarine 
dismantlement. (Note: Russia\'s Foreign Ministry reports that 
the figures are actually USD 297 million for CWD and USD 443 
million for submarine dismantlement. End note.) Rozhkov 
also complained about the slow pace of CWD projects in 
Russia. The French, Ukrainian, and Canadian delegates all 
commented positively about progress on their projects. The 
Canadian Deputy Executive Director of the Moscow 
International Science and Technology Center, Leo Owsiacki, 
mentioned ISTC\'s successful efforts to engage 75,000 
scientists, 75 percent of whom are former weapons scientists 
in the FSU, and noted 470 ISTC partners for research and 
development projects. Rozhkov succinctly stated his view 

that the task of redirection of former weapons scientists is 
\"done.\" Owsiacki responded that ISTC is currently involved 
in a strategic planning session on moving toward a more 
commercial role for the ISTC and that research and 


development efforts are specifically designed to move 
scientists in that direction. 


5. (SBU) Experiences and Lessons Learned: UK delegate 
Berenice Gare cited a report from the British NGO Chatham 
House that praised the GPYs work, but added the NGO 
considered GP weak on biological warfare issues. Canadian 
delegate Troy Lulasnyk stated Canada was finding flexibility 

in funding direct contracts and predicted speedier work on 
submarine dismantlement during the next five years. The 
Norwegian delegate also described successful work on the 
removal of radioistopic thermoelectric generators (RTGs) and 
dismantling of Victor class nuclear submarines, but 

complained of access problems at Mayak and other places in 
northern Russia. Russian delegate Rozhkov expressed concerns 
about excessive administrative infrastructures for projects 

and advised all members that in order to comply with 
commitments to finish work by 2012, Russia will need all GP 
(CWD) funds committed and spent by the end of 2009. Rozhkov 
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in this and subsequent discussions discounted occasional 
complaints about access, noting the GP was \"not an occasion 
for tourism." 


6. (SBU) Developments Since 2002 and Future Priorities: 
Several delegates responded to earlier Russian concerns over 
the slowness of ongoing projects. The Swedish and UK 
delegates, among others, explained while projects start 
slowly, most should pick up speed in the second half of the 
10-year period. DAS Semmel stated that the U.S. shared 
Russia\'s frustration. He noted delays are in some cases 
traceable to legitimate differences in bidding and contract 
negotiations, but reiterated U.S. commitment to complete the 
work. UK delegates cautioned that the dangerous nature of 
CWD and submarine dismantlement must be preceded by 
unhurried, careful planning for safety reasons: \"You have to 
get it right before you start.\" 

7. (SBU) In his terrorist Threat Analysis Update, Dr. 

Herrmann of Germany\'s BND asserted that while the nuclear 
capability of terrorist organizations is not yet apparent, 

their capabilities in the areas of chemical and biological 
weapons are growing. Hermann was followed by a provocative, 
well-received presentation entitled, \"Global Partnership, 
Business as Usual, or Responding to New Challenges,\" by Anne 
Harrington, Director of the Committee on International 
Security and Arms Control at the U.S. National Academy of 
Sciences. Through slides depicting the global network of 
jinad and the future expansion of the use of nuclear power 
among sovereign states, she underscored the fundamental need 
for the GP and all organizations working to combat terrorism 
to identify and counter broad-based terrorist threats that 

cut across all regions and continents, while, at the same 

time, continuing collective efforts to finish work on current 

GP priorities. Anita Nilsson, Director of the Office of 

Nuclear Security at the IAEA, addressed the theme: \"Nuclear 
Security, Preventing the Threat of Nuclear Terrorism.\" She 
also emphasized the critical need to meet the challenge 
created by the proliferation of nuclear capabilities of 

states and organizations around the world. 


8. (SBU) Among the comments from delegations was a detailed 
statement by Russia\'s Rozhkov, who reiterated his country's 
position that the time is not right for \"radical changes\" in 

the GP. In response to concerns over the lack of access 
expressed by the Norwegians and Japanese, Rozhkov claimed 
some of his Russian colleagues had complained about 
unnecessary site visits. He also repeated that Russia wants 

to see all CWD funds expended by December 31, 2009, in order 
to complete destruction of CW in Russia by 2012. Japan and 
Norway defended their concerns over access. DAS Semmel 
raised the future of the GP up to or beyond 2012, prompting 
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considerable discussion, with most delegates expressing broad 
agreement that the GP needs to adapt to emerging global 

threats while also addressing existing priorities in Russia 

and the FSU. The UK delegates suggested that perhaps by 2010 
there will be the need to begin work on the next \"Kananaskis\" 
plan. (Note: The GP was first announced at the 2002 G-8 
Summit in Kananaskis, Canada. End note.) Other delegates 
agreed in principle but not necessarily for that specific 

year. Atthe meeting\'s end, the Dutch delegate spoke about a 
donor\'s meeting on CWD scheduled for The Hague on March 12. 


9. (SBU) In the second day\'s session for G-8 partners only, 
the delegates discussed points made the previous day. The 
Chair noted for the record that members agreed the GP review 
would be submitted to G-8 Summit leaders as a stand-alone 
document. The Chair also distributed a list of points for 
discussion compiled from the previous day\'s discussions and 
from G-8 partner responses to a GP questionnaire circulated 
in early February. The German Chair agreed with DAS Semmel\'s 
snap-shot that this year\'s GP plans to produce four products 
for the Summit: the annual report, the annex to the annual 
report, a stand-alone assessment of the GP, and a short 
insertion on the assessment for inclusion in the final Heads 

of State statement at the Summit. UK delegate Gare argued 
the document needs headline points that encapsulate GP goals 
and successes. The delegates reached consensus on the 
summary of GP achievements on issues that ranged from the 
establishment of coordinating mechanisms for project 
completion, the establishment of a legal framework that 
includes procedures for liability, transparency and access, 

the successful redirection of former weapons scientists and 
progress toward self-sustainable commercial scientific 
activities, the extension GP activities to include work in 
Ukraine, and the acceptance of new participating donor states 
into the GP. 


10. (SBU) In the summary of lessons learned, delegates noted 
the need to reduce bureaucratic obstacles without neglecting 
financial control or compliance with the national legislation 

of donor and recipient states, that \"piggy-backing\" is an 
appropriate mechanism for combining efforts of donors and 
partners, and that local cooperation and direct contracting 
have been identified and helpful for swift and flexible 

project implementation. They also noted the GP must remain 
adaptive to new challenges, that consensus must be reached 
among all participants on project development, and that a 
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balance must be struck between the protection of sensitive 
information and the necessary transparency and accountability 
in project implementation. Russian delegate Rozhkov raised 
the point of showing the low percentage of pledged funds that 
have been expended on projects. DAS Semmel was obliged to 
repeat that statistic cannot work because pledged funds are 
released in increments in annual budgets and obviously cannot 
be spent before they are appropriated. He argued a more 
appropriate statistic would be the percentage of funds spent 

or obligated among those funds actually available from donor 
countries. The delegates also determined that long-term 
planning can be improved for the second five years of the GP 
if recipient and donor states are given an appropriate amount 
of time for preparation to identify potential gaps in program 
needs so that additional program contributions can be sought. 


11. (SBU) The delegates reached a broad consensus on the 
summary of developments since 2002, and, except for Russia, 
also reached broad consensus on the future of GP priorities. 
The Russian delegate objected to the need for GP expansion at 
this time. There was unanimous agreement that all ongoing 
projects and tasks should be completed. DAS Semmel 
underscored this point and mentioned that partners can do 
more to sustain and implement ongoing programs while seeking 
additional donors. He reminded partners that the Kananaskis 
document did not limit GP activity to Russia or the FSU and 
that as the global security environment had evolved in recent 
years, the GP must adjust by placing greater emphasis on the 
\"global" in the Global Partnership, while not detracting from 
priority requirements in Russian and the FSU. All delegates 
also agreed that GP tasks would not disappear after 2012 and 
that a framework should be developed to address this 

situation. Several members suggested that the assessment of 
future directions for the GP might begin in 2010, but the 

exact time for the assessment was not determined. The group 
noted the economic situation in Russia has improved since 
2002 and applauded Russia\'s additional pledge of USD 4 
billion to ongoing CWD and submarine dismantlement. However, 
Russian delegates resisted consensus language that referred 
to growing global concerns over increased terrorism threats. 


12. (SBU) There were predictable differences expressed by the 


Russian delegation over GP expansion and Russian resistance 
to the efforts of the Germans and other partners to gain GP 
consensus on the growing global threat of terrorism. 

However, there was still general consensus among members, 
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including Russia, on other aspects GP achievements, lessons 
learned, and the need for the GP to adjust to future 
challenges. The two-day session should facilitate a 
consensus on the five-year review document. There was a 
short, pointed exchange of views over access between the 
Russian and the Norwegian and Japanese delegations, but an 
overall constructive, congenial working group atmosphere was 
sustained throughout both days. 


13. (SBU) The German Chair surprised delegates with the first 
day\'s schedule in which Anne Harrington\'s presentation turned 
out to be the only briefing given by a non-governmental 
organization other than the two that the Germans had 
originally announced weeks ago would participate. We 
understand that the UK was unable to get a Chatham House 
representative to the meeting and that others had similar 
problems. Harrington\'s presentation was well received in its 
basic purpose to emphasize the growing global terrorism 
threat and the need for GP response to this challenge. The 
presentation by Canada\'s ISTC Deputy Executive Director Leo 
Owsiacki also turned out to be particularly useful. Owsiacki 
spurred comments on redirection of former scientists that 
allowed partners and donors to hear directly about the 

success of the center programs and helped air the issue of 
self-sustainability for the two science centers. The only 

item that might merit special attention is the GP annex 
document. Several members commented after the sessions that 
preparation of the annex document will be more important this 
year because of the five-year review. Data on the work and 
status of projects should be subject to more scrutiny. We 

have previously emphasized the importance for GP to prepare 
accurate, comprehensible annex data. End Comment. 


13. (SBU) Heads of Delegations: 


Viktor Elbling, Germany 
Benjamin Craig, Australia 
Werner Bauwens, Belgium 
Troy Lulashnyk, Canada 

Ales Macik, Czech Republic 
Soren Bollerup, Denmark 
Tomas Reyes Ortega, EU Council 
Bruno Dupre, EU Commission 
Timo Kienanen, Finland 
Arnaud Roux, France 

Michael Keaveney, Ireland 
Antonio Catalano di Melilli, Italy 
Takeshi Aoki, Japan 

Edwin Keijzer, Netherlands 
Robert Kvile, Norway 
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Agnieszka Walter-Drop, Poland 
Kwon Young-dae, Republic of Korea 
Oleg Rozhkov, Russian Federation 
Jan Lundin, Sweden 

Andreas Friedrich, Switzerland 
Volodymyr Belashov, Ukraine 
Berenice Gare, United Kingdom 
Andrew Semmel, USA 

Anita Nilsson, IAEA 


14. (U) This cable was cleared by ISN subsequent to the 
delegation\'s departure from Berlin. 
TIMKEN JR 
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Classified By: Ambassador Janet A. Sanderson for reasons 1.4 (b) and (d 


). 


1. (C) Summary: To hear President Rene Preval tell it, 
Venezuelan President Hugo Chavez\' visit to Haiti on March 12 
was a logistical nightmare and an annoyance to the GoH. 
Chavez thwarted Preval\'s efforts to keep the public profile 

of the visit low key. In the aftermath of the visit, Preval 

told Ambassador and others that he is skeptical of Chavez\'s 
promises, especially on delivery of gasoline through the 
Petrocaribe agreement. Secretary General of the Presidency 
Fritz Longchamps told Polcouns that the GoH viewed the Chavez 
visit as the price to pay for whatever assistance Venezuela 
provides to Haiti. Aside from new and renewed pledges of 
assistance (ref A) Chavez made concessions on several points 
allowing Haiti to more easily implement Petrocaribe, 

according to Michael Lecorps, the head of the GoH office 
tasked with Petrocaribe. Preval and company may be 
overselling their irritation toward Chavez for our benefit, 

but Preval has consistently voiced wariness of Chavez in 
conversations with Emboffs going back to the early stages of 
the presidential campaign in 2005. In any case, it appears 
that Preval will do what it takes to elicit assistance from 
Chavez, but has otherwise shown no interest in joining Chavez 
in his broader \"Bolivarian agenda. End Summary. 


2. (C) Preval told Ambassador the evening of March 13 that 
Chavez was a difficult guest. The Venezulean did not have a 
GOH invitation but insisted on coming to mark Venezuelan flag 
day (ref C) and only the arrival of two advance planes two 
days before the visit gave Port au Prince warning Chavez was 
on his way. After finally arriving at the Palace, Chavez 

made Preval and his team wait 40 more minutes while he spoke 
to Castro by telephone. Responding to Ambassador\'s 
observation that giving Chavez a platform to spout 
anti-American slogans here was hard to explain given our 
close relationship and support of Haiti and of Preval\'s 
government in particular, Preval stressed that he had worked 
hard to stop much of Chavez\' proposed grandstanding. He 
vetoed a Chavez-led procession/demonstration from the airport 
to the Venezuelan Embassy (substituting a wreath laying at 
Port-au-Prince\'s monument to Bolivar) and limited the length 
of the press conference. Chevez, for his part, insisted that 

the press conference proceed as scheduled, thus cutting into 
bilateral meeting time. Preval added that he, Preval, is 

\"just an independent petit bourgeoisie\" and doesnt go for 
the grand gestures that Chavez favors. Haiti needs aid from 
all its friends, preval added, and he is sure that the US 
understands his difficult position. The President was 
uncomfortable with the exchange, later noting that Haiti\'s 
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chattering classes will claim that the Chavez visit led to 
cancellation of a rumored visit here by President bush. 


3. (C) According to UN SRSG Edmund Mulet (who hosted an 
ebullient Preval for dinner following the capture of Cite 

Soleil gang leader Evans Jeune later in the week), Preval 

told him that he didn\'t trust Chevez to follow through on his 
promises and requested that the Cuban ambassador participate 
in the sessions. The Cuban government went further in 
sending Vice President Esteban Lazo Hernadez, who had 
participated in other trilateral meetings with Haiti and 
Venezuela. Preval also told fomer UNSRSG Juan Gabriel Valez 
(visiting here on behalf of the OAS) that he was appalled by 
Chavez\'s behavior at the airport and on the way to the 

palace. He refused to get out of the car when Chavez insisted 
on greeting his demonstrators in the street on his way in 

from the airport. Preval and others in the government 

believe that the Venezuelan Charge d\'Affaires orchestrated 
and paid for the demonstrations by Famni Lavalas militants at 
the airport, the Venezuelan Embassy, and the palace, which 
numbered roughly 1,000 and also called for the return of 

former President Arisitide. 


4. (C) \\'Now that this trip is over, a great weight has 
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been lifted off my shoulders,\'\' Longchamps told Polcouns on 
March 14, stressing that Haiti had to host Chavez ifthe GoH 
was going to get any aid and assistance from Venezuela. The 
GoH does not expect that Chavez will follow through on most 
of his promises, but even half, or a quarter, would be 
significant. The most valuable use of Venezuelan aid, 
according to Longchamps, would be funding for salaries, 
supplies, medicine, and shelter for the Cuban doctors and 
advisors currently working in Haiti: the GoH hopes this 
funding will come from the USD 20 million humanitarian 
reserve fund that Chavez re-pledged. Longchamps told 
Polcouns that Haiti has about 300 Cubans working officially 
in Haiti, of whom 90 percent are doctors. Also, Longchamps 
recalled, Preval brought the Cubans to Haiti during his first 
term, and the continued success of this program is important 
to the President. Longchamps added that the trilateral 
cooperation bureau that Cuba and Venezuela promised to set up 
in Port-au-Prince is Wjust an idea,WW with no definite plans 
for implementation. Haiti has no plans to join the 

Bolivarian Alternative for the Americas (known as ALBA), 
Venezuela\'s free trade zone. 


5. (C) The Petrocaribe agreement, through which Haiti would 
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get a 25-year loan on 40 percent of the fuel it purchases 

from Venezuela is still in discussion stages, and Preval told 
Valdes that ever since the initial shipment in May, 2006, 
Venezuela has made no real attempts at progressing with the 
agreement. Apparently the two countries signed off on a few 
details during Chavez\' visit (which Longchamps told Polcouns 
the GoH pressured Chavez into signing), such as allowing 
HaitiVs oil industry to ship the product (Venezuela had 

insisted on the shipping rights until now), and giving the 

oil companies the right to receive the product in place of a 
state-owned oil company, as previously stipulated by 
Venezuela (ref D). Industry representatives claim that 

despite the progress made during Chavez visit, the agreement 
would still take over a year to implement and suspect that it 
will never take place at all. The head of Haiti\'s 

Petrocaribe office (known as the monetization bureau), 
Michael Lecorps, confirmed that Venezuela doubled its 
commitment to 14,000 barrels per day and pledged to work with 
the oil industry in Haiti, an unprecedented move on Chavez 
part, according to Lecorps. 


6. (C) Comment. The Ambassador and Polcouns have voiced 
concern to senior officials that Chavez had used his visit as 

a platform for an attack on Haiti\'s closest and steadiest 
bilateral ally, most recently with PM Alexis yesterday. It 

is clear that the visit has left a bad taste in our 

interlocutors\' mouths and they are now into damage control. 
Preval himself has no love for Chavez: Valdes reminded us 
that during a private Preval visit to Venezuela prior to the 
2006 elections, Chavez blind-sided him with a draft statement 
pledging support for the return of Aristide. Preval has yet 

to forgive him, according to intimates. At no time has 

Preval given any indication that he is interested in 

associating Haiti with Chavez\' broader \"revolutionary 
agenda.\" We belive that the GOH will continue to argue that 
hosting Chavez was an unavoidable consequence of Preval\'s 
effort to solicit aid from any quarter, and that Preval did 

his best to rein Chavez in. Preval himself will continue to 
focus his public remarks on Venezuelan (and Cuban) assistance 
for Haiti -- it is neither in his character -- nor in his 

calcuation -- to repudiate Chavez, even as the Venezuelan 
abuses his hospitality at home. 

SANDERSON 
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INFO RUEHSO/AMCONSUL SAO PAULO 9408 
RUEHRG/AMCONSUL RECIFE 6359 

RUEHRI/AMCONSUL RIO DE JANEIRO 4012 
RUCPDOC/USDOC WASHDC","UNCLAS BRASILIA 000459 


SIPDIS 


DEPT PLEASE PASS TO USTR SCRONIN/JWEISS 
USDOC FOR 3134/USFCS/OIO/WH 

USDOC FOR 4332/ITA/MAC/WH/OLAC/MCAMPOS 
AID/W FOR LAC/AA 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ETRD, ECON, BR 
SUBJECT: REGISTRATION REQUIREMENTS FOR MEDICAL DEVICES 


REF: STATE 30804 


1. (SBU) In a March 13 meeting, Charge and Acting DCM presented to 
the head of the Brazil Foreign Ministry\'s NAMA office (Carlos 

Henrique Abreu e Silva) reftel demarche points. Abreu e Silva noted 

that he was already aware of the issue - probably because the EU had 
previously presented him with a similar demarche - and would 

endeavor to get back to us with a substantive response. Later, on 

March 14, Mission\'s Senior Commercial Officer and Commercial Attache 
conveyed the demarche to high-level contacts at the Ministry of 
Development, Industry, and Commerce. 


2. (SBU) Post shall continue to monitor this issue and will report 
further developments to Washington agencies. 


Williamson 
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INFO RUEHZH/HAITI COLLECTIVE PRIORITY 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 1470 
RUEHSA/AMEMBASSY PRETORIA PRIORITY 1293 
RUEHQU/AMCONSUL QUEBEC PRIORITY 0754 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1168","UNCLAS SECTION 01 OF 02 PORT AU PRINCE 


SIPDIS 
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SENSITIVE 
SIPDIS 


STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: N/A 
TAGS: PGOV, KCRM, ASEC, PINR, HA 
SUBJECT: GANGS OF CITE SOLEIL: BACK TO BASICS 


REF: PORT AU PRINCE 505 


PORT AU PR 00000523 001.2 OF 002 


1. (U) This message is sensitive but unclassified -- please 
protect accordingly. 


2. (SBU) Summary: Cite Soleil is rife with gang activity, 
which continues even in light of the March 13 arrest of gang 
leader Evans Jeune (reftel). The International Institute of 
Migration (IOM) reported that working in Cite Soleil is still 
surprisingly difficult and they face much interference from 
gang members, despite MINUSTAH\'s military control of the 
slum. Gangs continue to harass the population and are 
attempting, albeit with minimal success, to regroup and 
restart criminal activity. Despite improved overall 

security, the everyday lives of residents are still 

treacherous and the importance of MINUSTAH\'s strong presence 
cannot be overstated. End Summary. 


3. (SBU) Based on his recent personal experiences as well as 
accounts from contractors and local leadership, Matt Huber 
(strictly protect) of IOM, described to Poloff the current 
conditions and gang activity in Cite Soleil. IOM is USAID\'s 
principal implementing partner for development projects in 
Port-au-Prince\'s poor neighborhoods. Huber stated that 
MINUSTAH is clearly in control in Cite Soleil and he and his 
contractors feel safe in the neighborhood. (Note: Huber has 
a higher than average threshold for insecurity. For example, 
he travels through the slums in the open bed of a truck 
because he feels that being visible to the gangs protects him 
from being attacked or kidnapped. End note.) However, he 
reported that gangs have sabotaged recent attempts by IOM to 
restart ongoing stabilization projects, including: 

threatening a community leader for organizing the resumption 
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of a road paving project, accusing him of paving the way for 
MINUSTAH to wage further attacks; hijacking a piece of heavy 
equipment and using it to cut trenches in the roads; and 
demanding payoffs or protection money before work can start. 
Additionally, gang members are discouraging the population 
from taking advantage of MINUSTAH humanitarian efforts, such 
as water distribution and health clinics, with threats of 

bodily harm. 


4. (SBU) Huber cited a long list of dangerous gangsters who 
are still at-large in Cite Soleil, including Blade, aka 

Nason, currently the leader of Ti Ayiti. According to Huber, 
Blade is trying to position himself as Cite Soleil\'s 

preeminent gangster. Blade is not well liked in the 
neighborhood, but people are afraid of him and so continue to 
follow his orders. Huber compared him with Evans in terms of 
his viciousness and lack of conscience. The week of March 12 
Blade followed a group of IOM contractors around for an 
entire day and demanded they pay him money in order to 
continue with their projects. 


5. (SBU) MINUSTAH political affairs deputy Lizbeth Cullity 
(strictly protect) told Polcouns on March 14 that there is 
chatter in Cite Soleil that someone will take Evans place as 
the leader in Boston. Evans\' brother Claude presented 
himself for the position but was not a popular candidate. 
Blade, aka Nason, is the front runner for the position, but 
Cullity called the attempt laughable and doesn\'t think the 
gang members dare confront MINUSTAH. She noted that the 
gangs couldn\'t even organize themselves all in one place to 
elect a new leader. 


6. (SBU) On March 2, MINUSTAH officials presented an 
optimistic picture of the situation in Cite Soleil in a 

discussion with Polcouns. MINUSTAH intelligence, JMAC deputy 
Mike Center (strictly protect), agreed that gangs continued 

to intimidate the local populace, but asserted that gang 
organizations no longer control Cite Soleil as they once did. 


7. (SBU) Comment: MINUSTAH, by all accounts, does have 
control of Cite Soleil. Nevertheless, that does not mean 

that the average Cite Soleil resident has been liberated from 
gangs and now feels safe to go about his or her daily life 

free from extortion, harassment and threats of physical harm. 
From a military perspective, the emerging gang leaders pose 
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no threat, but on the community level they continue to harass 
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and terrorize the population. This emphasizes the need for 

both continued MINUSTAH presence and increased presence and 
visibility of local HNP who are capable of ongoing community 
policing. If MINUSTAH eases up, the gangs will be prepared 

to begin anew their criminal activities. End comment. 
SANDERSON 
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SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR WHA/CAR - LLUFTIG, MBUFFINGTON, INR FOR BCARHART 


E.O. 12958: N/A 
TAGS: PGOV, PREL, NS 
SUBJECT: Minister Resigns Over \"Birthday Party Scandal\" 


REF: Paramaribo 00120 


1. (SBU) SUMMARY: Accused of spending state funds for her 
birthday party (reftel), Minister of Transport, Communication, and 
Tourism Alice Amafo resigned on Tuesday, March 13th. Portions of 
her own party grouping, the Maroon-based A-Combination, refused to 
support her. This spared President Venetiaan a wrenching decision 
of whether to risk public outrage by standing by Amato, or risk 
bringing down the coalition by standing up to the A-Combination. 
END SUMMARY 


2. (SBU) The disgraced Minister of Transport, Communication, and 
Tourism (TCT), Alice Amafo, announced her resignation during a press 
conference Tuesday, March 13. At the press conference Amato and 
leading A-Combination member Ronny Brunswijk (with whom she is 
widely rumored to be romantically involved), presented no evidence 

to refute allegations that Amafo\'s 30th birthday party was financed 
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for at least U.S. $12,850 out of TCT\'s budget. However, Amafo did 
not concede to the allegations either, instead using proverbs and 
biblical references to say that others undermined her and did not 
want to see her succeed. Brunswijk, too, asserted that Amafo had 
done absolutely nothing wrong. Both cast a large portion of the 

blame on the press and spoke of Y'manipulation. President Venetiaan 
was less nuanced in accepting Amafo\'s resignation before parliament 
an hour later: he said that although it appeared to him that the 
birthday party was intended as a \"surprise\" for Amafo and that he 
believed she was not aware of how it was being financed, a Minister 
must be knowledgeable about such matters within his or her own 
Ministry. The matter will be investigated, and Amafo remains 
vulnerable to being charged in a criminal court. 


3. (U) According to rumor and anonymous press sources, the 
A-Combination was not unified in support of Amato, whose 
qualifications have been publicly questioned. lt appears that most 

of the eight parties in the governing coalition refused to stand 

behind Amafo; Brunswijk expressed disappointment and said he had 
expected more solidarity. However, the lynch-pin in the matter was 
likely a lack of support for Brunswijk and Amafo within Brunswijk\'s 
own Maroon-based A-Combination, which is itself a grouping of three 
Maroon parties. While Brunswijk is the A-CombinationYs most 
important figure, his General Interior Development Party (ABOP) has 
only his one seat in parliament. Another member of the grouping, 
Brotherhood and Unity in Politics (BEP), outnumbers Brunswijk in 
parliament seats by four to one, and its leader and Deputy Speaker 
of Parliament, Caprino Alendy, is influential in his own right. 
Newspapers suggested it was Alendy who refused to risk 
A-Combination\'s future by supporting Amafo. 


4. (SBU) COMMENT: The public is dissatisfied with the current 
government, and retaining the Minister would have made matters 
worse. Many Surinamers, especially the opposition, are awaiting an 
issue which will force the government from power. Thus, President 
Venetiaan and the government were spared a wrenching and perhaps 
coalition-breaking showdown with the A-Combination thanks to the 
A-Combination\'s own internal dissent. This incident will continue 

to erode the waning public trust in Venetiaan\'s fragile coalition, 

but much more would have been lost if the coalition had stuck by the 
controversial Amafo. END COMMENT 
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FM AMEMBASSY LIMA 

TO RHMFIUU/DEPT OF ENERGY WASHINGTON DC 
RUEHC/SECSTATE WASHDC 4427 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR HQ DOE FAITH HARRIS 


E.O. 12958: N/A 

TAGS: ENRG, KNNP, PARM, OTRA, ASEC, PE 

SUBJECT: COUNTRY CLEARANCE FOR DOE/NNSA/NA21/NNTRAV 
SCHWARTZEL + 2 


REF: STATE 33479 


1. (U) The Embassy welcomes and grants country clearance for 
the visit to Peru of Joseph Henry Schwartzel, Brian J. 

Abeyta, and Michael Vernon Strosinski from March 31 to April 
8, 2007. The purpose of this trip is to visit Instituto 

Peruano de Energia Nuclear (IPEN) facilitites in Lima to 

review the current status of security upgrade contracts, 

conduct assurance visit for work completed and to contract 

for maintenance and warranties on the systems installed. 

Hotel reservations have been made at the JW Marriott Hotel 
(information sent via e-mail). 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
and ESTH Officer Hal Howard, office telephone number 
(51)(1)618-2414, cellular telephone (51)(1)9-628-6866, 

e-mail: howardhh@state.gov. Embassy after-hours direct line 
for Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. Control officer should be notified as soon 

as possible upon arrival in country. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 
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Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. Palm Pilots, MP-3 players, etc. within 

the Chancery facility. Such devices are never authorized in 
CAA spaces and are not authorized connectivity within OpenNet 
unclassified or classified networks, or stand-alone 


SIPDIS 

classified PCs. Personnel who wish to bring PDAs authorized 
under the Department of State,s Secure Wireless Extended 
Enterprise Technology (SWEET) program into the Chancery must 
notify Post ISSO and RSO in advance of travel. Find 

information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 

for detailed guidance regarding Post Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
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periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 
may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 
all employment categories (Civil Service, Foreign Service, 


WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 
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Security briefings are mandatory for all official visitors to 

Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 ofthe TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 


quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
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before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 

and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a Calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is ata 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 
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If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 

STRUBLE 


100830 

RR RUEHGA RUEHHA RUEHQU RUEHVC 

DE RUEHON #0118/01 0752002 

ZNR UUUUU ZZH 

R 162002Z MAR 07 

FM AMCONSUL TORONTO 

TO RUEHC/SECSTATE WASHDC 1898 

INFO RUCNCAN/ALCAN COLLECTIVE 

RUEAHLC/HOMELAND SECURITY CENTER WASHDC 

RUEAWJA/DEPT OF JUSTICE WASHDC","UNCLAS SECTION 01 OF 02 TORONTO 000118 


SIPDIS 


Column 3 
SENSITIVE 
SIPDIS 


E.0.12958: N/A 
TAGS: PGOV, PHUM, PTER, CA 
SUBJECT: HOUSE ARREST FOR SECURITY CERTIFICATE DETAINEES 


Sensitive But Unclassified - protect accordingly. 


1. (SBU) SUMMARY: As a result of Canada\'s Supreme Court having 
struck down Canada\'s security certificate program on February 23, 
two men who are currently alleged to be security threats have been 
or will be released from custody and join other released detainees 
on house arrest. These men will be closely monitored but out of 
custody as the GOC struggles to revise a security certificate system 
that was used 28 times since 1978 to deal with particularly 
dangerous foreigners in Canada. The future of the security 
certificate system will be a matter of continuing interest as Canada 
seeks to balance security, and the protection of confidential 
information, with Charter rights. END SUMMARY 


History of Security Certificates 


2. (SBU) Security certificates in Canada have been used since 1978 
to detain and/or deport non-Canadians deemed to be security threats. 
Created in 1978\'s Immigration and Refugee Protection Act, only 28 
security certificates have been issued. All but six of these 

certificates were issued before 9/11. 


3. (SBU) The security certificates had to be signed by the Minister 

of Citizenship and Immigration and the Minister of Public Safety and 
Emergency Preparedness, after which they had to be endorsed by a 
federal court judge. The application for a certificate caused the 
suspension of all immigration proceedings until the judge ruled on 
the certificate request in a closed-door hearing. Non-resident 
foreign nationals subject to a certificate would be automatically 
detained, and permanent resident foreign nationals could be detained 
on a case-by-case basis. If the federal court ruled that the 
certificate was reasonable, the person would be ordered deported; 
however, should the subjects of approved security certificates 

refuse to leave Canada, they frequently faced long-term detention 
until their cases were resolved. If the court found that the 

certificate was unreasonable, it was quashed and the person was 
released. Detainees had no right to hear the evidence against them, 
but received a summary of the allegations. 


4. (SBU) On February 23 CanadaYs Supreme Court unanimously struck 
down the security certificate system, ruling that it violated 

Canada\'s Charter of Rights and Freedoms. Specifically, the Court 
said, the security certificate system violated section 7 of the 
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Charter, which guarantees that the state will respect principles of 
fundamental justice when it restricts a person\'s liberty or 

security. The court said that the detainees were entitled to know 

the case against them, to have the chance to answer allegations, and 
to have a fair hearing before an impartial judge. However, the 

court recognized the need to protect confidential information, and 
recommended a system like Great Britain\'s in which \"special counsel" 
is appointed to represent detainee rights. The Court gave 
Parliament one year to write a new law, after which all current 
detainees\' certificates would expire and they would be free to go. 


5. (SBU) Even before the security certificate system was struck 
down, Canadian courts were releasing detainees from custody into 
house arrest. Media reports on the security certificates have 
focused on five men--the so-called \"Secret Trial Five.\" Of the 
five, three have already been released, while a fourth will be 
released soon. 


The Detainees 


6. (SBU) Adil Charkaoui is a 33 year old native of Morocco. A 

former university student, karate instructor, and pizzeria worker, 
Charkaoui was arrested in 2005 in Montreal, accused of membership in 
the Moroccan Islamic Combatant Group. Authorities claim that Ahmed 
Ressam, the would-be Millennium Bomber arrested in 1999 entering 
Washington State from British Columbia, recognized Charkaoui from an 
al-Qaeda training camp in Afghanistan. Charkaoui was released from 
custody in 2005 and is under house arrest in Montreal. 


7. (SBU) Mohamed Harkat is a 37 year old native of Algeria. The 
former pizza delivery man has acknowledged that he once belonged to 
the Islamic Salvation Front (ISF) in Algeria, an organization that 
Algeria has subsequently outlawed. Authorities also accuse Harkat 

of supporting the Armed Islamic Group, a violent offshoot of the 

ISF. Authorities further accuse Harkat of being an al-Qaeda sleeper 
agent and the former operator of a safe house in Pakistan for 
extremists traveling to Chechnya. Harkat was released from custody 
in 2006; he remains under house arrest in Ottawa. 


8. (SBU) Hassan Almrei is a 32 year old native of Syria. 

Authorities accuse Almrei of attending al-Qaeda camps in Pakistan 
and Afghanistan and supporting Islamic extremists in Tajikistan. 
Almrei is still in custody, and there are 

no public plans to release him. 
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9. (SBU) Mahmoud Jaballah is a 44 year old native of Egypt. 
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Jaballah is the former principal of a Toronto Islamic School. 
Authorities accuse him of membership in Egyptian Islamic Jihad. He 
admits that he casually knew Ahmed Saaed Khadr, a Canadian citizen 
and Osama bin Ladin lieutenant. Jaballah was arrested in 1999 on a 
security certificate, but was released when that certificate was 
quashed. He was re-arrested in 2001 on another certificate. 
Jaballah will be released on bail soon and is expected to live in 
Scarborough, a Toronto suburb. A Canadian judge has ruled that 
Jaballah cannot be deported to Egypt because he allegedly faces the 
threat of torture there. 


10. (SBU) Mohammad Mahjoub is a 46 year old native of Egypt. 
Authorities accuse Mahjoub of belonging to Vanguard of Conquest, an 
Egyptian group linked to al-Qaeda. Mahjoub admits that he worked in 
Sudan on a farm owned by bin Ladin. He also admits that he knows 
Ahmed Saad Khadr. He was arrested in 2000, but was released on bail 
in February 2007. He currently is under house arrest at his home in 
Toronto. A Canadian judge has ruled that Ottawa must review 
Mahjoub\'s risk of being tortured if he were to be deported to Egypt. 


11. (SBU) In addition to the \"Secret Trial Five,\" a sixth detainee 
is being held on charges unrelated to al-Qaeda. Manickavasagam 
Suresh is a 55 year old native of Sri Lanka. He was arrested in 
1995 on allegations he was raising funds for the Tamil Tigers. 
Suresh has been released on bail and lives in the Toronto area. 


House Arrest 


12. (SBU) Harkat and Charkaoui were released to house arrest by 
lower courts after challenging their detention. Mahjoub was 
released and placed on house arrest after the Supreme Court\'s 
February decision. The terms of their house arrest include 
restrictions regarding with whom they can associate, monitoring of 
their phone calls, and limitations on when they can leave home. 
They must also clear all their visitors with the Canada Border 
Services Agency and not use the Internet. They are reportedly 
tailed by police when they leave the house. According to media 
reports, Harkat complains that the terms of his house arrest are 
making it difficult for him to visit with friends and relatives and 

go to doctors appointments. 


13. (SBU) COMMENT: Canada\'s security certificate system was a 
rarely-used but potentially valuable tool Canadian federal law 
enforcement officials could employ to combat security threats. 
Canada must now weigh security and the protection of confidential 
information against Charter rights as it contemplates rewriting the 
security certificate law. END COMMENT 
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SUBJECT: GOE SHARES CONCERN OVER ZIMBABWE VIOLENCE 


REF: STATE 33284 


1. (SBU) Poloff delivered reftel points on March 16 to 
Lourdes Puma Puma, MFA Director General for Multilateral 
Affairs. Puma expressed GOE\'s concern over the March 13 
violence in Zimbabwe, noting that Ecuador has always spoken 
out against such violence. Puma described the attacks of 
peaceful demonstrators as a \"clear violation of human 
rights\". While she could not commit to any specific action 

in the Human Rights Council, she expressed her opinion that 
GOE will be willing to pursue all possible courses of action 
described in reftel. Puma promised to transmit our concerns 
to the GOE Mission in Geneva and to the highest levels of the 
Foreign Ministry as well. She expected GOE position to take 
shape by March 23. 


2. (SBU) Post\'s Public Affairs section will encourage its 
contacts, with discretion, to bring public attention to the 
situation in Zimbabwe in Ecuadorian media. 

JEWELL 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, CA 
SUBJECT: CANADA: NEW BUDGET COULD SPUR FEDERAL ELECTION 


Summary 

1. (SBU) Canada\'s Conservative Government will deliver its 
second federal budget on March 19. The budget vote, possibly 
as early as the week of March 26, is an automatic confidence 
vote that could determine the timing of the next federal 
election. The budget will be seen as a sign of the Harper 
Government,s intentions on election timing: as the 
springboard into an early election or the basis of a more 
polished platform for a fall vote, or even a 2008 election. 

The release of the budget is the opening dance of an election 
three-step of the federal budget, the Quebec provincial 
election on March 26, and a possible spring election call. 
Although the timing of the election is not yet a foregone 
conclusion, until the matter is resolved the government will 
be distracted and progress on major bilateral initiatives is 
effectively on hold. End summary. 


Confidence Motion 

2. (SBU) The House of Commons returns on March 19 for a 
two-week sitting before it breaks for Easter. The Senate 
returns on March 20. The federal 2007 budget will be the 
centerpiece and the test of the Conservatives and the 
opposition parties, willingness to go to the polls. A 
maximum of four days are allotted to debate on the budget 
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motion with March 20 and 21 already slated for days one and 
two of debate, and the remaining two days expected to be 
allotted during the following week. 


3. (SBU) The first of several votes on supplementary 
estimates will also come on March 22, possibly providing an 
early test of the mood of the opposition parties. As the 
official opposition, in this case the Liberals, usually votes 
against the budget on principle, the minority Conservative 
Government will require the support of at least one of the 
two smaller parties in the House of Commons. Current party 
standings are: Conservatives 125, Liberals 101, Bloc 50, NDP 
29, Independent one, vacant 2. So far, it appears no deal 
has been reached in advance with any of the opposition 
parties regarding the budget. Thus, even more than usual, 
the budget will be a highly political document. 


Winning Budget 

4. (SBU) Government sources say that the budget has been 
carefully calibrated to appeal to the opposition, but it has 

also been crafted to win a second mandate. If it is 

defeated, the budget will be the focus of what the 
Conservatives hope will be a saleable, pragmatic package of 
lower taxes, less intrusion into provincial jurisdiction, 

more law and order, and improved national security. Policy 

is likely to be secondary to the short-term expedient of 
sealing a majority government for the Conservatives. Current 
estimates suggest the Harper Government may have as much as 
C$7-10 billion in surplus cash to divide between programs, 
tax cuts and debt repayment in the 2007 budget. 


5. (SBU) The Harper Government has already telegraphed 
certain elements of the budget in advance: tax cuts, 
income-splitting for seniors, plans to settle the so-called 
federal-provincial \"fiscal imbalance,\" increases to military 
and health funding as outlined in last year,s budget, 

spending on the environment and agriculture, debt repayment, 
child care, and formalization of changes to taxation of 

income trusts. Of these, most attention will be on taxes, 

the fiscal imbalance, and the environment. The Conservatives 
have floated a \"tax-back guarantee\" that would reinvest 
Qhave floated a \"tax-back guarantee\" that would reinvest 
interest savings from the national debt in personal tax cuts. 
They may also raise the lowest tax threshold to provide 

relief for the working poor and the middle class, and, 

possibly, enrich child tax benefits aimed at lifting children 

and low-income working families out of poverty. Also 

possible is a cut in capital gains taxes on investments. The 
tax cuts are likely to be announced with fanfare, but in 
practical terms may not amount to more than C$200 per year 
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for the average taxpayer. Few changes are expected to 
corporate taxes. 


Provincial Play 

6. (SBU) Settlement of the fiscal imbalance will address the 
Prime Minister,s 2006 election promise to Quebec, which is 
expected to be the primary beneficiary of the deal, and try 
to buy peace with all the provinces through significant per 
capita transfers for postsecondary education and 
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infrastructure as part of reform of the formula for 
equalization. The deal is already a factor in the current 
Quebec provincial election campaign that ends on March 26. 
The incumbent federalist Liberal Party of Quebec under 
provincial Premier Charest is using it to trumpet the rewards 
of co-operative federalism and the benefits of remaining in 
Canada. 


7. (SBU) If the cash is enough to salvage the Quebec Liberal 
Government, even a minority one, from an exceedingly tight 
three-way race, the federal Conservatives also hope that the 
deal would boost their own fortunes in the province. The 
Conservatives will argue that they have delivered on their 
commitment to recognize the fiscal imbalance and reduce and 
realign the federal role in areas of provincial 

responsibility. Mr. Harper captured ten seats in Quebec on 
the strength of that pledge and hopes to get more support 
from Quebeckers in his second bid to win a majority 
government. However, current polls in Quebec suggest that 
the province may well elect its first minority government 
since 1878, a barometer of public opinion that could halt the 
rush to a federal election. 


Eco-Appeal 

8. (SBU) New spending on the environment is also likely 
calculated to appeal to the growing number of Canadians, and 
Quebecers in particular, who identify the environment as a 
key issue of concern. In the past few weeks, the Harper 
Government announced almost $2 billion for green projects 
under the rubrics ecoTrust to fund provincial projects to 
reduce greenhouse gas emissions and air pollutants and 
ecoEnergy focused on efficiency, conservation, and cleaner 
energy and additional grants for mass transit to convince the 
Canadian public of his government\'s \"green credentials.\" 


9. (SBU) Ifthe Liberals are the only party to oppose the 
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budget, the confidence vote attached to it will be an 
anti-climax. Only the Bloc has a clear bottom line, making 
its support dependent on \"significantly\" addressing the 
fiscal imbalance. Tax cuts for families and environmental 
spending would also be sweeteners. Support for the Bloc in 
Quebec remains well below its high of about 49% from the 2004 
federal election and, if its provincial cousin the PQ does 
poorly in the March 26 Quebec provincial election, the Bloc 
will be even less tempted to provoke an election in which it 
could lose seats. 


10. (SBU) The NDP is a wild card. It has signaled that 

action on climate change will be crucial to its support of a 
budget, including eliminating tax breaks for energy 
companies. Its budget wish-list also includes more funding 
for postsecondary education, affordable housing and a C$10 
per hour minimum wage. The New Democrats are being squeezed 
by the Green Party on the left and by the Liberals on the 

right, who have moved to the left in opposition and have made 
the environment a major plank in their platform. Currently 

at 13-15% in the polls, and losing ground the parties on its 

left and right, the NDP has an incentive to find something in 
the budget it can live with. 


Pretexts Aplenty 

11. (SBU) If the budget passes and proves popular among 
voters, the Conservatives may still be tempted to call a snap 
vote citing obstruction by the opposition. The PM and the 
opposition leaders all say that they don,t want an election, 

but Harper\'s Conservatives are acting as though they do. PM 
Harper has used the current two-week parliamentary break to 
QHarper has used the current two-week parliamentary break to 
commit C$3.5 billion to eco-projects, transit, infrastructure 
and farm credits across the country, contingent on passage of 
the March 19 budget, in what seems to be a traditional 
gesture of pre-election largesse. 


12. (SBU) The Conservatives are visibly revving their 
campaign engines. Their bill to introduce fixed election 

terms would be only a momentary obstacle in the way. A 
greater problem for the Conservatives would be the appearance 
of opportunism. Polls suggest that the public has not tired 

of minority government, although Canadians may be tired of 
elections. There have been three federal elections in as 
many years. The support level required for a majority 
government is about 39%-40%, and neither the Conservatives 
nor the Liberals are currently at this level. The 

Conservatives are currently polling near the 36.3% the party 
won in the January 23, 2006 federal election, with the 
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Liberals hovering at between 30% and 34%. The 
Conservatives, Quebec polling numbers remain several points 
below the party,s score in the 2006 election. However, if 
conditions appeared ripe, Mr. Harper could well gamble that 
he could change the mood once in a campaign and that his 
party,s 2006 poll ceiling could become ¡ts new floor. 


13. (SBU) If an election is called, all legislation 

currently in progress in Parliament will die. However, much 
of the Conservative Party\'s agenda, particularly its priority 
justice bills, has already been effectively stalled by the 
opposition parties. Of the 51 bills introduced by the Harper 
government, only 16 have received Royal Assent. Ten of the 
twelve justice bills that make up the government,s 
tough-on-crime agenda have yet to be passed, including C-10 
on mandatory minimum sentences for firearms offences, one of 
the first justice bills to be introduced by the Harper 
Government and the flagship legislation of its law and order 
program. The bill was essentially gutted by the opposition 
parties in February in committee. A continued stalemate on 
this bill, and other anti-crime measures, could provide a 
pretext for an election call in which the Conservatives could 
tag the Liberals, particularly, as \"soft on crime.\" For good 
measure, the Conservatives could add \"soft on terror\" based 
on the defeat on February 27 of Harper,s motion to extend 
two sunset clauses of the Anti-Terrorist Act. 


14. (SBU) Liberal leader Stphane Dion belatedly recognized 
this political danger and on March 14 released a new 

anti-crime platform that promises more money for new 
prosecutors and judges, as well as for the RCMP to combat gun 
crimes, organized crime, gangs and drug trafficking. The 
package, however, has a cobbled-together feel and initial 
media reaction has been skeptical. 


15. (SBU) Another trigger could come over the environment 
when C-30, the Clean Air Act, is reported out of committee on 
March 31. The Conservatives have accused the Liberals of 
delaying the bill. Confrontation with the Liberal Senate 

over S-4, a bill setting fixed terms for senators, and C-16, 

to allow for elections for Senate appointments, could also 
provide a pretext. 


Comment 

16. (SBU) The Harper government is putting in place the 
conditions for an election, likely sooner rather than later. 
Speculation revolves around a call sometime in April or early 


Column 3 

May, or even sooner if the budget is defeated, requiring an 
immediate dissolution of Parliament. Polls suggest that the 
public is in a pre-shopping mood -- interested, but not 
especially motivated to buy. The budget debate could change 
that perception. In the upcoming Quebec election, voters 
appear ready to replace a majority with a new minority 
government, adding to the uncertainty. With respect to 
United States priorities, election speculation is slowing 
meaningful progress on important bilateral issues, including 
IPR reform and, in the event of an election, all progress 

will cease in the short-term. Moreover, until the question 

of election timing is resolved, it will be difficult to make 
significant headway with distracted Parliamentarians and 
senior officials. That said, a majority Conservative 
government would likely open new lanes of bilateral 
cooperation that the Harper Govenrment has to date shied away 
from due, in part, to its current minority status. 

Qfrom due, in part, to its current minority status. 
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E.O. 12958: N/A 
TAGS: EAID, ECON, BL 
SUBJECT: GOB DEFENDS MCC IN THE PRESS 


1. (SBU) On March 14, a respected opposition-leaning La Paz 
newspaper claimed that Bolivia had lost the USD 600 million 
that it hoped to gain from the Millennium Challenge 
Corporation (MCC). The following day, the paper published 
interviews with Ambassador Goldberg and Bolivia\'s MCC 
coordinator correcting the record, as well as a statement 

from President Morales in which he accused the newspaper of 
lying about MCC and half-jokingly suggested that the press 
should be nationalized. End summary. 


2. (U) On March 14, La Paz newspaper La Razon published an 
article claiming that Bolivia had lost the USD 600 million 

that it hoped to gain from the Millennium Challenge 
Corporation (MCC), as it did not figure in the Corporation\'s 
2007 or 2008 plans. The article was based on Ambassador 
Danilovich\'s testimony to Congress which named a list of 
countries likely to be ready to sign compacts in 2007 and 

2008 that did not include Bolivia. 


3. (SBU) On March 15, La Razon published interviews with 
Ambassador Goldberg and Bolivia\'s MCC Coordinator Graciela 
Toro that clarified the matter. Without commenting on 

Bolivia\'s pretensions to the sum of USD 600 million, the 
Ambassador noted that it remains theoretically possible for 
Bolivia to sign an agreement with MCC in 2008, noting that 
there are still many steps to complete before reaching that 
point. Toro explained that Bolivia was declared eligible by 

MCC to compete for funds again in November and was in the 
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process of revising the original proposal submitted in 

December 2005. Toro, who finalized contracts with a 

technical team of approximately ten people in February, is 
working with her team to create a revised USD 1 billion 

proposal with two elements, a northern road corridor and 
investments for productive projects in the northern region. 

She told the press that her team is working towards signing a 
compact with MCC in early 2008. Toro and two members of her 
technical team will travel to Washington on March 17 to 

attend an MCC conference and have separate meetings with MCC 
regarding a preliminary proposal draft. 


4. (SBU) On March 15, respected, opposition-leaning La Paz 
daily La Razon also published a statement from President 
Morales that accused the newspaper of lying about MCC and 
about facts surrounding the hydrocarbons nationalization. 
Morales said that he would \"let the people judge La Razon, 
after he half-jokingly suggested that maybe the Spanish-owned 
press should be nationalized. Regarding MCC, he said that 
Bolivia has not been discarded from the list of MCC-eligible 
countries. He added that Bolivia \"is still on the road to an 
agreement. It\'s true that there are some areas in which we 
must advance, but to say that the country has lost is false.\" 
The Minister of the Presidency Juan Ramon Quintana 
reportedly said that the GOB is working to access MCC 
resources, but that it is also working in parallel to find 

other sources of financing for the northern infrastructure 
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projects. 
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E.O. 12958: DECL: 03/15/2017 

TAGS: KNNP, MCAP, PARM, PINR, PINS, PREL, PTER, Cl 

SUBJECT: GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM: 
CHILE REACTS POSITIVELY 


REF: STATE 21535 
Classified By: Ambassador Craig Kelly for reasons 1.5 (b and d). 


1. (U) Ambassador Kelly, joined by Yuriy Filatov, his Russian 
counterpart, delivered reftel demarche on March 16, to 
Ambassador Luis Winter, Director of the MFA\'s Office for 
Special Projects (DIPESP). Also present were Rodrigo Hume of 
DIPESP, E/POL Counselor, and the Russian embassyVs political 
counselor. 


2. (SBU) The Ambassador noted that the several partner 
countries in this important initiative launched by presidents 
Bush and Putin, were now looking to expand the project to 
other capable nations. Chile has significant experience in 
international fora, including on nuclear matters, for example 
through its membership in the IAEA. We hope Chile might 
consider participating and be present at the next meeting of 
the group, scheduled for June 2007, in Astana, Kazakstan. 
Chile would also be the first member from Latin America, 
underscoring its regional leadership. 


3. (C) Winter replied that the initiative seemed to address 
two issues: terrorism and non-proliferation. It was not 
focused just on nuclear arms proliferation, but also the 
possibility of sabotage at nuclear energy plants or 
facilities, such as research centers or hospitals, which 
handled radioactive materiel. And its legal framework fell 
within the parameters not only of UN resolutions 1373 and 
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1540, but also the 1979 Convention on the Protection of 
Nuclear Materiels. While Chile had not ratified the latter, 

it was complying with its strictures. Chile was also working 

to ratify the UN Convention on Nuclear Terrorism. The Global 
Initiative appears consistent with Chile\'s interest on both 
issues. He would recommend that the MFA\'s legal department 
review the proposal for \"juridical consistency,\" but from the 
policy side he thought it a good idea. Winter added that the 
joint demarche, as well as its geographically diverse 
membership, underscored the Initiative\'s importance. 


4. (C) Filatov said he was not surprised that Chile would 
respond positively and asked that once Chile had completed 
its review, it respond to both the U.S. and Russia, as 
co-chairs of the Initiative. He hoped Chile could be present 
in Astana and share its expertise on issues such as airport 
security. Winter replied that the only problem he foresaw 
was one of finding adequate personnel and resources. Chile 
is involved in many security-related initiatives and wants to 
participate, but only if it can contribute in a meaningful 
manner. 

KELLY 
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E.O. 12958: N/A 

TAGS: EAIR, ECON, AR 

SUBJECT: GOVERNMENT OF ARGENTINA CREATES NEW CIVIL AVIATION 
AUTHORITY; NO IMMEDIATE CHANGES TO ENSUE 


1. (SBU) SUMMARY: Last night, President Kirchner, in a dramatic 
gesture, announced his signing of a decree creating a new National 
Civil Aviation Administration (ANAC), which will eventually take 

civil aviation control from the Ministry of Defense to the Ministry 

of Planning\'s Secretary of Transportation. Despite the fanfare, any 
transfer of control will take months or years and there will be 

no/no immediate change to Argentina\'s current civil aviation 
operations or structure. The GOA recently signed an agreement with 
ICAO for ICAO to provide assistance in this transfer, but this 
agreement in no way precludes the GOA from seeking FAA guidance in 
this transition. In light of current high-profile problems with 
malfunctioning Buenos Aires radar systems that have resulted in 
major delays and threats of a pilots strike, many observers see the 
President\'s action as largely a political gesture. END SUMMARY. 


2. (SBU) On March 15, the President announced the creation of a 
National Civil Aviation Administration (ANAC) in a high-profile late 
night ceremony attended by senior cabinet officials and extensively 
covered by the media. According to Embassy contacts, this 
announcement is actually just the start of a transfer process that 
will take \"months or years.\" Another agency, the Executive Transfer 
Unit, or UET, was also created, whose function is to handle the 
regulatory details of this transfer process. Many very complex and 
contentious technical, regulatory, and labor-related issues are 

still to be completely worked out. Not the least sensitive issue is 
what will be the status of some 6000 employees in the current 
civilian aviation organization, the Air Regions Command, under the 
Air Force, of which about 80% are military. GOA officials have 
admitted in private that there is no clear idea of where the 
employees of any new civilian organization will come from, whether 
they will be hired from the military, or will there be new recruits. 
Issues related to salaries, retirement and worker rights are also 
completely unknown. In addition, there is currently no implementing 
legislation for this new planned organization, nor have any budget 
monies been allocated for its start-up. 
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3. (SBU) On March 15, Secretary Jaime previewed this imminent 
announcement of a transfer from military to civilian control to Econ 
Counselor and CivAir Officer, and also emphasized how complex and 
difficult this process would be. Jamie was at pains to emphasize 

that this transition would be done properly and methodically, and 

the GOA would take its time. (Note: Jaime also gave full support to 
the US-GOA liberalization discussions to be held next week, whose 
GOA delegation will be headed by his subordinate, Under Secretary 
for Commercial Air Transport, Ricardo Cirielli. End note) 


4. (SBU) On March 14, Emboff and visiting FAA regional 
representative met with GOA\'s civil aviation commander, General Jose 
Alvarez (please protect), of the Air Regions Command. He frankly 
stated that his organization was not being consulted in this planned 
transfer from military to civilian control of aviation. (Note: The 
announcement one day later of this transition illustrated his 

point.) Alvarez privately voiced his concern that the transition 
could be difficult, that it should not be politicized, and that only 
qualified personnel should work for the new organization. He was 
concerned that the GOA might make an \"abrupt\" and \"clumsy\" 
transition, and possibly hire unqualified and politically-connected 
people. He expressed particular concern about how air traffic 
controllers, currently prohibited from striking while under military 
authority, will be managed in a new organization under civilian 
control. 


5. (SBU) According to Embassy contacts, the GOA Ministry of Defense 
recently signed an agreement with the International Civil Aviation 
Organization (ICAO) for the latter to provide general guidance, 


technical cooperation and consultation in the GOA\'s transition from 
military to civilian control of aviation. Embassy contacts expect 

that, perhaps in a few weeks or months, an ICAO delegation will come 
to Buenos Aires to begin their formal consultations. The same 
Embassy contact told Emboff explicitly that this GOA-ICAO agreement 
would not/not preclude the GOA from also seeking advice from the FAA 
on this delicate transition. 


6. (SBU) At this time, this announcement of the transfer of aviation 
to civilian control appears to be a political gesture. Observers 
speculate that its timing was likely related to the ongoing woes at 
the two major airports in Buenos Aires (Ezeiza and Aeroparque) due 
to problems with malfunctioning radar systems that have resulted in 
major delays and threats of a pilots strike. (Note: There are 
unconfirmed reports that the GOA will soon purchase two radars to 
ameliorate this problem. End note) In this election year 
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(presidential, provincial and Buenos Aires), this move could be 
calculated to demonstrate that the GOA is taking action to address 
these issues. Finally, this government always finds it convenient 

to take a swipe at the military, and the President\'s announcement of 
this long-anticipated military to civilian control transition is 

another such example. END COMMENT. 
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TAGS: EAID, ECON, EINV, ETRD, BL 
SUBJECT: PLANNING MINISTER INTERESTED IN TRADE AGREEMENT 


Summary 
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1. (SBU) Planning Minister Loza told the Ambassador that he 
is interested in pursuing a new type of trade agreement with 
the United States and emphasized the importance of donor 
coordination. He argued that the state development bank 
would be a regulated, second tier institution that would have 
little impact on the sector as a whole due to its small 

amount of capital. He explained that the GOB\'s appointment 
of a new executive secretary for the PL 480 secretariat, 
funded by the USG and Japan, would only serve as an interim 
secretary with a limited mandate of conducting an audit. 


SIPDIS 
Loza expressed interest in pursuing a compact with the 
Millennium Challenge Corporation. End summary. 


2. (SBU) Planning Minister Gabriel Loza told the Ambassador 
on March 13 that, according to his vision, Bolivia must be 
inserted into the world market, particularly the important 

U.S. market. He is interested in pursuing a new type of 

trade agreement with the United States and suggested forming 
a technical working group supported by USAID and a GOB 
think-tank to provide analysis that could be used to help 
generate a GOB proposal. 


3. (SBU) Loza emphasized the importance of donor coordination 
and communication. The Ambassador explained that although 
around 65 percent of U.S. aid it given directly to private 

partners rather than to the GOB, our aid is coordinated with 

the ministries, and USAID participates in the donor 
harmonization process. 


4. (SBU) In response to Ambassador Goldberg\'s expression of 
concern about the future of Bolivia\'s model microfinance 
sector, Loza argued that the state development bank would be 
a second-tier lending institution that would follow 

prudential norms and be monitored by the banking regulator. 
He asserted that the state should intervene in the financial 
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system to generate greater competition and lower interest 
rates, forcing private banks to decrease the spread between 
assets and liabilities. He added that the state development 
bank would aim for single digit rates, potentially around 

nine percent. He argued that because the bank would only 
have USD 60 million in initial capital and a planned USD 200 
million by year-end, it would not harm the sector, as the 

whole system has around USD 4 billion. He explained that the 
Andean Development Corporation would partner with the bank, 
and that the bank would have a delimited \"social production 
arm\" that would provide subsidies, donations, bonuses, etc. 
The bank would focus on supporting five productive sectors: 
textiles, leather, wood, food processing, and tourism, he 

said. He said that the government does not support imposing 
interest rate caps. 


LA PAZ 00000732 002 OF 002 


PL 480 Secretariat 


5. (SBU) The Ambassador pointed out that, according to a 
written agreement, the GOB must consult USAID before changing 
leadership at the PL-480 secretariat, a GOB entity supported 

by USG and Japanese funds to administer PL-480 Title | and 
Title lll and other donations. The Ambassador expressed 
concern about the government\'s proposed appointment of a new 
executive secretary who seems unqualified. Loza agreed to 

put in writing that the new secretary would only be appointed 

on an interim basis with the limited mandate of conducting an 
audit of the secretariat and that USAID would be consulted 
regarding the permanent replacement. He explained that the 
audit was necessary due to allegations he had received from 

the Bolivian controller general. 


6. (SBU) The Ambassador noted that the GOB had submitted a 
good proposal to the Millennium Challenge Corporation in 
December 2005 and encouraged Loza to base the revised 
proposal on the original one. He added that Bolivia would 

need to continue complying with MCC requirements to work 
towards a compact in 2008. Loza responded that MCC and other 
programs that would benefit the Bolivian people, such as 
ATPDEA trade benefits, are important and should be pursued. 
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7. (SBU) On donor coordination, Loza failed to mention that 
one of the largest donors -- Venezuela -- does not 

participate in the coordination process, reducing the 

efficacy of the program. On the state development bank, Loza 
failed to mention the possibility of the state-owned Union 

Bank and the now Venezuelan-owned Prodem microfinance lender 
working together with the state development bank to directly 
lend to the public in unfair, subsidized competition with the 
private sector. The addition of those two institutions to 

the development bank program would have a significant impact 
on the sector. End comment. 

GOLDBERG 
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E.O. 12958: N/A 
TAGS: EAID, AMED, ASUP, CASC, EAGR, ECON, PREL, BL 
SUBJECT: BOLIVIA FLOODING SITREP 8: MARCH 16, 2007 


REF: LA PAZ 621 


1. (U) Flood waters in the departments of the Beni and Santa 
Cruz (reftel) have begun to recede. 


- GOB authorities estimate that flooding has affected almost 
85,000 families (approximately 400,000 people) in eight out 
of nine departments, with 53 fatalities. 


- Health reports indicate 2,450 suspected and confirmed cases 
of dengue fever. GOB authorities will continue mosquito 
fumigation campaigns and undertake preventive measures 
(including the fumigation of vehicles) to limit the spread of 

the disease. Minister of Health Nila Heredia expressed fears 
March 10 of a massive dengue outbreak, noting that water in 
the region contains heavy concentrations of mosquito larvae. 


2. (U) Bolivians have rallied to assist the victims, raising 
over USD 1 million in a 13-hour March 10 telethon. 
Businesses, organizations, and private citizens continue to 
donate food and supplies for affected families, despite 
delays in transporting and delivering donations. U.S. 
assistance to date totals approximately USD 1.57 million, 
including USD 365,000 in medicines provided by the NGO 
AmeriCares. 


3. (U) President Morales declared March 15 that he would 
convene an international conference on climate change to 
ensure that \"industrialized nations assumed responsibility 

for environmental disruptions\" harming poor countries. This 
marked the second time Morales publicly blamed industrialized 
nations for climate change and linked the phenomenon to 
Bolivia\'s current disaster. 

GOLDBERG 
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E.O. 12958: DECL: 03/15/2017 
TAGS: PREL, PGOV, PHUM, ECON, PBTS, KCRM, VE, GY 
SUBJECT: JAGDEO ON HUMAN RIGHTS, DRUGS AND VENEZUELA 


Classified By: Ambassador David M. Robinson for reasons 1.5(d) 


1. (C) Summary: The Ambassador met with President Bharrat 
Jagdeo in his office and at his request on March 15 to 

discuss the INCSR and Human Rights Report. Jagdeo objected 
to the methodology and tone of both documents, describing 
them as on-going irritants, and said he hoped to discuss 

their objectivity and impact at the June Conference on the 
Caribbean in Washington. The Ambassador described how the 
reports were compiled and said they accurately reflected 

source information. On Venezuela, Jagdeo said he questioned 
the regime\'s long-term stability and admitted he was relieved 
that Hugo Chavez was a no-show and unable to hijack the 
microphone at the June 3 Rio Group Summit in Georgetown. The 
President also said he will prod Chavez on the border 

dispute. That is unlikely. End Summary. 


2. (C) President Bharrat Jagdeo called the Ambassador and 
asked for an immediate meeting to talk about the INCSR and 
Human Rights Report during the early afternoon on March 15. 
The President already had launched a public tirade at the 

media saturated opening of the Guyana Defense Forces officers 
conference about US hypocrisy when the documents were 
released on March 8. Jagdeo described that earlier outburst 

as more show than substance but reasserted his conviction 

that both reports reflect rumor and guesswork more than hard 
information, particularly regarding money laundering related 

to drug trafficking. Jagdeo suggested that tax evasion and 
smuggling accounted for most of the underground economy and 
undocumented wealth in Guyana, including in the mildly 
booming construction industry. He also noted that many of 

the watchdog NGOs and other organizations contributing 
information to the report consist of one-or-two people with 

little background, no resources and sometimes questionable 
motives. 


3. (C) The Ambassador acknowledged that reliable data was 
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difficult to get in Guyana but noted that most of our 
information came from the GOG\'s own ministries, branches of 
the security services, and widely corroborated media reports. 
He said the information was as accurate as the sources and 
suggested that more transparency, especially in financial 
transactions, might improve quality. He also reminded the 
President that the challenges cited generally coincided with 
the GOG\'s own laundry list of \"to do!" items. Jagdeo said he 
would not quibble with reliable facts but still questioned 

our methodology and would like to discuss report card-type 
documents in general at the Conference on the Caribbean in 
June. 


4. (C) Turning to Venezuela, Jagdeo said he thought Hugo 
Chavez\'s focus on the poor was admirable but that his hostile 
attitude toward private investors was reckless and not 
sustainable. Jagdeo added that he pared Guyana\'s PetroCaribe 
deal to half his cabinet\'s original proposal because he 

worried about long-term stability in Venezuela, especially if 
professional managers and other highly qualified people leave 
the country in frustration. Contrasting his own attitude as 
investor friendly, Jagdeo said he is encouraging foreign oil 
companies to begin exploring along both of Guyana\'s contested 
borders -- with Suriname and Venezuela. In response to the 
Ambassador\'s remark that this initiative seemed to be a shift 

in policy, Jagdeo said he would encourage a Bolivarian change 
of heart in Chavez by reminding him of his own public 
statement that the border dispute was the result of 
\"imperialism.\" The President added that he was relieved when 
Chavez failed to show at the Rio Group Summit, saving the 
forum from becoming a prolonged harangue. In the same 
breath, Jagdeo lamented that high-level US officials do not 
come to Guyana and said he would welcome an Assistant 
Secretary level visit. The Ambassador agreed that a visit 


SIPDIS 

would be useful but likely was not on the immediate horizon. 
The discussion ended with a broad review of our PEPFAR and 
investment support programs. 


5. (C) Comment: Jagdeo has a valid point about the quality 
of information on drug trafficking and money laundering. 
Nobody is looking very hard at Guyana and most of the local 
sources available to us are amateurish, including in the GOG. 
The President stops short of denying the problems exist, 
however, and credibly says he would welcome more resources 
and constructive engagement. It may be useful as a 
demonstration of good faith and partnership to let Jagdeo 
make his points at an appropriate level in Washington during 
the Caribbean Conference, but we should avoid holding out 
hope of more help. It would be wasted, at least until 
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significant portions of the British-led, multi-million dollar 
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security sector reform program are implemented and produce 
reliable counterparts. At the moment, there are none. 


6. (C) Comment continued: On Venezuela, it seems unlikely 
Jagdeo will nudge Chavez about the border dispute and instead 
wants the oil companies to test Venezuela\'s sensitivity. 

While Jagdeo wants investment and sees the Rio Group Summit, 
the Cricket World Cup and the upcoming Commonwealth Finance 
Ministers Conference as his showcases, he does not want a 
confrontation from which he will be forced to back down. 


Robinson 
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E.O. 12958: DECL: 03/17/2017 

TAGS: PREL, PGOV, KJUS, PHUM, PE, Cl 

SUBJECT: FUJIMORI EXTRADITION RULING MAY BE IMMINENT, 
TIMING IS EVERYTHING 


REF: A. 06 SANTIAGO 01061 
B. 06 SANTIAGO 01366 


Classified By: Ambassador Craig Kelly for reasons 1.4(b) and (d). 


1. (C) Summary: At a dinner with FM Alejandro Foxley March 
on 16, Constitutional Tribunal President Jose Luis Cea told 
the Ambassador an initial ruling on Peru\'s extradition of 
former President Alberto Fujimori could come within the next 
two weeks. Despite efforts by Foxley to draw Cea out on the 
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ruling, Cea claimed not to know the actual outcome. Although 
lawyers for Fujimore and for the GOP have both stated their 
intention to appeal the eventual ruling, the timing could not 

be less convenient for Chilean foreign policy -- Foxley is 
scheduled to be in Tokyo signing a free trade agreement on 
March 27. Whatever the ruling, if it hits at the same time 

it is bound to detract from the signing. Meanwhile, the 
Chilean press reports that Peruvian President Alan Garcia has 
faced domestic criticism for not pressing Peruvian 

territorial claims, and that some in his administration are 
talking about taking Peru\'s maritime border claim to the 
International Tribunal at The Hague. As when the courts 
granted Fujimori liberty on bail in May 2006, just days 

before Peruvians went to the polls (ref A), a ruling at this 

time would demonstrate once more that the Chilean Supreme 
Court\'s docket is insensitive (if not hostile) to political 
courtesies. End summary. 


FUJIMORI FACING EXTRADITION 


2. (SBU) Fujimori faces extradition to Peru after an 
immigration error allowed him to enter Chile, using a 
Peruvian passport bearing his Japanese name, in November 
2005. Detained by Chilean police the next day, Fujimori 
spent six months in jail until his release on bail, and under 
travel restrictions, in May 2006. Peru formally requested 
extradition on corruption and human rights charges shortly 
after his arrest. The Chilean Supreme Court judge in charge 
of the extradition hearings closed his investigation of the 
charges against Fujimori in January, calling on the parties 

to submit their final summations. The GOP\'s lawyers 
presented their summation on February 6, FujimoriWs defense 
on March 1. With all arguments in hand, the presiding judge 
could issue a ruling in as little as 20 days -- that is March 
30th. That ruling, however, will be subject to appeal to the 
Second Criminal Court of the Santiago Supreme Court. Both 
parties have already stated their intention to appeal an 
unfavorable ruling. 


A HICCUP WITH JAPAN 


3. (C) Whatever the outcome of the imminent ruling or an 
eventual appeal, the domestic impact in Chile will be 
minimal. While a handful of human rights activists are 
avidly following the case, the majority of Chileans are 
indifferent if not somewhat sympathetic to Fujimori (ref B). 
The real question is what impact will the ruling have on 
Chile\'s bilateral relations with Peru and Japan. A 
preliminary ruling at this time would be somewhat 
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inconvenient in the Chile - Japan relationship as it would 
distract attention from what is set to be a major achievement 

-- the signing of a free trade agreement on March 27. 

However, the Japanese Embassy in Santiago has taken a fairly 
low profile in the case (Fujimori is a dual Peruvian - 

Japanese citizen). Fujimori recently moved to a small 
apartment close to the Japanese AmbassadorYs house and the 
Japanese embassy, raising fears he might attempt to claim 
asylum and return to Japan. Chilean police have Fujimori 
under 24-hour surveillance, and GOC officials claim to have 
taken steps to prevent this eventuality. Fujimori\'s 

extradition to Peru, which has guaranteed his right to a free 
trial, should not create friction in the official 

relationship between Chile and Japan. 


BUT A BELLY RUMBLE FOR PERU 


4. (C) The effect on the Peru - Chile relationship is more 
fraught with peril and harder to gauge. A decision to 
extradite could tend to solidify relations between Bachelet 
and Garcia, possibly strenthening Garcia\'s hand and ability 
to push forward with commercial and military cooperation with 
Chile. Some in Chile fear a decision against extradition 

could weaken Garcia domestically, strengthening rumors of 
some kind of back-room deal between Garcia and the 
Fujimoristas, or providing ammunition to Humala Ollanta. 


5. (C) When under threat, Peruvian leaders in the past have 
often resorted to taking a hard line against Chile to bolster 
their own nationalist and populist credentials, but provoking 
diplomatic backlash from Chile. The GOC has worked 
assiduously to support Garcia and maintain good relations 
with his government. Last week Foxley convinced the 
directorate of Chile\'s National Television (TVN) to delay 
broadcast of a documentary on the 1897 War of the Pacific 
between Chile, Peru and Bolivia. Chilean and Peruvian 
diplomats feared the broadcast (besides Chile, TVN is seen by 
over 600,000 viewers in southern Peru) could fan a 
nationalist backlash in advance of important multilateral and 
bilateral meetings. 


A MATTER OF TIMING 


6. (C) If the ruling comes early, once again Chile\'s Supreme 
Court will be showing its insensitivity to the effect of the 
Fujimori case on international relations. Between Foxley\'s 
planned FTA signing in Japan and Bachelet\'s planned side 
meeting with Garcia at the South America Energy Integration 
Summit on April 17, the timing of any ruling -- positive or 
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negative -- couldn\'t be worse. Although both Garcia and 
Bachelet want to see an improvement in the bilateral 
relationship, Gacia\'s internal opposition and even members of 
his own party seemed fixated on keeping Peru\'s maritime and 
land border aspirations on the front burner. Post would 
welcome the views of our colleagues in Peru and Japan on 
possible ramifications of an early decision. 

KELLY 
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E.0.12958: N/A 

TAGS: KCRM, KIPR, PREL, PGOV, CA 

SUBJECT: ONTARIO AG SUPPORTS IPR, PROMISES TO PROSECUTE IF POLICE 
MAKE ARRESTS 


Ref: (A) Toronto 45 (B) Toronto 60 
Sensitive But Unclassified - protect accordingly. 


1. (SBU) On March 15 Consul General and Pol/Econ officer met with 
Ontario Attorney General Michael Bryant to urge a strengthening of 
intellectual property rights (IPR) enforcement. Bryant said that he 

fully supports prosecuting those who pirate DVDs and CDs and 
confirmed he concurs that profits from mass IPR counterfeiting 
operations help support organized crime, not just mom and pop shops. 


2. (SBU) Bryant acknowledged that resources are an issue, both for 
police and prosecutors. He confirmed that civil asset forfeiture is 

an option, as far as reimbursing the police for their cost to 

investigate counterfeiters, and he noted the province has begun 
moving more aggressively on civil forfeiture in drug-related cases. 

He acknowledged, however, that the civil forfeiture process was 
complex, requiring the police to conduct the investigation first, 

then formally seek reimbursement for the expended funds, which must 
be budgeted in detail. 
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3. (SBU) Bryant concurred that outlawing movie camcording would help 
to push the point of enforcement back from the point of sale, while 
saying that, by and large, Canada\'s criminal code already is 

adequate to address most IPR violations. Bryant said he closely 
follows the role of organized crime in IPR violations, and 

frequently mentions the issue in his public addresses. 


4. (SBU) Bryant told the CG he is interested in participating in 
industry and other organizations efforts to bring IPR issues to the 
public eye. He also opined that musicians who encourage free 
downloading of music are contributing to public perceptions that IPR 
violations are not a serious matter. 


5. (SBU) Comment: We will continue our efforts to raise the profile 
of IPR enforcement concerns with Ontario provincial and municipal 
officials responsible for enforcing and prosecuting IPR violations. 
We plan to seek appointments with Toronto area Police Chiefs to 
encourage them to strengthen efforts. We will mention to them that 
the civil forfeiture process is one way to recoup enforcement costs, 
particularly against some of the Toronto area\'s notorious marketers 
of counterfeit goods (described in ref (B)). End Comment. 


NAY 
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RUEHBO/AMEMBASSY BOGOTA 1661 
RUEHBR/AMEMBASSY BRASILIA 3537 
RUEHBU/AMEMBASSY BUENOS AIRES 0157 
RUEHCV/AMEMBASSY CARACAS 1316 
RUEHGT/AMEMBASSY GUATEMALA 0311 
RUEHLP/AMEMBASSY LA PAZ MAR LIMA 4976 
RUEHMN/AMEMBASSY MONTEVIDEO 3573 
RUEHZP/AMEMBASSY PANAMA 0233 
RUEHQT/AMEMBASSY QUITO 1659 
RHMFISS/HQ USSOUTHCOM MIAMI FL","C ONFIDENT IAL SANTIAGO 000447 


SIPDIS 
SIPDIS 
E.O. 12958: DECL: 03/15/2017 


TAGS: PGOV, PINR, PREL, VE, Cl 
SUBJECT: MY BAD: CHILEVS AMBASSADOR TO VENEZUELA OFFERS 


Column 3 
RESIGNATION, BACHELET ACCEPTS 


REF: SANTIAGO 425 
Classified By: Ambassador Craig Kelly for reasons 1.5 (b and d). 


1. (U) Chiles ambassador to Venezuela, Claudio Huepe, 
returned to Santiago early the morning of March 15 and, after 
a 11:00 a.m. meeting with Foreign Minister Foxley, offered 
his \"irrevocable resignation. President Bachelet accepted 
it. Huepe\'s exit was expected, coming only days after his 
remarks in a Caracas television interview - heavily 
publicized here - in which he claimed Bachelet had told him 
she had wanted to vote for Venezuela in last fall's UNSC 
election (reftel). She had not, she purportedly told Huepe, 
due to internal coalition dissent within the Concertacion. 
This was a direct contradiction of Bachelet\'s public 
rationale that the vote was based solely on Chile\'s foreign 
policy interests. 


2. (U) In a statement to the press, Huepe said he had decided 
to resign because his Caracas interview had \"provoked a 
political storm that | never sought, nor thought would 
develop. Huepe further muddied the waters by reversing 
himself and saying that Bachelet had in fact said to him what 
she had been saying publicly: That Chile would not vote for 
Venezuela because there was no regional consensus on its 
candidacy. 


3. (U) Foxley, in his own statement following the meeting 

with Huepe, said that he personally lamented his good 

friend\" Huepe\'s departure, noting that Huepe had done a good 
job of strengthening Chile-Venezeula relations. In declaring 
the matter \"closed,\" Foxley observed, that \"It escapes no one 
that while we were seeking consensus (on the UNSC vote), 
there was internal debate in political sectors. This debate 

was neutralized by the President on the basis of only one 
consideration: the interests of Chile." 


4. (C) The Ambassador spoke with Foxley the evening of March 
15 on several matters (septel). On this issue, the FM shook 

his head. WHuepe made a mistake, and he knew it" Foxley 
said that Huepe had been well-liked by all but that Huepe 
himself had admitted that \"he (Huepe) was not able to make 
the transition from politician to diplomat.\" (Huepe\'s 

immediate superior, Ambassador Juan Pablo Lira, had made a 
similar observation to E/POL Counselor March 14, noting that 
\"Diplomats know what to say and what not to say.\" Lira had 
also expected Huepe to be removed for his indiscretion.) 


5. (C) Foxley also noted that Huepe commented that Venezuelan 
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president Chavez now saw Chile as a \"challenger\" for 
influence in Latin America. Although Bachelet was a fellow 
socialist, she offered a Wcompeting vision\" for development. 
For Chavez, such competition was a zero-sum game. 


6. (C) Comment: Foxley\'s comments on Huepe\'s dismissal only 
confirm what everybody in Chile knew, but Huepe to his 

chagrin announced: that Bachelet\'s UNSC vote was influenced 
by politics. We find at least as interesting Huepe\'s 

analysis of Chavez\'s discomfort with Chile\'s more successful 
\"socialist\" model. Foxley has made clear to us that he 

intends to keep making the point in the region that the 

Chilean path works. End comment. 

KELLY 
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SIPDIS 
SIPDIS 


STATE FOR IO/PSC (GRACE KANG), IO/T (HEATHER VON BEHREN), 
IO/UNP, WHA/CEN (ELIA TELLO), AND WHA/PPC 


E.O. 12958: DECL: 03/16/2017 
TAGS: PREL, UNSC, KPKO, IR, CD, CT 
SUBJECT: PANAMA: IRAN AND SUDAN DEMARCHES DELIVERED 


REF: (A) STATE 33349 (B) STATE 33367 


Classified By: Counselor for Political Affairs Brian R. Naranjo. Reaso 
n: 1.4 (d). 


1. (C) \"We do not foresee a problem with the draft UN 

Security Council Resolution on Iran that was prepared by the 

P-5 1 and anticipate that it will be adopted early next 

week,\" Panamanian MFA Senior Advisor for UN Security Council 
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Matters Nils Castro told POLCOUNS on March 16. Though he 
complained about the lack of early consultation with the E-10 
regarding the resolution\'s text, Castro did not believe that 

any significant observations" would be made on March 19 in 
New York and that the resolution would be passed quickly with 
Panama\'s support. Noting the very grave situation Sudan, 
Castro said that the GOS was \"clearly aggravating the 
situationW and \"using false pre-texts\" to derail the 
peacekeeping effort. Panama would voice its concerns on 
March 19 when UN U/SYG Guehenno briefed the Council on Sudan. 


2. (SBU) Ambassador continues to try to reach First VP and 
FM Samuel Lewis and VFM Ricardo Duran to present reftel 
demarches. Lewis is traveling in the U.S., and Duran is 
traveling in Panama. Post will report septel the results of 
any further high-level conversations on these matters. 
Castro was the highest-ranking available MFA official to 
receive this demarche. 


3. (C) Noting that he had reviewed the P-5 1 draft UNSCR, 
Castro said that Panama had \"no major concerns\" and believed 
that the text was good. Nonetheless, Castro said Panama 
shared South Africa\'s concerns that that E-10 were not being 
given sufficient time to consider the text and were not 
provided the opportunity to negotiate. Castro welcomed the 
text\'s \"gradualist\" approach and said its \"flexibility\" would 
help bring about a diplomatic solution. When the draft Iran 
UNSCR was discussed on the morning of March 19, Castro 
predicted that there would not be any serious observations 
and that the resolution would be quickly adopted next week 
with Panama\'s support. 


4. (C) Castro said that Sudan was \"clearly aggravating\" the 
situation in Sudan and using \"pre-texts\" to derail UN-AU 
cooperation. \"This very grave situation is a clear threat to 
international peace and security,\" Castro added. \"We are 
running out of Chapter VI options.\" Castro said Panama would 
voice its concerns on Sudan in New York. Frustrated, Castro 


Column 3 

said he did not know what else could be done to pressure 

Sudan to accept a peacekeeping mission. Though he winced at 
the prospect of \"coercive measures,\" Castro acknowledge that 
the time for such measures may have arrived. Castro said 

that he had already spoken with PANUN PermRep Arias, and they 
agreed that Panama had to speak out on the \"humanitarian 
tragedy\" in Sudan. 


5. (C) Concerning Iran, Panama\'s concerns have been 
primarily about process and approach: maintain consensus 
(especially among the P-5) and gradually ratchet up pressure 
on Iran. While Panama\'s feelings are somewhat bruised for 
not having been brought into the negotiations on the P-5 1 
text, Panama will support this resolution since its concerns 
were met. On Sudan, Panama will speak out against the 
continuing humanitarian crisis and may even directly 

criticize the Sudanese government, a government with which it 
has little at stake. Panama will need to be brought along to 
accept coercive measures, and it\'s acknowledgment that 
\"Chapter VI\" options are running out should help pave the way 
to accept tougher steps. 

EATON 
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SIPDIS 

USDOC FOR NOAA ANN KEBECK 

SIPDIS 

E.O. 12958: N/A 

TAGS: OTRA, TPHY, KSCA, EFIS, ETRD, ES, HO 

SUBJECT: SAN SALVADOR COUNTRY CLEARANCE FOR NOAA VISIT 
REF: USDOC 02398 


1. Post grants country clearance to USDOC NOAA employees Stuart 
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Cory, Mark Paterni, Nancy Daves, Cheryl Ryder, Paul Raymond and John 
Mitchell to travel to San Salvador March 18-21, 2007, to attend 

meetings with personnel of OSPECA, USAID and CAFTA. Control Officer 
for this visit is Economic Officer Geoffrey Schadrack, Embassy phone 
number (503) 278-4444, ext. 2052. 


2. Clearances: Post has yet to obtain information concerning these 
visitors. Kindly forward this information upon receipt of this 
message. Post's Regional Security Office must be apprised of the 
full name and type of security clearance, if any, held by the 

visitor. 


Absent this information, security regulations may limit visitor 
access to US Government facilities, may require that visitors be 
escorted while in US Government facilities where classified 
information is stored, produced, or discussed, and may prohibit 
visitor access to classified information or classified information 
handling equipment while in El Salvador. Visitors may use their 
diplomatic or official passport or State Department building pass to 
obtain a temporary Embassy-issued identification card, required to 
access and be on the Embassy compound. 


All TDY visitors under COM authority who will be in-country more 
than ten working days are required to receive a security briefing by 
the Regional Security Office. Your sponsor will provide you with 
the date and time of your briefing. 


3. Accommodations. Post acknowledges that all travel and lodging 
arrangements are being handled by visitors. Reservations have been 
made at the Hilton Princess Hotel, Tel: (503) 2278-4444. The per 

diem rate for San Salvador is presently $113.00 for lodging and 

$78.00 for M&lE, for a total per diem rate of $191.00. The hotel 

accepts Visa, American Express and MasterCard for payment. The legal 
currency in El Salvador is the U.S. Dollar. 


4. Administrative Support Services (ICASS) for TDY/Visitors: Action 
Request: 

(a) If administrative support services are necessary, regardless of 
length of stay, then the visitor must be able to present to the 
Financial Management Office their travel authorization (or another 
fund cite) in order to pay for direct costs of the visit. Each 

agency, organization, or visiting delegation will be charged for the 
actual costs attributed to their visit and will be advised of this 
action. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, accommodation 
exchange, and representational event support), field travel-lodging 
and M&IE by Embassy employees, vehicle rentals, long distance 
telephone calls, equipment rentals, office supplies and all other 
costs that are directly attributable to the visit. 


(b) Also, for TDYers over thirty (30) days, there is a charge for 
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ICASS support services. If your sponsoring agency is not signed up 
for ICASS services at Post, please be prepared to sign a MOU for 
ICASS support services upon arrival. The agency should provide post 
with a written communication generated by the traveler\'s 
headquarters that confirms the agency will pay ICASS charges for the 
TDYers, provide the agency ICASS billing code the TDY support 
charges should be applied to, and authorizes the traveler to sign 

the ICASS invoice generated by the TDY module. Where travel is 
urgent, the TDYers should bring this documentation with them to 
ensure there are no interruptions in the provision of service. Post 

will not provide any service to a TDYer staying in excess of thirty 
days without provision of this documentation before day 31 of the 
TDY. 


5. Airport transportation services. Most hotels offer airport 

shuttle service for their confirmed guests. This service may be 

free, but is typically charged at rates ranging between $7.00 and 
$15.00 per one-way trip. The hotels that currently offer this 

service are: Radisson, Princess Hotel, Holiday Inn Hotel, Sheraton 
Presidente San Salvador Hotel and Real Intercontinental. If airport 
shuttle service by the hotel is not acceptable, your embassy POC can 
request State Motor Pool transportation services. If the TDY 
traveler(s) agency is not represented at post, the host agency will 

be charged for ICASS mileage. 


(a) Taxis. GSO and the Princess Hotel recommend ACACYA taxis. This 
company provides 24/7 services throughout San Salvador. They 
provide a/c sedans and/or vans upon request. This company operates a 
Kiosk at the airport (located at the meet/greet lobby of the 

terminal, outside of the passenger\'s exit), tel. numbers (503) 

2339-9282 or (503) 2339-9271 and from Hotel Princess (503) 2298-4545 
(ext. 2540). The company will accept reservations via their e-mail 
address: acacya_es@yahoo.es. The following charges are levied from 
the following areas: Urban areas within San Salvador to the 

International Airport $25.00. Embassy area (Santa Elena)/ 

International Airport $22.00 


(b) Transporte Express. This company provides services throughout 
San Salvador. They provide minivans or 15 person vans upon request. 
Telephone numbers are (503) 2252-9400 or (503) 2252-9401. The 
company offers transfers to the airport for $30.00 each way for 
minivans and $35.00 for the larger vans. They will also \"meet and 
greet\" at the airport upon arrival. Additionally, they offer hourly 

rates (3 hour minimum) for shopping or sightseeing excursions. Their 
web site is: www.transporte-express.com 


6. Laptop Policy. State Department regulations prohibit 

installation or use of privately-owned computers, removable media or 
thumb drives in any State office building (12 FAM 625.1-2F). All 
visitors must notify the Regional Security Office via telegram if 

they intend to use U.S. Government-owned portable computers, 
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removable media or thumb drives on the Embassy Compound. No device 
is permitted to be connected to a State Department computer or 
network without approval from the Information Management Officer 
(IMO). Portable computer, removable media or thumb drive access 
requests must include: 

--A statement that the computer is government-owned 

--A statement that the computer is (or is not) intended to be 
connected to any network inside the embassy. 

--The model and serial number of the portable computer must be 
supplied. 

--A statement that the computer is (or is not) intended for use in a 
Controlled Access Area (CAA), and if so: 

--A statement that the wireless communication ports are disabled. 
--A statement that the speaker, microphone, and sound cards are 
disabled. 

--A statement describing how the computer will be transported to 
Post (i.e. as carry-on luggage, via classified pouch, etc.). 


7. Country Clearance/Visa Issues/Firearms: Country clearance is 
required for all personnel entering El Salvador. Individuals 

entering El Salvador on U.S. Diplomatic, Official or Tourist 
passports are not/not required to obtain a Salvadoran Visa prior to 
entering the country. However, holders of Tourist passports should 
expect to pay a $10.00 fee at the port of entry. Individuals 
possessing a passport from a country other than the United States 
should consult the Salvadoran Embassy in Washington D.C. for that 
country's visa requirements. A departure fee of USD 34.00 is 
charged commercial airline customers, and is included in your ticket 
price. Bearers of diplomatic passports are exempt from this 
departure fee. The importation or possession of any firearm or 
ammunition while traveling to or while in El Salvador is prohibited. 
Travelers in possession of any firearm or ammunition are subject to 
arrest/detainment by Salvadoran authorities. Any exception to this 
rule MUST be approved in advance of arrival by the RSO of the U.S. 
Embassy and Salvadoran authorities. Approval to carry a firearm on 
a flight from airlines departing the U.S. to El Salvador does not 
constitute approval from the Government of El Salvador to bear a 
firearm while in El Salvador. 


8. Security information: the threat against Americans from political 
activity is considered low. The threat from criminal elements is 
critical. Random, violent crime is endemic throughout the country. 
Armed street robberies, carjacking, kidnapping for ransom, sexual 
assaults and residential burglaries threaten every person in the 
country. US Citizen or official travelers have not been singled 

out, but are subject to the same threat as all other persons in El 
Salvador. Iftravelers are not being met by Embassy personnel or 
taking the airport shuttle, then they should schedule their flights 

to arrive during daylight hours in order to get into San Salvador 
before nightfall. Traveling on the roads after dusk is dangerous 
for security and traffic safety reasons. 
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9. Precautions: though all areas of the country are on limits, 
travelers need to be aware that the downtown area of San Salvador, 
along with other urban areas in the country, is significantly less 

safe than the west side of the capital. Visitors are strongly 

advised to exercise caution while in the vicinity of your hotel, 
particularly at night. Travel to rural areas should be undertaken 

with caution and scheduled so as to arrive in San Salvador or 
another major city by dark. Mountain roads and poorly maintained 
vehicles are a danger to travelers. Highway robberies and other 
violence are real threats. Public transportation, especially buses, 
both within and outside the capital is risky and is not recommended. 
Use radio dispatched taxis or those stationed in front of your 

hotel. 


10. Contact with local media: the Ambassador has charged the Office 
of Public Affairs with reviewing and managing public diplomacy 
activities on behalf of the entire Embassy. All official visitors 

must coordinate participation in any public event with the Public 
Affairs Officer or Information Officer in advance. This requirement 
applies to interviews with radio, television and print media as well 

as to public speeches. 


11. Health issues: 

--Food: Visitors to El Salvador are at risk for gastrointestinal 

illnesses. Pay careful attention to the choice of food and 

beverages. Most well known restaurants are considered safe. 

--Drink: Bottled drinks are considered safe. Tap water is not 
considered potable. 

--Infectious diseases: All persons traveling in El Salvador, even 

for a brief visit, are at risk of contracting dengue. Reduce contact 

with mosquitoes to reduce risk of dengue. 

--Immunizations: No additional immunizations are required. 
Immunizations for hepatitis A, hepatitis B, and typhoid reduce the 

risk of contracting these diseases. Short-term visitors who adhere 

to good hygiene measures and follow recommendations concerning food 
and water consumption have a minimal chance of exposure. Tetanus 
immunization should be updated. Because rabies is endemic in El 
Salvador, visitors should avoid contact with animals whose 
immunization status is unknown. 

--Automobile safety: Automobile accidents are among the most common 
causes of serious injury. Avoid driving at night. Use seat belts. 
--Emergency medical services: Emergency medical care is limited in 
El Salvador. The health unit keeps an up-to-date list of available 
health facilities in San Salvador. Travelers should arrange for 
medical evacuation insurance either personally or through their 
sponsoring agency prior to their arrival. 


12. All U.S. Government funded travelers are reminded to utilize 
U.S. airlines whenever possible. 
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13. If any questions or concerns regarding security matters arise, 
please contact the U.S. Embassy at (503) 2278-4444, RSO: ext. 2262. 


GLAZER 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, SENV, ES, CS 
SUBJECT: SAN SALVADOR COUNTRY CLEARANCE FOR ANDREA C. BOREL 


REF: SAN JOSE 00496 


1. Post grants country clearance to Regional Environmental 
Specialist Andrea C. Borel to travel to San Salvador March 19-23, 
2007, to join NOAA delegation meeting with OSPESCA and attend 
CAFTA-DR environmental cooperation meetings. Control Officer for 
this visit is Economic Officer Geoffrey Schadrack, Embassy phone 
number (503) 278-4444, ext. 2052. 


2. Clearances: Post has yet to obtain information concerning these 
visitors. Kindly forward this information upon receipt of this 
message. Post\'s Regional Security Office must be apprised of the 
full name and type of security clearance, if any, held by the 

visitor. 


Absent this information, security regulations may limit visitor 
access to US Government facilities, may require that visitors be 
escorted while in US Government facilities where classified 
information is stored, produced, or discussed, and may prohibit 
visitor access to classified information or classified information 
handling equipment while in El Salvador. Visitors may use their 
diplomatic or official passport or State Department building pass to 
obtain a temporary Embassy-issued identification card, required to 
access and be on the Embassy compound. 


All TDY visitors under COM authority who will be in-country more 
than ten working days are required to receive a security briefing by 
the Regional Security Office. Your sponsor will provide you with 
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the date and time of your briefing. 


3. Accommodations. Post acknowledges that all travel and lodging 
arrangements are being handled by USAID and CCAD. The per diem rate 
for San Salvador is presently $113.00 for lodging and $78.00 for 

M&LIE, for a total per diem rate of $191.00. The hotel accepts Visa, 
American Express and MasterCard for payment. The legal currency in 

El Salvador is the U.S. Dollar. 


4. Administrative Support Services (ICASS) for TDY/Visitors: Action 
Request: 

(a) If administrative support services are necessary, regardless of 
length of stay, then the visitor must be able to present to the 
Financial Management Office their travel authorization (or another 
fund cite) in order to pay for direct costs of the visit. Each 

agency, organization, or visiting delegation will be charged for the 
actual costs attributed to their visit and will be advised of this 
action. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, accommodation 
exchange, and representational event support), field travel-lodging 
and M&IE by Embassy employees, vehicle rentals, long distance 
telephone calls, equipment rentals, office supplies and all other 
costs that are directly attributable to the visit. 


(b) Also, for TDYers over thirty (30) days, there is a charge for 

ICASS support services. If your sponsoring agency is not signed up 
for ICASS services at Post, please be prepared to sign a MOU for 
ICASS support services upon arrival. The agency should provide post 
with a written communication generated by the traveler\'s 
headquarters that confirms the agency will pay ICASS charges for the 
TDYers, provide the agency ICASS billing code the TDY support 
charges should be applied to, and authorizes the traveler to sign 

the ICASS invoice generated by the TDY module. Where travel is 
urgent, the TDYers should bring this documentation with them to 
ensure there are no interruptions in the provision of service. Post 

will not provide any service to a TDYer staying in excess of thirty 
days without provision of this documentation before day 31 of the 
TDY. 


5. Airport transportation services. Most hotels offer airport 

shuttle service for their confirmed guests. This service may be 

free, but is typically charged at rates ranging between $7.00 and 
$15.00 per one-way trip. The hotels that currently offer this 

service are: Radisson, Princess Hotel, Holiday Inn Hotel, Sheraton 
Presidente San Salvador Hotel and Real Intercontinental. If airport 
shuttle service by the hotel is not acceptable, your embassy POC can 
request State Motor Pool transportation services. If the TDY 
traveler(s) agency is not represented at post, the host agency will 

be charged for ICASS mileage. 


(a) Taxis. GSO and the Princess Hotel recommend ACACYA taxis. This 
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company provides 24/7 services throughout San Salvador. They 
provide a/c sedans and/or vans upon request. This company operates a 
Kiosk at the airport (located at the meet/greet lobby of the 

terminal, outside of the passenger\'s exit), tel. numbers (503) 
2339-9282 or (503) 2339-9271 and from Hotel Princess (503) 2298-4545 
(ext. 2540). The company will accept reservations via their e-mail 
address: acacya_es@yahoo.es. The following charges are levied from 
the following areas: Urban areas within San Salvador to the 
International Airport $25.00. Embassy area (Santa Elena)/ 

International Airport $22.00 


(b) Transporte Express. This company provides services throughout 
San Salvador. They provide minivans or 15 person vans upon request. 
Telephone numbers are (503) 2252-9400 or (503) 2252-9401. The 


company offers transfers to the airport for $30.00 each way for 
minivans and $35.00 for the larger vans. They will also \"meet and 
greet\" at the airport upon arrival. Additionally, they offer hourly 

rates (3 hour minimum) for shopping or sightseeing excursions. Their 
web site is: www.transporte-express.com 


6. Laptop Policy. State Department regulations prohibit 

installation or use of privately-owned computers, removable media or 
thumb drives in any State office building (12 FAM 625.1-2F). All 
visitors must notify the Regional Security Office via telegram if 

they intend to use U.S. Government-owned portable computers, 
removable media or thumb drives on the Embassy Compound. No device 
is permitted to be connected to a State Department computer or 
network without approval from the Information Management Officer 
(IMO). Portable computer, removable media or thumb drive access 
requests must include: 

--A statement that the computer is government-owned 

--A statement that the computer is (or is not) intended to be 
connected to any network inside the embassy. 

--The model and serial number of the portable computer must be 
supplied. 

--A statement that the computer is (or is not) intended for use in a 
Controlled Access Area (CAA), and if so: 

--A statement that the wireless communication ports are disabled. 
--A statement that the speaker, microphone, and sound cards are 
disabled. 

--A statement describing how the computer will be transported to 
Post (i.e. as carry-on luggage, via classified pouch, etc.). 


7. Country Clearance/Visa Issues/Firearms: Country clearance is 
required for all personnel entering El Salvador. Individuals 
entering El Salvador on U.S. Diplomatic, Official or Tourist 
passports are not/not required to obtain a Salvadoran Visa prior to 
entering the country. However, holders of Tourist passports should 
expect to pay a $10.00 fee at the port of entry. Individuals 
possessing a passport from a country other than the United States 
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should consult the Salvadoran Embassy in Washington D.C. for that 
country's visa requirements. A departure fee of USD 34.00 is 
charged commercial airline customers, and is included in your ticket 
price. Bearers of diplomatic passports are exempt from this 
departure fee. The importation or possession of any firearm or 
ammunition while traveling to or while in El Salvador is prohibited. 
Travelers in possession of any firearm or ammunition are subject to 
arrest/detainment by Salvadoran authorities. Any exception to this 
rule MUST be approved in advance of arrival by the RSO of the U.S. 
Embassy and Salvadoran authorities. Approval to carry a firearm on 
a flight from airlines departing the U.S. to El Salvador does not 
constitute approval from the Government of El Salvador to bear a 
firearm while in El Salvador. 


8. Security information: the threat against Americans from political 
activity is considered low. The threat from criminal elements is 
critical. Random, violent crime is endemic throughout the country. 
Armed street robberies, carjacking, kidnapping for ransom, sexual 
assaults and residential burglaries threaten every person in the 
country. US Citizen or official travelers have not been singled 

out, but are subject to the same threat as all other persons in El 
Salvador. Iftravelers are not being met by Embassy personnel or 
taking the airport shuttle, then they should schedule their flights 

to arrive during daylight hours in order to get into San Salvador 
before nightfall. Traveling on the roads after dusk is dangerous 
for security and traffic safety reasons. 


9. Precautions: though all areas of the country are on limits, 
travelers need to be aware that the downtown area of San Salvador, 
along with other urban areas in the country, is significantly less 

safe than the west side of the capital. Visitors are strongly 

advised to exercise caution while in the vicinity of your hotel, 
particularly at night. Travel to rural areas should be undertaken 

with caution and scheduled so as to arrive in San Salvador or 
another major city by dark. Mountain roads and poorly maintained 
vehicles are a danger to travelers. Highway robberies and other 
violence are real threats. Public transportation, especially buses, 
both within and outside the capital is risky and is not recommended. 
Use radio dispatched taxis or those stationed in front of your 

hotel. 


10. Contact with local media: the Ambassador has charged the Office 
of Public Affairs with reviewing and managing public diplomacy 
activities on behalf of the entire Embassy. All official visitors 

must coordinate participation in any public event with the Public 
Affairs Officer or Information Officer in advance. This requirement 
applies to interviews with radio, television and print media as well 

as to public speeches. 


11. Health issues: 
--Food: Visitors to El Salvador are at risk for gastrointestinal 
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illnesses. Pay careful attention to the choice of food and 

beverages. Most well known restaurants are considered safe. 

--Drink: Bottled drinks are considered safe. Tap water is not 
considered potable. 

--Infectious diseases: All persons traveling in El Salvador, even 

for a brief visit, are at risk of contracting dengue. Reduce contact 

with mosquitoes to reduce risk of dengue. 

--Immunizations: No additional immunizations are required. 
Immunizations for hepatitis A, hepatitis B, and typhoid reduce the 

risk of contracting these diseases. Short-term visitors who adhere 

to good hygiene measures and follow recommendations concerning food 
and water consumption have a minimal chance of exposure. Tetanus 
immunization should be updated. Because rabies is endemic in El 
Salvador, visitors should avoid contact with animals whose 
immunization status is unknown. 

--Automobile safety: Automobile accidents are among the most common 
causes of serious injury. Avoid driving at night. Use seat belts. 
--Emergency medical services: Emergency medical care is limited in 
El Salvador. The health unit keeps an up-to-date list of available 
health facilities in San Salvador. Travelers should arrange for 
medical evacuation insurance either personally or through their 
sponsoring agency prior to their arrival. 


12. All U.S. Government funded travelers are reminded to utilize 
U.S. airlines whenever possible. 


13. Ifany questions or concerns regarding security matters arise, 
please contact the U.S. Embassy at (503) 2278-4444, RSO: ext. 2262. 


GLAZER 
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STATE FOR DRL, lO, AND WHA/MEX 
E.O. 12958: N/A 


TAGS: KDEM, PHUM, PGOV, PREL, UNGA, MX 
SUBJECT: OUTCOME OF OPENING MEETING OF THE COMMUNITY OF 
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DEMOCRACIES WORKING GROUP ON POVERTY, DEVELOPMENT, AND 
DEMOCRATIC GOVERNANCE MARCH 12 


REF: STATE 29741 


1. (SBU) Poloff participated in the March 12, 2007 opening 
meeting of the Community of Democracies (CD) working group on 
\"poverty, development, and democratic governance\" held at the 
Secretariat of Foreign Affairs (SRE) in Mexico City. The 


SIPDIS 

working group was inaugurated by Mexican Undersecretary of 
Multilateral Affairs and Human Rights Juan Manuel Gomez 

Robledo and co-chaired by the Government of Argentina. 

Before opening up the discussions, each roundtable was 

initiated by a speaker: Round Table 1 Governance and 
Democracy,\" Mr. Luis Huacuja Acevedo, UNAM; Round Table 2 
“Development and Democracy," Mr, Dong Nguyen Huu, PNUD; and 
Round Table 3 Poverty and Democracy," Mr. Jose Antonio 
Crespo, CIDE. 


2. (SBU) Working group discussions were often theoretical and 
philosophical in nature. Important issues raised included 
definitions of democracy and its merits and deficiencies, the 
struggle to eradicate poverty and recognize that economic 
marginalization can impede political participation, the 

shared responsibility between governments and civil society, 
the need to do more to include women and minorities in the 
democratic process, the importance of understanding 
trans-national threats to democracy and implications for 
sovereignty, recognizing that democracy on its own is not a 
guarantee of development, the requirement of rule of law in 
effective democracies, and the interdependence between these 
themes. There was a lengthy discussion about the corrosive 
effect of structures of privileges in Latin America; 

democracies that have waited too long to end elite privileges 
and adequately address poverty and inequality have 
experienced leftward political tendencies and populist appeal. 


3. (SBU) Poloff used themes in reftel for the roundtable 
discussions to explain U.S. positions and, as requested, 
emphasized the need to initiate concrete proposals, 
suggesting looking at the negative relationship between 
corruption and development. Seminar participants agreed to 
study this issue in depth in the next meeting, incorporating 
best practices developed by the World Bank and OSCE and also 
looking at the outcome of the International Anti-Corruption 
Conference held in Guatemala in November 2006. Other 
representatives reflected on their countries respective 
experiences with democracy and development, with a number 
arguing that widespread poverty can contaminate democratic 
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life. 


4. (SBU) The Secretariat of Foreign Affairs (SRE) has 
prepared a draft document summarizing the discussion at the 
seminar, which will be forwarded to DRL via facsimile. 
Delegations have until March 20 to make comments. The 
document states specifically that it reflects the discussions 

of the working group with the aim of not prejudicing or 
prioritizing issues discussed, and that it does not 

necessarily reflect the positions of member governments. 
Post requests that DRL review the draft and provide guidance. 


Visit Mexico City\'s Classified Web Site at 
http://www state.sgov.gov/p/wha/mexicocity 
GARZA 
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DEPT FOR DRL/AWH AND ILCSR, WHA/MEX AND PPC, USDOL FOR ILAB 


E.O. 12958: N/A 

TAGS: ELAB, ECON, PGOV, SOCI, PINR, MX 

SUBJECT: PRESIDENT CALDERON ALL BUT EMBRACES OPPOSITON 
LABOR CONFEDERATION AS OFFICIAL UNION 


REF: (A) 06 MEXICO 5528 (B) 06 MEXICO 7042 


(1. Summary: For most of the history of modern Mexico the 
CTM, (Confederation of Mexican Workers) the country,s 
largest association of labor unions, was formally tied to one 
political party. Officially the CTM is still a part of that 

party, the Institutional Revolutionary Party (PRI), which 
governed Mexico for most of the past 70 years. Now however, 
after the PRI,s second consecutive loss of a president 
election, the CTM has moved to establish a close working 
relationship with the PAN (National Action Party) government 
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of Mexican President, Felipe Calderon. On February 24, the 
CTM invited President Calderon to address the representatives 
of the labor confederation as the guest of honor at national 
general assembly. During the general assembly both Calderon 
and the national leader of the CTM, while acknowledging their 
allegiance to different political parties, nevertheless 

committed themselves to working together for a common good. 
Speaking in grand phrases, Calderon promised to work 
tirelessly to improve employment opportunities for Mexican 
workers, but steered clear of committing himself to specific 
items on labor,s legislative agenda. For his part, the CTM 
leader expressed concern for the problems facing Mexico but 
pointedly avoided any statements that might create problems 
for Calderon. After the event, an observer from Mexico,s 

third major party characterized the assembly as a 
Calderon/CTM love fest and said it proved that the PRI 
affiliated confederation is once again the government,s 

official union. End Summary. 


THE OFFICIAL UNION OF THE FORMER RULING PARTY 


2. Until relatively recently, and for most of Mexico,s 

modern history, the CTM (Confederation of Mexican Workers) 
has been formally tied to the country,s Institutional 
Revolutionary Party (PRI). The CTM, which could roughly be 
compared to the AFL-CIO in the US, is Mexico,s largest 
confederation of labor unions. Because of its formal ties to 
the PRI, the CTM was considered the official government union 
for the 70 years that the PRI ruled Mexico. On paper at 

least, and by political inclination, the CTM is still an 

integral part of the PRI. Now however, following that 

party,s second consecutive loss of a presidential election 

(in 2000 and 2006), the CTM is moving to keep its options 
open and has moved to establish a closer working relationship 
with the PAN (National Action Party) government of recently 
inaugurated Mexican President Felipe Calderon. 


THE PRI UNION AND THE PAN PRESIDENT 


3. Almost since Felipe Calderon,s inauguration on December 
1, 2006, the CTM has done everything possible to avoid any 
type of gratuitous confrontations or unnecessarily sharp 
criticisms of his new PAN government. This is not to say 

that the CTM has uncritically accepted the labor or economic 
related initiatives of the Calderon government nor has it 
renounced its PRI roots. However, the PRI affiliated labor 
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confederation has gone out of its way to state that it 
believes that negotiation and the (more or less) 
dispassionate promotion of issues is more in the interest of 
the common Mexican worker in general and of the CTM,s 
members in particular. 


4. For example, in late December 2006 a tripartite 
commission of labor, government and private sector 
representatives negotiated a minimum wage increase of 3.9 
percent for the calendar year 2007. The CTM and nearly every 
other union in Mexico had been insisting on a wage increase 
of at least 6-10 percent in order to help workers regain the 
purchasing power they had lost during the administration of 
Calderon,s predecessor, President Vicente Fox. When the 
commission agreed on an increase of only 3.9 percent the 
labor unions affiliated with Mexico other major political 

party, the PRD (the Party of the Democratic Revolution), 
wanted to organize mass public protests. The CTM, however, 
declined to participate in any protests and stated that it 

would accept the &ridiculous8 wage increase as a vote of 
confidence in the new government of Felipe Calderon (Ref B). 
Moreover, the CTM advised its member unions to view the 
decreed minimum wage increase as the basis of negotiation and 
view it as the floor and not the ceiling in any discussion of 
worker wages. 


MEXICO 00001358 002 OF 003 


CTM INVITES CALDERON TO ITS NATIONAL ASSEMBLY 


5. The most dramatic gesture to date that the CTM has made 
to Felipe Calderon was to invite him to address its 129th 
Ordinary General Assembly on February 24. Unquestionably the 
main events of the February 24 General Assembly were the 
arrival of President Calderon and speeches given by him and 
CTM national leader Joaquin Gamboa Pascoe. Prior to the 
arrival of Calderon, Gamboa urged the CTM members at the 
assembly to treat the President with respect and that is 

exactly what they did. Many of the CTM representatives 
(especially those from northern Mexico where the PAN is 
particularly strong) gave Calderon a standing ovation and 
cheered him with unabashed enthusiasm. Media commentators 
after the event repeatedly noted that Calderon,s reception 

was in marked contrast to the boos and cat calls received by 
former President Vicente Fox when he attended a similar event. 


6. Speaking first, CTM national leader Joaquin Gamboa 
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pointedly reaffirmed the CTM,s relationship with the PRI and 
then proceeded to offer the confederation,s full support to 

the government in general and in particular to Felipe Caldron 
as the country,s chief executive. Continuing on, Gamboa 
acknowledged the concern of players many in Mexico,s economy 
that excessive wage increases might contribute to inflation 

and lauded a new initiative by Calderon,s government to 
facilitate job creation for young workers called &First 

Job8 which would exempt employers from making contributions 
to federal health insurance or retirement plans for newly 

hired employees. Gamboa concluded his remarks with an 
overview of many to the problems facing Mexico but avoided 
laying the blame for these problems on Calderon. He then 
went into a lengthy aside expressing concern for the problems 
of public security and organized crime and urged Calderon to 
be firm in dealing with criminal elements. 


7. For his part, Calderon warmly thanked Gamboa and the CTM 
representatives at the assembly for their expressions of 

support. He openly recognized that he was firmly committed 

to his own party the PAN but nevertheless promised to work 
tirelessly to promote the conditions that would enable 

increase job creation in Mexico. Calderon acknowledged the 
importance of the CTM as the largest labor confederation in 

the country and committed his government to opening a new ear 
with the union and to include labor,s proposal in his plans 

for governing Mexico. Speaking in general terms Calderon 
promised to respect the legal autonomy of organized labor 
unions and to support the rights of workers to collective 
bargaining and the right to strike. He urged the 

confederation to work with him to make Mexico a country able 

to compete in today,s globalized economy but otherwise avoid 

a specific commitment the PRI labor movement,s legislative 
agenda (Ref A). Nor did he make any mention of the ongoing 
effort for a major reform of Mexico federal labor laws. 


THE PRD CALLS THE CTM THE OFFICIAL GOVERNMENT UNION 


8. Shortly after the CTM General Assembly, post,s Labor 
Counselor met with a member of the PRD,s National Executive 
Committee,s labor secretariat. The PRD official stated that 
President Calderon,s attendance at the CTM event was proof 
positive that the PRI affiliated confederation was once again 
the official government union. He dismissed the fact that 
Calderon,s government and the CTM belonged to two separate 
parties and averred emphatically that confederation was more 
interested in once again being on the side of the established 
power structure than it was in defending the rights of 

Mexican workers and promoting the interests of the average 
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Mexican citizen. He questioned how the CTM could maintain any 
type of real union autonomy when it was now, again, so 

closely tied to the party in power. 


COMMENT 


9. There seems to be little doubt that the CTM and President 
Calderon both took advantage of the confederation,s general 
assembly to underscore publicly their intention to work 
together in a non-confrontational manner. It is probably too 
much of a stretch to say, as the PRD does, that the CTM is 
the official government union, but it probably is seeking to 
have as close a relationship as possible with President 
Calderon given that his administration and the confederation 
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are firmly planted in different political parties. As the 
largest labor confederation in Mexico (and with a historical 
role of working hand in hand with the federal authorities), 
the CTM is institutionally predisposed to defer to the 
Mexican government. For his part, President Calderon is 
undoubtedly aware that since there are no unions of any size 
or stature in Mexico associated with the PAN, his 
administration can only benefit from a close relationship 
with a large national organization that is prepared to work 
with him and give me the benefit of the doubt on labor 
related issues. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
GARZA 


100847 

PP RUEHWEB 

DE RUEHTG #0471/01 0752136 

ZNR UUUUU ZZH 

P 162136Z MAR 07 

FM AMEMBASSY TEGUCIGALPA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5250 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEHC/DEPT OF LABOR WASHDC 


SIPDIS 


SENSITIVE 
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SIPDIS 


STATE FOR G/TIP, INL/LP, AND DRL: BIBBINS, MAGGIO AND 
MITTELHAUSER 

STATE FOR WHA/PPC, WHA/CEN, WHA/PDA, PRM, CA AND G/IWI 
STATE PASS AID FOR LAC/CAM 

DOL FOR ILAB: JANE RICHARDS 


E.O. 12958: N/A 

TAGS: EAID, ELAB, KCRM, KJUS, KWMN, PGOV, PHUM, PREL, SMIG, 
SOCI, HO 

SUBJECT: CHALLENGES FOR IMPROVING SECURITY ENVIRONMENT 
FACED IN HONDURAS WITH HUMAN RIGHTS OUTREACH 


REF: A. 06 STATE 200959 
B. TEGUCIGALPA 0306 


1. (U) SUMMARY: All leading dailies and a number of 
television and radio stations in Honduras covered the U.S. 
Human Rights Report on Honduras and the National Human Rights 
Commission\'s own Human Rights Report for 2006, both released 
on March 6. Major media also highlighted the signing, on the 
same day, of a NAS-funded TIP capacity building project 
between the USG and the UN\'s International Migration 
Organization in Honduras. On March 14, the Embassy 
coordinated a videoconference on the NGO ten principles with 
DRL and other speakers from the International Center for 
Not-for-Profit Law and a local NGO, all of whom engaged in a 
meaningful discussion with 25 participants locally on how the 
principles can be applied to the proposed new NGO law in 
Honduras (ref A). At the conference, the press interviewed a 
representative from the Association for a More Just Society 
about the killing of their lawyer (ref B). On March 15, the 
Ambassador then held a luncheon at his residence for human 
rights leaders to discuss the reports, worsened security 
environment and pending legislation in Honduras. Major media 
interviewed the Ambassador on separate occasions about the 
rollout of the two reports, the TIP project and USG support 

of NGOs in Honduras and reported on the luncheon. END 
SUMMARY. 


2. (U) On March 6, Ambassador Charles A. Ford attended the 
presentation by the Human Rights Commissioner at the National 
Congress on the Honduran Human Rights report for 2006, which 
coincided with the release of the U.S. report. The 
Commissioner cited the deteriorating crime situation and that 

in 2006 there were 46 killings for every 100,000 persons in 
Honduras, third only to Colombia and El Salvador in Latin 
America. In the annual U.S. report on Honduras, the news 
media cited \"serious human rights problems exacerbated by 
government corruption, impunity, and gang violence" despite 
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\"some positive steps\". Articles also highlighted in the U.S. 
report the erosion of press freedom, discrimination against 
women and indigenous groups, and trafficking in persons. 
Foreign Minister Milton Jimenez was quoted as saying that 
administration officials, inheriting a difficult situation 

which cannot be changed overnight, have put in a great effort 
in this area. He said that they have met with all the human 
rights organizations in the country to register their 

concerns. Also on March 6, Ambassador Ford signed an 
agreement to donate USD 99,989 of NAS funds to the 
International Migration Organization in Honduras for building 
capacity to assist victims of trafficking in Honduras. The 
project will train at least 120 justice officers and key 
representatives of civil society on the prevention, 
identification, assistance, and protection of victims and 
effective sanctions against violators of human trafficking. 


3. (U) On March 14, Post held a videoconference for Honduran 
NGOs on the NGO ten principles and proposed NGO law (ref A). 
During the conference, Nicole Bibbins Sedaca from DRL spoke 
about U.S. support of strong judiciaries and civil societies 
worldwide, including NGOs. She also discussed the ten 
principles and five initiatives announced by the President in 
December 2006 during Human Rights week. Greg Maggio from DRL 
then spoke about the value of the Annual Human Rights 
Reports, such as helping lawmakers and officials make 
decisions about foreign assistance and training. He also 
reviewed two projects, one to strengthen civil society 
participation in local politics in Honduras and Nicaragua 
(PRODEM) and the other to encourage freedom of the press in 
Central America. Laura Garcia Olson of thelnternational 
Center for Not-for-Profit Law (ICNL) then discussed the 
activities of ICNL, including assistance in formulating a 

draft Honduran NGO law. Gabriela Castellanos of the 
Federation of Organizations for the Development of Honduras 
(FOPRIDEH), a local NGO supported by AID, spoke in more 
detail about the draft law such as rights and obligations of 
NGOs and the registration process. 


4. (U) During the question and answer period of the DVC, 
participants expressed concerns about problems with NGO 
funding, registration of \"morally unsuitable\" NGOs, and 
harrassment. Sonia de Aspra, Secretary General of the 
Ministry of Government and Justice, defended the highly 
subjective registration process but said that the Ministry is 
looking carefully at the ten principles and draft NGO law. 


Gabriela Castellanos indicated that subjective registration 
criteria are not/not included in the new NGO law. (NOTE: 

The draft law corresponds to the recently passed and amended 
Transparency Law in terms of the legality and openness of the 
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transfer of public funds to private entities. END NOTE.) 

After the signing ceremony of the TIP project and the NGO 
videoconference, the Ambassador answered questions from the 
press about the project, the treatment of NGOs in Honduras, 
and the U.S. and Honduran human rights reports. At the 
videoconference, the press also interviewed a representative 
from the Association for a More Just Society (ASJ) about the 
recent killing of its lawyer, Dionisio Diaz Garcia (ref B). 

These interviews were shown on major television stations. 


5. (SBU) The Ambassador then held a luncheon at his residence 
on March 15 with leading human rights advocates, including 
two representatives from ASJ, to discuss the U.S. and 
Honduran 2006 human rights reports, the deteriorating 

security environment including the recent killing of the ASJ 
lawyer, and human rights concerns about the Police Organic 
Reform Bill. Demoralized with the worsening security 

situation under the Zelaya administration, the group 

expressed, nevertheless, human rights concerns about the new 
law, encouraged the donor community to place stricter 
conditions on its aid, and discussed the need to coordinate 
their efforts to implement existing laws. They complimented 
the Embassy on its report and wished that it had gotten even 
more press coverage. (NOTE: The translated version in 
Spanish is scheduled to be released before the end of March, 
which should get some additional coverage. END NOTE.) The 
luncheon was covered in the local media. 


6. (SBU) COMMENT: Post supports the proposed NGO law, which 
is scheduled to be presented to the National Congress by the 
end of this month. The Embassy now is reviewing the latest 
draft of the Police Organic Reform Bill, which the President 

of Congress, Roberto Michelleti, has opened up for discussion 
with the Mission. Originally drafted by DEA, the law would 
provide protection of witnessess and internal police reform. 
Despite human rights sensitivities left over from the 1980s, 
such reform would help police enforce existing laws that the 
human rights community believes should be implemented more 
fully. At the urging of the Ambassador, human rights leaders 

at the luncheon agreed to come up with three areas in which 
they could coordinate their efforts. Post believes that the 

last two weeks of outreach helped raise awareness of the 
challenges of and possible solutions for human rights and 
security problems facing the country. END COMMENT. 

FORD 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: EAID OTRA ASEC BB 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CALLAGHAN TO TRAVEL TO 
BARBADOS 


REF: SAN JOSE 00507 


1. Embassy Bridgetown grants country clearance for Timothy M. 
Callaghan, OFDA Regional Coordinator to travel to Barbados O/A April 
9-11, 2007 to brief mission on the handling of this year\'s hurricane 
season. 


2. If you have any questions please contact James Goggin, USAID, 
U.S. Embassy, Wildey Business Park, Wildey, St. Michael Tel: 
246-227-4118 Fax: 246-228-8589. 


3. Unfortunately, post\'s resources do not allow us the flexibility 

to meet and assist visitors at the airport. The taxi rate from the 
airport to the Coral Sands Hotel, Christ Church is approximately 
BDS$30.00 (US$15.00). The exchange rate for Barbados is 
approximately $2.00 BDS (Barbados) dollars for $1.00 U.S. dollar. 
U.S. currency, traveler's checks, and credit cards are routinely and 
widely accepted here. The Exchange rate is $2.00 BDS for $1.00 
USD. 


5. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, telephone 1-202-939-9200. 


6. Departure tax for Barbados is $60.00 BDS or $30.00USD which 
should be included in the price of your ticket. 


7. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
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vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 

burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


GILROY 
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AIDAC 

E.O. 12958:N/A 

TAGS: EAID ASEC OTRA DO XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO MULLINGS TO TRAVEL TO 
DOMINICA 


REF: SAN JOSE 000467 
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1. Embassy Bridgetown grants country clearance for Audrey Mullings, 
OFDA/IRG consultant to travel to Dominica on or about March 18-24, 
2007 to facilitate Training for Instructors course. 


2. Understand Embassy assistance is not required. If you have any 
questions please contact Michael Taylor at Tel: (246) 227-4118 or 
Fax. (246) 228-8589. 


3. Unfortunately, post\'s resources do not allow us the flexibility 
to meet and assist visitors at the airport. The exchange rate is 
approximately 2.70 xcd (Eastern Caribbean) dollars for 1 U.S. 
dollar. U.S. currency, traveler\'s checks, and credit cards are 
routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 

Dominica. No visa is required if your stay is under six months, 

including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of the Commonwealth of Dominica 1216 New Mexico Avenue, NW 
20016. 


5. Departure tax for Dominica XCD$16.00 (Eastern Caribbean Dollars) 
or USD$10.00. 


6. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended 
especially at night. Be vigilant when using public telephones or 
ATM facilities near roadsides or quiet areas. As in many u.s. 
metropolitan areas, wearing expensive jewelry, carrying expensive 
objects, or carrying large amounts of cash should be avoided. 
Visitors should also safeguard valuables while at the beach. While 
hotels are generally safe, many visitors have experienced loss of 
unattended items. Hotel burglaries are not uncommon, and all 
valuables should be locked in room safes. 


Health Information 

Throughout the eastern Caribbean, the most likely threat to a 

visitor's health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 

cases are most often seen in the summer months. Persons should 
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therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 
medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


GILROY 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRC, Cl 
SUBJECT: MEDIA REACTION - PRESIDENT BUSH\'S TRAVEL TO LATIN AMERICA 


1. On March 16, conservative, influential newspaper-of-record \"EI 
Mercurio!" (circ. 129,000) ran a positive editorial about President 
Bush\'s trip to Latin America entitled \"The Other America. Quote: 


2. \"Bush reached an understanding with governments both on the left 
and right and was well received by most. Chavez! parallel 

tour...was wisely ignored. Politically the U.S. is right for 
being...concerned about regaining influence in a region in which it 

will continue to be linked for several reasons: Chavez! offensive, 
China\'s growing influence, greater participation of the European 
Community. 


3. In sum, the trip was a first step of a long-awaited return, 
which resulted in nothing outstanding, but was tangible -- a 
positive U.S. diplomatic initiative with acceptable results." 


KELLY 
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E.O. 12958: N/A 

TAGS: KCRM, PHUM, KWMN, SMIG, KFRD, ASEC, PREF, PGOV, ELAB, 
PREL, AR 

SUBJECT: ARGENTINA SUBMISSION FOR THE SEVENTH ANNUAL 
TRAFFICKING IN PERSONS REPORT 


REF: 2006 STATE 202745 


1. (SBU) Summary: Argentina is a country of origin, 
transit and destination for internationally trafficked men, 
women and children. Trafficking in persons (TIP) in 
Argentina primarily involves Argentines trafficked internally 
for the purposes of commercial sexual exploitation, mostly 
from the northern provinces to the central provinces and 
Buenos Aires, and from Buenos Aires to several southern 
provinces. Trafficking of persons for commercial sexual 
exploitation also occurs across the country\'s borders, 
principally women and minors from Paraguay, Brazil, and to a 
lesser extent the Dominican Republic. International 
trafficking into Argentina of Bolivians and Chinese for 
forced labor was also reported. Argentina is also a transit 
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country for international trafficking of women to the 

Southern Cone region and Europe, particularly Spain, Chile, 
and Brazil. Lack of federal anti-TIP legislation hampers and 
complicates investigations and prosecutions of traffickers, 

as does the existence of official corruption at local levels. 
Comprehensive and reliable data on the magnitude of TIP in 
Argentina as well as the number of possible victims, arrests, 
and prosecutions do not exist. 


2. (SBU) The U.S. State Department has provided funding to 
the International Office for Migration (IOM) for TIP training 
and victims assistance programs and the Secretary of State 
recognized an Argentine woman active in anti-TIP efforts with 
an International Woman of Courage Award. The GOA, with IOM\'s 
assistance, increased TIP training for judges, prosecutors, 
security officials and other government officials. Although 
there has not been significant improvement in the GOA\'s 
efforts to combat TIP, public, media and GOA interest in 
addressing the issue has increased significantly, with two 
draft anti-TIP bills pending in the Argentine Congress and a 
new anti-TIP publicity campaign launched in March. Passage 
of anti-TIP legislation defining TIP a federal crime would be 
the first step towards improving the GOA\'s ability to 
investigate and prosecute individuals involved in human 
trafficking. Despite limited resources, the GOA, with 
significant help from IOM, continues to provide assistance to 
trafficking victims through the Attorney General's Office of 
Victims Assistance (OFAVI). Government officials and NGOs 
who are working to combat TIP are well-meaning individuals; 
but their efforts go largely uncoordinated. Post recommends 
that Argentina maintain its Tier II watchlist designation. 

End Summary. 


3. (SBU) Overview: 


-- A. Is the country a country of origin, transit, or 

destination for internationally trafficked men, women, or 
children? Provide, where possible, numbers or estimates for 
each group; how they were trafficked, to where, and for what 
purpose. Does the trafficking occur within the country\'s 
borders? Does it occur in territory outside of the 
government\'s control (e.g. in a civil war situation)? Are 

any estimates or reliable numbers available as to the extent 
or magnitude of the problem? What is (are) the source(s) of 
available information on trafficking in persons or what plans 
are in place (if any) to undertake documentation of 
trafficking? How reliable are the numbers and these sources? 
Are certain groups of persons more at risk of being 

trafficked (e.g. women and children, boys versus girls, 
certain ethnic groups, refugees, etc.)? 
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Response: Based on post interviews with government 
officials, NGOs, the IOM, and the Catholic Church, as well as 
written responses to the Department\'s TIP questionnaire from 
NGOs and think tanks, Argentina is a country of origin, 

transit and destination for internally and internationally 
trafficked men, women and children. ArgentinaYs main problem 
is internal trafficking for the purposes of sexual commercial 
exploitation, mostly from the northern provinces to the 

central provinces and Buenos Aires, and from Buenos Aires to 
several southern provinces. Argentina is also a destination 
country for women and young girls trafficked into Argentina 
for the sex trade primarily from Paraguay, although victims 
from the Dominican Republic, Colombia and Brazil have also 
been identified. Argentina is also a country of origin and 
transit for internationally trafficked women and girls whose 
final destination is the sex trade in Spain, Chile and 

Brazil. According to the MFA, the Spanish Civil Guard 
reported that it assisted 182 Argentine female trafficking 
victims in 2005. In addition, the IOM reports that 27 of the 

99 victims of sexual exploitation reported in Chile from 
1998-2006 were Argentine. 


Argentina is a destination country for men, women and 
children trafficked for the purposes of labor exploitation. 
According to a 2006 report from the Anti-Slavery 
International, although Bolivians are primarily affected, 
Paraguayans, Argentines and Peruvians are also reported to be 
at risk of this type of exploitation, particularly in 

factories producing footwear and farms. The report also 
states that there are similar concerns raised about working 
conditions for Korean and Chinese migrants in factories and 
agricultures. Based on post interviews with the Argentine 
immigration officials, there is also antecdotal evidence to 
suggest that an increasing number of Chinese are being 
trafficked into Argentina\'s tri-border area to supply labor 

for Chinese-owned supermarket chains under exploitative 
conditions. However, there has not been any comprehensive 
study or official investigation into the matter of which the 
Embassy is aware. 


The Ombudsman\'s office estimates that tens of thousands of 
people could be working in similar conditions in sweatshops 
in and around Buenos Aires. 


The Northern provinces of Argentina are also recognized as a 
point of origin and transit for internationally trafficked 

babies and children who are illegally adopted by families 

from Europe and the United States, though the scope of the 
problem is very hard to measure. Based on testimonies from 
those arrested for this crime cited by Anti-Slavery 
International, a child can be sold for USD 1,500-5000, with 
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the child often going abroad. 


The MFA has also identified as a problem the trafficking of 
Bosnians and other citizens of Eastern Europe for the 
purposes of begging or selling goods on the streets. 


Please see section 3B for more information on how victims are 
trafficked. 


Since Argentina does not have a comprehensive law 
criminalizing TIP, reliable estimates for the number of 
victims trafficked to, from, and within Argentina are not 
available. There are several bills pending in the Argentine 
Congress that would, for the first time, define trafficking 

in persons as a federal crime. In the absence of such a law, 
traffickers are prosecuted under other elements of the 
criminal code and, therefore, are not reported by the various 
law enforcement services or judicial sector for trafficking 
violations per se, making data collection difficult. In 
addition, victims are often too afraid or ashamed to seek 
legal redress. Partial and incomplete information comes from 
provincial judicial data, a number of emergency social 
services hotlines, from various provincial social 
service-related agencies, NGO\'s, the media, and from 
international agencies. 


A network of NGO\'s \"No a la Trata\" (No to Trafficking) has 
attempted to track the number of trafficking cases in the 
country over the past few years, mainly through monitoring 


press reports and cataloging reports from its member groups. 
Unfortunately, the information is often incomplete and does 
not differentiate sufficiently between sexual abuse of 

minors, sexual violence and exploitation of minors for 
commercial sexual exploitation. Their information, however, 
shows reports of likely trafficking in many of Argentina\'s 
provinces, with a concentration in the northern provinces, 
and in the province and city of Buenos Aires. 


The think tank, the Center for the Implementation of Public 
Policies that Foster Equality and Growth (CIPPECC), has also 
begun to develop a database that tracks TIP cases. 


The groups that have the highest risk of becoming trafficking 
victims are women and children with low levels of education 
from impoverished families and broken homes, subject to 
physical and/or sexual abuse in the home and often abandoned 
or essentially left to fend for themselves. 


B. Please provide a general overview of the trafficking 
situation in the country and any changes since the last TIP 
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Report (e.g. changes in direction). Also briefly explain 

the political will to address trafficking in persons. Other 
items to address may include: What kind of conditions are 
the victims trafficked into? Which populations are targeted 
by the traffickers? Who are the traffickers? What methods 
are used to approach victims? (Are they offered lucrative 
jobs, sold by their families, approached by friends of 
friends, etc.?) What methods are used to move the victims 
(e.g., are false documents being used?). 


Response: Internal trafficking for the purposes of 
commercial sexual exploitation remains Argentina,s biggest 
problem, with trafficking cases reported in many parts of the 
country. The corruption of security forces and government 
officials often allows traffickers to act with impunity. 

Since the last TIP report, the GoA has increased efforts to 
provide TIP-related training to security forces, community 
groups, prosecutors and judges. The Secretary of Human 
Rights of the Ministry of Justice and Human Rights (La 
Secretaria de Derechos Humanos del Ministerio de Justicia y 
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Derechos Humanos) sponsored a series of training courses 
throughout the country, in cooperation with local 

organizations. The Attorney General\'s Office of Victim,s 
Assistance (OFAVI) also worked together with the Secretary of 
Homeland Security (Secretaria de Seguridad Interior) to offer 
training programs to security forces. 


The GOA has identified trafficking in persons as a serious 
problem and an increasing number of government agencies at 
both the national and provincial levels are becoming more 
engaged in trying to address the problem. The GoA has 
demonstrated the political will to bring its criminal code up 
to international standards and has likewise demonstrated its 
intentions to prevent and punish trafficking offenses. 
OFAVI, the GOA\'s anti-TIP focal point, introduced a draft 
bill to criminalize TIP, which was approved by the Argentine 
Senate in August 2005. Since then, five new draft bills have 
been introduced to criminalize human trafficking. See 
Section 4A for more information about the current status of 
anti-TIP legislation in the Argentine Congress. 


There has been greater public awareness of the TIP problem in 
Argentina and the GOA has made increased progress on 
strengthening its assistance and prevention efforts and in 
providing TIP-related training to judges, prosecutors, and 

law enforcement officials, often in conjunction with IOM. As 
noted in last years report, a Special Prosecutors Office for 
crimes against sexual integrity, child prostitution and 

trafficking in persons was created in 2005. It is still too 
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early to evaluate the office\'s impact. 


The conditions into which victims of sexual exploitation are 


trafficked vary significantly according to all available 

reports. Victims generally receive medical attention within 

the brothel or place of exploitation if they have medical 

needs. In most cases of sexual exploitation, protection is 

used during sexual contact. Consumption of alcohol and drugs 
is generally encouraged and sometimes forced upon victims. 
Physical coercion is common; in isolated cases, severe acts 

of violence are used to control victims. 


IOM reports that conditions faced by victims of labor 

exploitation are generally very poor. Many of them are 

forced to eat and sleep in the same cramped spaces where they 
work. Citing a study conducted by the University of Buenos 
Aires, IOM notes that an estimated 77 percent of trafficked 
laborers do not have appropriate documentation, which limits 
their access to social services and allows their exploiters 

to control and manipulate them more easily. 


According to various NGOs, traffickers target young women 
from the northern provinces of Argentina since different 
waves of European immigrants settled in the region and 
intermarried with the local people resulting in a very 
attractive physiognomy that is desirable for traffickers in 
women for commercial sexual exploitation and children for 
illegal adoptions. Traffickers also target young mothers so 
that they can intimidate woman into submission by threatening 
to harm their children. For the purposes of forced labor, 
traffickers target the poor in rural communities in Argentina 
as well as Bolivians and Paraguayans. 


IOM, CIPPECC, the media, and others have identified 
trafficking networks within Argentina of various sizes. They 
have identified in particular, rive large organized crime 
networks dedicated to the trafficking of victims for sexual 
exploitation have been identified throughout the country. 
These trafficking networks sometimes consist of entire 
extended families plus their business associates that include 
recruiters, pimps, and managers of brothels. Secondary 
operators include security forces and public servants who 
provide protection to traffickers, employees of bus and taxi 
companies who assist traffickers by transporting victims, 
employees of cell phone companies that provide traffickers 
with secure phone lines, individuals who create false 
documents for minors and foreigners, and hotels who 
facilitate access to sex tourists. Within the country, 

victims of sexual exploitation are frequently moved from one 
brothel to the next along predetermined routes, often to 


Column 3 
avoid the law, with brothel managers \"renting out\" victims to 
pimps for a period of a few weeks. 


According to Red Alto a la Trata y Trafico (the Stop 
Trafficking and Smuggling Network), trafficking networks 
related to labor exploitation are generally less 
sophisticated. In the case of internal trafficking, labor 
recruiters visit poor rural communities to recruit Argentine 
workers to work on farms, particularly citrus and blueberry 
farms. Workers are then subject to exploitative living and 
working conditions. Similarly, in the case of international 
trafficking, Bolivian nationals frequently travel back to 
Bolivia to recruit their countrymen and provide them with 
documentation for the trip to Argentina. Border controls are 
generally very weak, making it fairly easy to transport 
victims, including minors, into Argentina from neighboring 
countries. Most trafficking victims of Bolivian origin are 
employed in Argentina\'s agricultural and textile industries 
by other Bolivians, Argentines, and Koreans, according to the 
Ministry of Foreign Affairs. 


IOM explains that traffickers generally use fraud to recruit 
victims of sexual exploitation. Some recruiters work 

directly for trafficking networks, working 8on commission,8 
earning between 35 USD and 165 USD per victim. They 
typically deceive women and girls from low income families by 
promising them work as domestic employees, nannies, 
waitresses, or cooks. Traffickers also recruit girls from 

lower and middle income families by advertising &auditions8 
in local hotels and promising jobs as models or actresses. 
Young women, especially minors, often become trafficking 
victims through romantic relationships with pimps. Pairs of 
male and female recruiters sometimes pose as married couples, 
occasionally with children, to win the confidence of girls 

and their families. 


IOM notes that traffickers have also used more violent 
methods to capture their victims, albeit to a lesser extent. 
The local press has reported numerous cases of victims being 
kidnapped by traffickers have been identified, particularly 

in the Northwest region of Argentina. Kidnappings of victims 
are generally well-planned. Traffickers rely on local taxi 
drivers, traveling salesmen, or neighbors to &target8 women 
that meet the requirements of trafficking networks. These 
third party actors are paid approximately 17 USD (50 
Argentine pesos) per victim that they identify. In some 
cases, recru 
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SUBJECT: COSTA RICA?S 7TH ANNUAL TIP REPORT SUBMISSION 


Ref: 06 State 202745 


1. (SBU) The following is Embassy San Jose?s submission for the 
2006-2007 annual trafficking in persons (TIP) report. Responses are 
keyed to checklist questions outlined in reftel beginning at paragraph 

27. Post?s POC for the report is Political Officer Robert E. Copley. 
Telephone number: (506) 519-2253 or fax (506) 519-2435. Total number 
of hours spent in preparing the TIP report: Poloff Copley 20, 

Political Assistant Saenz 14, Political Assistant Sanou 10, Political 
Counselor 1, A/DCM 1. 


Overview 


A. Costa Rica is a country of mainly transit, destination, and to a 
much lesser degree, origin for internationally trafficked men, women, 
and children. Specific numbers for each population are unavailable. 
The victims are trafficked primarily for sexual exploitation and, to a 
lesser extent, for labor exploitation. According to the IOM, Costa 
Rican victims are trafficked to El Salvador, Guatemala, Japan, and the 
United States. Costa Rica is a transit country for victims being 
trafficked to the United States and Canada. Women and girls from 
Nicaragua, Colombia, the Dominican Republic, Panama, and less 
frequently from Russia, the Philippines, Romania, and Bulgaria are 
trafficked to the country for sexual exploitation. Costa Rican women 
and children are occasionally trafficked within the country for the 
same purpose. 


Column 3 

Men, women, and children are also trafficked for forced labor as 
domestic servants, agricultural workers, and workers in the fishing 
industry. Chinese nationals are trafficked to the country for debt 
bondage or forced labor. Indigenous Panamanian women and children were 
brought into the country for forced labor and begging during the period 
covered by this report. Reliable data on the potential scope of the 
problem is not available. Authorities can only provide information on 
existing cases, and data from NGO?s is usually anecdotal in nature, and 
is not systematically collected at the national level. Governmental 

and non-governmental sources agree, however, that women and children 
constitute the majority of trafficking victims who pass through Costa 

Rica. 


B. Trafficking in Costa Rica has gone deeper underground in response to 
successful anti-trafficking efforts by authorities. Many victims of 
trafficking are now being exploited in private settings (or even 

remotely using audiovisual systems) as opposed to public places such as 
hotels or nightclubs. 


Since the Arias Administration took office in May, 2006, political will 

to fight trafficking has become increasingly evident. The following 

six initiatives are good examples: 1) expansion of the National 
Coalition Against Human Trafficking headed by the Vice Minister of 
Government and comprised of key government institutions. The coalition 
was created during the previous administration, but the Arias 
Administration expanded it to include civil society organizations; 2) 
proposed amendments to the August 2006 immigration law that would 
expand the legal definition of trafficking and increase measures to 
protect victims of trafficking; 3) launch of a training program for 

other government institutions on treatment of victims by the Women?s 
Institute (a government entity), in conjunction with IOM; 4) a 

protocol, drafted by the government and IOM, for repatriating 
trafficking victims; 5) a media campaign to alert potential victims of 
trafficking and to provide a victims? hotline (titled ?Call and Live?), 
sponsored by IOM, IDB, UNICEF, and the Ricky Martin Foundation in 
conjunction with the Child Welfare Institute(PANI); and 6) the 
government?s participating in drafting a document to promote 
multilateral coordination against trafficking in Central America, the 
U.S., Canada, Mexico, and the Dominican Republic. 


IOM, which could not provide data specific to Costa Rica, estimates 
that up to 80% of women and girls who are illegal aliens in Central 
America are at risk of being trafficked. These victims are threatened 
with physical harm if they fail to comply with the trafficker?s 

demands, and the traffickers may also threaten to harm the victim?s 
families. Travel documents are routinely seized. Some victims 
reported being flown to Panama and then smuggled over Costa Rica?s 
porous southern border. Others were brought to Costa Rica with false 
travel documents. 


NGOs continue to report that some trafficking activities are timed to 
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coincide with the harvest season. Women and children from neighboring 
countries sometimes voluntarily travel to Costa Rica to engage in 
commercial sex work with agricultural workers (banana and coffee 
plantations, for example), and later fall into organized networks of 
commercial sexual exploitation. 


Methods used to approach the victims include false offers of lucrative 
employment. Newspaper, magazine, and internet advertisements for 
models or hotel staff target females and offer unusually high salaries 
and benefits or foreign travel. Thanks in part to an awareness 
campaign, immigration officials report a drop in cases of young Costa 
Rican women from poorer areas traveling alone and for the first time to 
Europe or Asia. Specific numbers are not available, but in the past 
these women appeared to have been well briefed on what to say to 
immigration officers. 


Government sources of information for this report include the Chief 
Prosecutor?s Office, Director of Immigration, Public Security Ministry, 
the Women?s Institute (INAMU), the Children?s Welfare Institution 
(PANI), the judicial police (OlJ), the Legislative Assembly and the 
Ministry of Foreign Affairs. International and local NGO?s also 
provided valuable information. 


C. Severe resource constraints continue to limit the Government of 

Costa Rica?s to comply with the minimum standards for the elimination 

of trafficking. Funding for the police remains inadequate, although 

the Arias Administration has hired 400 new police officers and 

continues to make progress towards its campaign promise of adding 4,000 
over the next four years. The mission of the police unit primarily 
responsible for prevention of the sexual exploitation of minors was 

shifted to focus on stolen cars and Intellectual Property Rights. 


Within the judicial police (OlJ), the three-person anti-trafficking 

unit was merged with the kidnapping and minor crimes unit making 
fourteen investigators available for trafficking cases. However, lack 
of funding sometimes limited the unit?s ability to conduct undercover 
operations, pay informants, and acquire technology. 


PANI lacks resources to provide specialized shelters for child 
trafficking victims (victims are sent to general shelters) and there is 
no government funding for the rehabilitation services that to date only 
NGOs provide. 


Isolated reports of official corruption have been investigated by 
authorities. The Immigration Director rejected a $2.5 million bribe 

and risked his physical safety to lead a successful sting operation 

that resulted in the arrest of eight individuals involved in 

trafficking Chinese nationals to Costa Rica (please see Heroes section 
below). Despite funding limitations, the government worked with NGO?s 
to promote a national awareness campaign. The Child Welfare Institute 
improved the awareness of municipal councils so to better protect 
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children from trafficking in local communities. 


D. The government did not systematically monitor its anti-trafficking 
efforts during the reporting period. Individual entities such as the 
police or prosecutors monitor their own activities but there is little 
coordination or sharing of these internal assessments outside the 
agency. Data are kept in different formats, sometimes even within the 
same agency. (Note: This is true for all law enforcement-related 
statistics in Costa Rica.) Trafficking information is shared at the 
national level during regular meetings of the National Coalition 
Against Human Trafficking. 


Prevention 


A. The government acknowledges that trafficking in persons is a serious 
problem in the country, especially the sexual exploitation of minors. 
President Oscar Arias recently reaffirmed the serious nature of the 
problem in public comments at the launching of the ?Call and Live? 
telephone hotline mentioned above. The government focuses its limited 
resources on combating the commercial sexual exploitation of minors. 


B. The Ministry of Public Security and Government is most directly 
involved in anti-trafficking efforts through the office of the 

Vice-Minister of Government who leads the National Coalition Against 
Human Trafficking. Other government agencies involved in this task are 
Immigration, the Child Welfare Institute (PANI), the Women?s Institute 
(INAMU), judicial law enforcement agencies (the prosecutor?s office and 
the judicial investigative police-OlJ), and the Ministry of Foreign 

Affairs. The judicial police (investigators) and prosecutors are not 

part of the executive branch of the Costa Rican government but instead 
belong to the independent judicial branch. 


C. The government continued existing educational campaigns to warn 
young women of the dangers of commercial sexual exploitation, and its 
efforts through billboards, radio and TV spots to warn tourists of the 
penalties for sex with minors. In addition, the government worked 

with, and relied heavily on, third parties to raise awareness and 

provide anti-trafficking training, such as the ?Call and Live? program 
sponsored by the Ricky Martin Foundation, IOM, IBD, and UNICEF. This 
campaign, launched in February 2007, was designed to alert potential 
victims of trafficking, protect children and youth from exploitation, 

and provide information to the general public through television and 

radio announcements and posters. IOM received some funding for this 
campaign from the US Department of State Bureau of Population, Refugees 
and Migration (PRM). 


D. The government developed important programs to fight child labor and 
sexual exploitation by keeping children in school. The ?Let\'s Get 
Ahead? program is aimed at reducing the drop-out rate through school 
vouchers and scholarships. Also, PANI announced the reactivation of a 
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project to provide daycare for the children of adolescent mothers 
funded by a tax on liquor and cigarettes. 


E. Collaboration among government officials, NGO?s, and other relevant 
organizations of civil society on human trafficking issues is 

improving. The collaboration effort is reflected in the improved 

workings of the National Coalition Against Trafficking. 


F. Immigration authorities do not systematically monitor all 

immigration and emigration records for indications of human 

trafficking. However, immigration does screen the exit permits 

required of all minors leaving the country for patterns of trafficking 

in minors. Also, police checkpoints near the borders screen for 
potential trafficking victims, although the officers are primarily 

focused on detaining illegal aliens. Porous land borders with 

Nicaragua and Panama are impossible to monitor effectively. Trafficking 
of all kinds occurs at ?informal? border crossings despite efforts by 

all three governments to patrol the border areas. 


G. Coordination and communication at the national level between various 
government agencies, NGO?s, and other relevant organizations are 
primarily channeled through the national coalition mentioned above. 
Internationally, the Ministry of Public Security cooperates with 
immigration officials from other countries, INTERPOL, and the FBI to 
identify and detain suspected traffickers. The government also 
participates in the Commission of Central American Migration Directors 
(OCAM), which includes trafficking as part of its general work plan. 
Officials from immigration, the judicial investigative police (OlJ) and 
the chief prosecutor?s office received U.S. training on forming task 
forces and routinely work together on successful investigations. An 
excellent recent example is the inter-agency cooperation that resulted 
in the disruption of the Chinese alien smuggling ring. 


H. The National Coalition Against Human Trafficking, established in 
November 2005, is still developing a national plan of action. All the 
coalition?s members, including NGOs and representatives of civil 
society, are involved in developing the plan. Among the objectives of 
the plan are: 1) continuous training and awareness of government 
officials on human rights and proper treatment of victims; 2) 
introduction of electronic passport security measures; 3) continued 
implementation of a regional mapping project (run by NGOs); 4) 
continued demand reduction campaigns via raised awareness among 
travelers at ports of entry; and 5) reforms to domestic laws in order 
to more fully comply with international instruments ratified by Costa 
Rica. 


Investigation and Prosecution of Traffickers 


A. Costa Rica has not enacted any new legislation against human 
trafficking since the last TIP report. However, the new Arias 
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Administration has already proposed reforms to the immigration law 
which took effect in August 2006. These reforms would make alien 
smuggling a crime for the first time. The proposed reforms would also 
expand the legal definition of trafficking and improve protections for 
victims. 


Costa Rican law does not address internal trafficking in persons. 
However, international trafficking is proscribed in Title III and Title 

XVII of the Criminal Code. Article 172 of Title Ill (enacted under Law 
7899 on 3 August 1999) forbids human trafficking and defines it as: 
?whoever promotes, facilitates or favors the entrance into or the exit 
from the country of any persons regardless of gender, for the purpose 
of engaging in prostitution, or to hold them in sexual or labor 
servitude, shall be punished with the penalty of imprisonment from 
three-to-six years.? The penalty is increased to four?to-ten years, if 
this occurs under any aggravating circumstances (defined in Article 170 
as the victim being under age eighteen, the use of deception, violence, 
abuse of authority, exploitation of the victim?s economic situation, 
intimidation or coercion, abuse of a parental, sibling, stepparent, 
spousal, guardian or other custodial relationship, or abusing the trust 
of the victim or the victim?s family, regardless of kinship). Under 
Article 170, the victim?s willingness to engage in prostitution is 
considered irrelevant to the offense. 


Title XVII deals with human rights crimes of an international nature. 
Article 374 states ?The penalty of imprisonment from ten-to-fifteen 
years shall be imposed on those who lead or are members of 
international organizations devoted to trafficking in slaves, women or 
children, drugs and narcotics, acts of extorting kidnapping or 
terrorism or infringement on provisions to protect human rights 
established in treaties signed by Costa Rica.? 


Article 376 refers to trafficking in minors, with imprisonment of 
two-to-four years for individuals who sell, promote, or facilitate the 

sale of a minor (for domestic service, commercial sex work, or 
adoption) and receive any type of payment, gratuity, or economic reward 
for their action. The same sanction is applied to the individual who 
pay, reward, or otherwise remunerate with the purpose of receiving a 
minor. If the perpetrator has a blood relationship with the minor, or 

is the minor?s guardian or custodian, or ?represents? the minor, the 
sanction is increased to four?to-six years. The four-to-six year 
sentence is also imposed if the perpetrator is a professional or public 
employee. The sanction against professional or public employees also 
includes a two-to-six year suspension from working in the profession or 
office held when the crime was committed. 


Article 377 imposes a five-to-ten year prison term on individuals who 
promote or facilitate the trafficking of children for adoption with the 
purpose of selling the child?s organs. 


B. As mentioned above, Article 172 is the primary law against 
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trafficking of persons for sexual exploitation (three to six years 
imprisonment). Other articles in the criminal code relating to 
trafficking in persons for sexual exploitation are as follows: Article 
167, corruption of minors or a legally incapacitated person, 
imprisonment for up to eight years; Article 168, aggravated corruption, 
imprisonment from four-to-ten years, if the victim is under age twelve, 
the act is committed for economic gain, the act is committed through 
deception, violence, abuse of authority, intimidation or coercion, or 
abuse of a familial or guardian relationship. 


C. Article 172 of the criminal code imposes identical penalties 
regardless of whether victims are trafficked for sexual or labor 
exploitation. In addition and specific to labor, Article 237 of the 

criminal code imposes a penalty of up to four years for labor 

exploitation of minors or the legally incapacitated. Furthermore, the 
Costa Rican Constitution and Labor Code prohibit forced labor and 
require a minimum wage (Articles 33 and 56 of the Constitution, 
implemented by Articles 8 and 14 of the Labor Code for forced labor and 
Article 57 of the Constitution, implemented by Article 177 of the Labor 
Code for minimum wages). Additionally, Costa Rica assumed obligations 
against forced labor when in ratified ILO Convention 29 in 1960. 


The Costa Rican Criminal Code (Article 359?Forgery and False Documents 
and Article 360-General Fraud) can be used to imprison labor 

recruiters, employers, or other labor agents who knowingly engage in 
fraudulent or deceptive practices for up to six years (eight if the 

perpetrator is a public employee). Article 193 of the criminal code 

can add two years to these sentences if coercion is used. 


D. Penalties for rape and sexual assault are higher than penalties for 
trafficking. The maximum penalty for trafficking for the purpose of 
commercial sexual exploitation established in Article 172 is 
imprisonment for up to ten years; the penalty for rape is imprisonment 
for up to sixteen years (Article 156 of the criminal code), or eighteen 
years maximum for aggravated rape (Articles 157 and 158). Article 161 
imposes a penalty of up to eight years for the sexual abuse of minors 
or the legally incapacitated, or up to ten years when the victim is 
under age twelve, incapable of resisting, or the perpetrator is a 
relative or guardian. Actual penalties for rape range from 
ten-to-eighteen years depending on the relation of the rapist to the 
victim and the degree of harm done to the health of the victim. 


E. Prostitution by individuals over age eighteen is legal in Costa 

Rica; however, pimping is penalized by Article 169 of the criminal code 
with two-to-five years imprisonment. Brothel owners and operators are 
subject to the same sanctions as pimps. Article 170 of the same code 
defines aggravated pimping and establishes a punishment of ten years 
imprisonment. As mentioned above, Article 170 also establishes that 
the will of the victim (i.e., the victim?s willing engagement in 
prostitution) is irrelevant to the offense of rape or aggravated 

pimping. If the prostitute is a minor, the client is in violation of 
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Article 160 which states: ?whoever pays, or promises to pay, or offers 
economic or other gain to a minor for the performance of sexual acts 
shall be punished with a penalty of four-to-ten years imprisonment if 
the victim has not attained the age of twelve years, with a penalty of 
three-to-eight years imprisonment if the victim has attained the age of 
twelve years but has not attained the age of fifteen years, or with a 
penalty of two-to-six years imprisonment if the victim has attained the 
age of fifteen years, but has not attained the age of eighteen years.? 


F. Official statistics on the number of investigations, prosecutions, 

and convictions on charges related to the various laws against 
trafficking in 2006 are compiled once a year by the Supreme Court and 
should be published in June ? August, 2007. Until the statistics are 
collected and published by the Court, the only other way to collect 
complete official information is to physically visit individual courts 

to review their records?a process that is too labor intensive even for 
NGOs working this issue. The independent Attorney General?s Office is 
extremely reluctant to provide statistics that are incomplete and will 

not discuss current cases at all with anyone who is not a party to a 
case. Judicial authorities reported that ten trafficking cases went to 
trial in 2005, and that six convictions were handed down. 


Due to the complexity of the Costa Rican judicial system, we cannot 
establish how many of the six convictions were related to cases opened 
in 2005. We know from our contacts in the judiciary that at least one 

of the 2005 convictions was related to a trafficking case opened in 
2003. Multi-year pre-trial discovery periods are common in Costa Rica, 
especially if a case has international dimensions. The judicial police 
have opened five investigations into international trafficking 
organizations since the August 2006 immigration law providing new legal 
tools went into effect. Individual prosecutor?s offices opened other 
investigations on their own, but as explained above, we cannot obtain 
the statistics until they are formally published. 


Judicial investigators continued complex investigations of three major 
trafficking organizations that were launched in 2005. Informally, 
these investigators have indicated to Post that their evidence in these 
investigations is nearly solid enough to completely dismantle rather 
than merely disrupt the organization?s operations. In January 2007, 
authorities arrested eight people in connection with a Chinese ring 
that trafficked people to Costa Rica for labor exploitation. This was 
the result of the sting operation involving the Immigration Director, 
mentioned above and described in more detail below. 


G. According to judicial police investigators, international groups are 
behind the large trafficking operations they are investigating. The 

heads of these groups are foreigners who are usually not located in 
Costa Rica. Chinese, Americans, Colombians, Cubans, and Dominicans 
have been identified as heads of distinct trafficking organizations. 

Except for the Chinese trafficking case that broke in late 2006, Post 

has no information on where profits from trafficking are being 
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channeled. In the Chinese case, at least some of the profits were 
being channeled into bribes to expand the operation. The Chinese 
traffickers offered a $2.5 million bribe to Costa Rica?s Immigration 
Director in exchange for his assistance with 500 visas. When the 
ringleader was arrested, authorities seized $140,000 in cash from her 
home. The successful prosecutions Post is aware of to date in Costa 
Rica tend to involve small regional groups where the traffickers often 
work freelance and usually involve alien smuggling as well as 
trafficking. The Chinese trafficking case breaks the mold but has not 
yet gone to trial. 


H. The government actively investigates cases of trafficking to the 

extent resources permit. Undercover operations, electronic 

surveillance, and mitigated punishment or immunity for cooperation 
suspects are all legally available to Costa Rican authorities. During 
2006, Post donated hidden cameras and other investigative equipment to 
enhance anti-trafficking capabilities. Thanks to the courage and 

honesty of Immigration Director Mario Zamora, undercover investigators 
were able to conduct a very successful investigation and disruption of 

the Chinese trafficking organization. 


|. The government provided specialized training, particularly to 
immigration officials, on how to recognize trafficking. Training was 
also provided on trafficking-related issues such as human rights, 
migration procedures, awareness of children?s rights and victim 
protection. Several NGOs work closely with the Police Academy and 
Judicial School to provide sensitivity training for officials on 

special handling techniques for trafficking victims they may encounter. 
Investigative and prosecutorial training is not specialized for 
trafficking. 


J. Costa Rican authorities cooperated with U.S. counterparts in 
trafficking investigations during the reporting period. Post has no 
numbers on the cooperative international investigations with other 
governments specific to trafficking, but notes that the Costa Rican 
government has worked closely with neighboring governments and with 
Colombia on narcotics and extradition cases. Post is also aware of 
close Costa Rican/Peruvian cooperation in two large alien smuggling 
cases during the reporting period. 


K. The government willingly extradites persons accused of trafficking 
in other countries, especially those accused of sexual crimes (as 
established in Article 6 of the Extradition Law). Costa Rica also 
cooperates actively in returning U.S. fugitives to face justice. No 
American traffickers were extradited to the U.S. since the last TIP 
report (although individual pedophiles were extradited, see below). 
Five Americans are currently serving jail sentences in Costa Rica for 
sexual abuse involving minors. The Costa Rican Constitution and 
Article 3 of the Extradition Law prohibit extradition of Costa Rican 
nationals to any jurisdiction. There is no effort to modify this 
restriction. 
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L. Post has no evidence of government involvement in or tolerance of 
trafficking, on a local or institutional level. 


M. During the reporting period, no government officials were 
prosecuted for involvement in trafficking or trafficking-related 
corruption. However, one immigration official is under preventative 
detention for irregularities in stamping passports at the Penas Blancas 
border checkpoint with Nicaragua. Further information is unavailable 
as the investigation is ongoing and the case does not appear to be 
related to trafficking in persons. 


N. Costa Rican authorities have publicly identified child sex tourism 

as a problem. However, Post does not have information on how many 
non-U.S. foreign pedophiles have been deported to their country of 
origin. During the reporting period, ten Americans were extradited and 
two others are awaiting extradition. Costa Rican officials identified 

the countries of origin for sex tourism as the U.S., Canada, and 
Germany. Costa Rica?s sexual abuse laws do not have extraterritorial 
coverage. 


O. Costa Rica ratified the ILO Convention 182 on August 31, 2001 (Law 
8122). ILO Convention 29 was ratified on May 26, 1960 (Law 2561). ILO 
Convention 105 was ratified on April 17, 1959 (Law 2630). The Optional 
Protocol to the Convention on the Rights of the Child on the Sale of 
Children, Child Prostitution, and Child Pornography was ratified April 

9, 2002 (Law 8172). The Protocol to Prevent, Suppress and Punish 
Trafficking in Persons was ratified on November 4, 2002 (Law 8315). 


Protection and Assistance to Victims 


A. The Costa Rican GovernmentVs efforts to protect trafficking victims 
remained limited during the reporting period, due to the lack of 
resources. However, the Chief Prosecutor?s Office has a section that 
can assist trafficking victims if they wish to press charges. There 

are no specialized shelters for trafficking victims. By law, underage 
trafficking victims cannot be deported. The Children?s Welfare 
Institute does have general shelters in which it can temporarily place 
trafficking victims who are minors, but lacks the budget and personnel 
to create a specialized center to attend to the needs of young victims. 


The police formally coordinate with the Chief Prosecutor?s office on 
sex crimes in order to assist trafficking victims with hospitalization 
(when needed) and to provide legal representation. The police can 
provide limited protection to key witnesses in trafficking cases, but 
the government lacks a formal witness protection program. Identified 
trafficking victims did not face jail, but officials treated some adult 
victims as illegal migrants and deported them. Foreign nationals 
identified as trafficking victims could seek repatriation; 

alternatively, they could apply for work permits or refugee status. 
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Most protective services were severely lacking. 


The government operated no shelters or health care facilities 
designated for trafficking victims. In mid 2006, a migrants? shelter 

was inaugurated in a San Jose suburb for people waiting to be deported. 
Officials used no standard referral process to transfer trafficking 

victims to NGOs and the government lacked the capacity to fund NGOs 
that assisted trafficking victims. The government collaborated with a 
project for victims of trafficking for sexual exploitation which is run 

by two NGOs. The project (see paragraph | below) is located in the 
Pacific coast town of Jaco, a known center of sexual tourism. 


B. The government is unable to provide funding or other support to NGOs 
for services to trafficking victims beyond the standard emergency 
services available to anyone. 


C. Immigration officials use a manual developed by the IOM and in use 
throughout Central America to identify and properly respond to victims 
of trafficking, particularly if the victim is a minor. The government 

lacks a formal screening or referral process to transfer detained 

victims to NGOs or other organizations that could provide short- or 
long-term care. However, on an informal level many officials have good 
contacts with NGOs. 


D. The rights of trafficking victims are respected in general. They 

are treated as victims, not criminals. Several NGOs work with victims 

to help them overcome fears of cooperating with authorities, and to 

that end prosecutors will take the victim?s statements at the NGO?s 
offices. To the extent that adult trafficking victims can be confused 

with illegal aliens, however, they can sometimes be summarily deported. 
In no case are they prosecuted or fined. 


E. The government encourages victims to assist in the investigation and 
prosecution of trafficking cases. Victims can file civil suits against 

their traffickers. Victims may remain in Costa Rica, but are also 

allowed to leave. If they wish to remain, they may apply for work 

permits. Some nationalities, such as Colombians and Cubans, can easily 
receive refugee status. 


F. As noted in paragraph A above, the government is only able to 
provide standard emergency medical services and limited police 
protection to key trafficking witnesses. It is unable to provide 

shelters, services, or housing benefits to adult victims but can 

provide legal assistance and work permits. Informally, officials help 
victims to contact NGO?s who can offer more assistance. Child victims 
are placed in general children?s shelters, not in foster care or 

juvenile detention centers. 


G. A training manual was produced and distributed to all Costa Rican 
diplomatic missions to provide information on combating trafficking in 
minors. According to the MFA, individual Costa Ricans in some source 
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countries have worked closely with NGOs in those countries to counter 
document fraud associated with trafficking in persons. In response to 
the August 2006 alien smuggling law, the ILO and Costa Rican 
Immigration expanded a training program for border officials includes 
instruction on how to help prevent trafficking. The training stresses 
differences between alien smuggling and trafficking; the responsibility 
of immigration officials to prevent, detect, and report cases of 
smuggling and trafficking, and the official?s obligations to protect 
victims of trafficking. 


H. Post is not aware of any government support for repatriated Costa 
Ricans who are victims of trafficking. 


I. International organizations working with trafficking victims in 

Costa Rica include the IOM and the ILO. International NGOs working 
with trafficking victims include World Vision, Defense of Children 
International, the United Nations Children?s Fund and Save the 
Children. Local NGOs include Fundacion Rahab, Alianza Por Tus 
Derechos, and Paniamor. 


IOM runs several projects including repatriation of victims and a 

regional trafficking route project. Fundacion Rahab runs a project in 
Jaco, a major sex-tourism destination, to assist victims to escape 

their exploitative situations. The project is funded by the U.S. 
Department of State and builds on Rahab?s success with a similar social 
reinsertion project in the Caribbean port city of Limon. Alianza Por 

Tus Derechos provides legal services and counseling while Paniamor 
provides shelters. The government works closely with all these NGOs 
and they participate actively in the National Coalition Against 

Trafficking. 


Prosecutors work with NGOs to try to ensure that victims? information 
can be used in judicial proceedings. The government also provides 
legal status and work permits to trafficking victims. As stated in 
paragraph B above, the government regularly demonstrates political will 
on many levels to combat trafficking. It has not been able to match 

its political will with financial resources, however. 


TIP Hero 


Immigration Director Mario Zamora, in an impressive display of courage 
and integrity, not only rejected a $2.5 million dollar bribe on the 

part of a Chinese human trafficking organization, but also placed his 
personal security at risk to participate in a sting operation that 

resulted in the dismantling of the trafficking organization and the 

arrest of eight people including the organization?s ringleader. In 
November 2006, Zamora was initially offered $10,000 to use his 
discretional authority to obtain the release of two Chinese nationals 
facing deportation from Costa Rica. The ringleader further offered 
$5,000 per visa for 500 Costa Rican visas to be granted to Chinese 
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nationals?a total of $2.5 million. The ringleader indicated that she 
had operated in a similar fashion with Zamora?s predecessor. 


Zamora agreed to a meeting and immediately worked with judicial 
officials to set up a sting operation in which an undercover agent was 
introduced to the ringleader as Zamora?s ?trusted representative? for 
all further dealings. The agent then met several times with the 
traffickers to collect payments, passports, and other evidence. 


In January, 2007, when the group began to make threats against the 
agent and Zamora, officials conducted a raid. The ringleader was 
arrested with 33 Chinese passports in her possession as she made her 
way to what she thought was a meeting with Zamora. In her residence, 
authorities seized $140,000 and photocopies of another 60 Chinese 
passports. Seven other members of the organization were immediately 
arrested and at least ten Chinese nationals who had been trafficked to 
work as debt slaves in Chinese restaurants in Costa Rica were rescued. 
See our cable (San Jose 132) for more details. 


Mario Zamora has been vetted through databases available to post with 
no derogatory information or visa ineligibilities identified. 
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SUBJECT: BELIZE LABOR UNION PROTEST FIZZLES 


1. Labor unionists staged a protest on March 16 in front of the 
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National Assembly building while parliament was in session debating 
the government\'s FY 2007/2008 budget. 


2. The National Trade Union Congress (NTUC) organized the 
demonstration in opposition to the budget and to protest the 

Ministry of Education\'s treatment of teachers. The NTUC is an 
umbrella organization representing all labor unions in Belize. The 
NTUC has approximately 15,000 members drawn from ten local labor 
unions. The demonstration consisted of approximately 500 peaceful 
protesters 


3. The president of the NTUC was disappointed with the 
demonstration and stated that labor leadership would meet on March 
17 to reassess strategy. The opposition party did not participate 

in the protest which may have played a role in the small turnout. 
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E.O. 12958: N/A 

TAGS: ASEC, ELAB, PGOV, BH 

SUBJECT: BELMOPAN - UPDATE ON BELMOPAN PROTEST; SO FAR VERY 
PEACEFUL 


REF: A) BELMOPAN 179; B) 05 BELIZE 55 


1. (U) SUMMARY: As of 1530 local (1730 EDT), Te planned protest at 
Belize National Assembly in Belmopan (REF A) is still in process, 

and has been peaceful. The protest will likely continue until the 
National Assembly completes debate this evening. Utilities so far 
have not been interrupted. The protest has smaller numbers than 
planned (estimate between four and five hundred present), and 
organizers stress the peaceful intentions. More protestors may be 
bussed in this evening, after normal work hours and before the 
National Assembly breaks. END SUMMARY 
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2. (U) The union-planned protest in Belmopan had protestors bussed 
in from Belize City. Information on the number of buses varied: one 
report counted ten buses of protestors, police stated five buses. A 
Locally Employed Staff (LES) member attending the debate inside the 
National Assembly estimated the crowds at between four and five 
hundred. The protestors have stressed the peaceful nature of their 
assembly by singing \"We are non-violent.\" 


3. (U) The planned strike by utility workers announced last night on 
Belize media has apparently not occurred, or if so, in numbers too 
small to impact production. No interruption of utilities has yet 
occurred. POL/ECON is preparing a SEPTEL on the debates and 
protest, but the majority of protestors are apparently teachers and 
not utility workers as all union predictions forecasted. The 
possibility of additional protestors being bussed in for the evening 
has been suggested by a source. After normal work hours, union 
members not willing to strike may still show support as the National 
Assembly breaks up. 


4. (U) RSO was able to drive with DEA past the protest site; nothing 
was visible from the main road. An RSO FSN stated about 40-50 of 
the protestors were \"hard core,\" while the majority were simply 
observers. Local Guard Mobile Patrols have reported nothing 
noteworthy. Uniformed police are on site, with tactical units 

staged nearby but not in view. A key indicator as to the peaceful 
nature of the protest is the Police Commissioner approached the 
chain link barricade between protestors and police, and spoke with 
union leaders. 


5. Conditions will continue to be monitored, and any updates 
necessary will be communicated to DS Command Center. 


6 (U) POC for this cable is RSO Patrick Harms at 011-501-822-4011, 
ext. 4007. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: KDEM, PREL, NU, HO 
SUBJECT: HONDURAS DEMARCHED ON ENGAGING NICARAGUA 


REF: STATE 029660 


1. (SBU) Acting Polcouns delivered demarche to Foreign Vice 
Minister Enrique Reina and Ambassador Eduardo Rosales, the 
Foreign Ministry\'s Director of Exterior Affairs, on March 15, 
2007 (reftel) on engaging Nicaragua. Polcouns made it clear 
that the demarche was not/not in relation to the maritime 
discussions between Honduras and Nicaragua currently at the 
Hague. 


2. (SBU) The Vice Minister replied that Honduras shares the 
same expectations in its relationship with Honduras as the 
points made by Acting Polcouns from the demarche. He 
mentioned that the Zelaya administration is engaging 
constructively with Honduras as the two countries face 
similar problems. He said that Daniel Ortega visited 
Honduras recently, as well as other Central American 
countries, and expects that Nicaragua will continue to 
respect the private sector and work together towards 
strengthening Central American integration. The Vice 
Minister said that any kind of instability, such as 
narcotrafficking, affects all of Central America. 


3. (SBU) The Vice Minister also informed Acting Polcouns 

that Honduras proposed to Nicaragua a joint commission, which 
was welcomed by Nicaragua, to implement the decision at the 
Hague about the maritime dispute between the two countries. 
The commission will assist in carrying out any sanctions and 
actions required by the decision of the Hague, similar to 

what Honduras and El Salvador did in 1992. Vice Minister 
Reina indicated that there was a misunderstanding in the 

public about the purpose of the commission. (NOTE: Some in 
the press and Congress believed that it was a way to 
circumvent the Hague process. END NOTE.) The Vice Minister 
assured Acting Polcouns that in no way was this commission 
meant to get around the Hague process, and he did not seem 
overly worried about this misperception. 
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E.O. 12958: N/A 
TAGS: EAIR, OTRA, ASEC, PE 
SUBJECT: COUNTRY CLEARANCE FOR FAA PERSONNEL: MUNOZ 


REF: FAA 071421Z MAR 07 


1. (U) The Embassy grants country clearance for the visit to 

Peru of Jose A. Munoz, Aviation Safety Inspector, from March 

19 to March 22, 2007. The purpose of this trip is to perform 

ATOS constructed dynamic observation report (CONDOR) and ATOS 
element performace inspections. No embassy assistance has 

been requested. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Economic Officer Marcos 
Mandojana, office telephone number (51)(1)618-2411, cellular 
telephone (51)(1)9-632-0869, e-mail: mandojanamc@state.gov. 
Embassy after-hours direct line for Marine Security Guard is 
(51)(1)618-2936. The Embassy address is Av. La Encalada, 
Cuadra 17, in the Monterrico Sur Section of Lima. Control 
officer should be notified as soon as possible upon arrival 

in country if you are not met at the airport. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 
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owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. ¿Palm Pilots8, MP-3 players, etc. 
within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
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WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 
State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 

Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 

5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 
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bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 
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7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 


Column 3 

clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, ENRG, MX, PGOV, PINR, PREL 
SUBJECT: MEXICO ECONOMIC NOTES, MARCH 9 - MARCH 16 


REF: A. MEXICO 589 
B. MEXICO 1256 


Summary 


1. (SBU) A senior Mexican Treasury (Hacienda) official told 
emboffs that pension reform introduced this week would pass 
before a general fiscal reform because it was less 
contentious. The Mexican Senate nixed Carlos Hurtado as a 
new Deputy Governor of the Bank of Mexico (Central Bank). A 
judge released the man considered Mexico\'s \"king of 
contraband\" after declaring that the evidence presented 
against him by the Prosecutor General\'s Office, including 
documents provided by the USG, could not be corroborated. 
Pemex reported crude production in the fourth quarter of 2006 
fell 6 percent quarter on quarter from 2005. The 
Inter-American Development Bank (IDB) and President Calderon 
signed a memorandum of understand for a USD 2.5 million 
credit line to be used for infrastructure projects. Mexican 
Senators will travel to the OECD in Paris to learn about 

fiscal policy. End summary. 


Hacienda Official on Reforms 


2. (SBU) Econ Minister Counselor and Econoff on March 2 met 
with Miguel Messmacher Linartas, the new head of the Economic 
Planning Unit at the Finance Secretariat (Hacienda). 
Messmacher said that pension reform is at an advanced stage, 
and that he sees this reform being passed before fiscal 

reform because it is less contentious. He noted that the 
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government will discuss pension reform with legislators and 
did not rule out the possibility of modifying the reform 

proposal that is already with the Senate. Regarding the 
Pemex reform being proposed by Senator Labastida (ref A, B), 
Messmacher said Hacienda wants to make sure the company will 
spend money efficiently before it allows the company to 

retain more taxes. That is, Pemex needs internal reforms 
before Hacienda will decrease its tax burden. Messmacher 
said that President Calderon and Finance Secretary Carstens 
work very long hours. (Bionote: Messmacher attended the 
Instituto Tecnologico Autonomo de Mexico (ITAM) and got his 
Ph.D. from Harvard. He told Econ Minister Counselor and 
Econoff that he knows Carstens from his days of working at 
Hacienda. Before assuming his current position, he was at 
the IMF for several years. Messmacher speaks English well, 
but with an accent.) 


Senate Nixes Bank of Mexico Pick 


3. (SBU) Mexico\'s Senate officially rejected President 
Calderon\'s pick to fill a vacant seat on the Bank of Mexico\'s 
(BOM) board. In a conversation with Econoff on March 6, a 
BOM official agreed with local pundits that the opposition\'s 
rejection of Hurtado was political payback from days when 
Hurtado was Under Secretary of Expenditures. Opposition 
members maintain that Hurtado was an inappropriate candidate 
for the position. Calderon will have to send another name to 
Congress. Names being mentioned in the press include: 
Manuel Ramos Francia, the BOM\'s Director of Economic 
Research; Armando Baqueiro, the Director of Strategic 
Planning; and Lorenza Martinez, the Chief of Insurance, 
Securities, and Pensions at Hacienda. 


\"King of Contraband\" Released 


4. (SBU) A judge released the man considered Mexico\'s \"king 


MEXICO 00001367 002 OF 002 


of contraband\" after declaring that the evidence presented 
against him by the Prosecutor General\'s Office, including 
documents provided by the USG, could not be corroborated. 
Asa Barantz had been arrested in 2004 and sentenced to three 
years and three months in prison for having defrauded the 
Mexican government of USD 340,000 that he failed to pay on 
Chinese-origin clothing, much of it counterfeit, that he had 
imported into the country illegally. He was also charged 

with trying to bribe federal police after his arrest. 
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Magistrate Carlos Olea Penaflores of the 19th Circuit 

Tribunal in Matamoros wrote a letter to the Mexican newspaper 
\"Reforma\" outlining his reasons for ordering Barantz\'s 
release. Among others, he claimed that a prosecution witness 
provided by the Embassy\'s DHS office later recanted his 
testimony against Barantz. Prosecutor General Eduardo Medina 
Mora told press that, while he respected the judge\'s ruling, 

he did not agree with it. Medina Mora said federal 

prosecutors would continue to investigate Barantz. The head 
of a business coalition for the protection of trademarks 
criticized Medina Mora\'s office for mishandling the case. 


4th Quarter Crude Production Down 


5. (U) In their 4th quarter conference call March 6, Pemex 
announced crude production in the fourth quarter of 2006 fell 
6% quarter on quarter from 2005 to 3.1 million barrels per 
day, due both to bad weather which reduced shipments from 
offshore storage facilities and the decline of the Cantarell 
field. Also in the fourth quarter 2006, Pemex drilled 41% 
fewer exploratory wells nationwide quarter on quarter. In 
2007 current Pemex plans call for drilling 27 development 
wells and performing 44 workovers in Cantarell, as well as 
installing nitrogen separation, dehydration, and 
desalinization facilities. Pemex will invest USD 13.9 

billion in 2007 of which USD 12.3 billion will be in 

exploration and production. 


IDB Credit Line for Infrastructure Projects 


6. (U) IDB and President Calderon signed a memorandum of 
understand for a USD 2.5 million credit line to be used for 
infrastructure projects. This credit line will serve as 

leverage for an additional amount of USD 7.5 billion from 
public and private sources. The credit line will be managed 
by the Mexican development bank, Banobras and channeled 
through the federal, state, and municipal levels. 


Legislators Learn Reform in Paris 


7. (U) OECD Secretary General Jose Angel Gurria will meet 
with Mexican legislators, governors, and Hacienda officials 

in Paris March 26-29. The objective is to get the Mexican 
officials speaking with OECD experts on simplifying the tax 
system, expanding the database of taxpayers, and lowering the 
value added tax. 
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Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
GARZA 
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E.O. 12958: DECL: 03/17/2017 

TAGS: PREL, PGOV, YI, UNSC 

SUBJECT: SLOVAKIA WILL NOT DISCUSS STATUS ISSUES DURING 
UNSC UNMIK MEETING 


REF: SECSTATE 31796 


Classified By: Political Minister-Counselor William J. Brencick, 
Reasons 1.4 (b) and (d). 


1. (C) On March 14, USUN Political Minister-Counselor 

William Brencick met with Slovak Political Coordinator Michal 
Mlynar to deliver reftel points regarding the scheduled March 

21 UNSC meeting on UNMIK. Brencick emphasized that we hoped 
for a strong statement of support for Ahtisaari and his 

process or at a minimum that Slovakia would not undermine him 
and stressed that Slovakia would be absolutely key to 
maintaining European unity in the UNSC on Kosovo status with 
their every statement being scrutinized and amplified. 

Brencick also noted appreciation that, even though Kosovo was 
a difficult domestic political issue, FM Kubis had recently 

made courageous public statements backing Ahtisaari and his 
effort. 
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2. (C) Mlynar responded that these points were well 
understood by Slovakia\'s Permrep and MFA and noted that 
\"fortunately the Slovak Mission\'s instructions for the UNMIK 
meeting had come from FM Kubis\" and would stick almost 
exclusively to the issue of progress on standards. Mlynar 
promised to get the statement and confirm this. Mlynar also 
commented that PM Kostunica was quoted recently as saying 
that the issue of Kosovo was talked about so much in 
Slovakia, especially in the parliament, and the media, that 
\"he would have thought the province was in Slovakia instead 
of Serbia.\" Mlynar said he hoped that comment would give 
some of those trying to exploit the issue some pause and 
re-focus the debate on Slovakia\'s real national interests on 
the issue as a member of NATO and the EU. 


3. (C) On March 16, USUN followed up with the Slovak Mission 
at the expert-level to confirm MlynarYs assurances. 
Slovakia\'s expert confirmed that the Slovak statement would 
focus exclusively on standards and avoid saying anything 
directly about status or Ahtisaari\'s status proposal and 

would not even mention AhtisaariVs name. The Slovak expert 
explained that the logic was that ongoing debate in 
Slovakia\'s parliament aimed at adoption of a non-binding 
declaration. The expert claimed, however, that it was 
\"understood that by the time Ahtisaari appears in the 

Security Council, the Slovak Mission will be able to speak 
positively about his proposal and take a united US-EU line.\" 


WOLFF 
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E.O. 12958: N/A 
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TAGS: PGOV, PREL, GG, UNMIK, YI 

SUBJECT: RUSSIAN PERMREP LINKS KOSOVO AND ABKHAZIA 
ARRIA-STYLE MEETINGS 


REF: AJUSUN 00195 B) SECSTATE 32648 


1. (U) Sensitive but unclassified -- please protect 
accordingly. 


2. (SBU) On March 14, at the end of P5 meeting on Iran, 
Russian Permrep Churkin protested a UK proposed Arria-style 
meeting for Kosovo President Sejdiu that he said he had been 
informed of earlier in the day. Churkin produced a faxed 
invitation from the UK mission and complained that the title 
\"Kosovo Final Status" was inappropriate. \"More importantly\", 
Churkin asserted, W Russia still has not been able to arrange 

a meeting for the VAbkhaz Foreign Minister even though the 
Abkhaz are an internationally recognized party to a conflict 
and have the right to make their case at the United Nations." 
\"Russia is sick and tired of having to speak on Abkhazia\'s 
behalf,\" he continued. Churkin stated that he would remove 
his objection to the proposed Kosovo meeting, provided that 
Abkhaz de facto Foreign Minister Shamba receives a visa. 


3. (SBU) On March 15 in a morning Security Council session, 
Churkin returned to this topic under other matters and 
criticized the title of the meeting and its timing, which he 

said was motivated by a desire to pre-empt debate in the 
Council on an important issue. Churkin also alleged that the 
proposed Arria-style meeting was an exercise in double 
standards" that amounted to a violation of U.S. host country 
obligations. Churkin sought assurances that an Arria style 
with the Abkhaz would be facilitated prior to the UNOMIG 
mandate renewal in April or Russia would continue to oppose 
the UK meeting with the Kosovars and would consider opposing 
the practice of Arria-style meetings generally, which he 
insisted were based on agreement among Council members. 
While apologizing for the title of the meeting and calling it 
\"unfortunate\", UK Permrep Jones Parry defended the right to 
hold it, pointing out that Arria-style meetings were not 

official Council sessions and did not require a Council 
consensus and that invited members were free not to attend. 
Ambassador Wolff supported the UK Permrep\'s arguments and 
firmly rejected ChurkinYs accusation that the U.S. was not 
observing its host country obligations. 

4. (SBU) Comment: As USUN noted in reftel A, Arria-style 
meetings are not official and can be hosted by any member of 
the Security Council. Issuance of visas for non-member 
participants is at the discretion of the U.S. and despite 
Russian objections we can wait until the right moment to 
issue a visa to Shamba but should carefully consider how all 
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of our equities run together. End comment. 
WOLFF 
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TAGS: PREL, PGOV, KDEM, PTER, IZ 
SUBJECT: TALK OF NEW IRAQI POLITICAL PARTY COALITIONS 


REF: A. BAGHDAD 828 
B. BAGHDAD 842 
C. BAGHDAD 805 
D. BAGHDAD 790 
E. BAGHDAD 452 
F. BAGHDAD 863 


Classified By: PolCouns Margaret Scobey for reasons 1.4 (b) and (d). 


1. (C) Summary. Reports about negotiations among Iraqi 
political parties to break up the current sectarian blocs and 
form new alliances have intensified following secular 
nationalist Iragiyya,s March 1 announcement that it would 
withdraw from the GOI and Shia Fadhila\'s March 7 withdrawal 
from the Shia coalition. Those anxious to form new political 
blocs criticize the Maliki government for its alleged 
sectarianism and pro-lran stance, and for failing to move 
forward on national reconciliation. They are also frustrated 

at their own marginalization. Some say they support the PM 
in implementing key benchmarks, while others seek to become a 
true opposition. Negotiations to form new coalitions have 
generally been instigated by parties with a relatively small 
number of Council of Representative (CoR) seats, and involve 
courting the Sunni Tawafug alliance, independent Shia 
elements, and the Kurds. Despite similar policy 

prescriptions, so far none of the various efforts has come to 
fruition, and competing personal ambitions are one chief 
obstacle. End Summary. 


Iragiyya\'s Withdrawal an Empty Gesture 
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2. (C) After a long absence, former PM and Iragiyya party 
leader Ayad Allawi returned to Iraq in mid-February. Allawi 
briefed the Ambassador on his efforts to form a broad 
moderate coalition in the CoR shortly after his return. 

Allawi described his goal to form an issue-based, 
cross-sectarian, nationalist bloc and called for fast 

progress on political benchmarks to support the Baghdad 
Security Plan (BSP), including debaathification reform, 
ridding Iraqi Security Forces and the police of militia 
infiltration, and dealing with pensions for Saddam\'s army and 
civil service. Allawi claimed that CoR speaker Mashadani was 
interested in joining his coalition, and that a variety of 

others were either on board or in negotiations to join. He 
listed the Sunni Iraqi Islamic Party (IIP), Sunni Hewar, Shia 
Fadhila, and elements of the Sadrists. Allawi said that 
according to SCIRI VP Abdel Medhi, the Dawa party was split 
on the issue. 


3. (C) Allawi claimed wide support in Arab capitals. He 

told the Ambassador he planned to hold a press conference 
February 25 to announce an 80-seat moderate coalition with 
the goal of rebalancing the Iraqi political arena along 
non-sectarian lines. Announcement of the National Salvation 
Front never materialized, but Allawi and Vice President and 
IIP leader Tariq al-Hashemi did hold a joint press conference 
acknowledge that they were engaged in discussions about 
working together. 


4. (C) On March 1, media reported that Allawi\'s 
cross-sectarian secular Iragiyya (25 seats) was withdrawing 
from the GOI. Leading party member Adnan Pachachi made a 
public statement accusing the Maliki government of 
encouraging sectarianism and failing to make progress on key 
issue of national reconciliation. 


5. (C) Allawi told the Ambassador March 2 that he had 
carefully crafted the statement, which read \"the Iraqi List 
feels it will soon no longer be able to accept the 

responsibility of being in the government because of its 
sectarian domination and narrow-mindedness,\" to reflect an 
open-ended threat to pressure the PM to take action, but fall 
short of quitting the government. Despite the announcement, 
lragiyya,s supposed &withdrawal8 appears to be an empty 
gesture -- Allawi said he had no plans to withdraw his five 
ministers, adding that he was not really part of the 
government anyway, since lraqiyya had been marginalized and 
given no role in GOI decision-making (Ref A). 
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Fadhila to Remain On lts Own...For Now 


6. (C) On March 7 the 15-seat Shia Fadhila party announced 
it had pulled out of the Shia coalition. Fadhila bloc leader 
Hassan al-Shammari told Poloffs March 8 that the decision is 
final and not a ploy to win a ministry or vie for increased 
influence within the GOI (Ref B). Al-Shammari blamed 
sectarianism for IraqVs current crisis and said sectarian or 
ethnic-base coalitions \"influenced by foreign countries" 
cannot solve lraqVs problems. 
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7. (C) Al-Shammari reported that Fadhila\'s leaders, 

including its spiritual leader Ayatollah Yacoubi, had been 
planning this move for a while. He claimed Fadhila had no 
plans to join in forming any new coalitions and would remain 
an independent. (Comment: Despite al-Shammari\'s claim that 
the party will remain on its own, Fadhila comes up in every 
discussion among those trying to form new cross-sectarian 
alliances; it is just as likely that the newly independent 

party may be sitting back to weigh its options and determine 
how to negotiate the most influence. End Comment.) 


8. (U) The Iragiyya and Fadhila announcements spawned a 
series of contradictory press reports and political 

statements, such as Sunni Iragi Accord Front (IAF) leader 
Adnan Dulaimi\'s announcement March 7 of the \"Iraqi National 
Front,\" a new bloc including lraqiyya, Salih al-Mutlaq,s 
National Dialogue Council and Shia Fadhila. 


9. (C) When he spoke with the Ambassador, Allawi said he 
would support the Prime Minister, but complained that Maliki 
has allowed sectarian interests to stall progress on the BSP 
political goals necessary to establish lasting security. 
However, Allawi,s professed support for Maliki flies in the 
face of IragiyyaWs &withdrawal8 from the GOI, Allawi,s 
constant public criticism of the PM, and his not-so-secret 
desire to replace Maliki as PM. 


10. (C) Shortly before his return to Iraq for the first time 

since June 2006 to attend the March 12 opening CoR session, 
Sunni Hewar bloc leader Saleh Motlaq told Poloff he planned 
to create a new front (Ref C). Motlaq contended that the 
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current sectarian-based governing system was not viable and 
therefore the CoR should vote to oust the Maliki government 
and replace it with competent, non-sectarian leaders. He 
said Hewar had been canvassing Iraqi politicians and found a 
critical mass of support for this plan from a range of 

parties, including Fadhila, Iragiyya, Tawafug, and \"other 
smaller groupings.\" Motlaq also claimed regional support for 
his initiative listing Turkey, Qatar, Egypt, the UAE, and 

Saudi Arabia. 


11. (C) Motlaq considered the government positions offered 

by the Maliki government as too minor and has spent much time 
outside Iraq since the GOI was formed. Motlag claimed that 

he and Allawi were in agreement on the idea of a cross 
sectarian, issue-based front, but that Allawi insisted on 

being its figurehead because of his ultimate aim to be the 

PM. Motlaq said he did not object to this in theory, but 
questioned the extent to which the former PM had enough 
popular support to win the seat. 


12. (C) Sunnis may have arrived at the conclusion that 
joining cross-sectarian efforts will increase their 

influence. Senior IIP member Alaa Mekki told Poloffs that 
Fadhila has not agreed at this point to join any front with 
Sunni parties, although discussions continue. IIP CoR member 
Saleem Jabbouri said that Tawafug is having conversations 
with Hewar to join together in a new bloc under a new name, 
but that Tawafuq did not trust Saleh Motlag to act as a team 
player and therefore hesitated to include him in any 
coalition. VP Hashemi told Ambassador February 27 that 
Tawafug is engaged in good discussions" with Iragiyya, as 
well as Hewar, the Turkomen Front, and Fadhila to form a 
national unity bloc. Some Sunnis say that Allawi\'s 
insistence on leading any new coalition and IIP\'s refusal to 
agree remains a stumbling block. 


13. (C) IIP COR member Ayad Sammaraie emphasized that the 
Iraqi National Front, prematurely announced by al-Duliaimi, 
\"was not a project to bring down the government." He said 
that there were several major obstacles to an anti-Maliki 

bloc and argued that the Kurds and U.S. would have to agree 
for such a bloc to succeed. He pointed out that Fadhila has 
expressed a preference for operating independently in order 
to avoid criticism and was \"political bloc shopping." 
Sammaraie added that it was clear that the U.S. was not 
supportive of a movement to oust Maliki. Sammaraie noted 
further that an effort to remove the Maliki government would 
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create too much tension with the Shia coalition. Already, he 
said, Dawa contacts had approached IIP with worries that this 
front was conspiring to bring down the Shia-led government 
and that IIP had assured them this was not the case. 


14. (C) On March 14, Sunni CoR Speaker Mashadani told 
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PolCouns a deal was essentially done. Tawafuq, Salih 
al-Mutlaq, Iragiyya, and Hewar were ready to cooperate and 
Fadhila was likely close to joining. The \"structure\" of the 
new coalition was simple, said Mashadani, comprising a 
roundtable of constituent group leaders and no overall 
\"head.\" A spokesman may represent the group, which would 
seek practical cooperation without a designated leader. 


15. (C) Fadhila member Nadim al-Jabiri briefed PolCouns 
February 8 on his effort to form a \"national front\" to solve 
IraqiVs political crisis and confront Iranian influence (Ref 

E). He claimed he has support from all Sunni leaders 
including VP Tariq al-Hashemi, CoR Speaker Mahmoud Mashadani, 
Khalaf al-Ulayan, Adnan al-Dulaimi, and Saleh Motlaq. He 
also claimed that all leaders of the insurgency except AQI 
were behind the national front effort, along with Arab states 
and Turkey. On the Shia side al-Jabiri said Fadhila was on 
board and negotiations with the Sadrists were in advanced 
stages. Al-Jabiri added, apologetically, that in order to 

gain support of the insurgency the plan called for withdrawal 
of coalition forces, \"although not immediately.\" 
Nevertheless, he insisted, the national front and the U.S. 
have the same goals for the future of Iraq. 


16. (C) It was never clear that al-Jabiri had the support 

of, or represented, his Fadhila party in conducting these 
discussions. Fadhila may indeed be talking about this, as it 
seems to be on other front efforts as well, but according to 
Fadhila leader al-Shammari, the official party line is that 
Fadhila will remain independent for the time being. 


17. (C) In 2006 the Embassy engaged in an effort to assist 
formation of a &moderate front8 of SCIRI, Sunni IIP, and 
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the Kurds to support the GOI to enact key legislation and 
isolate extremists. Currently this effort remains deadlocked 
over several obstacles, including PM Maliki,s suspicions 
that the front would usurp his power while increasing 
SCIRIVs, disagreement over the froni\'s structure and 
function, and the Shia coalition\'s unwillingness to openly 
isolate the Sadrists. Although unable to come to a formal 
agreement, as powerful blocs within the national unity 
government, there is no reason these groups cannot work 
together in a \'virtual front\' in support of the GOI. 


18. (C) PolCouns met with former Transitional National 
Assembly (TNA) Speaker and BSP Political Committee member 
Hajim al-Hassani March 7. Al-Hassani spoke of the need to 
bolster PM Maliki to ensure success of the BSP and its 

political component. He outlined his own plan for changing 

the Iraqi political arena by breaking up the Shia, Sunni and 
Kurdish blocs to form a new coalition of Dawa, IIP, KDP, and 
Fadhila in support of PM Maliki. Such an alignment, he 
contended, would comprise 142 CoR seats, thereby allowing 
Maliki to succeed in pushing through key political benchmarks. 


19. (C) The leader of the tiny 5-seat Solidarity Front, Shia 
independent CoR member Qassem Daoud, told PolCouns March 13 
that in order to build on the positive momentum of initial 

BSP successes what was required was a solid pro-Maliki front. 

The GOI and the CoR are weak, he said, and Maliki does not 

have the support of all factions of the national unity 

government, or even of all of his own Dawa party. 


20. (C) With 55 CoR seats, the Kurds would be the key 
members of any significant political coalition. Without the 
Kurds, no proposed new coalition has a serious chance of 
success. PM Maliki understands this well, as evidenced by 
his nervousness about an early March meeting between Allawi 
and Kurdistan Regional Government (KRG) President Masoud 
Barzani. We can only speculate about what effect Allawi and 
Barzani,s back-to-back visits to Saudi Arabia later in March 
had on the PM. 


21. (C) Although Kurdish leaders proved willing to talk to 
Iragiyya about the possibility of working together on 

particular issues, the are currently no indications that 
President Talabani\'s PUK or Barzani\'s KDP are thinking 
seriously about abandoning the national unity government. 
Barzani spoke at length with Allawi and Pachachi March 2 and 
3 about cooperating together in the CoR on issues of common 
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interests, but offering only support of a debaathification 
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reform law. 


22. (C) Barham Salih brainstormed March 4 in Dukan with 
Allawi and Pachachi, agreeing in particular on their shared 
concerns about Iranian influence. Pointing a finger at 
Iragiyya, Salih said the Iraqi liberal agenda was weak and 
could not prevail unless it joined with the Kurds and Sunnis. 
But convincing the Kurds to break their alliance with the 

UIA would require agreement to Kurdish designs on Kirkuk, to 
which he assessed Tawafuq would never agree (ref F). Sunni 
leader Saleh Motlag took the same position with Poloff, 
arguing that the Kurds would be necessary to from a new 
cross-sectarian bloc, but said that Kurdish territorial 

ambitions were problematic (Ref C). 


23. (C) In an apparent backlash against reports that new 
coalitions were imminent, on March 14 spokesman for the 
Kurdish Coalition Firyad Rawandouzi criticized the \"Iraqi 

Lists maneuvers\" to form a new political bloc in an attempt 

to bring down the Maliki government. And on March 10 Kurdish 
CoR member Adnan al-Mufti reaffirmed that the Kurdish MPs 
will maintain its alliance with the UIA saying, \"we insist on 
keeping this relationship.\" 


24. (C) These many attempts to form new political fronts are 
remarkably similar. All call for progress on issues of 

political reconciliation that mirror the actions Maliki 

promised would accompany the BSP. All involve almost 
identical casts of characters. All complain they are 
marginalized and accuse the GOI of behaving as a sectarian 
majority, not a national unity government. All say they aim 
to break up the three sect-based blocs in favor of 
non-sectarian, issue-based alliances. Proponents for new 
coalitions are not against the GOI\'s political program, but 
fed up with what they view as Maliki\'s inability to implement 
it. 


25. (C) Despite similar policy prescriptions, conflicting 
personal ambitions remain the chief obstacle to new 
coalitions. No GOI party is willing to give up its 

ministerial posts. Allawi continues to insist on his own 
leadership. Former Speaker al-Hassani, who promotes an 
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almost identical agenda, is also motivated by an interest in 
regaining his former position or in getting a ministry in a 
much-anticipated cabinet reshuffle. Until the politicians 
driving the discussion of cross-sectarian fronts can put the 
political reconciliation objectives above their ambitions and 
get serious about developing practical plans for success, 
efforts to build an effective cross-sectarian front are 
unlikely to succeed. End Comment. 

SPECKHARD 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, PGOV, TU 
SUBJECT: Business Sees Nationalism as Bigger Risk than Elections 


SENSITIVE BUT UNCLASSIFIED 


1. (SBU) Summary. The head of Merrill Lynch\'s new Istanbul branch 
is not overly concerned about the short-term outlook for the Turkish 
economy or politics. He minimizes the double election year 

political risk, estimating a 95% chance that PM Erdogan will seek 

and get the presidency and a large probability that the AKP will 

retain a parliamentary majority, although a smaller one. He does 

not expect a strong immediate counter-reaction from the military or 
secular establishment, or least of all, from the business community. 
He sees the Turkish marketplace as brimming with opportunities, 
including for regional economic leadership. Such opportunities 
require strong political leadership to ride-out a nationalist trend 

that is fed by rapid political and economic change. Views like 

these are widespread in the big business community, whose main fear 
is not another AKP government but a return to the drift and 

stagnation of the 1980s and 1990s. End Summary. 


2. (SBU) A secular Turk who was until recently a senior official 
in a leading Turkish bank, our contact concedes that the AKP has 
pursued business-friendly economic policies, but is worried that the 
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fast pace of economic change has fed a resurgence of political 
nationalism to a perhaps unprecedented extent. He tells anecdotes 
of highly-educated, successful, liberal" friends railing against 
Kurdish separatists and Greek Cypriots like they never had before. 
Such passions are fed, he believes, by the lack of progress on four 
key foreign issues: 1) PKK and northern Iraq, 2) Cyprus, 3) EU 
accession, and 4) relations with Armenia. Nationalists assert, 
rightly or wrongly, that Turkey has made \"concessions\" on each of 
these issues that have been rebuffed, leaving them feeling angry and 
betrayed by the national leadership as a whole (including the 
military). This is not a short-term, but a medium-term political 

risk that could come to a head in 2008 or 2009, absent progress on 
these four issues. 


3. (SBU) As the economy changes, churning in the employment 
market, replacement of existing firms by new ones, and ongoing 
migration to the cities has created a sense of dislocation that 
encourages nationalist responses. No political party offers a 
compelling vision of hope in the future to guide people through 
turbulent times of change. The obvious candidate for such a 
national leadership role, he believes, is PM Erdogan. But for 
Erdogan to succeed in such a role, he would need to grow beyond his 
current religious/communitarian base and be accepted by a bigger 
cross-section of voters. Erdogan recognizes this, he thinks, and is 
looking for ways to broaden his support. This in turn has led to 

the high decibel politics of the opposition, which also recognizes 

his potential. A broader base would also help the AKP govern in a 
smarter, more strategic way, since new supporters would add to the 
party\'s intellectual and experiential pool. 


4. (SBU) Nonetheless, Merrill Lynch is bullish on Turkey. 

Nationalist challenges are bumps on the road to modernity, and there 
is a vast untapped growth potential that could be realized with 
continued political stability and economic reform. Merrill Lynch is 
focusing on the real estate sector, which is a main employment 
generator. Istanbul will be rebuilt from the ground up in ten 

years, given the huge amounts of money going into property and 
construction. Merrill Lynch\'s greater vision of its role is as an 
investment bank for an emerging class of regional business 
powerhouses. The branch chief cites the strong interest in his 
bank\'s recent eurobond issuance for Calik Energy as one example of a 
company growing beyond its local roots with foreign financing. 

Airport builder-operator TAV, which was recently taken public by 
Goldman Sachs, is another example, as are companies like Sisecam, 
Enka and Efes that are active in Turkey, Russia, and the Balkans and 
are expanding in the Middle East and Caucasus. 


5. (SBU) Comment: Even if our contact goes too far downplaying 
election year risks, we report his views as an example of the 
outlook of Istanbul\'s secular, western-oriented big business 
community, which has traditionally played a decisive political role. 
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The discounting of major election risk is also reflected in most 
market analyses, as is the growing concern -- what our contact 
called \"the nightmare scenario\" -- about nationalism over the longer 
term. ltis also representative of the business perception of large 
opportunities in the Turkish marketplace that are balanced by large 
risks. Summed up, that risk is of a Turkey that is inward looking, 
rudderless and adrift, as it was for much of the 1980s and 1990s. 
Turkey\'s business community is decades ahead of its neighbors in 
places like Iraq, Syria, the Caucasus and Iran and has the potential 
to help those countries develop functioning market economies if 
politics allow. These views are thus a reminder of what is at stake 
in this election year and of the contribution economic engagement 
can make to Turkey\'s stability. 


WILSON 
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SIPDIS 
SIPDIS 
STATE FOR NEA, SCA, PM, AND S/CT 


E.O. 12958: N/A 
TAGS: AMGT, APER, CIP, ENRG, KU, OTRA 
SUBJECT: COUNTRY CLEARANCE REQUEST FOR BRUCE A. AVERILL 


1. (SBU) Request country clearance for Bruce A. Averill, 
Senior Coordinator for Critical Energy Infrastructure 
Protection Policy, for March 18-20 to meet with UAE Critical 
Energy Infrastructure Protection Coordinator, Embassy Abu 
Dhabi officers, and other individuals as post deems 
appropriate. 


Name: Averill, Bruce A. 

Title: Senior Coordinator for CEIP Policy 
Passport: 900448252 (Diplomatic) 
Issued: 10/06/04 

Expires: 10/05/09 

Clearance: TS 
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2. (SBU) Dr. Averill will arrive in Abu Dhabi on March 18, 

2007, on Etihad flight 718 at 19:25, and he will depart 

for Kuwait City on March 20, 2007, on Etihad flight 717 at 
18:50. Post has reserved accommodations for Dr. Averill 

at the Oryx Hotel. No further assistance from post is 

requested for arrival or departure. While in transit, Dr. 

Averill can be reached on his mobile phone at 1-434-242-5486 
or by E-mail at bruceaverill@mac.com. 
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For more reporting from Embassy Kuwait, visit: 


http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 


http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: PK, PREL, KNNP 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR STATE/DOE DELEGATION 
MARCH 19-23 

REF: STATE 32649 


1. American Embassy Islamabad grants country clearance and 
warmly welcomes the visit of SCA/RA Director John Schlosser 
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and ISN/RA Kahtryn Schultz from the Department of State, and 
Kelly Cummins, Anne Kohnen, Jimmie Collins, Chis Landers, and 
Greg Herdes from the Department of Energy to Islamabad March 
19-23, 2007. 


2. Control Officers for the visit will be Political Officers 

Tom West and Mike Fernandez. Mr. West can be reached at 
92-51-208-2294; mobile: 92-300-501-2173; email: 
westTW@state.gov. 


3. Visas: Everyone arriving in Pakistan must/must have a 
valid visa. If you do not have a valid visa, you will be 
denied entry. 


4. Hotel Security: Islamabad and the three constituent 
consulates in Karachi, Lahore, and Peshawar are high-threat 
posts. Employees assigned to Pakistan are unaccompanied and 
receive danger pay. The Department of State Travel Warning 
for Pakistan asks U.S. citizens to defer non-essential travel 

to Pakistan because of the continued high security concerns 
about terrorists in Pakistan. The Embassy approves only 
essential official travel to Pakistan. All official visitors 

to Islamabad must adhere to Embassy security standards and 
procedures. The potential for continued threats to Americans 

in Pakistan from Al-Qaida and other extremist elements 

remains real. A suicide bomber killed two Consulate 

employees at the U.S. Consulate in Karachi in March 2006. A 
grenade attack against the Protestant International Church in 
Islamabad killed two Embassy members and injured several 
others in March 2002. American, Western, and Christian 

targets continue to be threatened and attacked. 
Anti-Americanism remains strong among certain elements of the 
population. 


5. Public Transportation: for safety reasons, Americans are 
prohibited from using taxis and all public transportation. 


6. Health: The Embassy Health Unit has provided the 
following information to aid visitors and temporary duty 
employees in Pakistan: 


A. Facilities: There are health units at the embassy and 
each of the three consulates. The Islamabad Health unit is 
staffed by a Regional Medical Officer, a Foreign Service 
Nurse Practitioner and two RNs. It provides routine medical 
care and basic laboratory services during the workweek. It 
does not supply medications for chronic medical conditions; 
these must be brought with you. The facilities in Lahore, 
Karachi and Peshawar are extremely limited in the services 
they provide and are staffed by part-time local medical 
providers. Official visitors traveling to or working at 
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those locations should bring all personal medicines with them 
including over-the-counter drugs. 


B. Access: Access to the Health Units at all Mission Pakistan 
posts other than good samaritan, care is limited to American 
citizen employees and contractors who are eligible for Health 
Unit services. Good samaritan care is emergency care 
designed to stabilize a patient until s/he can reach or be 
reached by local medical practitioners. 


C. Food and Water-borne Illnesses: Visitors to Pakistan are 
at high risk for water-borne and gastrointestinal ¡llnesses. 
Careful attention to the choice of food and beverages helps 
to reduce the risks. Avoid salad bars and buffets while 

eating at local restaurants; a la carte items are your safest 
bet. Meat, eggs, and vegetables should always be thoroughly 
cooked or steamed. Safe foods include steaming hot dishes, 
rice, pasta, cooked vegetables served hot, and bread 
products. Foods that are moist and served at room 
temperature, especially peeled fruits, salads, sauces, 
egg-based foods, mayonnaise-based dishes and buffet offerings 
are risky. Avoid ice cream as well. 


D. Drinks: Safe drinks include hot tea, coffee, and 

carbonated beverages. Assume all tap water is contaminated 
contrary to notices occasionally posted in some hotels or 
elsewhere. The only exception to this rule is the tap water 

on the embassy compound. Commercially available water 
bottled in Pakistan has been found to be inconsistently safe 

for consumption. Bottled water sold in our commissary has 

been judged safe. Be sure the seals have not been broken. 
Remember that freezing does not make water safe, so avoid ice 
cubes unless you know they have been made from potable water. 
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Personal portable water purification systems are available 
commercially at nominal cost and can easily be transported in 
luggage as they are no larger than a tall mug. These devices 
protect against bacteria as well as viruses and protozoa. 


E. Malaria: Malaria is endemic to various regions in 

Pakistan, and the risks of infection vary depending on 

location, altitude and season. During the rainy season all 
visitors are advised to take prophylaxis, especially those 
traveling outside the major metropolitan centers or who make 
frequent trips between the consulates and Embassy. Mefloquine 
is the preferred prophylaxis and should be brought with you 
during travel as it is unavailable in country except at the 

mission health units. Doxycycline is an alternative and is 
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available in country. In conjunction with medication, 

visitors must also take measures to reduce contact with 
mosquitoes, such as wearing clothing that covers most of the 
body and using an insect repellent containing DEET. 


F. Immunizations: Visitor immunization records should be 
reviewed by the Department\'s Immunization Clinic prior to 
departure. For short-term visitors the following 
immunizations are recommended: hepatitis a, hepatitis b, 
typhoid, and tetanus in addition to usual childhood 
immunizations. The rabies series is also recommended for 
Pakistan and should be completed before arriving in country. 
The Health Unit in Islamabad can provide most vaccinations 
except smallpox, which is only available in Washington. The 
consulate health units can provide a limited number of 
vaccinations depending on type needed and health unit 
staffing. 


H. Emergency Medical Services: Emergency medical care is 
extremely limited in Pakistan even in major cities. The 
health units keep up-to-date lists of available facilities in 
cities in which the embassy and consulates are located. 
Travelers should arrange for medical evacuation insurance 
either personally or through their sponsoring agency prior to 
their arrival in country. 


|. Automobile and Pedestrian Safety: Overseas automobile 
accidents remain a major cause of death of expatriates abroad 
and Pakistan is no exception. Further, vehicles in Pakistan 
are driven on the left side of the road, which adds another 
dimension to automobile and pedestrian safety if you are not 
used to this traffic pattern. Avoid driving at night if at 

all possible. Use seat belts in both rear and front seats, 

and insist that your driver maintains a safe speed. Stay 
alert crossing streets and intersections, especially after 
dark. 

CROCKER 
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STATE PLEASE PASS TO USTR JBUNTIN 
STATE PLEASE PASS TO USPTO PFOWLER 


E.O. 12958: DECL: 03/17/2012 

TAGS: ECON, ETRD, KIPR, PREL, KU 

SUBJECT: KUWAITYS NEW TIFA LEAD SAYS COPYRIGHT LAW WILL GO 
TO PARLIAMENT SOON 


Classified By: Economic Officer Chris Green for Reasons 1.4 (b) and (d) 


1. (SBU) On March 13, Econcouns and Econoff met with new 
Assistant Undersecretary of Commerce and Industry (MOCI) for 
International Trade Abdulazziz Al-Khaldi. Al-Khaldi, who was 
previously Assistant U/S for Commercial Control and a key 
contact on IPR issues, took over in January as the GOK\'s lead 
official in the TIFA process, replacing Hamid Al-Ghanim. 
Khaled Al-Azemi, Controller of Foreign Relations at MOCI and 
a member of Al-Khaldi\'s staff, also attended the meeting. 
Econcouns congratulated Al-Khaldi on his new position, 
stressed we looked forward to working with him on trade 
issues, and noted that the USG still eagerly seeks movement 
on several important TIFA items, including IPR, taxes, labor, 
and standards. Al-Khaldi said much of the progress will 
depend on the Parliament, to which new tax and labor laws 
have been submitted. 


Copyright Law Almost Done 


2. (SBU) Al-Khaldi said amendments to Kuwait\'s copyright law 
are nearly finished, and he expects them to be submitted to 

the Parliament within two months. The amendments, he said, 
will include new provisions for copyright enforcement by 

Kuwait Customs, increased penalties, and a provision making 
the seizure of pirated goods mandatory for IPR inspectors. 

He believes the amendments will make the new law 
TRIPS-compliant. Al-Azemi predicted that the law would pass 
easily in Parliament since the provisions were not 

particularly controversial, although Al-Khaldi said he 

\"wasn\'t sure\" how Parliament would treat it. Al-Khaldi said 

he had traveled to Geneva recently to meet with WTO copyright 
experts, and asked for a WTO training program to be held in 
Kuwait. 


Econoff Tip Spurs IPR Raid 


3. (SBU) During the meeting Al-Azemi stated that vendors no 
longer sell pirated goods openly in Kuwait, and that 
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transactions now involve customers choosing goods from 
vendors\' catalogues and a runner retrieving the goods from 
another location. Econoff disputed the claim, noting that 
pirated DVDs, software, and video games were sold openly in a 
shopping plaza adjacent to his residence. Al-Khaldi asked 
for details of the location, and immediately made a phone 

call to MOCI inspectors ordering them to inspect the shopping 
plaza. Two days later, on March 15, Econoff went to the 
shopping center and saw that all vendors, including their 
semi-permanent glass cases, had been removed. 


Comment 


4. (C) Al-Khaldi was previously the Commerce Ministry\'s lead 
official on IPR enforcement, and has long been a good Embassy 
contact. He is one of a small cadre of GOK officials who are 
aggressive on IPR, and although he is no longer directly 
responsible for enforcement, he continues to take a great 
interest in the issue. While he was less familiar with other 

TIFA issues, having just recently assumed the portfolio, 
Al-Khaldi should be a dependable ally within the ministry for 
pushing the TIFA agenda once he gets up to speed. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
Visit Kuwait\'s Classified Website: 

http://www .state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - KHALID AL-SHAYKH, IRAN, AND IRAQ 


Block Quotes 


Sunday, March 18, 2007 


-- Under the title \"Who will believe the Pentagon reports after 
today?\" Mohammed Zain inquired in pro-government daily Al-Seyassah 
(03/18): 


\"All this was done by the Pakistani boy named Khalid Al-Shaykh? He 
planned and executed the September 11, 2001 attacks using hijacked 
passenger jets in the United States and planned more than 31 
terrorist operations in many places and with a variety of targets? 

This is what the Pentagon stated in a report distributed recently 
alleging that the Pakistani boy confessed to all the above during a 
hearing in Guantanamo.\" 


-- In progressive Arabic daily Al-Qabas Hassan Al-Issa stated under 
the title \"Shame\" (03/18): 


\"When the foreign media states that the terrorist Khalid Al-Shaykh 
Mohamed is a Kuwait-born and raised Pakistani citizen, we Kuwaitis 
should be ashamed and feel sorry for what happened. Our shame is 
greater than the government\'s, which could not defend itself except 
by repeating spent words about Khalid Al-Shaykh by saying that he is 
not Kuwaiti, he is Pakistani. We forget that his personality was 
raised and nurtured in Kuwait.\" 


-- In conservative Arabic daily Al-Watan, under the title \"God Help 
Us\" Mubarak Al-Hajiri inquired (03/18): 


\"Iran\'s insistence on developing its nuclear program, the 
international community\'s refusal to let that happen, and the 

current standoff makes us fearful of what could happen to the 
region.... What precautionary measures have we taken to avoid being 
dragged into this prospective war?\" 


-- Under the title \"Positive Developments before the Arab Summit" 
Dr. Shafeeq Al-Ghabra penned in moderate Arabic daily Al-Rai 
(03/18): 


\"Iraq will remain a place for conflict between the Iraqi government 
and the United States on one side and all those bearing arms from 
all segments on the other side. This struggle will be long and 


Column 3 
difficult." 


-- Dr. Jalal Al-Rasheed concluded his article titled \"And a Sorcerer 
for a Deputy Minister of Education\" in moderate Arabic daily Al-Rai 
with the question (03/18): 


\"Dr. Ayad Allawi\'s statements on democracy in Iraq when he said that 
democracy is not as important as security and employment are 
considered extremely dangerous. If democracy is to be curtailed in 
Iraq, a tyrannical regime will return quickly and will follow the 

Saddam model; will that be good for Iraq?\" 


-- Under the title "Iraqi Developments economic researcher Amer 
Al-Tameemi contended in pro-government daily Al-Seyassah (03/18): 


\"Security is of utmost importance to the Iraqis and the Americans 
and all those who are interested in the Iraqi affairs at the present 
time. It is not easy to ignore the death of 30-100 Iraqis and three 
to four American soldiers on a daily basis; not to mention the 
dozens of Iraqis or Coalition soldiers injured without any thought 
to ending the terror and sectarian violence.\" 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - KHALID AL-SHAYKH, IRAN, AND IRAQ 


Block Quotes 


Sunday, March 18, 2007 


-- Under the title "Who Will Believe the Pentagon Reports After 
Today?\" Mohammed Zain inquired in pro-government daily Al-Seyassah 
(03/18): 


\"All this was done by a Pakistani boy named Khalid Al-Shaykh? He 
planned and executed the September 11, 2001, attacks using hijacked 
passenger jets in the United States and planned more than 31 

terrorist operations in many places with a variety of targets? This 

is what the Pentagon stated in a report distributed recently 

alleging that the Pakistani boy confessed to all the above during a 
hearing in Guantanamo.\" 


-- In progressive Arabic daily Al-Qabas Hassan Al-Issa stated under 
the title \"Shame\" (03/18): 


\"When the foreign media states that the terrorist Khalid Al-Shaykh 
Mohamed is a Kuwaiti-born-and-raised Pakistani citizen, we Kuwaitis 
should be ashamed and feel sorry for what happened. Our shame is 
greater than the government, whose only defense was to repeatedly 
deny that Khalid Al-Shaykh is Kuwaiti and point out that he is 
Pakistani. We forget that his conscience developed in Kuwait and 
was nurtured here.\" 


-- In conservative Arabic daily Al-Watan and under the title \"God 
Help Us\" Mubarak Al-Hajiri inquired (03/18): 


\"Iran\'s insistence on developing its nuclear program, the 
international community\'s refusal to let that happen, and the 

current standoff makes us fearful of what could happen to the 
region.... What precautionary measures have we taken to avoid being 
dragged into this prospective war?\" 


-- Under the title \"Positive Developments Before the Arab Summit" 
Dr. Shafeeq Al-Ghabra penned in moderate Arabic daily Al-Rai 
(03/18): 


\"Iraq will remain a place for conflict between, on the one side, the 
Iraqi government and the United States and, on the other side, all 
those bearing arms from all segments. This struggle will be long 
and difficult.\" 
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-- Dr. Jalal Al-Rasheed concluded his article titled \"And a Sorcerer 
for a Deputy Minister of Education\" in moderate Arabic daily Al-Rai 
with the question (03/18): 


\"Dr. Ayad Allawi\'s statements on democracy in Iraq, when he said 
that democracy is not as important as security and employment, are 
extremely dangerous. If democracy is to be curtailed in Iraq, then 

a tyrannical regime will return quickly and will follow the Saddam 
model. Will that be good for Iraq?\" 


-- Under the title \"Iraqi Developments\" economic researcher Amer 
Al-Tameemi contended in pro-government daily Al-Seyassah (03/18): 


\"Security is of the utmost importance to Iraqis and the Americans 
and all those who are interested in Iraqi affairs at the present 
time. It is not easy to ignore the death of 30-100 Iraqis daily and 
three to four American soldiers daily. Not to mention the dozens of 
Iraqis or coalition soldiers injured without any thought to ending 
the terror and sectarian violence.\" 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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1. Embassy Kuwait welcomes and hereby grants country 
clearance for Biographic Officers Artheia Dingle, Ann 
Urralburu, and Ansel Stein for travel to post o/a 31 March to 
2 April to meet with Embassy Officers and discuss the current 
needs of the biographic program. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Embassy Point of Contact: Jonathan Turley, Foreign 
Service Officer. Phone: (965) 259-1495. Fax: (965) 
259-1051. Email: TurleyJC@state.gov 


4. The Embassy has made hotel reservations in Kuwait at the 
Marina Hotel, telephone: (965) 224-8351; fax number: (965) 
224-4972; confirmation numbers: 283031, 283030, 283029. 
Hotel rate per night is 66KD 15% service charge 
(approximately $260 USD) and includes breakfast. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day atthe airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


Column 3 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
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the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
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official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor's Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. Confiscation 
of film and camera and even arrest may result from doing so. 
A good rule of thumb: If there is any doubt as to whether a 
photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
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to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 

(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 

fiscal data on visitors travel authorization is to be used 

for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 

days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 

provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
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6. This cable was last updated on October 30, 2006. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SUBJECT: NEA DAS CARPENTER DISCUSSES EGYPTIAN REFORM WITH 
LEADING INDEPENDENT ANALYSTS 


Classified by DCM Stuart Jones for reasons 1.4. (b) and (d). 


1. (C) Summary: In meetings on the Egyptian constitutional 
amendments with NEA DAS Scott Carpenter during a March 9-11 
visit, several independent analysts said that Egypt\'s 
constitutional amendment process had been flawed by the GOE 
and NDP\'s tight control over the process. These critics 
asserted that the carefully managed constitutional reform 
process was unlikely to expand the democratic space in Egypt. 
They noted that the GOE and NDP\'s apparent unwillingness to 
support a genuine political opening is a recipe for future 
instability, and they further agreed that while Gamal Mubarak 

is the front runner to succeed his father, Gamal\'s inability 

thus far to build a constituency (either with the Egyptian 

people writ large or with the military-security apparatus) 
increases the risk that Gamal\'s ability to govern (as 

distinct from his ability to engineer a succession to his 

father) might be threatened by popular unrest or future 
challenges from within the GOE. End summary. 


2. (C) Issandr El-Amrani, a Cairo-based analyst who covers 
Egypt forthe Eurasia Group, and Elijah Zarwan, the Human 
Rights Watch representative in Cairo (protect both) told DAS 
Carpenter on March 9 that many of the proposed constitutional 
amendments had led to growing concern that the GOE and the 
NDP are simply focused on tightening control over Egypt\'s 
political life, behind a facade of ostensible political 

reform. El-Amrani and Zarwan recommended that the USG press 
the GOE to ensure that the legislation that emerges 
subsequent to the constitutional amendment process (in such 
areas as electoral supervision, anti-terror statutes, and 
regulation of political parties) will in fact expand the 

democratic space in Egypt. El-Amrani noted that USG 
engagement on these issues--since they impinge on Egyptian 
sovereignty--was a delicate subject for the GOE. 


3. (C) El-Amrani further noted his concern that continued 


Column 3 

tight control by the GOE over Egypt\'s democratic space might 
pay short term benefits with regard to stability under Hosni 
Mubarak, but he said that independent analysts are 
increasingly concerned that the GOE\'s tactics run the risk of 
contributing to instability, particularly if President 

Mubarak were to die or be incapacitated. El-Amrani 
speculated that if the GOE continues to cut off avenues of 
legal, non-violent political participation for both the 

secular opposition and the Muslim Brotherhood, and remains 
unable to build real popular support for the ruling party, it 
faces potential crisis if and when an economic dislocation or 
other shock, including labor unrest, were to occur. 

El-Amrani noted that he and other independent analysts have 
increasingly begun to wonder if an event like the 1952 riots, 
which precipitated the Free Officers coup dVetat, might be on 
the horizon. 


4. (C) Hugh Roberts (protect), the Cairo representative for 
the International Crisis Group, echoed El-Amrani\'s concerns 
about the potential for instability, particularly in a 

hypothetical period after Gamal\'s succession of his father. 
In a March 10 meeting with DAS Carpenter, Roberts observed 
that Gamal\'s current power, and apparent ability to succeed 
his father, is predicated almost entirely on his father\'s 
dominance of the Egyptian political system. Roberts argued 
that Hosni Mubarak may be able to engineer Gamal\'s 
succession, but Gamal\'s ability to govern--particularly if 
Hosni Mubarak departs the scene--might be challenged by 
popular unrest and/or intervention by the military-security 
apparatus. Roberts speculated that economic dislocation 
early in a post-Hosni Mubarak era could lead to popular 
unrest (along the lines of the 1952 or 1977 riots) that might 
trigger competition for the leadership. Aside from a 
relatively small group of reformist businessmen and party 
officials, Roberts argued, Gamal\'s only power base is his 
proximity to his father. A key factor in Egypt\'s stability 

in the post-Hosni Mubarak era, Roberts argued, will be the 
military, but he noted that the military\'s current role and 
views on governance are \"opaque and off-stage.1 Roberts said 
he knew of no analysts with insight into the Egyptian 
military\'s view of Egypt\'s future governance. Roberts said 
it is not clear if President Mubarak \"has drained the 

military of the capacity to play a leading role in the 
succession.\" 


5. (C) According to Roberts, Gamal Mubarak and the 
reformist wing of the party \"have been unable to articulate a 
political project that rallies Egyptians around them. 

Roberts described the constitutional amendment process as 
\"conceived and composed... and totally controlled by the top 
of the NDP,\" which he described as not serious about seeking 
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real consensus but instead focused on maintaining a monopoly 
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on power. He asserted that the \"process is very managed and 
not democratic." Roberts argued that where once there was 
an opening, there is a now a closing\" of genuine political 
reform. The current leadership, argued Roberts, has moved to 
crush the Muslim Brotherhood and to eliminate any meaningful 
secular opposition, but at the same time, it has not yet 
succeeded in turning the NDP into anything other than a 
\"hollow shell, unable to reform itself.\" The GOE\'s treatment 
of Ayman Nour, said Roberts, \"speaks volumes about the 
monopolist approach of the GOE. Roberts noted that this 
approach might pay short term stability dividends for the 
leadership, but it did nothing to build the kinds of 

institutions that will be crucial to ensuring stability in 

the longer term. (Note: Roberts is currently in Washington, 
through March 20, to participate in a seminar at the 
Deparment on Algerian politics. He expressed his willingness 
to discuss Egypt further with DAS Carpenter or other USG 
officials. End note.) 


6. (U) DAS Carpenter has cleared this message. 
RICCIARDONE 
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SUBJECT: NEA DAS CARPENTER DISCUSSES CONSTITUTIONAL 
AMENDMENTS WITH GOE AND NDP OFFICIALS 


Classified by DCM Stuart Jones for reasons 1.4. (b) and (d). 
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Summary 


1. (C) In meetings on the Egyptian constitutional 

amendments with NEA DAS Scott Carpenter during a March 9-11 
visit, GOE and NDP officials asserted that the process, 
however imperfect, was nevertheless a genuine reform process 
that will pave the way for new legislation which has the 

potential to enhance and expand the democratic space in 
Egypt. GOE and party officials also acknowledged that they 
need to do a better job of \"selling\" the amendments to the 
Egyptian people, but they also noted that they are hampered 

by widespread political apathy that characterizes the 

Egyptian public. End summary. 


Parliamentary and Legal Affairs Minister: Elections 
Supervision and Anti-terror Provisions are Key 


2. (C) Ina March 10 meeting with DAS Carpenter and the 
Ambassador, Minister for Parliamentary and Legal Affairs, 

Mufid Shehab, reviewed the constitutional amendment process, 
and said that two issues--anti-terror legislation and 

electoral supervision--had been particularly contentious. 

Shehab, who was joined by NDP Parliamentary bloc leader Abdul 
Ahad Gamal El-Din, acknowledged that the proposed amendment 
to article 179 of the constitution would allow the GOE to 

suspend the privacy protections currently enshrined in 

articles 41, 44, 45, which prohibit warrantless searches and 
wiretaps, in narrowly-defined terrorism cases. Shehab argued 
however, that opposition claims that this amendment would 
Vconstitutionalize the Emergency Law, which has been applied 
almost continuously since 1967, were overstated. 


3. (C) Shehab insisted that the amendment to article 179 
was designed only to permit the GOE to pass a tightly-focused 
anti-terror law. Accordingly to Shehab, the draft 

anti-terror law--which has not yet been made public--will use 

a precise, narrow definition of terrorism. The privacy 
protections enshrined under articles 41, 44, and 45--which 

the GOE is currently able to disregard at will under the 
Emergency Law--will in fact be strengthened, said Shehab, 
since they will only be applied in carefully defined cases of 
terrorism. Shehab said he and GOE colleagues drafting the 
anti-terror law had carefully reviewed the U.S. Patriot Act, 

as well as the analogous British, Russian, and Spanish laws, 
and that their goal was to replace the indiscriminate and 
vaguely worded provisions of the Emergency Law with new 
legislation that will be \"mid-way\" between the regular penal 
code and the Emergency Law. Carpenter urged Shehab to make 
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the draft anti-terror law public as soon as possible, in 

order to reassure those who were worried that it would 
provide undue limitations on political freedoms. Shehab was 
non-committal, but acknowledged that the text of the new 
legislation, as well as its application/enforcement would be 
the key determinants of its success or failure. 


4. (C) Turning to the matter of elections supervision, 

Shehab and Gamal El-Din argued that the current 
constitutional requirement that Egypt\'s judges (who number 
approximately 8,000) supervise all national elections was 
\"practically impossible, and not a good use of judges\' skills 
and prestige.\" During the 2005 parliamentary polls, Shehab 
said, there had been 32,000 polling stations requiring 

judicial supervision, which compelled the GOE to conduct 
voting in three stages over a month-long period. Shehab and 
Gamal El-Din said that the GOE had determined that an 
independent election commission, composed largely of judges 
or retired judges along with other neutral eminent 

personages, designed \"along the Indian model,\" offered Egypt 
the best way to ensure efficient elections that would also be 
free and fair. Shehab noted that the amendment to article 88 
would merely lay the constitutional groundwork for a new law 
on elections supervision, and he agreed with Carpenter that 
the actual text of the new law, plus its application, would 

be the real measure of success. 


5. (C) Carpenter asked Shehab and Gamal El-Din for their 

views on how the GOE and the NDP would be gauging the success 
of the constitutional amendment process. Specifically, 

Carpenter asked if they were aiming for a particular turnout 

or \"yes\" vote in the national referendum. Shehab declined to 
answer, while Gamal El-Din answered with a non-sequiter about 
President Mubarak\'s prerogative to amend the constitution. 

In an acknowledgement that the GOE and NDP feel the need to 
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respond to popular demands for change, Shehab said that the 
Egyptian people \"are asking for more and more, and we live in 
an era where they are always comparing us with other states.\" 


6. In aseparate March 10 meeting with DAS Carpenter and the 

DCM, NDP Policies Committee spokesman Mohamed Kamal provided 
additional details on the matter of elections supervision. 

He said that he had personally studied the \"Indian, 
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Palestinian, Iraqi, and various Eastern European 
commissions,\" and the goal is to design a three-tiered 
commission that will have true neutrality and independence. 
Kamal said that the Parliament\'s \"first order of business!" 
after the national referendum (on/about April 4) will be to 
pass a revised law on the \"exercise of political rights\" so 
that the upcoming Shura Council elections, which Kamal said 
will occur in May or June, could be held under the authority 

of the new election commission. Kamal conceded that the new 
commission \"would not have all of its powers and capabilities 
from Day One\" and so would likely delegate temporary 
authority to the Ministry of Interior and local authorities 

so that these bodies administer the Shura elections under the 
supervision of the new commission. 


7. (C) Kamal noted that although the amendments package 
would include provisions for the GOE to use party lists in 
future parliamentary elections, the upcoming Shura elections 
would be held under the existing, individual rules of 
candidacy--because of the pressing time requirements. Kamal 
noted that the proportion of party list candidates versus 
independents would be determined by future legislation, but 
that it was his assessment that the GOE would aim to have 70 
percent of seats reserved for party candidates and 30 percent 
reserved for independents. Kamal said that the goal is to 
\"ensure space for independents\" but to allow the GOE and NDP 
to determine the relative balance in future legislation. 


8. (C) Carpenter asked Kamal for clarification on the next 
steps in the amendment process. Kamal said that after 
approval by the Shura Council (which subsequently occurred on 
March 13), the amendments would move to the Peoples Assembly 
for an article-by-article review. The PA, said Kamal, would 

be able to propose revisions to the proposed amendments, and 
would vote on each amendment, which must be passed by a 
simple majority. Atthe conclusion of the PA review, the PA 
would vote on the package as a whole, and it must pass by a 
2/3 majority. Kamal conceded that the constitutional reform 
process so far had generated very little public interest, and 

that this apathy could make it hard for the GOE and NDP to 
secure a genuine national endorsement in the upcoming 
referendum. Kamal said that the party would move quickly 
after the parliamentary approval (expected on March 20) to 
conduct civic education and get-out-the-vote campaigns, in 
order to boost turnout and support for the amendments. 


NDP Information Secretary Ali El-Din Hilal: A Weak Ruling 
Party is Embarked Upon Real Reform 
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9. (C) In a March 11 meeting with DAS Carpenter and 
poloffs, Ali El-Din Hilal, a former Minister of Youth, 

professor of political science at Cairo University, and 

current NDP Information Secretary, sought to put the Egyptian 
reform process in historical perspective. He noted that the 
reforms were profoundly different from, for example, what 
occurred in Easter Europe in the 1990s. \"We have not had 
institutional breakdowns,\" Hilal asserted. \"We are pursuing 
change from within.\" It was not an easy process, he argued, 
because of several factors: 


--a prevailing climate of political apathy among Egyptian 
voters, which is linked to Egypt\'s authoritarian tradition 
(\"not a police state, but a tradition of fear\") 


--the weakness of party politics in Egypt which means that 
elections are determined not by the appeal to voters of party 
platforms, but rather by patronage, family and clan 
connections, service provision, and money. 


10. (C) Hilal said that the current amendment process was 
the culmination of a reform process that had begun in 2000 
with President Mubarak\'s decision to appoint Hilal himself, 
Ahmed Ezz, Gamal Mubarak, and Zakariya Azmi to the NDP 
General Secretariat. Hilal said that he and the other new 
appointees quickly realized that the NDP was not a political 
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party in the conventional sense, but rather \"a coalition of 
personalities and interests, dominated by a provincial, 
conservative, rural elite.\" All of the NDP\'s political 

reform efforts since 2000, asserted Hilal, had been aimed at 
building a party with the strength and effectiveness to 

better address the needs of the Egyptian people. Now, in 
2007, Hilal continued, the \"proposed amendments, if actively 
and properly implemented, could have a significant impact on 
the Egyptian political system. 


11. (C) Hilal acknowledged that the NDP needed to make a 
big push in the next few weeks to secure popular approval for 
the amendments. He noted that the party plans to mobilize 
its \"7,500 units\" at the local level to boost turnout. Hilal 
observed that an opposition attempt (including the Muslim 
Brotherhood) to mobilize a \"no\" vote would contribute to a 
significant turnout. Hilal opined that 30-35 percent turnout 

of eligible voters (who are estimated to be 32 million) would 
be \"a great job.\" (Note: During the May 2005 referendum on 
the amendment to Article 76, the GOE reported turnout of 
slightly more than 50 percent of eligible voters, with an 83 
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percent \"yes\" vote. Independent observers asserted that the 
GOE\'s turnout data from May 2005 had been inflated. End 
note.) 


12. (C) Several points emerged clearly from DAS Carpenters 
meetings on the amendments with GOE and NDP leaders. First, 
the GOE and the party do not appear to have devoted much 
effort so far to building popular approval for the 

amendments. The drafting and review process, which has been 
tightly controlled, has generated some controversy in the 

elite media and among the opposition, but the issue has not 

yet resonated with ordinary Egyptians. The party is making 
plans to build electoral support for the amendments, but it 

is not clear if this will make a significant difference in 

the few weeks that remain before the referendum in early 

April. In addition, all of Carpenter\'s GOE and NDP 
interlocutors noted that passage and popular approval of the 
amendments would be necessary, but also incomplete, steps 
towards the actual legislation that would lead to changes in 

key issues such as electoral supervision and the anti-terror 

law. End comment. 


13. (U) DAS Carpenter has cleared this message. 
RICCIARDONE 
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Classified by Ambassador Michele J. Sison, reasons 1.4 (B) 
and (D). 


1.(C) Summary: Following the October 19, 2006 Gulf Security 
Dialogue session held in Abu Dhabi, Embassy has identified 

and clarified key areas of potential cooperation with the 

UAEG, particularly vis-a-vis the \"existential threat" the UAE 
perceives from Iran. Future GSD discussions with the UAE 

will be closely tied to ongoing talks on the UAE-US Bilateral 

Air Defense Initiative (BADI), which proposes a combination 

of passive defense (Shared Early Warning), active defense 
(Patriot, HAWK, Short Range Air Defense (SHORAD) and future 
upper tier systems like Theater High Altitude Air Defense 
(THAAAD)) and establishing a “Common Air Picture\", LINK 
11/16, along with CENTRIXS interoperability. There have been 
ongoing technical discussions on Shared Early Warning and Air 
and Missile defense--most recently March 6-7. Abu Dhabi 
Crown Prince and Deputy Supreme Commander of the Armed Forces 
Sheikh Mohammed bin Zayed (MbZ) was briefed by defense 
contractors in February on THAAD/PAC-3/Shared Early Warning 
systems and stated that he wants a complete missile defense 
system by summer 2009. MbZ has also repeatedly inquired 
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about progress on Predator B. End Summary. 


2. (C) Background: The U.S. enjoys a strong defense 
cooperation relationship with the UAE, and the Gulf Security 
Dialogue (GSD) provides an opportunity to further deepen that 
relationship. With GSD discussions taking place against a 
background of rising international concern over Iranian 
nuclear ambitions, the critical need for enhanced UAE-US 
cooperation has become more clear and urgent to UAE 
officials. The upcoming GSD discussions in Washington will 
build on prior exchanges including the June 2006 Joint 

Military Commission (JMC) in Washington, the November 2006 
JMC (working group meetings) in Abu Dhabi, and the October 
2006 GSD also held in Abu Dhabi. 


3. (S) Future GSD discussions should highlight to the UAE the 
importance of \"interoperability\" with the U.S. and GCC allies 
in designing, procuring and implementing a credible air and 
missile defense system -- which naturally raises the 

questions of integrated Shared Early Warning (SEW) systems, 
layered defense capabilities, and possible acquisitions such 
as the PAC-3 Patriot missile (lower tier) and THAAD (future 
upper tier). The Emiratis have historically expressed 
skepticism about GCC coordination on an integrated GCC 
missile defense. 


4. (S/NF) While the Emiratis understand our arguments about 
interoperability in discussing key air defense systems, they 
have not been convinced enough to pursue a purchase. At 
USCENTCOM\'s direction, and with Directorate of Military 
Intelligence (DMI) permission, U.S. Army missile defense 
experts traveled to the UAE in early 2006 to conduct an air 
defense assessment. Previously, potential Patriot 
emplacement locations in the UAE were focused against the 
Iraqi threat. The surveys, completed April 19, 2006, 

identified six new Patriot Advanced Capability-3 (PAC-3) 
emplacement locations to deter the Iranian missile threat. 
They would protect much of the metropolitan areas of Abu 
Dhabi, Dubai and Fujairah from an Iranian threat axis, 
including key nodes such as Al Dhafra Air Base, Al Bateen Air 
Base, Minhad Air Base, Fujairah Airport, Jebel Ali Port, and 
Fujairah Port. End Background. 


Defense Cooperation 

5. (S) During the 14 November, 2006 JMC working group 
meetings, USCENTCOM presented a BADI overview to senior UAE 
military officials. The presentation highlighted BADI\'s 

combination of passive defense (Shared Early Warning), active 
defense (Patriot, HAWK, and SHORAD) and the establishing of a 
shared/common air picture (LINK 11/16). Staff Major General 
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Mohammed Sowaidan expressed interest in obtaining more 
information on Surface Launched ) Advanced Medium Range Air 
to Air Missile (SL-AMRAAM) in addition to BADI. During the 

same working group meetings, DMI noted UAE,s support for GSD 
and its shared concerns over Iran to highlight its desire for 

a closer intelligence relationship with the US, including 

expanded access to US intelligence products and training (ref 

G). 


6. (S) Atthe UAE-US Air Defense Working Group meeting on 
January 14, the UAEG requested USLO assistance in arranging 
classified technical briefings from USG/Contractors on EAD, 
PAC-3, MEADS and THAAD. A Shared Early Warning (SEW) system 
via CENTRIXS dissemination was outlined by USLO. 
Subsequently the UAEG submitted a letter of request (LOR) to 
USLO in Feb 2007 for the purchase/installation of CENTRIXS 
throughout the UAE Armed forces and have also expressed their 
intent to submit a Letter of Intent (LOI) for a SEW site 

survey and follow on Letter of Request (LOR) for SEW once the 
requirements have been determined by the site survey. The 
UAEG requested a classified Patriot PAC-3 configuration and 
THADD briefing during a follow-on meeting tentatively 

scheduled for April along w/a potential visit to Ft. Bliss in 

El Paso TX at some date TBD to receive familiarization 

w/lower tier BADI assets. 


Patriots and Shared Early Warning 

7. (S) On February 1, CSAF Gen. Moseley met with MbZ 
immediately following a Raytheon/Lockheed Martin briefing to 
MbZ on the ongoing development of THAAD/PAC-3 and shared 
early warning systems (Ref F). Speaking of a time frame for 
the first time, MbZ stated that he wants a complete missile 
defense system by summer 2009. MbZ expressed particular 
interest in the possibility of mounting PAC-3 on Littoral 

Combat Ships (LCS). After learning that PAC-3 cannot yet be 
mounted on a seagoing platform, MbZ was pleased to note that 
SL-AMRAAM has already tested successfully on a wide variety 
of platforms and could be ship-based. Sheikh (Staff Colonel) 
Ahmed bin Tahnoon A-Nahyan, advisor to MbZ on critical 
infrastructure protection, took particular note of this fact 

and asked about upgrading/extending their existing 
Hawk/AMRAAM assets. When Raytheon/Lockheed briefers noted 
the 32km limit of unelevated radar, MbZ stated that the UAE 
had identified a location at an elevation of 6,000 feet on 

the UAE\'s northern border that he would like the contractors 

to come back and look at as a possible location for an early 
warning radar system. (Ref. F) 


8.(S) During technical discussions on Shared Early Warning 
and Air and Missile Defense March 6-7, the UAE provided a 
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critical asset list to assist CENTCOM in preparing the 

classified Patriot PAC-3 and THAAD briefings. The UAE was 
provided a SEW demonstration and expressed intent to request 
SEW. Additionally, tactical level talks were conducted with 
members of the UAE HAWK Air Defense Brigade and USCENTCOM 
missile defense representatives. (Comment: The Embassy\'s US 
Liaison Office (USLO) feels the release and presentation of 

the classified Patriot PAC-3 and THAAD briefings ASAP is 
crucial to maintaining momentum for the UAE considering an 
U.S. interoperable Air and Missile Defense system. End 
Comment.) 


UAE worries over Iranian \"backlash\" 

9. (S) Comment: MbZ has expressed concern about Iranian 
nuclear aspirations but also about the growing Iranian 
influence not only in Iraq but throughout the region. 

Although MbZ\'s rhetoric is replete with calls to be tough on 
Iran, i.e., stop Iran \"by all means possible\" and \"deal with 
Iran sooner rather than laten" (refs D and F), the UAEG is 
clearly nervous about any US actions that could upset their 
much larger and militarily superior neighbor, and has often 
expressed trepidation over the prospect of being caught in 
the middle between the US and Iran. Posturing aside, Emirati 
leadership obviously fears consequences for the UAE, in terms 
of a potential \"backlash\" from Iran, as a possible result of 
any US-Iran or Israel-Iran military dust-up in which the UAE 
could be even tangentially associated or implicated. 


10 (S) Comment cont.: MbZ\'s recurrent requests for Predator B 
should be placed in the context of the UAE\'s current defense 
capabilities. The UAEG already has an advanced platform for 
delivering a significant bomb payload in the F-16 Block 60s 
and a Letter of Offer and Acceptance (LOA) is in the final 
stages of completion for the High Mobility Artillery Rocket 
System (HIMARS). The capabilities of Predator B, although 
significantly less than the Block 60 F-16s, does represent a 
capability for border patrol and tactical engagement and 
MbZVs repeated call for it indicates that Predator B is not 

only an issue of intelligence and tactical engagement, but is 
also becoming an issue of trust in our defense cooperation 
relationship. End Comment. 
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SUBJECT: COMMERCE U/S LAVIN AND KUWAIT INVESTMENT AUTHORITY 
DISCUSS INVESTMENT AND TAXES 


1. (SBU) Summary: On March 14, Undersecretary of Commerce 
for International Trade Ambassador Frank Lavin met with 

Kuwait Investment Authority (KIA) Managing Director Bader 
Al-Saad to discuss recent developments in trade and 

investment in U.S., Kuwaiti, regional and international 

markets. Al-Saad noted that despite recent market 

instability, KIA sees no change in Asian markets. U/S Lavin 
briefed KIA on the recent launch of the Department of 
Commerce-led \"Invest in America Initiative\" which will not 

only promote inward investment but will also include outreach 

to the U.S. public and private sector to decrease deterrents 

to foreign direct investment in the U.S. Al-Saad noted that 

KIA was forced to liquidate USD 4-5 billion of U.S. real 

estate holdings due to changes in the U.S. tax law in 1998. 

He also acknowledged Kuwait needs foreign investor-friendly 
changes to its own tax law in order to keep up with its 

regional neighbors. The meeting was also attended by the KIA 
Managing Director\'s Office Manager Ahmed Bastaki, KIA Acting 
Head of the General Reserve Fund Khalid Khasom, and Emboffs. 
End summary. 


China is Overheated, but Market has Overreacted 


2. (SBU) U/S Lavin met with KIA Managing Director Bader 
Al-Saad on March 14 during a two-day visit to Kuwait as part 
of a multi-country regional tour. Al-Saad briefly updated 

U/S Lavin on KIA\'s activities and noted that recent market 
instability could not have come at a more inopportune time as 
KIA,s fiscal year ends on March 31st. However, he 
acknowledged that KIA sees no fundamental change in Asian 
markets despite recent woes. China is overheated with 
overvaluation and saturation, he said, but the overall market 
response has been exaggerated. 


Column 3 
\"Invest in America Initiative\": 
Trade Promotion, Advocacy, and Action 


3. (SBU) Noting that historically the U.S. has had no formal 
mechanism to facilitate access for potential investors, U/S 
Lavin announced the advent of the Department of Commerce-led 
\"Invest in America Initiative.\" He explained that the U.S. 

had CFIUS for transactions with national security 

significance but no procedures for general inward investment. 
The domestic debate surrounding the Dubai Ports deal brought 
a number of problems to light, including the absence of a 

single lead agency. Investment decisions, U/S Lavin 

affirmed, should be made on an investment basis and not on 
politics. \"We can\'t tell friends simply that we like you and 

we want your business, and we hope you do not have problems. 
We must do more," he said. Al-Saad asked what precipitated 
this decision. Lavin said the U.S. needs to be proactive. 

This initiative, which includes outreach to both the U.S. 

public and private sector, will encourage inward investment. 
When asked if there has been a change in the flow of 
investments into the U.S., he noted that the U.S. economy did 
well in 2006 but it is difficult to measure opportunity 

costs. \"A good manager would say that it should have been 
better." he explained. Kuwait like the U.S. is blessed by 
tremendous resources but neither country can afford to become 
complacent. In this era of globalization, he concluded, 
mistakes will encourage investors to simply go elsewhere. 


U.S. Tax Laws Forced KIA to Liquidate 
USD 4-5 Billion in Real Estate Holdings 


4. (SBU) Al-Saad clarified that KIA is unlikely to have 
problems like those associated with the Dubai Port deal 
because most of KIA\'s transactions are handled by fund 
managers in the U.S. and Europe. However, he added that KIA 
was significantly impacted by 1998 changes to the U.S tax law 
that forced it to liquidate USD 4-5 billion in U.S. real 

estate holdings. KIA raised its concerns with USG officials 

in the U.S. and Kuwait and consulted with tax attorneys to no 
avail. Ahmed Al-Bastaki noted that existing tax exemptions 
for pension funds should be extended to KIA since it 
essentially operates as a pension fund for the Government of 
Kuwait. U/S Lavin encouraged KIA to seek like-minded 
entities in Japan, Britain, and other countries with 

significant U.S. investments to raise this issue on a 
multilateral basis. U/S Lavin offered to assist KIA in its 

efforts and noted that KIA\'s biggest ally could be the U.S. 

real estate industry. 
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particular about real estate taxes in the U.S., which it 

argues levy a heavy burden on KIA\'s U.S. investments, with 
capital gains running as high as thirty-five percent. KIA is 
also disgruntled with the branch profit tax, a thirty-percent 

tax levied on Kuwaiti subsidiaries operating in the U.S. The 
U.S. is the most important destination for KIA\'s investments, 
and a significant portion of KIAVs assets under management 
are either in the U.S. or in USD-denominated assets. KIA\'s 
investments in the U.S. are in most asset classes but are 
predominantly in marketable securities (equities and fixed 
income). Investments in the U.S. through KIA\'s office in 
Kuwait are managed through various External Fund Managers 
(EFM) who either co-mingle or have unique portfolios to 
manage KIA\'s American investments. KIA\'s office in London, 
the Kuwait Investment Office, is an active investor which 
trades directly in U.S. securities. Nearly all EFMs of KIA 

are major U.S. financial institutions as well as leading U.S. 
asset managers. KIA is active in alternative investments 
including private equities, where KIA is participating in 

some of the private equity funds. KIA\'s real estate holdings 
are through BreadStreet, a one-hundred-percent owned entity 
of KIA. KIA normally allocates its assets based on world GDP 
contributions, but for the U.S., KIA officials tell us KIA is 
significantly overweighted in its asset allocation due to 
attractive potential investment opportunities as well as the 
depth and stability of the U.S. markets. End Comment. 


Why Didn\'t Halliburton Move to Kuwait? 
Kuwait Corporate Taxes Impede Economic Growth 


6. (SBU) Econoff noted that American and other foreign 
investors face similar challenges in Kuwait due to 
disproportionately high taxes. Al-Saad stated that the 

problem of corporate taxes goes back to 1955, when a revenue- 
sharing measure with British oil companies went into effect. 

It was called a tax, and the GOK has yet to update it. 

Bastaki asked U/S Lavin about the reason for Halliburton\'s 
recent announcement to move to Dubai, wondering if the move 
was prompted by a desire to avoid U.S. taxes. U/S Lavin 
noted that is was probably a combination of moving to a 
tax-free zone, and gaining greater proximity and access to 
regional markets. Domestically U/S Lavin noted that people 
are also wondering what this move will mean for jobs in the 
U.S. However, U/S Lavin said Kuwait should really be asking 
\"if Halliburton\'s relocation to Kuwait was even an option 
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and, if not, how can Kuwait get a company like Halliburton in 
the future?\" Al-Saad acknowledged that while there is a 
10-year tax exemption for some direct investment, Kuwait 
needs to change the corporate tax law. Pointing to Dubai, 
Al-Saad concluded that Kuwait needs changes to keep up. 


Americans Are Too Expensive 


7. (SBU) Bastaki also noted that U.S. income tax 
requirements are pricing American laborers out of overseas 
markets. In Kuwait, firms hire Canadians, British, and other 
native English-speakers, he explained, because Americans are 
just too expensive to be competitive. 


8. (SBU) This cable has been cleared by Commerce U/S Lavin. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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TAGS: PREL, UNGA, ICTR, TZ 

SUBJECT: ICTR: AMBASSADOR WILLIAMSON DISCUSSES TRIBUNAL 
CLOSURE, OTHER ISSUES WITH ICTR OFFICIALS 


SUMMARY 

1. (U) Ambassador-at-Large for War Crimes Issues (S/WCI), 
Clint Williamson, met with President Mose and other key 
officials at the International Criminal Tribunal for Rwanda 
(ICTR) and toured the United Nations Detention Facility in 
Arusha on March 7 and 8. Discussions centered on issues that 
could impact the ability of the Tribunal to complete trials 

as scheduled. (Note: Initial trials should be completed by 

the end of 2008 and appeals by December 31, 2010.) Among the 
key concerns of ICTR officials were: how to address residual 
issues upon the Tribunal\'s closure, how to build judicial 
capacity in Rwanda, and how to resolve outstanding issues 
concerning the transfer of files, cases, detainees, convicts, 
acquitted persons and the ICTR archives. Both Ambassador 
Williamson and ICTR officials acknowledged that all the 
questions raised required answers, preferably well before the 
Tribunal closes in 2008. End summary. 


2. (U) While the March 8 and 9 discussions in Arusha raised 
more questions than yielded answers, Ambassador Williamson 
emphasized throughout that the USG is aware of the 
outstanding issues and ready to work with ICTR officials to 
resolve them. The Ambassador told President Erik Mose, 
Prosecutor Habbar Jallow and Registrar Adama Dieng that the 
USG is developing policy positions on the key issues and will 
confer with other Security Council members and ICTR 
contributors to reach consensus on theses issues before the 
Tribunal\'s 2008 completion date. 


ICTR President\'s Term Up in May 2007 

3. (SBU) A central issue to keeping the ICTR\'S completion 
strategy on pace is who will be at the helm as President of 

the ICTR. President Mose has played a key role in stepping 
up, and keeping up, the pace of trials and maximizing use of 
the Tribunal\'s four courtrooms. However, Mose\'s second term 
ends in May 2007 and an extension would require amending the 
statutes of the Tribunal, a potentially dangerous precedent 

for both the ICTR and its sister Tribunal, the International 
Criminal Tribunal for the former Yugoslavia. While Dieng 
commented: \"You don\'t change a team that wins,\" Mose and 
Jallow were silent on how to address the fact that President 
Mose\'s term expires soon. None offered a suggestion on how 
to get around the term limit statute. 
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4. (SBU) Prosecutor Jallow said he plans a test case of a 
\"Rule 11 bis\" transfer to Rwanda in April with approximately 
20 such transfers expected in 2007. Jallow and Mose 
discussed the plan to indict additional individuals for the 
purpose of preparing cases before transfer. Senior Trial 
Attorney, Barbara Mulveney, told Ambassador Williamson that 
if the indictments were canceled, files could be referred 
without going through the Chambers. Mulveney expressed the 
view that keeping the cases in the Tribunal\'s system is one 
method of prolonging the ICTRVs existence. She noted that 
the judges who are deciding whether to transfer cases would 
themselves benefit from the Tribunal continuing past its 
scheduled time of closure in December 2008. 


RPF Cases 

5. (SBU) Regarding Rwandan Patriotic Front (RPF) cases, 

Jallow said he is focusing on two or three individuals and 

has asked his team to decide in April or May \"whether we have 
cases or we don\'t\" so that any announcement regarding the RPF 
cases could be made by June 2007. The Acting Assistant 
Registrar (name) suggested that the immediate transfer to 
Rwanda of any RPF indictments would help mitigate criticism 
from the Government of Rwanda (GOR). 


Recommendations Sought 

6. (SBU) Ambassador Williamson asked President Mose for 
specific recommendations regarding how to address residual 
issues once the ICTR is closed. Mose suggested that a 
residual body could be based in Kigali rather than Arusha. 

He also agreed with Ambassador Williamson that there would 
not be a need for a large forum of judges for the reviews and 
for Rule 11 bis\" referrals. Mose stressed that 
strengthening the judicial capacity of Rwanda needed to focus 


on the high court, rather than building capacity in general, 
in order to ensure the ICTR cases were transferred to a court 
of international standards. 


7. (SBU) Mose, Jallow, Dieng, and the GOR Representative to 

the ICTR, Alloys Mutabingwa, were all in agreement that 

relations between the Government of Rwanda (GOR) and the ICTR 
were good. However, the ICTR officials noted one specific 

area for improvement, namely, the need for a prompt response 
from the GOR to ICTR requests for security clearances of 

potential ICTR employees; the officials claimed that up to 20 

such requests had yet to be answered. Mutabingwa, on the 

other hand, told the Ambassador that the GOR had answered all 
outstanding requests. 
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Comment 

8. (SBU) Ambassador Williamson\'s visit to Arusha reassured 
ICTR officials that the USG is aware of their plight 
concerning the numerous important issues that need to 
addressed and resolved as the Tribunal winds down. While 
much work remains to be done on many fronts--from case 
transfer and victim protection, to the standards of the 
Rwandan high court and the location of the ICTR 
archives--President Mose and other officials clearly 
appreciated the open and frank dialogue on with the 
Ambassador on what needs to be accomplished, as well as 
knowing that someone is listening to their concerns. 
WHITE 
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E.O. 12958: DECL: 03/14/2017 
TAGS: PREL, KTFN, SO, KU 
SUBJECT: SOMALI PRESIDENT, AWQAF MINISTER VISIT KUWAIT 


REF: KUWAIT 130 
Classified By: Ambassador Richard Lebaron for reasons 1.4 (b) and (d) 


1. (C) Summary: Ina March 3-6 visit to Kuwait, Somali 
President Abdullahi Yusef asked the Amir for humanitarian 
assistance and support for an upcoming reconciliation 
conference. The Amir agreed to send humanitarian support, 
but did not commit to other assistance. Somali Ambassador 
Abu Bakr believes the visit will help begin to revive a 

special relationship between Kuwait, and especially the Amir, 
and Somalia. Somali Awqaf Minister Shaykh Hassan Ismail made 
a separate visit, but according to Abu Bakr received no 
financial commitments from the GOK or local Islamic 
charities. End Summary. 
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2. (C) Somali President Abdullahi Yusef visited Kuwait March 
3-6. In a 3/14 discussion with PolCouns, Somali Ambassador 
to Kuwait Abdel Qadir Abu Bakr said the President met with 
the Amir, Crown Prince, Prime Minister, the Arab Fund, and 
members of SomaliaWs 4000-5000 strong expat community. 


Somali President Requests Humanitarian Aid, Other Support 


3. (C) Abu Bakr said President Yusef requested humanitarian 
assistance, particularly food, medicine and medical equipment 
for Mogadishu and several of the surrounding provinces. He 
also asked for direct assistance for an upcoming 

reconciliation conference in Mogadishu. The Amir was fully 
supportive of the first request, and directed the Foreign 
Minister to assemble a survey team to travel to Mogadishu (he 
was unable to say how soon this would happen). The Amir was 
more reluctant to agree to support the reconciliation 
conference, perhaps, Abu Bakr speculated, to avoid getting 
ahead of other GCC and Arab League members. In a later 
discussion with PolCouns MFA First Secretary for Arab Affairs 
Abdel Nasir al-Rasheedi confirmed that Kuwait would not 
finance or otherwise support a reconciliation conference at 
this time. He also said the GOK would in the end likely not 
send a team directly to Mogadishu, but would provide 
humanitarian assistance through the Kuwaiti Red Crescent. 


Reviving Old Ties 


4. (C) Abu Bakr described Yusef\'s meeting with the Amir as 
\"friendly and positive." He said the Amir reminisced about 
the farm he used to frequently visit (and apparently still 
owns) outside of Mogadishu on the Shebele river. Abu Bakr 
said during the 70\'s and 80\'s the Amir (then the Foreign 
Minister) would appear regularly in Somalia to hunt and fish. 


5. (C) Abu Bakr was convinced that Somalia is in a position 
to begin to revive what he sees as a special relationship 

with Kuwait. He noted that Yusef made no other GCC visits, 
although he may travel to Riyadh at the end of the month for 
the Arab League Summit. A Qatar stop had been in the works, 
he said, but cancelled over issues related to Doha\'s \"support 
for the Islamic Courts.\" Kuwait continues to fund the Somali 
Embassy in Kuwait, along with a number of Somali diplomatic 
missions around the world (reftel). 


Awgaf Minister Visits As Well 


6. (C) Following the President\'s visit, Somali Awgaf 
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Minister Shaykh Hassan Ismail paid a low-key visit to Kuwait 
last week as well. According to Abu Bakr, the Awgaf Minister 
contacted him initially calling the visit \"official,\" but the 
President\'s office called him soon afterwards telling him it 
was not official and should be treated as private. Abu Bakr 
said he left the matter unresolved, but went ahead and 
accompanied the Minister to meetings with his Kuwaiti 
counterpart, Justice and Awqaf Minister Abdullah Al-Maatoug, 
along with several local religious leaders and 

representatives of Kuwaiti Islamic charities including the 
Social Reform Society (SRS), the Revival of Islamic Heritage 
Society (RIHS), and the International Islamic Charity 
Organization. Abu Bakr said neither the government nor the 
charities made any commitments in response the Awqaf 
Minister\'s requests for assistance. He noted that the 
charities in particular had been reluctant in recent years to 
get involved in Somalia. He said all three had been 
approached previously by representatives of the Islamic 
Courts movement but had refused to provide assistance. Abu 
Bakr, who describes himself as anti-Islamic Courts, said the 
reason for the refusal was a reluctance on the part of the 
charities to be linked through the Courts to Al-Qaeda. 


KUWAIT 00000401 002 OF 002 


7. (C) Bio Note: Ambassador Abu Baker has been accredited 
to the Kuwaiti government for 19 years, and only infrequently 
returns to Somalia (he said his last visit was four years 

ago). In addition to the direct financial support he 

receives from the GOK for Embassy operations, he is rumored 
to benefit from business dealings with members of the royal 
family. He speaks Italian and English fluently, and his 

office wall prominently displays a photo of himself greeting 
President Bush soon after the first Gulf War. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 
FOR IO/MPR BRIAN HACKETT AND USUN/MR BENJAMIN GARCIA 


E.O. 12958: DECL: 03/18/2017 
TAGS: ACABQ, PREL, UNGA, UNGA/C-5, UNGA/C-6, JO 
SUBJECT: UN REFORM DEMARCHE DELIVERED 


REF: STATE 31831 
Classified By: CLASSIFIED BY CDA RUBINSTEIN FOR REASONS 1.4 (B) AND (D) 


(C) Poloff delivered reftel demarche to Asal al Tal, the 
Foreign Ministry\'s Americas desk officer, on March 18. Al 
Tal said she would brief senior officials in the Ministry\'s 
American affairs and legal offices. Post will report any 
substantive reply septel. 

Rubinstein 
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FOR NEA/ARP, IO, AF 

E.O. 12958: DECL: 03/18/2017 

TAGS: PREL, PHUM, BA, ZI, ROW 

SUBJECT: BAHRAIN: BUILDING INTERNATIONAL SUPPORT FOR 
DEMOCRACY IN ZIMBABWE 

REF: STATE 34009 

Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


(C) Pol/Econ Chief March 18 delivered reftel demarche 
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concerning building international support for democracy in 
Zimbabwe to MFA International Organization Affairs First 
Secretary Salah Al Malki. Al Malki agreed that the UN Human 


SIPDIS 

Rights Council (HRC), of which Bahrain is a member, could 
play a role in raising the public profile of the 

deteriorating situation in Zimbabwe. He said that Minister 

of State for Foreign Affairs Nizar Al Baharna was currently 

in Geneva to participate in an HRC session. He promised to 
pass U.S. views of the Zimbabwe situation to Al Baharna so he 
is prepared in the event of HRC action. 
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Visit Embassy Manamals Classified Website: 
http://www .state.sgov.gov/p/nea/manama/ 
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SENSITIVE 
SIPDIS 


FOR NEA/ARP, IO 


E.O. 12958: N/A 
TAGS: PREL, UNGA, BA, ROW 
SUBJECT: BAHRAIN: UN INTERNAL ADMINISTRATION OF JUSTICE 


REF: STATE 31831 


Sensitive but unclassified; please protect accordingly. Not 
for Internet distribution. 


(SBU) Pol/Econ Chief March 18 delivered reftel demarche 
concerning reforming the UN\'s internal administration of 
justice to MFA International Organizations First Secretary 
Salah Al Malki. Al Malki was unaware of the issue but, in 
response to the demarche, promised to pass the information to 


Column 3 
the Bahraini Mission in New York and encourage the Mission to 
consult on the issue with USUN. 
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Visit Embassy Manamals Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 
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SIPDIS 


DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Solana\'s Visit, Syria/lran, Syria/Lebanon, Iraq, 
Palestinian Territories (3/15-18) 


1. Summary: Syrian papers reported the visitto Damascus by 
European Union Higher Representative for Common Foreign Policy and 
Security, Javier Solana on March 14. Ziyad Haydar, a journalist in 
independent Al-Watan said Solana and President Asad held a closed 
50-minute meeting during which the European envoy \"explained the 
policy of the EU toward the entire region, focusing on Lebanon, 

while the Syrian side focused on security fears and concerns over 
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the stability of 

the whole region." The report added: \"Al-Watan 

learned that Al-Asad told Solana that Damascus \'cannot deal with 
Europe and the United States except through its interests, and when 

the interests converge, the cooperation will be complete WW The 

report said Al-Asad also explained that \"Syria is no longer 

interested in the association agreement with the EU and that its 
confidence in the EU has receded.\" On Lebanon, the paper said, \"Asad 
stressed that Syria\'s positions toward Lebanon have not changed." 


On Saturday Syria welcomed the formation of the Palestinian national 
unity government which received the Palestinian Legislative 
Council\'s vote of confidence today. \"Syria stresses support for the 
national unity government as it is the pillar that guarantees 
Palestinian unity... it is very important to provide necessary 
environment to make the deeds of this government a success," an 
official source told SANA. 


\"Syria calls on the international community to offer full support to 
this government and deal with all of its members as it represents 
the Palestinian peoples consensus,\" the official source added. It 
underlined that Syria calls for lifting the siege imposed on the 
Palestinian people who suffered during the last period from this 
unfair siege. 


On Syrian/Lebanese relations papers featured a statement by Syrian 
Interior Minister Abdul-Majeed criticizing a statement by Lebanese 
Interior Minister Al-Sab\'a linking Fatah Islam, the group that he 

said was responsible for the bus bombings in VEin AlaqV, to Syrian 
intelligence. Abdul-Majeed described the story as \"programmed 
fabrications.\" 


On March 16 government-owned Al-Thawra cited a statement by Dr. 
Bashar al-Ja\'fari, Syria\'s permanent representative to the United 
Nations, describing international Judge Serge Brammertz\'s latest 
report on the assassination of former Lebanese Prime Minister Rafiq 
al-Hariri as \"professional, technical, and pragmatic.\" Al-Ja\fari 
said that the report referred to Syria\'s satisfactory cooperation 

with the investigation committee. 


End of summary. 

2. Selected Headlines: 

\"President Asad reviews current developments and regional issues 
with Solana. Focus is on consultations with Europe and an efficient 
EU role. International resolutions regulate the peace process\" 


(Government-owned Tishreen, 3/15) 


\"Syrian Interior Minister Abdul-Majeed: Lebanese Interior 
Minister\'s accusations against Syria, linking Fatah Islam with the 
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Syrian intelligence, are programmed fabrications. Fatah Islam is 
one branch of al-Qaeda organization and has planned terrorist acts 
in Syria\" (Government-owned Al-Thawra, 3/15) 


\"Syria\'s UN Representative Jaafari: Brammertz\'s report is 
professional, technical, and pragmatic. The report praised Syria\'s 
cooperation\" (Government-owned Al-Thawra, 3/16) 


\"Syrian Premier Otri briefs Iranian President Anmedinejad on the 
outcome of the Higher Syrian-Iranian Committee meetings. 
Ahmedinejad: We look forward to wider cooperation" 
(Government-owned Tishreen, 3/17) 


\"Prime Minister Mohammed Naji Ottri stresses to the Iraqi Minister 
of Electricity Kareem Wahid Hasan Syria\'s commitment to realize 
Iraq\'s stability and security. Ottri confirms Syria\'s readiness to 
contribute to rebuilding Iraq and meeting the demands of Iraqi 
brothers in all fields\" (Government-owned Tisheen, 3/18\" 


\"Geagea is being tried on the charge of kidnapping Lebanese 
citizens. Hizbollah Leader Nasrallah warns against procrastination 
by the governing team\" (Government-owned Tishreen, 3/17) 


\"Information Minister Dr. Mohsen Bilal confirms that Syria is 
working seriously to make the forthcoming Arab Summit in Riyadh a 
success. Bilal: There are new prospects with t 

he EU\" 

(Government-owned Tishreen, 3/18) 


\"Syria welcomes and reiterates support for the Palestinian national 
unity government considering it as a basis to unify Palestinian 

ranks. The Hanieh government takes the oath\" (Government-owned 
Tishreen, 3/18) 


\"The first Palestinian national unity government will take oath 
tomorrow. Washington postpones announcing its position towards the 
new Palestinian government and Israel endeavors to renew sedition\" 
(Government-owned Tishreen, 3/17) 


\"11 US soldiers killed within two days. US Defense Minister Gates: 
The war in Iraq was more difficult than expected\" (Government-owned 
Tishreen, 3/17) 


\"The Pentagon: American and British troops are being exposed to 
1000 attacks on a weekly basis in Iraq. Withdrawal from Iraq before 
September 2008\" (Government-owned Al-Thawra, 3/16) 


\"Massive demonstrations sweep US cities protesting President BushYs 
policy in the world and demanding that he withdraw from Iraq!" 
(Government-owned Tishreen, 3/18) 
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3. Editorial Block Quotes: 


Thana al-Imam, a commentator in independent Al-Watan, wrote (3/15): 
\"Although Solana, in his joint news conference with Syrian Foreign 
Minister Walid al-Mouallem, did not mention the deployment of 
international forces on the Lebanese-Syrian border, it is very clear 

that Europe sticks to this demand.... 


\"As Syria insists on its rejection of such deployment, the EU 

decided to adopt a stick-and-carrot policy toward Damascus. Solana 
hinted that there is a chance now to make Syria part of the proposed 
initiatives. He also stressed that the EU supports the peace 

process and SyriaWs right to regain the territories it lost in 1967. 
Naturally, Syria welcomes this because it effectively breaks the 
isolation that the West in general and the United States in 

particular tried to impose on it in the past two years.... 


\"Observers believe that the deployment of international forces on 

the border between Lebanon and Syria will close yet another window 
to the neighborhood for Damascus, as it would be surrounded by 

Israel on one side, the international forces on another side, and 

the American forces in Iraq on a third side, while the repercussions 

of the deployment of international forces on the Syrian-Lebanese 
border might [be a] Vpromisel of a peace agreement between Lebanon 
and Israel.\" 


Isam Dari, Chief Editor of government-owned Tishreen, wrote (3/17): 
\"We are no longer surprised that Syria is accused of involvement in 
every crime committed in Lebanon. But we are surprised at the weak 
political discourse of the February 14 team, which never succeeded 
when it directed accusations against Syria in the past.... 


\"Lebanese Interior Minister Basim al-SabVa linked Fatah Islam, the 


group that he said was responsible for the bus bombings in VEin 
Alaq\', to Syrian intelligence... 


\"Al-Sab\'a forgot that Syria is a secular state that does not deal 
with Salafi fundamentalist groups, especially the terrorist groups 
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among them, which took up killings, bombings, and assassinations as 
a profession. He forgot that Syria waged a relentless war against 
such groups and that the Syrians suffered from their terr 

orism for 

long before the competent authorities managed to put an end to their 
terrorism and crimes.... 


\"But Al-SabVa had to play his designated role in order not to say 
that the same people, who are known for their hostility toward 
Syria, the resistance, and Arabism and their unconcealed love for 
Israel, are the ones who always jump to level accusations against 
Syria without any proof or evidence... 


\"A recent article by American journalist Seymour Hersh revealed that 
Al-Saniora\'s government opened channels with the group Fatah 
al-Islam as part of its efforts to confront Hizbollah.... 


\"Reiterating accusations against Syria by the Lebanese government 
team coincided with the start of a kind of dialogue between Damascus 
and both the United States and Europe, and came on the eve of the 
report that Judge Serge Brammertz submitted to the Security Council 
on the investigations into the assassination of former Lebanese 

Prime Minister Rafiq al-Hariri.... 


\"The Lebanese governing team thought that its new fabrications might 
close the European door and the American window and bring Syria back 
to the cycle of the American-European political isolation.... This 

team sank deeper in the swamp of exposed lies that no longer deceive 
anyone....\" 


Samir al-Shibani, a commentator in government-owned Tishrin wrote 
(3/17): \"All Palestinians, Arabs, and nations that love justice and 
peace in the world received the news on the formation of a 
Palestinian nation unity government with satisfaction. 


\"The new government sums up an integrated national Palestinian 
program that no party has the right to relinquish any small part of 

it, as the Palestinian and Arab people offered millions of refugees 

and hundreds of thousands of martyrs, wounded, and detainees for its 
sake. 


\"Israel\'s rejection of the new government did not come as a surprise 
to those who know the nature of the Israeli plan, which is based on 
the perpetuation of the occupation and the settlement activity and 
imposing them as a status quo, and on the creation of sectarian and 
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denominational seditions among the peoples and countries of this 
region. 


\"The next Arab summit in Riyadh can, through coordination and 
cooperation, accomplish great agreements to protect the Arab 
nation... Y 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
commented (3/15): \"Syria\'s position remains as it has always been. 
So there is no need for tests, examinations, and conditions. EU 
Foreign Policy High Representative Javier Solana noticed this during 
his talks in Damascus. He heard clear Syrian words about the 
situation in the region and the need to address the region\'s issues 
and solve its problems so that security and stability can prevail 

and the potential for tension can disappear.... 


\"Europeans know well that Syria is the victim of an Israeli 
occupation of part of its territory. They also know that Syria is 

under immense political and economic pressure as a result of the 
United StatesY occupation of Iraq, interference in domestic Lebanese 
affairs, obstruction of a just and comprehensive peace, and flagrant 
support for the Israeli aggression.... 

\"These are known and tangible facts. So why are there these Western 
attempts to tarnish Syria\'s image and implicate it in everything 

bad? And why are there these European conditions and tests if 
things are so clear; namely, that Syria is fully innocent of the 

charges leveled against it while Israel is practicing aggression and 

is responsible for the tension in the region? 


\"The EU is supposed to answer the abovementioned questions. The 
EU\'s return to Syria, though important, is supposed to be followed 
directly by a calm and serious dialogue on the affairs and issues of 
the region with a view toward reaching the just solution that 

returns the occupied Arab territories and uproots the causes of 
tension. Continuing to level accusations to Syria and to apply 
pressure on it for Israeli and American reasons, on the other hand, 
would only complicate things further -- something that neither the 

EU nor Solana, we believe, wants." 
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Muhammad Ali Buzah, an editorialist in government-owned Al-Thawra, 
wrote (3/15): \"The Israeli Foreign Minister\'s call on Arabs to 
normalize their relations with Israel before the achievement of 

peace shows that Israel, which is suffering from its defeat in 

Lebanon and its crisis in the Palestinian territories, has still not 

drawn the lessons from its old and new experiences.... 


\"The Israeli Foreign Minister refuses to admit that the 
American-Israeli plan has failed. She is trying to circumvent 
facts, raise moral, and delude people into thinking that the keys to 
war and peace are in Israel\'s hands.... 


\"This is escalation, blackmail and an attempt to obstruct Europe\'s 
effort to bring about a just peace in the region.... But Israel and 

its backers forget that the time of belligerence and imposition of 
conditions through war and the brute force has gone.... 


\"Israeli positions keep the region in a cycle of fire, violence, 
tension, and instability.... An explosion in the region would have 
disastrous and devastating consequences for Israel itself and the 
interests of the United States and the rest of the world....\" 


Corbin 
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SINGAPORE ALSO FOR COAST GUARD (KIM) 
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E.O. 12958: DECL: 03/15/2017 

TAGS: EWWT, PHSA, KR, SN 

SUBJECT: KIRIBATI NEW FLAG OF CONVENIENCE SHIP REGISTRY; 
FOLLOWING TUVALU EXAMPLE 


REF: 06 SUVA 319 
Classified By: Amb. Larry Dinger, Reasons 1.5 (b) and (d). 


Summary 


1. (C) Ship owners looking for a flag of convenience can now 
hoist the colors of the tiny Pacific island nation of 

Kiribati, which amended its maritime shipping act in June 

2006 to allow creation of a foreign ship registry. 
Singapore-based Sovereign Ventures Limited is the agent, as 

it is for Tuvalu and, reportedly a host of other nations. 

Sovereign is also involved in oil and gas exploration in 

North Korea. Kiribati officials first mentioned the new 
ship-registration law to us last summer in the context of 

news accounts reporting a collision earlier in the year 

between U.S. and Kiribati-flagged ships in the Persian Gulf. 
Kiribati was certain none of its ships could be in the Gulf 
because the previous law allowed very limited registration. 

At the time we noted how false-flagging and other concerns 
would surely increase with an off-shore registry. When 
embassy Poloff recently visited Kiribati, the Solicitor 

General acknowledged awareness of international concerns, but 
he claimed a need to generate foreign exchange had outweighed 
his and others\' opposition. End summary. 


Joining the crowd 


2. (C) The Kiribati parliament amended the country\'s 1983 
\"Merchant Shipping Act" in June 2006 to allow creation of an 
open registry of foreign vessels. Under the prior law, only 
Kiribati citizens or domestic companies could register 

vessels in Kiribati, and according to government officials 

all Kiribati-flagged vessels previously operated only within 
Kiribati waters or, at most, sailed between Kiribati and 

Pacific neighbors such as Fiji. The creation of the new 
registry was driven solely by the desire to tap a new source 

of foreign cash, according to Kiribati Solicitor General 

David Lambourne. Currently, three other Pacific Island 
nations have open registries: Tuvalu, Vanuatu and the Cook 
Islands. Tuvalu claims to have earned more than 300,000 
dollars Australian (USD 235,000) in 2006 from its ship 
registry, run by Sovereign Ventures of Singapore. Worldwide, 
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more than fifty countries are said to operate open registries. 


3. (C) In August 2006, prior to the actual creation of its 

open registry, the Government of Kiribati asked the USG for 
information about an apparent case of false flagging. 
Following a collision with the USS McCampbell in the Persian 
Gulf in March 2006, a vessel named the Rokya | claimed to be 
registered in Kiribati. According to Lambourne, there was no 
such vessel registered in Kiribati, nor was it possible, in 

his view, that any vessel registered in Kiribati at that 

time, under the 1983 Merchant Shipping Act, could be in the 
Persian Gulf. The Kiribati government expressed its grave 
concern. In that context, Kiribati officials informed 

Embassy Suva of the new open-registration law. We sought 
guidance from Washington and then conveyed USG views about 
the difficulties open-registration could create. During a 

recent visit to Kiribati, PolOff supplemented the 

conversation, relaying to Lambourne and the Foreign Ministry 
advice received from the U.S. Navy on how Kiribati could 
avoid accusations of false flagging, only to be informed that 
Kiribati had gone ahead and implemented the off-shore 
registry. 


In Questionable Company 


4. (C) Lambourne said his government has handed over 
operation of the new registry to the same Singapore company, 
Sovereign Ventures, that Tuvalu uses. An Internet search of 
Sovereign Ventures shows the company has close and 
long-standing ties to North Korea. According to Sovereign\'s 
www.maritimechain.com website, the company also manages 
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registries for Tuvalu, Kiribati, Mongolia, Panama, Belize, 
Dominica, Honduras and \"many more worldwide. Sovereign is 
part of the Korasia group of companies, which administered 

the Cambodia shipping register until an incident in 2002 in 

which the French Navy seized a Cambodian-flagged vessel 
smuggling cocaine. 


5. (C) Captain John Hogan, head of the Suva-based Regional 
Maritime Program of the Secretariat of the Pacific Community, 
said the SPC tried to warn the Kiribati government away from 
the deal with Sovereign Ventures, whose owners he described 
as \"pretty cunning.\" Hogan said Lambourne and others had 
also tried to block the deal, but the Kiribati Transportation 
Minister pushed it through. Hogan accused the minister of 
having accepted around the world airline tickets and other 
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gratuities from Sovereign during negotiations. Hogan said 
similar inducements were made to Tuvalu. The Tuvalu 
Transport Minister recently returned from an all-expense-paid 
visit to Singapore, funded by Sovereign, and announced that 
the company has agreed to fund a Tuvaluan registrar and a 
clerk assistant at the Sovereign office in Singapore as well 

as Tuvalu\'s attendance at the biannual meetings of the 
International Maritime Organization. (Note: The clerk is 
reportedly a former politician\'s niece.) 


Comment 


6. (C) Kiribati and Tuvalu have sidled into the clutches of a 
company and an industry that appear unlikely to benefit the 
Pacific region or the world. The two countries addition to 
the roll of those proffering flags of convenience, including 
potentially to terrorists, will not be a plus in U.S. 

relations. The Embassy will keep the subject on its 

bilateral agendas. It may be useful for the U.S. Coast Guard 
and other U.S. law enforcement and military authorities weigh 
in with their Kiribati and Tuvalu counterparts as well 
whenever the opportunity arises. The April visit of a Coast 
Guard cutter to the Kiribati capital Tarawa could be an ideal 
moment to reiterate USG concerns. End comment. 
DINGER 
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OO RUEHWEB 

DE RUEHML #0882 0780047 

ZNR UUUUU ZZH 

O 190047Z MAR 07 

FM AMEMBASSY MANILA 

TO SECSTATE WASHDC IMMEDIATE 5725","UNCLAS MANILA 000882 


SIPDIS 

SIPDIS 

FOR EAP/EX AND EAP/MTS 

E.O. 12958: N/A 

TAGS: APER, RP 

SUBJECT: AMBASSADORYS DEPARTURE FROM POST 

REF: STATE 24825 

AMBASSADOR KRISTIE A. KENNEY DEPARTED POST ON SATURDAY, MARCH 
17, AT 0806H LOCAL TIME. DEPUTY CHIEF OF MISSION PAUL W. 


JONES HAS ASSUMED CHARGE. 
JONES 
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PP RUEHAST 

DE RUEHTA #0689 0780111 

ZNR UUUUU ZZH 

P 190111Z MAR 07 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8810 
INFO RUEHAK/AMEMBASSY ANKARA 2032 
RUEHBJ/AMEMBASSY BEIJING 1304 
RUEHRL/AMEMBASSY BERLIN 0417 
RUEHBY/AMEMBASSY CANBERRA 0069 
RUEHLO/AMEMBASSY LONDON 0461 
RUEHOT/AMEMBASSY OTTAWA 0266 
RUEHFR/AMEMBASSY PARIS 0229 
RUEHRB/AMEMBASSY RABAT 0009 
RUEHRO/AMEMBASSY ROME 0361 
RUEHKO/AMEMBASSY TOKYO 0761 
RUEHMO/AMEMBASSY MOSCOW 1383 
RUEHCL/AMCONSUL CASABLANCA 0003 
RUEHUNV/USMISSION UNVIE VIENNA 0049 
RUEHBS/USEU BRUSSELS 
RUCNDT/USMISSION USUN NEW YORK 1876 
RUEHAST/USOFFICE ALMATY","UNCLAS ASTANA 000689 


SIPDIS 


DEPARTMENT FOR SCA/CEN (M. OVMARA), ISN/WMDT (J. WARDEN), 
AND T (T. KATSAPIS) 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PTER, KGIC, MCAP, PINR, PINS, PTER, KNNP, KZ 
SUBJECT: KAZAKHSTAN OFFERS TO HOST THIRD GICNT MEETING 


1. (SBU) On March 13, post received a diplomatic note from the 
Kazakhstani MFA dated March 5 formalizing the GOK\'s offer to host 
the next meeting of the Global Initiative to Combat Nuclear 
Terrorism. Informal embassy translation: 


No. 10-2-2/632 


The Ministry of Foreign Affairs of the Republic of Kazakhstan 
presents its compliments to the Embassy of the United States of 
America and has the honor to confirm that the Kazakhstani side is 
ready to organize the third meeting of the Global Initiative to 
Combat Nuclear Terrorism on June 11-12 in Astana. 
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2. (SBU) Sergey Savelyev of the MFA\'s security affairs division told 
Pol-Econ Chief on March 15 that Kazakhstan was eager for the U.S. 
and Russia to confirm the date and begin discussions of the agenda 
for the meeting. 


3. (U) Post requests Department guidance on responding to the note. 
ORDWAY 
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RR RUEHDBU RUEHLN RUEHVK RUEHYG 
DE RUEHTA 0691/01 0780132 

ZNR UUUUU ZZH 

R 190132Z MAR 07 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC 8812 
INFO RUCPCIM/CIMS NTDB WASHDC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUCNCIS/CIS COLLECTIVE 0100 
RUEHAK/AMEMBASSY ANKARA 2033 
RUEHBUL/AMEMBASSY KABUL 0306 
RUEHNE/AMEMBASSY NEW DELHI 0435 
RUEHAST/USOFFICE ALMATY","UNCLAS SECTION 01 OF 02 ASTANA 000691 


SIPDIS 


DEPT FOR SCA/CEN (OVMARA) 

DEPT PASS TO OPIC - BALLINGER 

DEPT PASS TO TDA FOR STEIN, EXIM FOR GLAZER 
DEPT PASS TO AID - EE-PHILLIPS/RUSHING 
TREASURY FOR OASIA/VELTRI 

USDOC FOR 4231/ITA/MAC/MLONDON, 4201/BISNIS 
USDOC FOR 6110/ITA/TD/BI/RHALPERN 

ANKARA FOR CFC 


SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, EIND, ENRG, EPET, EFIN, KZ 

SUBJECT: KAZAKHSTAN ECONOMIC AND ENERGY UPDATE, February 25 - March 
10, 2007 
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1. Summary: This information is drawn primarily from the 
Kazakhstani local press, and has not been checked for accuracy. The 
opinions and policies expressed in this report are those of the 

authors, not the U.S. Government. 
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-- Kazakhstani-Israeli WTO Protocol Signed 

-- New Deputy CEO in Nurbank 

-- New Independent Director of Kazpost JSC 

-- Agricultural Statistics 

-- KTG Invests in Georgia; Eyes European Market 

-- Kazakhstan to Build Refinery in Georgia 

-- KMG Sells KazGerMunay\'s 50% Share to Its Subsidiary 
-- Oil, Gas, Coal Production in Jan-Feb 2007 
Kazakhstani-Israeli WTO Protocol Signed 


2. According to the Government\'s press service, a bilateral 

protocol on accession of Kazakhstan to the WTO was signed on 
February 27 by Israel\'s Deputy Prime Minister - Minister of 

Industry, Trade, and Labor Eliyahu Yishai and Kazakhstan\'s Vice 
Minister of Industry and Trade Zhanar Aitzhanova. Prior to signing, 
the two sides discussed access to the Kazakhstani market for Israeli 
producers of high-tech equipment, chemicals, and processed foods as 
well as investment policy toward computer service providers. (Press 
Service of the Government of Kazakhstan, February 28) 


New Deputy CEO in Nurbank 


3. Nurali Aliyev was appointed the First Deputy Chief Executive 

Officer of Kazakhstan-based commercial Nurbank JSC, the bank\'s press 
service reported on February 27. An early January shareholder 

meeting had elected Aliyev to the Board of Directors. The 

22-year-old Nurali is a son of Presidential daughter and Mazhilis 

deputy Dariga Nazarbayeva and Kazakhstani Ambassador to Austria and 
former Deputy Minister of Foreign Affairs Rakhat Aliyev. According 

to the Interfax-1000 Ranking of CIS Banks, Nurbank was as of June 
2006 the 60th largest bank in the CIS and the 8th largest in 

Kazakhstan by assets. (Interfax - Kazakhstan, February 28) 


New Independent Director of Kazpost JSC 


4. Kalle Tarien, Director for development of postal communication 

of Finland PostGroup, was appointed an independent director of 
Kazpost JSC. Kazpost is a state-owned company, which became part of 
the Samruk State Holding in early 2006. According to Samruk\'s 

Deputy Executive Director Ulf Wakurka, \"the work of Kalle Tarien 

will raise corporate management of the Kazakhstani postal service to 
the world standards." (Interfax - Kazakhstan, March 5) 


Agricultural Statistics 


5. Kazakhstan completed the first nationwide farm census, reports 
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the National Statistics Agency. The agricultural census covered 
2,500 districts, 7,500 villages and towns; more than 9,500 
agricultural enterprises; about 194,000 farm units; and over 535,700 
dachas on a total area of 81.1 million hectares. The following 
results were reported: more than 5.7 million heads of cattle, 12.9 
million heads of sheep, 1.3 million heads of swine, 1.2 million 

heads of horse, 140,000 heads of camel, and 28.3 million heads of 
poultry. (Interfax - Kazakhstan, March 5) 


6. Kazakhstani farm exports for the first time reached $1.3 billion 
in 2006. According to Minister of Agriculture Akhmetzhan Yesimov, 
\"grain and flour constitute the largest portion of Kazakhstan\'s 
agricultural exports. Kazakhstan is now the world\'s 7th largest 
exporter of grain and 3rd largest exporter of flour. In 2006, the 
country\'s gross agricultural output amounted to KZT 838 billion 
(approx. $6.7 billion), a 7% increase from 2005. (Interfax - 
Kazakhstan, March 5) 


KTG in Georgia; Eyes European Market 
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7. KazTransGas (KTG), a subsidiary of national oil and gas company 
KazMunayGas (KMG), has invested $50 million in the Tblisi 
gas-distribution system, according to KTG Director General Serik 
Sultangaliyev. (KTG bought the Georgian company \"Tbilgas\" in 2006.) 
In total, KTG plans to invest over $80 million in Tbilisi over the 

next four years. The company also plans to enter the European UCTE 
energy market (Union of the Coordination of Transmission of 
Electricity) through joint energy projects with Bosnia and 

Herzegovina. According to Sultangaliyev, Kazakhstan is planning to 
begin selling its natural gas to European countries and Georgia in 

the near future. W Kazakhstan is currently carrying out work to 

develop the appropriate infrastructure -- the construction of gas 
refining enterprises without which it would be impossible to carry 

out this task," he said. (Interfax - Kazakhstan, March 5) 


Kazakhstan to Build Refinery in Georgia 


8. Kazakhstan is considering building an oil refinery in Georgia\'s 
Black Sea port of Batumi, President Nazarbayev announced after a 
meeting with Georgian President Saakashvili in Astana on March 5. 
\"The Caucasian corridor that provides an outlet to Europe (and) the 
Mediterranean Sea is becoming important for us,\" Nazarbayev said. 
\"Georgia is our active partner in that area." KazMunayGas is in a 
process of buying a controlling stake in the Batumi port, the 
President added. According to President Saakashvili, the 
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construction of an oil refinery in Batumi, a \"huge project worth 
about $1 billion\" is very important, \"not only for Georgia\'s 
economy, but for the entire (Caspian) region.Y (Kazakhstan 
Newsline, March 11) 


KMG Sells KazGerMunay\'s 50% Share to lts Subsidiary 


9. On March 5, KazMunayGas subsidiary \"KMG Exploration and 
Production" (KMG E&P), announced an agreement to purchase 50% of 
KazGerMunay from its parent company for KZT 133.3 billion (approx. 
$1.1 billion). The deal is KMG E&P\'s first significant step in 
implementing the growth strategy which was announced during the 
companys IPO in 2006. The transaction will make KMG E&P the second 
largest oil producer in Kazakhstan. The deal, which will be 

financed from the companys own sources, will be voted upon at an 
April 12 shareholder meeting. KazGerMunay is a joint venture 

between KMG and PetroKazakhstan. (KMG press-center, Kazakhstan, 
March 5) 


Oil, Gas, Coal Production in Jan-Feb 2007 


10. In January-February 2007, oil and gas condensate production in 
Kazakhstan reached 10.8 million tons, 12.4% higher than during the 
same period in 2006. 


11. In January-February 2007, gas production in Kazakhstan totaled 
4.56 billion cubic meters, 15.7% higher compared to the same period 
in 2006, including 2.68 billion cubic meters of natural gas, up 

25.7% year-on-year. 


12. In January-February 2007, Kazakhstan produced 15.8 million tons 
of coal, 4.8% less compared to the same period the previous year. 
(Interfax - Kazakhstan, March 6) 


ORDWAY 
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RR RUEHNZ 

DE RUEHWL #0234/01 0780235 

ZNR UUUUU ZZH 

R 190235Z MAR 07 

FM AMEMBASSY WELLINGTON 

TO RUCPDOC/USDOC WASHDC 0123 

RUEHC/SECSTATE WASHDC 4043 

INFO RUEHNZ/AMCONSUL AUCKLAND 1250", "UNCLAS SECTION 01 OF 02 WELLINGTON 000234 


SIPDIS 


SIPDIS 


Column 3 
SENSITIVE 


STATE FOR EAP/ANP - DAN RICCI 
USDOC/CENSUS/ACSD - LOWANDA RIVERS 


E.O. 12985: N/A 

TAGS: OTRA, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR NANCY M. GORDON, APRIL 
12 - 19, 2007 


REF: USDOC 2397 


1. (SBU) Embassy welcomes and grants country clearance to Census 
Bureau Official Nancy M. Gordon to travel to Christchurch, New 
Zealand from April 12 - 19, 2007. The purpose of this visit is to 

attend the 2007 23rd Population Census Conference. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political-Economic Counselor 
Katherine B. Hadda. Contact details are as follows: 


Office: 644-462-6063 
Fax: 644-472-3537 
Cell: 027-451-2539 
E-mail: HaddaKB2@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
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$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
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should be taken, especially at night, to avoid becoming a target of 


Column 3 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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PP RUEHFK 

DE RUEHKO #1197 0780300 

ZNR UUUUU ZZH 

P 190300Z MAR 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 1790 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 0276 
RUEHOK/AMCONSUL OSAKA KOBE 3789 
RUEHBJ/AMEMBASSY BEIJING 6204 

RUEHMO/AMEMBASSY MOSCOW 1558 
RUEHUL/AMEMBASSY SEOUL 2281 

RUCNDT/USMISSION USUN NEW YORK 3596 

RHEHAAA/NSC WASHDC","UNCLAS TOKYO 001197 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION Q IRAQ - TOKYO 


LEAD STORIES: Monday morning\'s business daily Nihon 
Keizai front-paged the resumption of the six-party talks 
in Beijing that day. 


1. \"lraq War Four Years On: Dialogue Needed to End 
Sectarian and Ethnic Violence The moderate Tokyo Shimbun 
editorialized (3/19): Tuesday marks the fourth 

anniversary of the start of the Iraq war, with the 

ensuing sectarian and ethnic violence drawing the country 
further into the quicksand of a growing conflict and 

threatening the security of the entire Middle East. At 
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long last, neighboring countries and members of the 
international community sat down earlier this month to 
discuss peace and stability in Iraq, and we hope that a 
path to peace can be found.... Following the Republican 
losses in the midterm elections last fall, the Bush 
administration decided to send more than 20,000 
additional troops to Iraq to launch a large-scale 
operation against insurgents in and around Baghdad in 
cooperation with Iraqi security forces, though the 
administration continues to face criticism of its Iraq 
policy and growing calls in the US for a withdrawal.... 
Attempts to resolve the crisis through military action 
are doomed to failure.... The international community is 
eager to see order restored in Iraq, and the recently 
convened international conference could present an 
opportunity to make that a reality W" 


SCHIEFFER 
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RR RUEHWEB 

DE RUEHBUL #0905 0780301 

ZNR UUUUU ZZH 

R 190301Z MAR 07 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC 6903 
INFO RUEKJCS/SECDEF WASHINGTON DC 
RUEKJCS/JOINT STAFF WASHINGTON DC 
RHMFIUU/HQ USCENTCOM MACDILL AFB FL 
RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUEAIIA/CIA WASHINGTON DC 
RHEFDIA/DIA WASHINGTON DC 


SIPDIS 

SIPDIS 

DEPT FOR SCA/RA (JBRENNIG), DRL, INL/CNPR 

E.O. 12958: N/A 

TAGS: PREL, PHUM, PTER, PINR, SNAR, AF 

SUBJECT: LEAHY VETTING REQUEST: ANA PERSONNEL SELECTED TO 
PARTICIPATE IN IMET TRAINING 

1. This is an action request. 

2. In order to comply with Leahy vetting requirements, post is 


forwarding the names of four Afghan National Army (ANA) officers 
selected by Combined Security Transition Command-Afghanistan 
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(CSTC-A) to participate in military education courses at the Near 
East South Asia (NESA) Center regional seminar. Post has vetted 
these individuals and found no derogatory information. 


3. Following is the biographical data for the officers: 


1. Name: Shahabuddin Shinwari 

Father\'s Name: Salahuddin 

DOB: May 5, 1963 

POB: Kunar 

Rank: Colonel 

Job: Ministry of Defense, Training and Security Officer 
Date of Proposed IMET Training: April 10, 2007 


2. Name: Mohammad Sarwar 

Father\'s Name: Mohammad Hussain 

DOB: March 21, 1958 

POB: Panjshir 

Rank: Colonel 

Job: Ministry of Defense, Counter Terrorism Director 
Date of Proposed IMET Training: April 10, 2007 


3. Name: Abdul Qayoum Rasoli 

Father: Tora Khan 

DOB: January 1, 1962 

POB: Jawzjan 

Rank: Colonel 

Job: Programs Evaluation Director 

Date of Proposed IMET Training: May 30, 2007 


4. Noor Mohammad 

Father: Merza Mohammad 

DOB: January 1, 1956 

POB: Uruzgan 

Rank: Lieutenant General 

Job: Intelligence Policy Deputy Assistant 

Date of Proposed IMET Training: May 30, 2007 
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E.O. 12958: N/A 
TAGS: PHUM, PGOV, PREL, KDEM, KZ 
SUBJECT: KAZAKHSTAN: DRAFT AMENDMENTS TO RELIGION LAW SPARK CONCERN 


1. (SBU) Summary: The Religious Issues Committee (RIC) of the 
Ministry of Justice recently acknowledged that it is drafting 
amendments to \"modernize\" and update Kazakhstan\'s law on religion. 
According to a draft of the amendments circulating among the human 
rights community, the new amendments would increase the role of the 
RIC in registering and monitoring religious groups and severely 
restrict the activities of any religious group with less than 50 

members. An RIC official confirmed that some of these ideas were 
under consideration, but stated that the amendments were still in 

the draft stage, and that outside groups and religious confessions 
would ultimately have the opportunity to comment on the proposed 
legislation before it is submitted to the legislature. 

Nevertheless, human rights activists are very concerned about the 
threat to religious freedom posed by these amendments, and are 
mobilizing to oppose them. End summary. 


2. (SBU) On February 1, Ninel Fokina, chairwoman of the Almaty 
Helsinki Committee, distributed copies of draft religion law 

amendments to PolOff, the OSCE human dimension officer, and several 
diplomats from OSCE member states. Fokina acknowledged that the 
document was a draft, but in her view it was substantially complete 
based on her past experience with the legislative drafting process. 


3. (SBU) According to the draft, Kazakhstan\'s religion law would be 
amended in a number of areas. The provision that has drawn the most 
attention thus far is the sharp restriction on the activities of any 

group with less than 50 members. Such groups would be subject to a 
mandatory, though simplified, registration process. Among other 
things, they would be prohibited from publishing, producing, 
exporting, or importing religious literature or materials designed 

for religious purposes; setting up facilities for the production of 
religious literature and other religious products; building and 
maintaining facilities for religious services, meetings, and 

worship; and soliciting or receiving financial donations. Although 

the draft text is not entirely clear, this provision appears to 

apply to both local, independent religious groups and local branches 
of nationally registered groups. 


4. (SBU) In addition, the proposed text appears to increase the 
power of the RIC, empowering it to register religious associations 


Column 3 

and all of their branch and representative offices; keep a database 
on religious associations; oversee implementation of religious 
freedom legislation; coordinate operation of foreign religious 
organizations in Kazakhstan, including the appointment of their 
leaders; and coordinate the construction of buildings for worship. 
As part of the registration process, religious groups would be 
required to provide the RIC with basic information on their faith 
and their worship practices, including the history of the faith and 
of the particular religious organization. The registration 

materials will then be subjected to an expert analysis." on which 
the RIC will base its registration decision. 
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SUBJECT: KAZAKHSTAN: DRAFT AMENDMENTS TO RELIGION LAW SPARK CONCERN 


1. (SBU) Summary: The Religious Issues Committee (RIC) of the 
Ministry of Justice recently acknowledged that it is drafting 
amendments to \"modernize\" and \"update\" Kazakhstan\'s law on religion. 
According to a draft of the amendments circulating among the human 
rights community, the new amendments would increase the role of the 
RIC in registering and monitoring religious groups and severely 
restrict the activities of any religious group with less than 50 

members. An RIC official confirmed that some of these ideas were 
under consideration, but stated that the amendments were still in 

the draft stage, and that outside groups and religious confessions 
would ultimately have the opportunity to comment on the proposed 
legislation before it is submitted to the legislature. 

Nevertheless, human rights activists are very concerned about the 
threat to religious freedom posed by these amendments, and are 
mobilizing to oppose them. End summary. 
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2. (SBU) On February 1, Ninel Fokina, chairwoman of the Almaty 
Helsinki Committee, distributed copies of draft religion law 

amendments to PolOff, the OSCE human dimension officer, and several 
diplomats from OSCE member states. Fokina acknowledged that the 
document was a draft, but in her view it was substantially complete 
based on her past experience with the legislative drafting process. 


3. (SBU) According to the draft, Kazakhstan\'s religion law would be 
amended in a number of areas. The provision that has drawn the most 
attention thus far is the sharp restriction on the activities of any 

group with less than 50 members. Such groups would be subject to a 
mandatory, though simplified, registration process. Among other 
things, they would be prohibited from publishing, producing, 
exporting, or importing religious literature or materials designed 

for religious purposes; setting up facilities for the production of 
religious literature and other religious products; building and 
maintaining facilities for religious services, meetings, and 

worship; and soliciting or receiving financial donations. Although 

the draft text is not entirely clear, this provision appears to 

apply to both local, independent religious groups and local branches 
of nationally registered groups. 


4. (SBU) In addition, the proposed text appears to increase the 
power of the RIC, empowering it to register religious associations 
and all of their branch and representative offices; keep a database 
on religious associations; oversee implementation of religious 
freedom legislation; coordinate operation of foreign religious 
organizations in Kazakhstan, including the appointment of their 
leaders; and coordinate the construction of buildings for worship. 
As part of the registration process, religious groups would be 
required to provide the RIC with basic information on their faith 
and their worship practices, including the history of the faith and 
of the particular religious organization. The registration 

materials will then be subjected to an expert analysis." on which 
the RIC will base its registration decision. 
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TAGS: ELAB, PGOV, SMIG, SOCI, ECON, CVIS, UZ 
SUBJECT: KAFKAESQUE CHALLENGE TO LEGALLY WORKING ABROAD 


REF: A. TASHKENT 226 


B. 05 TASHKENT 3385 
C. 05 TASHKENT 3253 
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Classified By: Amb. Jon R. Purnell, for reasons 1.4 (b, d). 


1. (C) Summary: The Head of the Ministry of Labor\'s Agency 
for Foreign Labor Migration Affairs, Gafurjon Usmanov, told 
Poloff he would like to establish guest worker contracts for 
Uzbeks in the United States. In order to work legally 

abroad, all Uzbeks must obtain prior Agency authorization 
through a burdensome process requiring approval by an 
inter-agency government commission. The Agency\'s application 
process seems designed to hinder rather than facilitate work 
abroad, and few Uzbeks bother to even follow these 
procedures. Last week the Foreign Ministry sent a diplomatic 
note to all diplomatic missions reiterating that under Uzbek 
law, all contracts for hiring Uzbek workers abroad must be 
approved by the Agency. End summary. 


AN ONEROUS PROCESS FOR LEGALLY WORKING ABROAD 


2. (C) Under Uzbek law, anyone wishing to work abroad must 
have a contract approved by the Ministry of Labor\'s Agency 
for Foreign Labor Migration Affairs. The Head of the Agency, 
Gafurjon Usmanov, told Poloff that the Foreign Ministry 
distributes notices twice a year reminding diplomatic 
missions of the law. Post received such a letter last week. 
(Note: Consular and diplomatic officials, students, 

journalists, and university professors are exempt from the 
requirements. End note.) Workers applying to work abroad 
must complete a form notarized or legalized by an Uzbek 
consul in the country where they intend to work. The 


Column 3 

application must include information on the foreign employer, 
a medical certification, and a $32 (40,000 soum) application 
fee. 


3. (C) According to Usmanov, an inter-agency government 
commission chaired by the Ministry of Labor must vet each and 
every application, and has 15 days to reach its decision. 

The commission also includes the Ministry of Foreign Affairs, 
Ministry of Internal Affairs, Ministry of Justice, 

Prosecutor\'s Office, and Ministry of Health. Many experts 
believe that the National Security Service must also review 
the applications. According to Usmanov, the Ministries of 
Internal Affairs and Justice conduct a criminal background 
check of applicants; the Foreign Ministry checks foreign 
employers. Once abroad, workers are required to register 
with Uzbek consulates. All Uzbek citizens must also obtain 
exit visas from the Ministry of Internal Affairs Department 

of Entry and Exit (OVIR) in order to leave the country. 

(Note: Since the May 2005 Andijon unrest it has become more 
difficult to obtain an exit visa for some citizens, 

particularly human rights activists, independent journalists, 
students seeking to study in the United States and Europe, 
and some U.S. Embassy FSNs. End note.) 


\"FINDING JOBS ABROAD CONTRIBUTES TO FIGHTING TIP\" 


4. (C) Usmanov stated that in 2006, there were only thirteen 
applicants to work abroad. (Comment: This is a tiny number. 
End comment.) All other Uzbek laborers abroad, such as the 
millions in Russia and Kazakhstan, are doing so illegally, 

with the Uzbek government generally refusing to acknowledge 
that they have even left the country (ref A). Usmanov told 
Poloff that finding legal jobs for Uzbeks abroad contributes 

to the fight against trafficking in persons. The Agency\'s 

only established guest worker program is with South Korea, 
where Usmanov said that over 18,000 Uzbeks work in 
agriculture, textiles, steel production, and construction 

(refs B and C). (Comment: The ethnic Korean community in 
Uzbekistan has been a key factor facilitating this labor 
relationship. Seoul is eager to assist and support its less 

well off brethren. Moreover, ethnic Koreans tend to adapt 
more easily to Korean culture and language than ethnic 
Uzbeks. End comment.) The Agency has a vested interest in 
increasing the number of Uzbeks working legally abroad, since 
under the law the Agency is entitled to their tax payments. 


THE AGENCY\'S VIEW OF THE WORLD 
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5. (C) Usmanov stated that the Agency has divided the world 
into four zones: East Asia, Europe, English-speaking 
countries, and the former Soviet region. Usmanov stated that 
while the Gulf countries could be counted as a fifth region, 
they are considered less of a priority because their guest 
workforce is overwhelmingly South Asian. While Usmanov 
proudly listed his many meetings with foreign labor officials 
and diplomats on establishing guest worker agreements, his 
only success so far is with South Korea. Usmanov stated that 
the Agency plans to expand its cooperation with the rest of 
the world in 2007 by implementing a multi-vector strategy 
targeting Japan, Malaysia, and the English-speaking world. 
He specifically requested U.S. cooperation in establishing a 
guest worker program for Uzbeks in the United States. 
According to Usmanov, the Agency is seeking to send hotel, 
restaurant, and medical workers to the Gulf region, and 
teachers and engineers to Malaysia. (Note: Several Ministry 
of Labor officials previously obtained visas to meet with a 
U.S. organizer of temporary work programs for unskilled 
laborers. In the last two years, 94 percent of these 
recipients of H2B visas from Uzbekistan overstayed their 
visas and did not depart the United States. End Note.) 


EDUCATING THE PUBLIC 


6. (C) In November 2006 the Agency established a Press and 
Public Affairs Office to inform citizens of how to find jobs 
abroad. Usmanov noted that his agency regularly publishes 
articles explaining how to legally apply for jobs abroad. He 
claimed that the \"Hamroh\" newspaper has a section titled 
\"foreign labor migration\" on its first page. According to 
Usmanov, the Agency also created a telephone hotline with 
staff able to answer any labor-related questions. In 
response to Poloff\'s suggestion, Usmanov stated that the 
hotline would begin tracking the number of telephone calls it 
receives. Usmanov added that the Agency also intends to 
launch a website to inform the public of labor opportunities 
abroad. 


7.(C) Comment: As could be expected, no Uzbek applying for 
a U.S. labor visa has presented an Uzbek work license. The 
Agency\'s application process is inordinately burdensome, and 
seems designed to hinder rather than facilitate finding legal 
work abroad. Only a miniscule fraction of Uzbeks seeking 
work abroad bother to apply through the Agency. It may seem 
that the Agency has the unenviable task of finding jobs for 
millions of unemployed Uzbeks. In reality, however, the vast 
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majority of those seeking work have taken matters into their 
own hands by finding jobs abroad on their own. A more 
cynical -- or perhaps realistic -- view holds that the Agency 
exists primarily to line the pockets of Uzbek bureaucrats, 
with its multiple layers of officials who may facilitate the 
process for applicants in exchange for a bribe. 


PURNELL 
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Classified By: Classified by CDA Daniel Rubinstein, Reason 1.4 (d). 
SENSITIVE 


1. (C) Summary: In separate meetings with Jordan\'s Deputy 
Prime Minister/Finance Minister Ziad Fariz and Central Bank 
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of Jordan (CBJ) Governor Umayya Toukan during his March 5th 
visitto Amman, Treasury Under Secretary for Terrorism and 
Financial Intelligence Stuart Levey discussed Jordan\'s draft 
anti-money laundering law, the USG\'s financial and economic 
strategy towards Iran, and recent press reports concerning 
Arab Bank. End Summary. 


2. (C) Fariz provided Levey with an overview of the 

Jordanian economy and the Government of Jordan\'s (Goy) vision 
for economic reform. Levey emphasized that the draft 
Anti-Money Laundering (AML) law currently before Parliament 
is not only in step with this vision, but is in fact vital to 

its successful implementation as its passage would send a 
strong signal of transparency to the international financial 
community. Noting that the AML law has been pending before 
Parliament for more than two years, he cautioned Fariz that 
Jordan may come to be viewed as a high risk jurisdiction by 
international banks if an AML law is not passed in the near 
future. 


3. (C) Levey acknowledged that while some parliamentarians 
may incorrectly view the AML law as an American" concept 
being pushed upon Jordan, he stressed that the passage of an 
AML law was in Jordan\'s best interests. Fariz agreed that 
some MPs view the AML law in this manner, but stated that in 
spite of this, Parliament is \"not in a bad mood about the 

law\" and is \"on the verge\" of passing it. The backlog of 
important legislation before Parliament, such as the 
Municipalities Law, is causing the delay, he maintained. 
Despite this delay, the Central Bank has moved aggressively 
to issue anti-money regulations under existing legislation. 

In his view, \"the system is, to a large extent, secure.\" 


4. (C) Using as an example the USG\'s experience with the 
international financial community\'s reaction to Iranian 

illicit financial activities, Levey stressed the importance 

of managing reputational risk. According to Levey, as the 
USG has explained deceptive Iranian financial practices to 
financial institutions, major international banks have 
responded by limiting and, in some cases, eliminating 
completely their exposure to the Iranian market. These 
financial institutions have said they took this action in 

order to avoid the reputational damage that could result from 
the unwitting facilitation of illicit financial transactions. 

That banks are willing to curtail lucrative business 

dealings with Iran demonstrates the importance financial 
institutions attach to safeguarding their reputations. The 
passage of a strong AML law, Levey explained, would help 
reassure foreign investors and financial institutions that 
Jordan is a safe place to do business. 
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5. (C) Fariz responded that, as a former banker himself, he 
understands the importance of reputation to both the 
financial community and the country as a whole. Deputy 
Central Bank Governor Faris Sharaf, also in attendance at the 
meeting, added that the GoJ is serious about enforcing U.N. 
Security Council Resolution 1737 regarding Iranian 
proliferation activities, and that the Central Bank has 
circulated the 1737 Annex to all financial institutions and 

has mandated compliance with the financial provisions of the 
resolution. 


6. (C) Ina subsequent meeting, Central Bank of Jordan 

Governor Umayya Toukan and Deputy Governor Sharaf expressed 
bewilderment at the continued stagnation of the draft AML law 
before Parliament. Toukan stated that despite his advocacy 

for the law before the Council of Ministers and the Prime 

Minister, the GoJ has yet to succeed in its job of convincing 
Parliament to pass it. 


7. (C) Levey thanked the CBJ for its cooperation with the 
Treasury Department on financial intelligence unit (FIU) 
development, but lamented the lack of progress on the AML 
law. Returning to the earlier theme of financial sector risk 
management, he stated that this incomplete legal framework 
was preventing Jordan\'s financial services sector from 
realizing its potential and raised the possibility that 

foreign banks might begin to view Jordan as a high-risk 
jurisdiction. 


8. (C) Sharaf agreed, but argued that despite the appearance 
of a lack of progress, the CBJ has significantly strengthened 

its AML regime over the past two years. For example, the AML 
law was redrafted with World Bank assistance, and a number of 
different compliance-related regulations have been issued. 

He also expressed his appreciation for the technical 

assistance he has received from the U.S. Treasury Department, 
and stated that the creation of an effective FIU should be a 
simple \"turn-key\" operation once the law is passed. 


9. (C) Turning to a discussion of recent negative press 
reporting on Arab Bank, Toukan explained that Arab Bank is 

the \"jewel of the Jordanian banking system," and that someone 
is repeating old allegations about the bank to keep it the 

focus of negative press attention. NOTE: A March 3 Los 
Angeles Times article reiterated allegations of providing 
financial support to terrorism contained in a private civil 

suit against Arab Bank. (See refs A and B for more detail 

about the civil suit.) END NOTE. He said that Arab Bank has 
implemented a robust compliance system which has drawn praise 
from Bank of Israel Governor Stanley Fischer. 
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10. (C) Levey replied by emphasizing that Arab Bank did have 
significant problems with its internal AML controls at the 

time of the 2005 Office of the Comptroller of the Currency 
(OCC)/Financial Crimes Enforcement Network (FinCEN) civil 
penalty assessment against the Bank, a fact which the Bank\'s 
leadership implicitly acknowledged by overhauling its 
regulatory compliance function and hiring a new team of 
compliance executives. Note: In August 2005, the Office of 
the Comptroller of the Currency and the Financial Crimes 
Enforcement Network levied a joint $24 million civil 

penalties assessment against Arab Bank for violations of the 
Bank Secrecy Act. End Note. While the past cannot be 
changed and Arab Bank should be held accountable for its 
mistakes, Levey said that he has been informed that the Bank 
has acted positively over the past year, particularly by 
refraining from transactions with the HAMAS-affiliated 
elements of the Palestinian Authority. Levey reiterated that 
the USG is not involved in the private civil suit against the 
Bank. 


11. (U) This message was cleared by Under Secretary Levey. 


Rubinstein 
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1. The following are brief items of interest compiled by Embassy 
Minsk. 
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INTERNATIONAL RELATIONS 


- Belarusian Plane Attacked in Somalia (para. 2) 
- Lukashenko\'s Kyiv Visit Postponed (para. 3) 
- GOB Urges UN HRC to Avoid \"Double Standards!" (para. 4) 


CIVIL SOCIETY 


- CIS/EU Politicians to Attend March 25 Demonstration (para. 5) 

- Political Prisoner Denied Early Release (para. 6) 

- Teenage Girl Suspect in Fedaruk-Korban Criminal Case (para. 7) 
- Union Denied Permission for Rally in Soligorsk (para. 8) 


INTERNATIONAL TRADE AND INVESTMENT 


- Belarus Ready to Upgrade Your Missiles (para. 9) 
- Lukoil Ceases Oil Exports To Belarus (para. 10) 


DOMESTIC ECONOMY 


- Belarus Ups Excise On Oil Products (para. 10) 
- Belarus to Increase Domestic Drug Production (para. 12) 


QUOTE OF THE WEEK (para. 13) 


2. Belarusian Plane Carrying Combat Vehicles Attacked in Somalia 


The Belarusian Ministry of Transport\'s aviation department on March 
12 reported that a Belarusian ll- 76 transport plane was attacked in 
Somalia by grenade launchers as it was approaching an airfield three 
kilometers away. The plane managed to land safely with damage to 
the fuselage. It was carrying nine Belarusians, six Ugandans, and 
allegedly a humanitarian shipment that included two armored combat 
vehicles. The flight originated in Uganda reportedly as part of a 
peacekeeping mission with the African Union and UN Security Council. 
Somalia officials denied the plane was attacked. 


3. Lukashenko\'s Kyiv Visit Postponed 
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On March 12, the Ukrainian president\'s office announced that this 
weeks meeting between Presidents Lukashenko and Yushchenko was 
postponed. President Yushchenko, who was in the Zhytomyr region on 
March 13 and Denmark on March 15, reportedly said Lukashenko would 
arrive in Kyiv next week (reftel). 


4. GOB Urges UN Human Rights Council to Avoid Double Standards" 


On March 12, BelarusY Permanent Representative to the UN and other 
international organizations based in Geneva Sergey Aleynik told the 
state telegraph agency Belta that the UN Human Rights Council (HRC) 
should avoid \"double standards!" in its work. According to Aleynik, 
this was Belarus\' \"strategic goal" for the HRC. Aleynik confirmed 
that the Belarusian delegation would participate in hearings and 
discussions with special rapporteurs and independent experts on 
human rights around the world. 


5. CIS and EU Politicians to Attend March 25 Demonstration 


Leaders of Russia\'s Union of Right Forces Nikita Belykh and 
Azerbaijan\'s Musavat party Isa Qambar on March 12 accepted de facto 
coalition leader Aleksandr Milinkevich\'s invitation to attend the 

March 25 opposition demonstration in Minsk, which will celebrate the 
short-lived independent Belarusian National Republic that formed 
following WWI. Milinkevich invited dozens of EU, U.S., and CIS 
politicians to participate in the demonstration in Minsk. Vice 

President of the European Parliament Mario Mauro and other EU 
politicians plan to attend the event. 


6. Political Prisoner Denied Early Release 
Radio Liberty on March 9 reported that Malady Front youth opposition 
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movement leader Dmitry Dashkevich received a fourth warning from the 
prison administration, this time for reading after-hours. The 

fourth warning makes Dashkevich ineligible for an early release 

under the amnesty law because has not taken \"the correctional path\" 
and is considered \"a persistent violator\" of prison regulations. 
Dashkevich has served six months of an 18-month sentence for running 
an unregistered group. 


7. Teenage Girl a Suspect in Fedaruk-Korban Criminal Case 


On March 12, the Prosecutor General\'s Office notified 17-year-old 
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Anastasiya Palazhanka that she was a suspect in the criminal 
prosecution of Malady Front youth group leaders Dmitry Fedaruk and 
Aleh Korban and was summoned for questioning on March 13. 
Palazhanka was arrested with Korban, Fedaruk and 25 other youths 
when security services on February 4 raided an apartment where they 
were holding a meeting. Korban and Fedaruk face charges of running 
an unregistered organization and could face a fine or a prison 
sentence up to two years. On March 10 and 11, security forces tried 
to enter Fedaruk\'s apartment without producing identification or 
warrants. 


8. Union Denied Permission for Rally in Soligorsk 


On March 12, authorities in Soligorsk denied the Belarusian 
Independent Trade Union (BITU) permission to stage a rally on March 
14 to demand an increase in pay and housing loan programs for 
company workers. According to the Soligorsk BITU leader Mikalay 
Novik, authorities cited the flu outbreak as the reason for the 
permission denial. The BITU plans to apply to hold another 
demonstration in the future. 


9. Belarus Ready to Upgrade Your Missiles 


On March 13, the Minsk Tetraedr defense industry enterprise 
announced that it was offering foreign armies its services to 

modernize S-200VE Vega long-range missile systems known as SA-5B 
Gammon. Tetraedr did not have any contracts yet, but was ready to 
dispatch its experts to sites around the world to make missile 

systems more efficient and decrease their susceptibility to jamming. 
The S-200s can strike targets 250 kilometers away. Established in 
April 2001, Tetraedr upgrades surface-to-air missile systems, 

develops and manufactures warfare equipment, and designs software 
and technologies for radar and control systems. 


10. Lukoil Ceases Oil Exports To Belarus 


Anonymous GOB officials on March 7 reported to the press that 
Russian oil company Lukoil would cease crude oil supplies to Belarus 
in March. Lukoil, the largest supplier of crude oil (300,000 per 
month) to Belarus, cited the lack of clear rules following Russia 

and Belarus new oil agreement signed in early 2007. The loss of 
Lukoil crude will affect Belarus! oil refineries that will now have 

to purchase more from other suppliers just to continue production. 
Lukoil may rescind its decision upon the introduction of new rules. 


DOMESTIC ECONOMY 
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11. Belarus Ups Excise On Oil Products 


Online economic news source Prime-Tass on March 7 reported that in 
accordance with presidential edict 117, Belarus on March 1 increased 
excise on oil products sold domestically by 140 percent and gave 
companies supplying crude oil to Belarus on a tolling basis a USD 24 
per ton subsidy. According to an unnamed oil refinery 

representative, the incentives are not enough to encourage oil 
processing in Belarus and will not increase the work efficiency of 
refineries. The representative predicted excise rates will rise to 

2006 levels and make the domestic market unprofitable, suggesting 
that Belarus reduce export duties by the amount Russia charges in 
export duties on crude oil. Both government and independent 
economists believe the benefit is not sufficient, fearing Russian 

crude suppliers will avoid the Belarusian market. 


12. Belarus to Increase Domestic Drug Production 


Deputy Chair of the Belbiyafarm pharmaceutical association Petr 
Mandrukevich on March 13 told reporters that the Belarusian 
pharmaceutical industry was to develop and start production of 200 

brand name and generic drugs in 2006-2010. According to 
Mandrukevich, the GOB in the next five years plans to increase drug 
research spending from USD 4 million to USD 13 million and overall 
investment in the sector is expected to reach USD 140 million. All 

drug companies are expected to comply with GMP standards by 2010 and 
90 percent of their equipment is to be replaced. Belarusian 
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pharmaceutical manufacturers in 2006 reported USD 114 million in 
sales; 40 percent from exports. 


13. At a March 12 entrepreneur demonstration in Bangalore Square to 
protest new GOB regulations, one regional entrepreneur leader 
criticized the government for turning off the electricity: 


\"The authorities denied us electricity, but last week the BRYU [the 
pro-government Belarusian Republican Youth Movement] held a 
demonstration at this spot and had electricity. We [entrepreneurs] 
pay the taxes to support that stupid organization and we are the 
ones without electricity.\" 


Stewart 
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E.O. 12958: DECL: 03/16/2027 
TAGS: PGOV, PREL, BG, CE, IN 
SUBJECT: GOI "VERY UNEASY" ABOUT RECENT EVENTS IN BANGLADESH 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B and D) 


1. (C) SUMMARY: External Affairs Minister Pranab 
Mukherjee\'s recent visit to Dhaka was \"excellent,\" according 
to Joint Secretary Mohan Kumar. Chief Adviser of the 
Caretaker Government Dr. Fakhruddin Ahmed received high marks 
from the GOI with Kumar noting that, \"He talks like us. He\'s 
brilliant" However, Kumar admitted that the GOI is very 
uneasy about the medium term political prospects in Dhaka, as 
it was made clear to the GOI delegation that the military is 
ready to \"shed the fig leaf of civilian rule, commission a 
National Security Council and stay in power for the next 
two-three years. Commenting on future elections in a 
conversation with FM Mukherjee, Dr. Ahmed stated pointedly, 
YI will not be able to give you a date. Kumar theorized 

that the Caretaker Government\'s four phase plan to a new 
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civilian government has stalled with potential leader 

Muhammed Yunus flopping with the public and within government 
circles. Kumar worriedly hypothesized that the political 

vacuum created by the gutting of the two major parties (Awami 
League and Bangladesh National Party) with no new civilian 
leader on the horizon presents an ideal breeding ground for 
radical Islamists. END SUMMARY. 


2. (C) Ministry of External Affairs Joint Secretary 
(Bangladesh, Sri Lanka, Maldives and Burma) Mohan Kumar told 
Polcouns in a 15 March meeting that his 19 February one-day 
trip to Dhaka with External Affairs Minister Pranab Mukherjee 
was very successful. He declared that, despite the fact that 
Chief Adviser Fakhruddin Ahmed and the ministers in the 
Caretaker Government were \"clearly not free agents\", the 
Bangladeshis were saying all of the right things to Mukherjee 
regarding bilateral relations. \"Most importantly,\" Kumar 
noted, \"he (Ahmed) is the first Bangladeshi leader to admit 
that there are terrorist cells in Bangladesh with designs 
against India. This is unheard of in our bilateral 

relationship." Characterizing Ahmed as \"brilliant,\" Kumar 
observed that, Whe reminds me a lot of our Planning 
Commission Deputy Chairman Montek Aluwahlia. However" he 
remarked, \"let us not delude ourselves. The army is clearly 

in charge." Kumar said that the Mukherjee visit underlined 
\"the potential to greatly improve bilateral relations--in the 
short term, at least.\" He noted that the Caretaker 
Government is \"keen to come to the SAARC Summit to prove 
their legitimacy,\" as it gains more confidence and, he 
predicted, will begin to assert itself more publicly. 


3. (C) Voicing concern about Bangladesh\'s future, he 
cautioned that, \"the Caretaker Government may be courting 
disaster in the medium term.\" He postulated that the 

Caretaker Government envisioned a four-point plan for the 
transition of Bangladeshi politics that included the military 
takeover, a campaign to wipe out corruption and clean up the 
electoral process, the exile of Sheikh Hasina (Awami League) 
and Khaleda Zia (Bangladesh National Party), and welcome a 
new party headed by a wildly popular former Nobel Laureate 
winner Muhammed Yunus to lead the government. However, he 
lamented, the plan came apart when Yunus flopped as a popular 
leader with the public and within the governing elite. He 
conjectured that Yunus\'s lack of popularity has forced the 
Caretaker Government to reassess its role. \"They feel that 
they can no longer make an early exit,\" and leave a political 
vacuum. Kumar forecasted that the National Security Council 
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is coming to rule the country for two-three years, giving 

rise to radical elements, as the population rejects an 

extended period of military rule. Backing up his statement, 
Kumar declared that Chief Adviser Ahmed stated \"with steely 
resolve!" that, \"I will not be able to give you a date," when 
asked by Mukherjee about a time frame for holding elections. 
Kumar further speculated that the Caretaker\'s government goal 
of exile for both Zia and Hasina \"may not be in the best 
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interests of the country. Like them or not, they are 
Bangladesh\'s only civilian leaders, and at least they aren\'t 
radical.\" With no other public figures ready to take the 
reins and rally the public, he hinted that perhaps a leave of 
absence for the ladies, as opposed to outright exile, while 
the political parties are cleansed may be best. \"If the two 
parties are destroyed, the only major political party left 

will be Jamaat-e-Islami, and that may not be good for 
anybody." 


4. (C) COMMENT: Ahmed has bought a short honeymoon with 
India, particularly by acknowledging anti-Indian terrorist 

cells operating out of Bangladesh. But, as FM Mukherjee told 
Ahmed, India \"would like to see elections sooner rather than 
later.\" It was no secret that India privately welcomed the 
demise of the BNP, but Kumar signaled that that India is only 
willing to allow a short rope for the Caretaker Government. 

The Indian interest, according to contacts, is for the least 
radical, least anti-Indian element to come to power in Dhaka. 


While the Caretaker Government, and specifically Ahmed, has 
charmed the GOI so far, officials such as Kumar as queasy 
about the term of the current administration extending beyond 
the short term. END COMMENT. 


5. (U) This cable was coordinated with Embassy/Dhaka. 
PYATT 
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USDOC FOR 532/0EA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00264 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for four (4) transactions for digital electronic type 

scales, balances and parts. The exporter was Sartorius North 
America, Arvada, CO. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 

Chatterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 
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to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. No invoices were obtained for the Sartorius North America Exports 
and Sartorius India could not determine which commodities were the 
subject of this check. 


9. Sartorius was established in 1992, is a fully owned subsidiary 
of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 
manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 
were 

approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: This check is inconclusive. 


Column 3 
(PDAVIS/PNARAYAN) Pyatt 
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USDOC FOR 532/OEA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00255 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for three transactions for regulator valves and valves 

with pneumatic actuator. The exporter was Richards Industries in 
Cincinnati, Ohio. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
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Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 
Chatterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. The invoices for the Richards Industries exports were obtained 
and forwarded to Sartorius on February 22, 2007. Based on the 
information in the invoices, Sartorius Qported the Richards 
Industries valves were incorporated into fermentors which were sold 
to Reliance Industries Ltd. Mumbai, India. 


9. Sartorius was established in 1992, is a fully owned subsidiary 

of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
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weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 
manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 
were 

approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: While all indications are that the commodity is 
being used by Sartorius in its manufacturing process in accordance 
with the Export Administration Regulations the ECO will be unable to 
physically verify their actual end use. As such this check is 
inconclusive. (PDAVIS/PNARAYAN) Pyatt 
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USDOC FOR 532/0EA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00261 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
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2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for one transaction for an apparatus to test voltage. The 
exporter was Red Lion Controls, York, Pennsylvania. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 
Chatterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. The invoice for the Red Lion Controls export was obtained and 
forwarded to Sartorius on February 22, 2007. Based on the 
information in the invoice, Sartorius reported the Red Lion Controls 
apparatus were incorporated into electronic weighing balances which 
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were sold to several separate end users located in India. The end 
users are: Bhilai Techneeds, Chattisgarh, India; DIC India Limited, 
Noida, India; Horizon Scales and Systems, New Delhi, India; Punjab 
Alkalies and Chemicals Ltd., Chandigarh, India; Sunag Engineers Pvt. 
Ltd., Kolkata, India; Tata Refractories Ltd, Jharsuguda, India; 
Rashtriya Ispat Nigam Ltd., Visakhapatnam; India and Shantha 
Biotechnics Ltd. Andra Pradesh, India. 


9. Sartorius was established in 1992, is a fully owned subsidiary 

of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 


manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 
were 

approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: While all indications are that the commodity is 
being used by Sartorius in its manufacturing process in accordance 
with the Export Administration Regulations the ECO will be unable to 
physically verify their actual end use. As such this check is 
inconclusive. (PDAVIS/PNARAYAN) Pyatt 
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USDOC FOR 532/OEA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00259 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for one transaction for machinery parts for use in heads. 
The exporter was Flowtech Division, Marietta, Georgia. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 
Chatterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


Column 3 

6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. The invoice for the Flowtech Division export was obtained and 
forwarded to Sartorius on February 22, 2007. Based on the 
information in the invoice, Sartorius reported the Flowtech Division 
parts were incorporated into a filtration system which was sold to 
Indian Immunologicals Limited, Hyderabad, India. 


9. Sartorius was established in 1992, is a fully owned subsidiary 
of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 
manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 
were 

approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: While all indications are that the commodity is 
being used by Sartorius in its manufacturing process in accordance 
with the Export AdministratQn Regulations the ECO will be unable to 
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physically verify their actual end use. As such this check is 
inconclusive. (PDAVIS/PNARAYAN) Pyatt 
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USDOC FOR 532/0EA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00263 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for one transaction for pump parts. The exporter was Cole 
Parmer International, Vernon Hills, IL. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
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Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 
ChQterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. The invoice for the Cole Parmer International export was obtained 
and forwarded to Sartorius on February 22, 2007. Based on the 
information in the invoice, Sartorius reported the Cole Parmer 
International pump parts were incorporated into a filtration system 
which was sold to Bellary Engineering College, Karnataka, India. 


9. Sartorius was established in 1992, is a fully owned subsidiary 

of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
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weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 
manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 
were 

approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: While all indications are that the commodity is 
being used by Sartorius in its manufacturing process in accordance 
with the Export Administration Regulations the ECO will be unable to 
physically verify their actual end use. As such this check is 
inconclusive. (PDAVIS/PNARAYAN) Pyatt 
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USDOC FOR 532/0EA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00262 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 
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3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, 
Email: 

amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for five transactions for pumps and pump parts. The 
exporter was Barnant Company, Barrington, Illinois. 


4. ECO along with FSN Narayan met with Amit Chatterjee 
(Chatterjee), 

Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 
Chatterjee stated that they regularly import products from U.S. 
companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be 

difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted 
that 

the subject equipment might not be at their facility because much 

of 

what Sartorius purchases is integrated into custom products sold to 
customers. 


8. The invoices for the Barnant Company exports were obtained and 
forwarded to Sartorius on March 5, 2007. Based on the information 
in the invoices, Sartorius reported the Barnant pumps and pump parts 
were incorporated into filtration systems which were sold to three 
separate end users in Hyderabad. The end users are: Nagarjuna 
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Fertilizers & Chemicals, Gokaraju and Rengaraju Institute of 
Engineering & Technology and Abdul Quadir Jeelari Center for Post 
Graduate Studies. 


9. Sartorius was established in 1992, is a fully owned subsidiary 
of 

Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, 

pressure 

filtration units and venting units. In mechatronics it 

manufactures 

analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 
Sartorius is headquartered in Bangalore along with two 
manufacturing 

facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 


were 
approximately $23 million. It employs 450 personnel India-wide. 


10. Recommendation: While all indications are that the commodity is 
being used by Sartorius in its manufacturing process in accordance 
with the Export Administration Regulations the ECO will be unable to 
physically verify their actual end use. As such this check is 
inconclusive. (PDAVIS/PNARAYAN) Pyatt 
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PARIS PLEASE PASS TO USOEDC 
STATE PLEASE PASS TO USTR 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: ETRD, ECON, JA, ZO, EAGR 
SUBJECT: The Japan Economic Scope - March 16, 2007 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Table of Contents 


2. (U) This cable contains the Japan Economic Scope from March 16, 
2007. 


3. EAP/MLS Director Meets MOFA Counterparts in Tokyo 

Beef and Agriculture 

4. OIE Panel Judges U.S. Beef Safe, Japan Replies, Not So Fast 
6. Japanese Must Confront \"Egoistic\" Agriculture Bureaucrats 
7. Biotech Potatoes -- Ending Testing 

8. Hyogo Governor Solicits FDI Advice from Foreign Firms and 
ACCJ 

Trade 

9. Record Level of Trade in Western Japan; Trade with U.S. Up 
10. ACCJ Person of the Year; Politics Not Involved in Toyota\'s 
Mississippi Choice Says Toyota ex-President and Chairman 

11. JAIA -- U.S. Automakers Need to Show Commitment to Japan 
12. More Foreign Auto Parts Firms Coming to Nagoya 

13. Bolivia President Pleased with Tokyo Visit 

14. MOFA DG for Latin America to Visit Washington 

Industry Oversight 

15. FSA Sanctions 10 Non-Life Insurers 

16. Former Livedoor Chairman Horie Sentenced to 2 1/2 Years in 
Prison 

Labor 

17. Cabinet Endorses 3 Labor Bills for Diet Submission 

18. KIX Misses Target for Public Fund Use in Second Runway 
Construction (REVISED) 

19. 2005 Abolishment of MFA had No Affect on Japanese Market 
20. Osaka: Asia\'s First CO2 Emission Trading Market? 

21. Northern Japan: Iwate Governor Says Decentralization is 
Important for Area\'s Development 

22. Nagoya: Dango Didn\'t End in Nagoya Despite General 
Contractors\' Public Pledges 

23. A Young New President at Sharp 
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Documentation 


3. (SBU) EAP/MLS Director Meets MOFA Counterparts in Tokyo 


EAP Office of Maritime Southeast Asia Director Scott Marciel 
covered a range of issues at the Foreign Ministry during his 
February 27 visit to Tokyo, including collaboration on assistance 
projects, East Timor, Indonesia, the Philippines, ASEAN and 
regional architecture, and combating piracy. For more on 
Marciel\'s meetings, see Tokyo 978. (ECON: Nicholas Hill) 


4. (SBU) Misrepresentation Scandal Snares DPu\'s Nakai 


Former Justice Minister and Democratic Party of Japan (DPJ) Diet 
member Hiroshi Nakai has come under fire because his political 
fund management organization allegedly misrepresented 2.86 
million yen ($ 24,000) worth of phone bills and flower 

condolences as utility costs -- electricity, gas, water, etc. -- in 


its 2005 accounts. The Political Funds Control Law bans false 
statements in political fund reports, suggesting Nakai\'s 
organization may have broken the law. 


The scandal came to light only days after Minister of Agriculture 
Toshikatsu Matsuoka was questioned in the Diet over a similar 
incident in which his office declared 5.07 million yen ($43,000) 

as utilities in 2005 and 28.8 million yen ($246,000) over a five 

year period. Matsuoka allegedly concealed shady expenditures as 
utilities expenses because lawmakers are not required to offer 
detailed explanations for those expenditures. 


The DPJ has argued that Diet member utility expenses are covered 
by public funds and therefore need not be itemized. Matsuoka 

also has declined to give any further explanation. The 

secretaries general of three opposition parties had agreed on 
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March 13th to continue summoning Matsuoka to the Diet as a sworn 
witness but with the DPJ\'s Nakai now under scrutiny as well, 
allegations likely will quiet down. 


Nevertheless, with the July Upper House election looming, Liberal 
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Democratic Party (LDP) lawmakers, such as Upper House Caucus 
Secretary General Toranosuke Katayama and New Komeito legislator 
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Takao Watanabe, reportedly have asked for more satisfactory 
explanations. Nippon Keidanren head Fujio Mitarai also called for 
further clarification. Meanwhile, Prime Minister Shinzo Abe is 
standing by Matsuoka, just as he did Health Minister Hakuo 
Yanagisawa after Yanagisawa made controversial remarks about 
women. (ECON: Ryoko Nakano) 


5. (SBU) OIE Panel Judges U.S. Beef Safe, Japan Replies, Not So 
Fast 


The member states of the Paris-based International Animal Health 
Organization (OIE) have not officially approved it, but an OIE 
panel\'s report has judged U.S. beef to be safe, or in the second 
\"controlled risk\" category. 


Responding to the news, Japan\'s Vice Agriculture Minister Yoshio 
Kobayashi told a press conference on March 12 that this would not 
immediately change the import terms for U.S. beef. \"We are not 

at the stage of participating in negotiations to review the terms 

of trade,\" said Kobayashi according to Kyodo news. 

His message was consistent with what Agriculture and Health 
Ministry officials have told us privately. We heard the same 
message on March 16 during a meeting with MOFA officials from the 
2nd North Americas Division. 


Getting Japan to take a more science-based approach to the BSE 
problem and ease its onerous trade restrictions on U.S. beef 

figures to be a difficult process in coming months. 

The Embassy has taken a low key approach since the OIE panel made 
public its findings about the U.S. market. The OIE member states 

are expected to endorse the panel decision when they convene in 

May. (ECON: Nicholas Hill) 


6. (SBU) Japanese Must Confront \"Egoistic\" Agriculture 
Bureaucrats 


Japan\'s Agriculture Ministry and Japan Agriculture (JA), the 
country\'s major farmers\' organization, do not represent the 
country\'s interests -- or even fundamentally the interests of 
Japan\'s farm sector -- in their fierce opposition to a Japan - 
Australia FTA, according to Yoshihisa Godo, an economics 
professor at Meiji Gakuin University, in the forthcoming May 
edition of \"Agriculture and the Economy.\" (See abridged 
unofficial Embassy translation attached.) 


Meeting in his office March 13, Godo expressed pessimism about 
the future of Japan\'s agriculture sector. He said change was 
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inevitable, but that MAFF officials, working in cahoots with 
Japan Agriculture, will devote their energy to protecting the 
country's least efficient farmers. If they succeed in 
maintaining high import barriers, Japan\'s more efficient and 
innovative farmers would get short shrift -- and ultimately the 
whole sector will wither, he said. 


In his article, Godo described MAFF and JA as \"egoistic groups 
without a cause\" except, as he explained to us separately, self 
preservation. 


Godo told us there is some hope, however, for the country\'s 
agricultural sector. The Japanese public, he explained, had been 
subjected to many hardships in recent years as the economy was 
squeezed by recession and deflation. People are now less 
inclined to allow farmers to be pampered. 


Godo drew a parallel between Japan Post privatization and Japan 
agricultural liberalization. Before Japan Post was privatized, 

it was an unstoppable political juggernaut, but once 

privatization went through, it lost its political constituency 

over night. The same could happen, he said, to Japan\'s coddled 
small farm sector. A strategy of \"passing\" over MAFF and JA 
needs to be adopted, with an appeal made directly to consumers 
and also to efficient farmers who do not benefit from MAFF\'s 
largesse. 


Australian food, he noted, is very popular in Japan, and the 


TOKYO 00001202 003 OF 008 


appeal of an FTA with Australia that includes agriculture should 
be part of a strategy to break the grip of JapanYs backward 
looking protectionists. (ECON: Nicholas Hill) 


7. (SBU) Biotech Potatoes -- Ending Testing 


Japan currently requires that all potatoes from the United States 
undergo costly testing for biotech varieties, even though U.S. 
farmers have not grown biotech potatoes for over five years. 
The United States is the largest foreign supplier of potato 
products to Japan, shipping over 250,000 MT in 2006. 


The biotech testing and special handling requirements are 
believed to cost the industry several million dollars a year. 

The issue was taken up in this year\'s Regulatory Reform 
Initiative in January and progress is now being made. 

This week, for the first time, MAFF provided a description of the 
process for ending the testing requirements and a proposed 
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timeline. 


The Embassy will work with GOJ and the U.S. potato industry with 
a view to ending the requirements this fall. (FAS: Paul Spencer) 


8. (U) Hyogo Governor Solicits FDI Advice from Foreign Firms and 
ACCJ 


At the Hyogo Global Business Summit sponsored by Governor Toshizo 
Ido, American firms such as Eli Lilly and P&G, ACCJ Kansai and 

firms from other countries spoke about Hyogo/Kobe\'s success in 
attracting FDI, and challenges for the future. 


Speaking on behalf of ACCJ Kansai, Econoff praised the governor 
for his assiduous efforts at attracting U.S. firms, and asked Ido 

to recognize U.S. firmsY contribution not only to the prefecture, 

but to the regional and global markets as well. Econoff also 
asked Ido to understand the needs of foreign firms better when 
designing incentive packages for them. 


Hyogo Prefecture also outlined its investment promotion 

strategies, a public-private partnership (largely with P&G) which 
gave Hyogo Japan\'s highest number of new factory locations in the 
first half of 2006. 


One of Hyogo\'s successes has been in capitalizing on the large 
number of \"alumni,\" or people with personal connections to the 
prefecture, for business promotion. Governor Ido said foreign 
firms were key to his prefecture\'s economic strategy, and that 
Hyogo was ranked fourth in the number of foreign firms 
headquartered in Japan, behind Tokyo, Kanagawa and Osaka. 
(Osaka-Kobe: Phil Cummings/Naomi Shibui) 


9. (SBU) Record Level of Trade in Western Japan; Trade with U.S. 
Up 


According to an Osaka CustomsV study, last year the volume of 
trade, both exports and imports, in the six prefectures of the 
Kansai surged to its highest level ever. 


Exports reached $131 billion, a 12.7 percent increase from the 
previous year, and imports were approximately $104 billion, a 
growth of 13.8 percent. 


Exports of audiovisual products including flat TV panels 
increased 45 percent from the previous year. 


By country, China was the Kansai region\'s leading export 
destination, with exports totaling $25 billion, up 19 percent in 
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the eighth consecutive year of growth. The United States ranked 
second, with exports to the United States valued at $21 billion, 
up 7.8 percent from the previous year. 


Imports from the United States to the Kansai also went up from 
2005 levels due to a large increase in pharmaceutical product 
imports. 


Strong exports to China and the United States have buoyed the 
Kansai economy, and audiovisuals are expected to continue to be 
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strong sellers. 


Many of economists here, however, are warning local businesses to 
be careful about an over- dependence on the U.S. market, where 
retail prices are falling and competition is tough. They predict 

a plateau in flat TV and other A/V sales in five years. (Osaka- 
Kobe: Phil Cummings/Naomi Shibui) 


10. (SBU) ACCJ Person of the Year; Politics Not Involved in 
ToyotaWs Mississippi Choice Says Toyota ex-President and Chairman 


In a sign of the times, the American Chamber of Commerce in Japan 
presented Hiroshi Okuda with its person of the year for 2006 
award ata large luncheon ceremony in the Okura Hotel. 


Okuda was President of Toyota (1995-1999) and then Chairman 
(1999-2006), and was a member of the GOJ\'s Council on Economic 
and Fiscal Policy under PM Koizumi. Several U.S. ambassadors 
have also received the prize. 


In his introduction, ACCJ President Charles Lake cited the 

critical role Okuda played in U.S.-Japan economic relations from 
when he was a Toyota director in the 1980s and oversaw the 
preparations for the construction of major plants in North 

America to the 1990s when under his leadership Toyota expanded 
its investment in the United States to over $15.6 billion and now 
directly employs 35,000 people. The good news has continued with 
ToyotaWs recent announcement about opening a fourth U.S. auto 
assembly plant in Mississippi. 


In his remarks, Okuda overviewed the early history of Toyota, 
emphasizing that from the companys beginning there has been an 
emphasis on innovation, learning, quality and commitment to the 
community. 


He covered the five major trends of the 21st century he saw 
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affecting the business environment -- globalization, demographic 
shifts, intensifying technical competition, resources and 
environmental issues, and personal enrichment -- and Toyota\'s 
efforts to meet the challenges in each area. 


Toyota\'s commitment to hybrid technology for several types of 
engines and its goal of more than tripling the sales of hybrid 
vehicles in three years to one million a year in 2010 was 
noteworthy. 


In a response to questions about a possible backlash in the 

United States over Toyota\'s string of successes and the plight of 
the Big Three, Okuda expounded upon ToyotaYs commitment to 
internationalization and globalization, which could be measured 

by Toyota increasing its foreign capital ownership -- it is 

slightly over 20% now -- and having non-Japanese among its 30 or 
so board members and directors. Also, he noted, Toyota has a high 
percentage of local staffing even at the managerial level of its 
operations. 


Internationalization, globalization, assimilation and good public 
outreach to local communities, he suggested, are the ways to 
blunt criticism and make the case that Toyota benefits the 
localities in which it operates. 


When asked if political concerns played a role locating Toyota\'s 
new auto production plant in Mississippi, he replied that they 
had not since if they had Toyota would have sited it elsewhere 
taking into consideration the Democrats. He claimed Mississippi 
was optimal from the production and workforce point of view. 
After the talk, in response to a follow-up question from us, he 
said Toyota had never considered putting a plant in Michigan. 
(ECON: Josh Handler) 


11. (SBU) JAIA -- U.S. Automakers Need to Show Commitment to 
Japan 


We met with the Japanese Automobile Importers Association on 
March 12 to learn about their work and get their thoughts on the 
ups and downs of the U.S. automakers in Japan. 


JAIA has a staff of about 20 and is very active in producing 
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statistics on the auto business and following Japanese laws and 
regulations to help its members sell their cars in Japan. It 

tries to serve as an institutional counterbalance for auto 
importers to the Japan Automobile Manufactures Association. 
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JAIA officials noted several factors that have and are 
contributing to the loss of market share of U.S. autos in Japan 
among imports as well as a declining number of U.S. imports in 
general. 


First and foremost is that the Big Three themselves do not seem 
to have a strong interest in importing cars to Japan from the 
United States. In the early 1990s the Big Three were interested, 
but as the Japanese market stagnated and opportunities in China 
and India arose, they lost interest in the Japanese market and 

set their sights elsewhere. Moreover, the Big Three design cars 
for the U.S. market and not for export to Japan. Finally, Europe 
and Japan are moving in the same direction in terms of 
regulations, standards, and design. China also seems to be going 
the way of Europe and Japan. The United States is becoming the 
odd-man out, e.g. U.S.-style large SUVs and sedans are unique to 
the U.S. market, further complicating exporting U.S.-produced 
vehicles. 


In contrast, the European car makers retained an interest in 

Japan and are having some success. The luxury car market is 
dominated by European makes and Volkswagen does a good business 
in the mid-priced market. Mercedes and BMW sold almost 50,000 
units each in 2006 while Volkswagen sold some 54,000, almost one- 
fifth of total import sales of 260,000. 


The Big Three managed to sell just about 10,000 units, although 
U.S.-owned production was higher as Ford-owned Volvo had some 
10,000 vehicles sold. (ECON: Josh Handler) 


12. (SBU) More Foreign Auto Parts Firms Coming to Nagoya 


As Japanese auto production surges in North America, more and 
more U.S. firms are increasing their Japanese presence, hoping to 
gain a larger piece of that growing pie. 


Aiming to increase its share of designed-in content with Toyota 
and other Japanese makers, leading automotive fluid systems and 
seals maker Cooper-Standard, of Novi, Michigan, announced it will 
open a Nagoya office. 


According to media reports, Cooper-Standard\'s 2006 Asia region 
sales were $300 million, accounting for about 7% of its total 
revenue. Cooper-Standard hopes to double that ratio over the 
next five to seven years. 


Separately, the press reported recently that Canadian parts 
behemoth Magna International and the United StatesY massive but 
troubled Delphi plan to expand their Nagoya-area operations, with 
similar goals in mind. (Nagoya: Tamiki Mizuno) 
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13. (SBU) Bolivia President Pleased with Tokyo Visit 


Bolivian President Evo Morales Ayma had meetings with PM Abe, 
Foreign Minister Aso, and others during a March 6-7 visit to 
Japan, and had an audience with the Emperor. A MOFA source told 
us the visit went very well. Aso underscored the importance of 
maintaining democratic values and free market policies. 

PM Abe promised $200,000 in emergency grant aid in response to 
recent flooding in Bolivia and another $100,000 in emergency 
relief. According to MOFA, the GOJ will offer more long term 
assistance worth about $6.8 million in \"non-project free aid,\" 
although our contact did not have details of how that would be 
distributed. (ECON: David DiGiovanna/ Nicholas Hill) 


14. (SBU) MOFA DG for Latin America to Visit Washington 


MOFA\'s Director General for Latin America and Caribbean Affairs, 
Akira Miwa, will be visiting Washington next week for meetings at 
the State Department before heading for meetings in Madrid. 
According to a MOFA source, the primary purpose of Miwa\'s visit 
will be to meet A/S Shannon to discuss President Bush\'s recent 
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tour of Latin America. He will also share the results of 
Bolivian President Morales\' March 6-7 visitto Japan. (ECON: 
David DiGiovanna) 


15. (SBU) FSA Sanctions 10 Non-Life Insurers 


The Financial Services Agency ordered business suspensions for 
six Japanese non-life insurers on March 14 for failure to pay 
legitimate \"third sector" insurance claims, mostly on medical 
policies. Another four were prohibited from developing new 
\"third sector\" products for three months. 


Four firms, including American Home and AlU, received business 
improvement orders, which are less serious. 


An industry contact called this the latest round in a series of 
inspections the FSA has been doing over the past two years, as 
well as an example of the kind of increased FSA activity the ACCJ 
noted in its 2006 White Paper. (ECON: Marc Dillard) 
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16. (SBU) Former Livedoor Chairman Horie Sentenced to 2 1/2 
Years in Prison 


The Tokyo District Court on March 16 sentenced Livedoor Group 
Founder Takefumi Horie to two and half years in prison for 
securities law violations. 


A member of a new breed of Y American-styleW Japanese financiers 
who flouted convention in both his business and personal life and 
sought to empower Japanese shareholders vis-a-vis corporate 
management, Horie has become the symbol of change in Japan\'s 
traditionally sedate and opaque financial circles, and some say 

this was the reason for his prosecution. 


Japanese media have portrayed Horie\'s conviction as sign of a new 
willingness by Japan\'s prosecutors and courts to crack down on 
suspected fraud and manipulation in the country\'s financial 
markets. (ECON: Chris Wurzel) 


17. (SBU) Cabinet Endorses 3 Labor Bills for Diet Submission 


The cabinet adopted three labor bills on March 13 for submission 

to the Diet. The three bills would raise the minimum wage, 

increase the pay rate for overtime work, and require employers to 
obtain consent from employees when amending work rules. Although 
the bills were endorsed, it is not clear the Diet will have time 

during its regular session to consider them. 


Media reports have generally focused on the bill to increase the 
overtime rate from 125 percent to 150 percent. The 150 percent 
provision, however, would only apply to overtime in excess of 80 
hours per month, thus limiting its impact. (ECON: Marc Dillard) 


18. (U) KIX Misses Target for Public Fund Use in Second Runway 
Construction (Revised from newsletter edition) 


Kansai International Airport (KIX) is admitting it is behind in 
meeting the GOJ preconditions set for using public funds to 
construct its second runway, due to open this summer. Kansai 
International Airport Company (KIAC) President Atsushi Murayama 
commented to Kyoto Shimbun that the airport still has not been 
able to increase flights to the target level of 130,000/year set 

by MLIT in 2006, missing by about 15,000 flights. Although cargo 
flights are on the rise, last yearQs high oil prices and the loss 

of several U.S. routes are blamed for the shortfall. The 

shortfall will not affect GOJ funding for the runway but airport 
officials are eager to meet the deadline for FY 2007 with KIXQs 
increased capacity, so that central government funding in 2007 is 
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not jeopardized. 


Murayama said the launch of Kobe Airport (UKB) in February 2006 
did not adversely affect business at KIX. He called on cities 

in western Japan to come together as Qone KansaiQ to promote use 
of KIX within the region. (Osaka-Kobe: Phil Cummings/Naomi 
Shibui) 
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19. (U) 2005 Abolishment of MFA had No Affect on Japanese Market 


We attended a seminar entitled \"Asia\'s Clothing Industry at a 
Crossroads Amid Intensified Global Competition" hosted by the 
Institute of Developing Economies (IDE) and the Japan External 
Trade organization (JETRO) in Tokyo on March 13. 


Tatsufumi Yamagata, Director of Development Strategies Studies 
Group, Development Studies Center, IDE-JETRO spoke about the \"The 
Prospects of Development of the Garment Industry in Developing 
Countries: What Has Happened Since the MFA Phase Out?\" and 
concluded that: 


--The Japanese market has been kept almost intact from the impact 
of the regime shift; 


--After the renewal of quantitative restrictions on Chinese 

garment exports was agreed to with the United States and the EU, 
a post-MFA surge in Chinese garment exports was significantly 
attenuated; 


--Instead, the growth in garment exports from other Asian low 
income countries to the two markets revived in 2006; 


--Some developing countries, such as Bangladesh and Cambodia, not 
only survived the liberalization but also have steadily expanded 
their garment exports throughout the transition; and 


--The profitability of the garment industry in Bangladesh and 
Cambodia was high on average according to the surveys conducted 
by IDE in 2003, which might have bolstered the steady growth of 
the garment exports in the past, and possibly will help future 
growth, too. (ECON: Junko Nagahama) 


20. (SBU) Osaka: Asia\'s First CO2 Emission Trading Market? 
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Kansai Economic Federation (Kankeiren) is rushing to launch CO2 
emissions trading in Osaka, which would be the first such market 
in Asia. 


The Osaka Securities Exchange and MOF Kinki Bureau have been 
working with Kankeiren to get the CO2 Emission Trading Market off 
the ground. 


The Japan Bank for International Cooperation (JBIC) and Chuo 
Mitsui Trust Banking and Company will be testing a similar market 
mechanism in Tokyo in June, prompting the Osaka group to try to 
push forward the launch of their exchange. 


A federation manager said that Chairman Akiyama wants the Kansai, 
where the Kyoto Protocol was negotiated, to be the home of Asia\'s 
first emissions market. 


In order to push up the start date, a \"floor-broker\" style market 
will be attempted before the group can set up a large-scale 
trading system atthe OSE. (Osaka-Kobe: Phil Cummings/Naomi 
Shibui) 


21. (U) Northern Japan: Iwate Governor Says Decentralization is 
Important for Area\'s Development 


On March 10, Sapporo\'s economic assistant attended a symposium 
hosted by the Hokkaido Prefectural Government on doshusei 
decentralization measures proposed by the Abe Administration. 

The necessity of doshusei is a popular campaign topic in Hokkaido 
as the gubernatorial elections in April approach. Iwate 

Prefecture\'s Governor Hiroya Masuda (DPJ), who is well known 
supporter of decentralization, delivered the keynote address on 

the topic to a packed room of 400 people. 


Masuda argued strongly in favor of doshusei, emphasizing that the 
decentralization measures are an important tool for encouraging 
economic development across northern Japan. He explained that 
more autonomy is necessary because the disparities between local 
situations in each prefecture are too large to continue to be 
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governed by one set of general rules imposed by the central 
government. Atthe same time, Masuda called for neighboring 
prefectures, even as they develop individual rules, to make 
better use of limited resources by collaborating on projects of 
joint interest such as regional tourism campaigns. 


Hokkaido Governor Harumi Takahashi (LDP), reiterated her own 
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support for doshusei in her closing remarks. She stated that 
decentralization alone will not magically turn around Hokkaido\'s 
economy, but agreed it could be a helpful tool if used properly. 
(Sapporo: lan Hillman/Yumi Baba) 


22. (SBU) Nagoya: Dango Didn\'t End in Nagoya Despite General 
Contractors\' Public Pledges 


Five senior staff members of general contractors alleged to be 
involved in dango (bid-rigging) for Nagoya City\'s subway line 
construction projects were arrested on February 28, marking the 
first time such contractors\' employees have been arrested on 
suspicion of violating the January 2006-version Antimonopoly Law. 
In December 2005, those construction companies, including the so- 
called \"super general contractors\" -- Obayashi, Shimizu and Kajima 
-- allegediy engaged in bid-rigging to divvy up main contractor 
responsibilities for sections of Nagoya City\'s subway extension 
projects. Immediately thereafter, four major general contractors 
officially renounced bid-rigging practices. 


Prosecutors say they continued bid-rigging schemes\"quietly\" on 
the business portions they had agreed to prior to their public 
pledge to give up dango. A former advisor of Obayashi\'s Nagoya 
Branch, referred to as the \"Don\", reportedly acted as the 
coordinator of the schemes. 


Japan\'s Fair Trade Commission filed a criminal complaint against 
the contractors under the antitrust law, which is the first case 
in Japan. 


Hazama, another general contractor that was involved in the case, 
escaped prosecution after it confessed its involvement. (Nagoya: 
Tamiki Mizuno) 


23. (U) A Young New President at Sharp 


Sharp Corporation, Japan\'s top LCD flat TV maker, announced that 
its new president would be the youngish 49-year old Mikio 
Katayama. 


The current president, Katsuhiko Machida, has served for nine 
years. Machida will move to the chairmanship, a position that 
has gone unfilled for 21 years. 


President Machida oversaw Sharp race to the top of the flat TV 
market in Japan, with more than 50 percent of the domestic market. 


Sharp is still weak internationally, however, with only 20 
percent global market share. 
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Katayama is said to be an expert in the LCD business and is 
expected to target international growth. 


One Sharp manager in the Business Strategy Group for North 
America, commented to Pol/Econ staff that it is now important for 
Sharp\'s new president to get a return on its large scale capital 
investment in liquid crystal panel plants and to create a new 
business strategy not totally dependent on the flat screen TV 
business. (Osaka-Kobe: Phil Cummings/Naomi Shibui) 
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Summary 


1. (SBU) Qingdao is a young and growing port city, with 
economic and science 8 technology (S&T) planners brimming 
with optimism. Local officials are promoting innovation, 
research and high tech development at every turn, with the 
primary goal being economic development rather than meeting 
all points of the Central Government\'s S&T plan. Labels of 
\"innovative\" and \"high-tech\" are plastered on every product 
and initiative, though local officials admit that much is 

new, not high, technology. The local government depends on 
larger enterprises to lead the innovation charge, while it 
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puts local and central funding into research projects that 
can quickly produce marketable results. \"Build it and they 
will come\" seems to be the city\'s strategy as it builds, with 
central government approval and funding, development zones, 
innovation parks and a new campus for the Qingdao S&T 
University. U.S. business leaders operating in Qingdao 
highlight challenges, especially under-qualified science and 
engineering graduates that lack proactive and risk- taking 
mentality, focus too much on quantity over quality, and are 
more apt to steal than develop intellectual property. Local 
government officials, while admitting to some of these 
problems, did not offer any ready solutions. End summary. 


Qingdao: Red Roofs, Blue Ocean and Dreams of Technology 


2. (SBU) Qingdao is a young, cosmopolitan and growing port 
city getting ready to host the sailing events of the 2008 

Beijing Olympics. While the red-roofed buildings and beer 
investment from ¡ts early 20th century German governors are 
key tourist attractions in this city of 7.3 million in 

Shandong Province, city planners have fully embraced the call 
to transform China into an innovation and research center by 
building innovation parks and a new Qingdao S&T University 
campus. Home to the world-renowned brands of Tsingdao Beer 
and Haier appliances, Qingdao is also the headquarters of the 
People\'s Liberation Army (PLA) Navy\'s North Fleet and 
numerous ocean research institutes. Qingdao\'s most developed 
high-tech industry is the electronic appliances sector. The 

local governmentVs other priority development areas include 
biotechnology, new materials, software and marine technology. 
A team of Embassy ESTH, Economic and Consular officers 
recently visited the city to examine local S&T programs and 
challenges to promoting innovation, while assessing the city 
government\'s interest in hosting an American Presence Post 
(reftel A). 


Local Government Promoting Science, Technology & Innovation 


3. (SBU) The message emboffs heard at every stop was that 
innovation is the key to economic development and research 
must focus on developing technologies that can be 
commercialized. Qingdao Municipal Bureau of Science and 
Technology Vice Director Xu Hui stated that Qingdao follows 
the guidelines in the Central Government\'s S&T programs 
(reftels B and C) when they develop the equivalent in Qingdao 
but not strictly. The Qingdao Development and Reform 
Commission (QDRC) sees its main role as having changed from 
directing the actions of specific companies and institutions 

to creating an environment that is conducive to innovation, 
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according to QDRC Deputy Director Yang Pengmin. While the 
QDRC previously funneled local revenue streams to state-owned 
enterprises (SOE), the local government is now focused on 
incubating small and medium-sized enterprises (SME) and 
helping research institutes and university research centers 
develop economically viable technologies. 


4. (SBU) Qingdao officials followed the national line by 
stating that they are working to produce indigenous 
technology and innovation, while \"absorbing the essence of 
imported technology.\" Overseas companies and the foreign 
direct investment they bring remain a key source of 
technology, innovation and tax revenues for Qingdao. City 
officials showcased the investment of Lucent and Caterpillar 
and then pushed emboffs to urge more U.S. firms to bring even 
more technology to Qingdao. This was often closely followed 
by a pitch from Qingdao officials for easing export controls 
on high tech products, either on the grounds that the 

controls slow China\'s development or that they encourage 
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indigenous development of technologies by the national 

defense establishment, which, unable to purchase needed items 
from abroad, is forced to innovate and create local 

equivalents. 


High Tech and Innovative -- Or Is It? 


5. (SBU) The QDRC claims that the city\'s 665 high-tech 
enterprises, dealing in 1,378 information technology, new 
materials, marine technology and biological engineering 
products, were responsible for RMB 233 billion (USD 30 
billion), or 44 percent of Qingdao\'s 2006 industrial output. 
However, officials also admitted that this percentage, an 
important index for measuring the municipal government\'s 
achievement, includes the share of not only high-tech 
products, but also those with \"new\" technology, whether high 
or low tech. If only \"high tech\" products were considered, 
only 10 percent of Qingdao\'s industrial output would be 
cutting edge, the QDRC Deputy Director Yang admitted. 


Candle Wax, Compost and Cash Registers 


6. (SBU) The local companies that the Qingdao economic 
development and S&T officials presented to emboffs dealt in 
new, possibly innovative, but not necessarily cutting edge, 
technology. The three Qingdao companies newly listed on 
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Singapore and Shenzhen stock exchanges last year produced a 
new type of candle wax, software for tire production and a 

new technique for decomposing agricultural waste. During a 
tour of the Qingdao High Technology Development Zone, 
officials chose to show emboffs a SME making cash registers. 
While the company had sourced chips from the United States, 
Japan and Europe, and the automated circuit board assembly 
equipment was Japanese, the products, for which the company 
holds PRC patents, were standard cash registers. 


Enterprises: Market-Focused R&D, with Eye to the S&T Plan 


7. (SBU) Another consistent message emboffs heard was that 
the local government is relying on private enterprises, i.e. 
non-SOEs, to engage in the majority of innovation efforts, 
allowing the government to focus funding on institutes, 
research centers and high-tech SMEs. Larger enterprises are 
expected to fund their own R&D, as well as to team with 
research institutions, to produce new technologies and 
products demanded by the market and by the Central 
Government\'s S&T plan, according to the QDRC. Haier 
Electronics, Inc. R&D Promotion Division\'s Vice General 
Engineer Dr. David Lee confirmed that this is how Haier 
decides on how to invest in R&D. Ten percent of Haier\'s 
annual revenue of over RMB 100 billion goes into inventions 
and new products that can be brought to market within one 
year. Haier\'s funding of its \"Long Term Technology Bank\" for 
research into products that would enter the market in three 

to four years, is very limited and in some years 

non-existent. Haier often teams with research institutions 

and university research centers for this type of R&D, as well 

as to win centrally-funded national R&D projects. 


8. (C) Central government funding to state-owned and 
non-state-owned enterprises is steadily diminishing and being 
replaced with funding into the \"soft environment\" of basic 
research in the ocean studies, information technology and 
biotechnology, according to the QDRC. Chinese Academy of 
Science (CAS) Institute of Oceanology\'s Key Laboratory of 
Ocean Circulation and Wave Studies Chairman Dr. Wang Fan said 
his institute received RMB 100 million in total funding last 
year from the Ministry of Science & Technology CAS 
headquarters, State Ocean Administration, the People\'s 
Liberation Army and Navy, the National Natural Science 
Foundation, universities and companies, which is \"more than 
enough\" to fund his projects. 


Column 3 
..and More Flexibility by Local Governments 


9. (SBU) Within Qingdao\'s total R&D investment of 2.2 
percent of its GDP, S&T Bureau officials said they have 
invested RMB 100 million in R&D projects submitted by SOE, 
non-state-owned enterprises, institutions or individuals in 
response to technology targets that are developed internally 
and not necessarily in line with the targets of national S&T 
plans. These targets are listed on the municipal 
government\'s website soliciting project submissions. Funded 
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projects are selected by a \"peer review\" panel that consists 
of local experts as well as third parties, such as foreign 
contractors and international enterprise representatives, to 
cut down on local biases during the project selection 
process. Once project results are commercialized, the city\'s 
financial aid stops. City officials also encourage companies 
to seek out venture capital and to engage in public 

offerings. 


Incentives, Incubation and Idea Percolation Schemes 


10. (SBU) The Qingdao Municipal Government has implemented a 
number of incentive programs to incubate SMEs, to elicit 
innovative ideas and to encourage the registration of 
intellectual property. The 20 square-kilometer Qingdao High 
Technology Development Zone, boasts ultra-modern buildings 
and facilities, an incubation park for new ventures and a 
lucrative economic incentive package. Wang Jishang, Deputy 
Director General of the zoneYs Administrative Committee said 
tenants certified as \"high tech!" by this Central 
Government-mandated park pay nothing for the facilities, 
while corporate taxes are reduced from 24 percent to 7.5 
percent after central and local government tax breaks. 
Qingdao also offers a tax holiday, exempting companies from 
paying any corporate taxes for the first five years after 
becoming profitable. 


11. (SBU) While in the past the development park mostly 
sought to attract foreign firms, the zone managers are now 
more focused on promoting the development of local high tech 
entrepreneurial ventures that incorporate managerial, 
engineering and manufacturing skills learned at foreign 
enterprises or overseas to commercialize locally developed 
S&T. Incubation and venture capital are seen as keys to 
success by the high-tech development zone managers. 
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12. (SBU) The city planners built software mansions, 
innovation parks and incubation centers -- and the 
entrepreneurs came. An innovation square!" is dedicated to 
returning overseas students and workers looking to establish 
new enterprises. A \"platform\" is being developed that will 
match SMEs with technologies from research institutes and 
university labs. Two thirds of the 30,000 square meter 
central building, originally dedicated to the zone\'s 
administration, is now 95 percent full of SMEs with total 
annual sales of RMB 10 million. 30 enterprises in the 
innovation park enjoy RMB 300 million in annuals sales. 

The zone explored how to provide venture funding but conceded 
that management of venture capital is beyond their means. 
Instead, they refer the enterprises with the most promising 
technology to venture capital firms around China. 


13. (SBU) One way that the S&T Bureau collects ideas for new 
technology, products and services is by using websites, radio 
ads and television spots to call on people to submit 

innovative ideas. The S&T Bureau also established an \"S&T 
Research Intensity Fund\" to develop R&D projects submitted by 
enterprises, industrial associations or chambers of commerce. 
These \"soft research!" efforts encourage local technical 
personnel to speak up with their ideas for new technologies, 
products and processes. 


Intellectual Property: Still a Challenge, Except for Haier 


14. (SBU) The QDRC said that of the over 8,000 patents 
Qingdao entities applied for last year, 16-20 percent were 
for inventions. Officials lament that most of these are not 
destined for quick commercialization, as large enterprises 
focus on marketing incremental changes to existing 
intellectual property (IP), while would-be entrepreneurs need 
assistance in getting the technologies from the research 
facility to the market. While Haier can boast that it 

develops 1.6 new products and applies for 2.7 new patents 
each day, Qingdao S&T Bureau officials know that the 
government needs to help and support SMEs and entrepreneurs 
develop and secure IP, lest they take the easier, quicker and 
less expensive route of stealing technology. 


More Challenges: Quantity Still Beats Quality 


15. (SBU) Qingdao S&T Bureau officials acknowledged that IP 
development and protection are just a few of the many 

barriers to success in developing a creative, innovative 
economy. It is clear that it is economic gains, and not 
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scientific expansion, that the officials are looking for, as 

they believe that researchers need to focus more on projects 
that will yield marketable results. CAS Institute of 
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Oceanology\'s Dr. Wang is concerned that the quality of the 
recent graduates at all levels is not keeping up with the 
increasing numbers being churned out. The education system 
needs more and newer facilities and equipment to keep up with 
the ever increasing numbers of students. At the same time, 
many of the best and brightest are not going into research as 
many masters and doctoral degree holders are more interested 
in getting the high paying private sector job than doing the 
cutting edge research in national institutes. Although 

today\'s researchers are putting out far more papers with 

better English, there has not been much improvement in the 
quality of the contents, according to Dr. Wang. 


Engineers Lack Free Thinking and Ethics 


17. (SBU) The Emerson Motors Technology General Manager said 
it takes three years to train newly hired engineers, fresh 

out of universities that stifle risk-taking, to be 

independent thinkers, to be proactive and to trust their 
colleagues. Once that happens, they begin to develop 
engineering solutions and innovations, which are often 
patented under Emerson\'s name, with credit to the lead 
engineers. Some engineers and managers do not understand 
that taking the intellectual property (IP) owned by Emerson 

to another company is illegal and ethically wrong. Emerson 
has resorted, with success, to the local legal system to 
prosecute violators and set an example to others. 


18. (SBU) The human resource manager at Caterpillar R&D in 
Qingdao confirmed that the lack of proactive thinking and the 
stealing IP are a constant challenge, even among their 

masters and doctoral degree holding employees that make RMB 
5000 (USD 650) and RMB 8000 (USD 1040) per month, 
respectively. Hence, Caterpillar only conducts R&D for 

existing Caterpillar products in the Chinese market and does 

not do any outsourcing work for the U.S. headquarters. 


Fewer Jobs for Returnees... 


19. (SBU) Increasing returnees from overseas working and 
study tours are a bright spot, but not a panacea for the lack 
of qualified workers. Haier said they see returnees as 
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having better language abilities, but this does not guarantee 
them a position, as experience and attitude are the key 
factors in hiring decisions. CAS noted that the numbers of 
returnees are increasing, but that they are finding fewer 
jobs in their specific fields. Emerson found that engineers 
having undergraduate or advanced degrees from overseas often 
still lacked the necessary innovative thinking skill sets due 
to the deep-rooted aversion to failure that inhibits the 
proactive seeking of solutions. Emerson. Emerson and 
Caterpillar both have programs to quickly integrate new 
employees to rank-free group project teams that reward and 
give credit to individuals that bring new and practical 
solutions to the table. 


...As Local Workers Shun Low Paying Local High Tech Firms 


19. (SBU) Wintec, a cash register manufacturer with local 
patents, has 100 workers, operating in three shifts, 

controlling equipment that assembles circuit boards full of 
Japanese, EU, U.S. and locally sourced chips. These high 
school, vocational school and university graduates are paid 

RMB 1000 (USD 130) per month. A Wintec co-owner, formerly a 
Lucent engineer, said he is forced to fill these jobs with 

workers from outside Qingdao, because local workers only want 
jobs in the higher paying service sector or at foreign 

firms, local operations. 


Innovation Boosting National Defense 


20. (C) A number of the team\'s interlocutors proactively 
noted that stimulating innovation and an innovation-based 
economy will strengthen China\'s national defense 
capabilities. With the United States and the EU limiting 
exports of military goods and high technology items, China is 
forced to develop its own, they said. Haier has been 

assigned or won a number of military contracts, with the 

Haier representatives showing the team appliances, computers 
and composite materials designed to PLA specs. CAS noted 
that military funded projects in Qingdao are increasing, 
especially in ocean environment research focused on China\'s 
coastal seas. The PLA Navy sometimes selects a specific 
institute for a project, but more often publicizes a list of 
projects, indicating which research facilities can bid on 
specific projects, and then awards funding following a review 
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process. 
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21. (SBU) COMMENT: Despite local officials constant emphasis 
that innovation and high-tech play a large role in Qingdao\'s 
economic development, much would still need to be done to 
make this a reality. The local economy is booming, but pure 
innovation and cutting-edge technologies are not evident. 
Rather, what appears to be driving Qingdao\'s success is 
tourism and domestic and international consumer demand for 
inexpensive but relatively high quality electronics. Haier, 

the world\'s fourth largest whitegoods manufacturer and a 
lynchpin of Qingdao\'s economy, is regularly touted as one of 
the countries most innovative companies. While it sells 

large numbers of model varieties and earns many design 
patents, the little funding Haier invests in long-term R&D 
means it is unlikely to develop products that will change the 
world. Qingdao economic and S&T planners say they are making 
efforts to bring technologies from the lab to the market, but 
the local government either chose to keep those hidden or has 
a long way to go to see the fruits of their efforts. Despite 

local officials, building an infrastructure that appears 
conducive to innovation, and working to promote 
entrepreneurship, they still do not appear to have solutions 

to the challenges of under-qualified technical human 
resources, inadequate education, lack of venture capital, a 
risk-adverse culture and poor management of intellectual 
property. End comment. 
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Classified By: Ambassador Pamela E. Bridgewater for reasons 1.4 d and e 


1. (C) Summary: On March 16, Ambassador met with Deputy 
Foreign Minister Akwasi Osei-Adjei (the Foreign Minister was 
out of the country) to discuss Somalia, Sudan and Zimbabwe. 
The Deputy Minister said Ghana would issue statements on 
Somalia and Zimbabwe by Mach 19 and was committed to 
resolving the Darfur risis through the AU an UN. End 
summary. 


2. (C) Osei-Adjei said he had soken with President Kufuor 
who agreed that Ghana needed to make a strong statement 
against the attack on AMISOM forces, both as AU Chair and as 
a country which has committed to sending troops to Somalia. 
Ghana plans to issue such a statement March 16 or 19, he 
said. 


Zimbabwe 


3. (C) Ambassdor delivered ref B demarche, emphasizing USG 
concern at the highest levels about Zimbabwe\'s security 
situation. She urged the GOG, as AU Chair and an active 
member of the UN Human Rights Council, to take a leadership 
position in condemning the recent brutal attacks. Ghana\'s 
stance on this matter would be an important part of its 

legacy as AU Chair, she said, noting President KufuorYs 

recent statement that the attacks were \"embarrassing.\" 
Osei-Adjei thought the attack on Morgan Tsvangirai was \"more 
than embarrassing - it was a disaster\" and said the GOG would 
issue a statement on Zimbabwe by March 19. He had hoped 
Africa had moved beyond the era of one-man authoritarian rule 
and that the AU and Human Rights Council would take a strong 
stand on Zimbabwe, which he said Ghana would be willing to 
sponsor. 


Column 3 

4. (C) In response to ref C demarche on President Bashir\'s 
rejection of a Heavy Support Package" for Darfur, Osei-Adjei 
agreed with the urgent need to solve the Darfur problem, 
stressing that national sovereignty should not be the issue 

and that \"enough is enough. President Kufuor has personally 
engaged on this issue and will use his influence as AU Chair 
to work for a solution through AU mechanisms. Osei-Adjei 
pointed out that Ghana co-sponsored the UN resolution on 
Darfur and supports a hybrid force, and that \"Sudan has never 
forgiven us for it.\" Ghana will look at any new UN Security 
Council resolutions objectively, he added. 
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E.O. 12958: DECL: 03/14/2017 
TAGS: ECON, GH, PGOV, PINR 
SUBJECT: VIEWS OF AND ABOUT FORMER PRESIDENT RAWLINGS 


Classified By: Ambassador Pamela E. Bridgewater for reasons 1.4 d and e 


1. (C) Summary: On March 8, Ambassador attended a meeting 
with Ghanaian President Kufuor arranged by Reverend Jesse 
Jackson Sr., who was visiting Ghana for the 50th anniversary 
Jubilee and had also recently met with former President 
Rawlings. Jackson said Ghana\'s political polarization was 
hurting investment prospects. Kufuor said he reached out to 
Rawlings in the early years of his presidency but was later 
repeatedly rebuffed and criticized. Minister of National 
Security Poku told Jackson and the Ambassador that Rawlings 
suffers from clinical depression. In a separate meeting with 
members of a visiting Codel, Rawlings attacked Kufuor and the 
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ruling NPP party. None of these meetings broke new ground in 
trying to narrow Ghana\'s political schism. End summary. 


Polarization Affecting Investment Climate 


2. (C) Reverend Jackson invited President John Kufuor to 
the annual PUSH conference in Chicago and said he would like 
to dedicate a session of the event to investing in Ghana. 
Jackson said he wanted to encourage the numerous talented 
Ghanaians in the diaspora to contribute to Ghana but was 
concerned that continued polarized politics between the 
ruling New Patriotic Party (NPP) and the main opposition 
National Democratic Party (NDC) could dampen investment 
prospects. Jackson told Kufuor he had visited former 
President J.J. Rawlings, founder of the NDC, on this trip. 

He asked Kufuor what could be done to reduce political 
tensions in Ghana, noting that he (Jackson) wished to be 
helpful. 


Kufuor\'s Lament 


3. (C) Kufuor appreciated Jackson\'s invitation and said he 
would have to review his busy travel schedule, which included 
upcoming trips to the UK, Portugal and Algeria. Kufuor 
promised to at least send a minister to represent him at the 
PUSH conference if he is unable to attend himself. When he 
first took office in 2001, he had hoped to maintain good 
relations with former President Rawlings, Kufuor stated. 
Kufuor said he went to Tema (a city on the outskirts of 

Accra) on Rawlings\' invitation, despite the fact that 

protocol dictated Rawlings should have visited him in the 
Castle. At one point, Rawlings was denied access to his 
private boat for scuba diving near Akosombo (also site of a 
Presidential villa) because he did not have a permit to enter 
the premises, but when the GOG offered to facilitate and 
provide unimpeded access with an advance request, Rawlings 
did not follow up. 


4. (C) Kufuor said he became \"increasingly frustrated\" with 
Rawlings over time. Rawlings was found holding meetings with 
military officials in the barracks, which he was told was 
inappropriate. After this happened several times, Kufuor 
arranged a meeting with Rawlings and included the Asantehene, 
who reiterated to the former president the need to respect 
Kufuor as the sitting head of state. However, soon 

afterward, during a 2005 meeting in South Africa, Rawlings 
attacked Kufuor in front of the world media. The Ghanaian 
Embassy in the United States helped Rawlings replace some 
lost documents and pay some bills, which Rawlings followed 
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with remarks to the press equating Kufuor to a notorious 
Ghanaian criminal. Kufuor said he decided to withdraw 
Rawlings\' special travel courtesies because of his disrespect 
for the sitting president. Kufuor also told Jackson he was 
frustrated that Rawlings had rejected his recent invitation 

to attend 50th anniversary Jubilee events. 


5. (C) Minister of National Security Francis Poku, who was 
the only other GOG official in the room during much of this 
conversation, inserted that Rawlings suffers from severe 
depression and takes regular anti-depressant medication. 
According to Poku, psychiatrists who have treated Rawlings 
view him like a child who wants his toy back (in this case 

the presidency). Rawlings still suffers from being abandoned 
at school as a child, he opined. Kufuor recalled an incident 
when, as President, Rawlings climbed a tree in the Castle and 
would not come down, reportedly in part the effect of his 
wife\'s refusal to medicate him. 


Congressmen Meet Rawlings 


6. (C) Congresswoman Sheila Jackson-Lee (D-Texas) and 
Congressman Bobby Rush (D-Illinois), both members of an 
11-member Congressional delegation to Ghana\'s Jubilee, also 
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sought and had a separate meeting with Rawlings. Rawlings 
told them his personal security was threatened and he 
questioned the results and transparency of the 2004 
presidential and parliamentary election. He and several NDC 
leaders at the meeting claimed the party did not have an 
adequate opportunity to review the Millennium Challenge 
Account compact, which they feared could become a vehicle for 
corruption. They were angry the NDC was not adequately 
consulted about Jubilee planning and criticized the 

government for failing to punish the culprits of the 2002 

murder of the Ya-Na Chief in Yendi, Northern Region. 

Rawlings and his colleagues also attacked the GOG\'s record on 
narcotics trafficking and its alleged ethnic (pro-Akan) bias 

in the military. 


Comment 


7. (C) Rawlings\' personality has long had an unpredictable 
and boisterous edge, with a degree of paranoia perhaps not 
surprising for a leader who has survived numerous coup 
attempts. Rawlings is still mentally and physically active 
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and continues to be a strong political force in Ghana. 
Kufuor and Poku are not impartial sources. 


8. (C) Nonetheless, it is credible that Rawlings may have 
some kind of psychological/medical problems or be on 
psychotropic medication. After his meeting with Rawlings, 
Jackson reportedly described the former president as 
\"delusional\" and misguided in his obsession with past 
grievances. He told Kufuor that Rawlings appeared agitated 
during his meeting, his eyes bulging at times. In our 
meetings with Rawlings over the past several years, he has 
appeared agitated and emotionally volatile. At times he 
fades out, at times he booms forth dramatically. He fidgets 
and his hands tremble slightly. At times, he rambles in a 
disorganized manner or seems to want to talk ad naseum. 


9. (C) We had not heard Kufuor run through his history of 
grievances against Rawlings in this fashion (although he has 
made some of these complaints in media interviews). Rawlings 
has an equally long list of perceived sleights and insults 

from Kufuor, some of which he shared with the Codel. We 
believe it was constructive for our relationship-building 

that Rawlings, President of Ghana for almost two decades, got 
an opportunity to vent to prominent U.S. visitors during the 
Jubilee, even though he decided to boycott the celebrations. 
However, it is unfortunate that neither these meetings nor 
Kufuor\'s unusually frank discussion with Jackson revealed any 
new room for progress in bridging Ghana\'s political divide. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ENRG, EPET, PREL, TU, IZ 
SUBJECT: TRILATERAL IRAQ GAS GROUP MEETS FOR FIRST TIME IN ISTANBUL 


REF: A) 06 ANKARA 6745 
B) 06 ANKARA 6690 AND PREVIOUS 


1. (SBU) SUMMARY: U.S., Turkish, and Iraqi officials met March 9 in 
Istanbul to discuss potential development of Iraq natural gas 
production for domestic use and export via the Southern Corridor\" 
network of gas pipelines to Europe. The group agreed to cooperate 
on attracting gas sector investment, pipeline security, development 
of oil/gas pipeline networks, electricity generation, and Iraq\'s 
national master plan for gas production and distribution. 
Participants agreed to meet again at a date to be determined. The 
immediate next step is to coordinate drafting an action plan to 
identify opportunities and overcome (some significant) obstacles to 
stimulating gas production in Iraq. End Summary. 


2. (SBU) EUR DAS Matt Bryza, supported by a team from NEA, EEB, and 
Embassies Baghdad and Ankara, represented the USG. The Turkish 
delegation was led by Energy Minister Hilmi Guler, who was 

accompanied by senior representatives of his ministry, state 

pipeline company BOTAS, and state oil company TPAO, as well as MFA 
Deputy Iraq Coordinator Murat Ozcelik. lraq was represented by 

Hunar Hassan, DG of the North Gas Company. The Iraqi Embassy did 
not attend. 
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3. (SBU) All parties stressed that the meeting was a first step. 

Guler emphasized Turkey\'s desire to help Iraq increase security and 
meet domestic energy needs, and urged consideration of sending 
excess gas to Turkey for consumption in Turkey and export to Europe. 
Hassan described the difficult situation in Iraq, underlining that 

Iraq was in dire need of new investment to help it stem gaps in 
provision of electricity and natural gas. Bryza stressed 

U.S.-Turkey energy cooperation, including collaboration on a 
\"southern gas corridor\" to help Europe diversify its gas supplies. 

He emphasized that this meeting was a first step among the three 
countries to expand gas production in Iraq. Bryza urged the group 
to focus on attracting investment to IraqWs gas sector to help 

satisfy lraq\'s domestic needs an allow export to Turkey and Europe. 


4. (SBU) Minister Guler urged Iraq to consider export of gas to 
Turkey for Turkish consumption, potential LNG processing at Ceyhan, 
and pipeline export to Europe. He stressed that Turkey\'s BOTAS 
could provide technical assistance and training on pipeline 

security, particularly for the oft-sabotaged Kirkuk-Ceyhan oil 

pipeline. TPAO offered a presentation on how Turkey could assist 
Iraqi gas development, emphasizing the companys previous experience 
in northern Iraq. The company noted that it had personnel and 
materials positioned in close proximity to Iraq, and deep geological 
knowledge of northern Iraq. The TPAO team estimated lraqVs proven 
gas reserves at 3 tcm, as well as potential reserves at 3 tem. TPAO 
identified a number of promising regions: \"Zone A\" in the north 
comprising 500 BCM non-associated gas; \"Zone B\" in the north with 
480 BCM associated gas; and \"Zone C\" in the south with 2000 BCM. 
TPAO worked with Shell in a 2004 study that concluded there was 
significant gas export potential. BOTAS stressed that Iraqi gas 
sources could be connected to the Turkish grid about 240 km from the 
border near Diyarbakir or there could be a new gas pipeline parallel 

to the Kirkuk-Ceyhan pipeline. BOTAS said they had great 
expectations for Iraqi providing up to 10 BCM of natural gas per 

year that could help fill the Nabucco pipeline to Europe. 


5. (SBU) Iraqi rep Hunar Hassan stated that Iraq welcomed 
assistance from the U.S. and Turkey. Noting significant oil 
reserves of 115 billion barrels and ample reserves of gas, he said 
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that once security was attained Iraq was committed to attract 


investment to develop these resources. Hassan said the Iraqi 
government is focused on bringing the hydrocarbon law to completion, 
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which he was confident would happen over the next few months. He 
said Iraq would need to rehabilitate existing power plants and 

rebuild the petroleum industry, which would require over $20 billion 
in investment. 


6. (SBU) MFA Deputy Iraq Coordinator Murat Ozcelik stated that -- 
in order to move forward on cooperation on energy and other areas -- 
Turkey wanted to resolve its problems with Kurds in northern Iraq. 

He pointed out that he would be attending the P-5 plus neighbors 
meeting in Baghdad the following day. After Mr. Hassan indicated 
that he was an ethnic Kurd who observed harmony among Kirkuk\'s 
varied ethnic groups throughout his life, the MFA rep stated that 
Turkey needed to resolve its problems with the Kurds to assure a 
healthy relationship with Iraq. 


7. (SBU) Bryza suggested that the group forge the following topics 
into an action plan for trilateral cooperation: 


- Improving the investment climate, building on Iraq\'s new 
hydrocarbon law, (which parliament had not yet enacted); 

- Providing technical assistance and training for pipeline 

security; 

- Finalizing and implementing the national gas plan, with a focus on 
increasing production for both domestic consumption and potential 
export; 

- Cooperating on augmenting Iraq\'s electricity provision, including 
considering increased export from Turkey; 

- Assisting in developing a broader oil and gas pipeline network, 
including extensions to Turkey for export. 


8. (U) The immediate next step is to coordinate drafting of an 
action plan, including identifying a date and location for a next 
meeting. Embassy will work with the Department and the Turkish 
Ministry to make this happen. 


9. (U) This cable was cleared by EUR DAS Matt Bryza. 
Wilson 
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E.O. 12958: DECL: 03/19/2017 

TAGS: PGOV, PTER, ASEC, NP 

SUBJECT: NEPALI CONGRESS VICE PRESIDENT INSISTS ON 
CONSTITUENT ASSEMBLY ELECTION BY JUNE 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Summary 


1. (C) Sushil Koirala, Vice President of Prime Minister G.P. 
Koirala\'s Nepali Congress Party (NC), told the Deputy Chief 
of Mission March 14 that the Government of Nepal (GON) had 
taken Maoist Supremo Prachanda\'s allegation of a royalist 
threat against U.S. officials very seriously. Koirala, who 

is the Prime Minister\'s cousin, stated the Constituent 
Assembly election had to take place by mid-June or might not 
happen at all. He insisted that the Seven-Party Alliance and 
the GON were fed up with Maoist abuses; it was time for them 
to start implementing their peace commitments. If Home 
Minister Sitaula was unwilling to enforce the law, he might 

be replaced. Sushil Koirala denied any ambition to serve in 
the Interim Government. 


Government Taking Prachanda\'s Claim of Threat Seriously 


2. (C) In his meeting on March 14 with NC Vice President 
Sushil Koirala, the DCM expressed his appreciation for Prime 
Minister G.P. Koirala\'s statement in Biratnagar criticizing 

as irresponsible Prachanda\'s March 8 allegation that 
royalists were plotting to kill U.S. officials in Nepal. 

Sushil Koirala said that the Prime Minister and the rest of 
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the GON were taking the threat very seriously. The DCM 
explained U.S. concern that the statement might somehow make 
it acceptable to royalists as well as Maoists to kill 

Americans. What the Ambassador most wanted now was for 
Prachanda to instruct his cadre that they were not to harm 

U.S. officials or anyone associated with the U.S. Mission. 

He asked the NC Vice President to convey that message to the 
Maoist leaders. Koirala agreed to do so, saying the Maoists 
had not yet produced any evidence. The Maoists had cited as 
\"proof\" a CD that a royalist had delivered to several Army 
bases, but on inspection the CD contained nothing more than 
clippings of articles about Maoist abuses. 


Constituent Assembly Election By June Required 


3. (C) Sushil Koirala stressed that it was essential for the 
Constituent Assembly election to take place in June as 
agreed. All the parties were insisting on it. If it were 
postponed, the Prime Minister would be blamed. Nepalis also 
knew from bitter experience with the King and his 
predecessors that, if elections were delayed, they might not 
happen at all. He conceded, however, that time was very 
short to prepare for elections. The DCM inquired if the 
Maoists might simply want to join an interim government and 
postpone elections while they built their power. The NC Vice 
President admitted that this was possible. It was likely 

that, in any case, the Maoists wanted to spread their 
influence through their position in government. The Nepali 
Congress would have to be cautious about this and strong. 
One good thing was that once the Prime Minister made up his 
mind, his mind was set. 


Time for Maoists To End Abuses 


4.(C) The NC Vice President complained that the Prime 
Minister had invited the Maoists into the peace process and 
had repeatedly made concessions to the Maoists, but gotten 
nothing in return. The Seven-Party Alliance had taken a 
series of steps beginning after the People\'s Movement in 2006 
in order to create a positive environment. The time had come 
for the GON to insist that the Maoists reciprocate. Sushil 
reported that the Prime Minister had asked him a few days 
before to pass that firm message. Sushil had told Prachanda 
that this time a Maoist statement alone would not suffice. 
There had to be implementation of their commitments. Action 
must follow. Prachanda had subsequently issued a promise to 
start returning seized property and the NC had then started 
hearing reports this was happening, particularly in Mid-West 
and Far West Nepal where the Maoists had seized the most 
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property. 


5. (C) The DCM asked if the GON had given the Maoists a 
deadline to demonstrate changed behavior. Sushil Koirala 
replied that he had wanted to impose a deadline but \"we have 
to prepare for an election." He proceeded to cite other 
Maoist abuses that were ongoing -- extortion, targeting of 
political cadre from other parties, locking up of factories. 

He described the newly formed Young Communist League as 
particularly dangerous. All of the parties were insisting 

that the abuses had to stop. The DCM emphasized that law and 
order was the foundation of a free and fair election, and 

that the GON had to take action. 


Maoist Arms: \"Enough Is Enough" 


6. (C) The NC Vice President remarked that the GON was very 
serious about stopping the Maoist display of arms: \"Enough is 
enough.\" Anyone with illegal arms would be apprehended and 
put behind bars. The Maoists, Koirala claimed, had to 

deposit all their arms. There was no alternative. Sushil 
Koirala said that all the parties had criticized Prachanda 

for his March 12 claim that he had thousands of weapons and 
combatants outside of UN-monitored cantonments. The Maoist 
chief was starting to look ridiculous. Koirala stated that 

if Home Minister Sitaula was not prepared to take decisive 
action and begin arresting those who had illegal weapons, 
Sitaula should be replaced. 


Interim Government Imminent 


7. (C) Sushil Koirala stated that he expected the Interim 
Government would be formed very soon. He thought an 
all-party meeting would be held in a day or two. Before 
then, the NC Vice President expected the Prime Minister to 
meet with each of the parties one-on-one. The DCM and the NC 
Vice President agreed that it was crucial to maintain unity 
among the major parties -- the Nepali Congress, the Nepali 
Congress - Democratic and the Communist Party of Nepal - 
United Marxist Leninist -- to the maximum extent possible. 
The parties each had a parochial interest in their own 
performance at the ballot box, but they were unified in their 
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desire to end Maoist abuses and promote free and fair 
elections and a strong democracy. The DCM stressed that the 
major parties had great strength, perhaps more than they 
realized, especially the capacity to say \"no\" to the Maoists. 
When asked if he planned to join the Interim Government, 
Sushil Koirala demurred. He cited numerous proffered offices 
that he had declined in the past. He intended, he said, to 

stay involved in his party. 


Comment 


8. (C) Nepali Congress Vice President (and PM Koirala\'s 
cousin) Sushil Koirala is not the only one who is telling us 

that the Prime Minister and the other parties are calling for 

a firm line with the Maoists. Several leaders currently 
involved in negotiating the code of conduct and the common 
plan for the Interim Government told the DCM March 13 that 
they were fed up with Maoist abuses. While the latter group 
repeated their usual line that they were powerless if the 

Prime Minister decided to strike a deal with Maoist Supremo 
Prachanda, more than in the past, their focus was on 
implementation of past commitments. They noted, for example, 
that the GON had finally reviewed the peace agreements from 
November 2006 line by line to see what implementation was 
lacking. We shall see whether this new seriousness of 
purpose is reflected in a firm line with the Maoists. 
MORIARTY 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, EAGR, EAID, ETRD, EAIR, KWBG, KPAL, IS, JO, JA 
SUBJECT: \"CORRIDOR FOR PEACE AND PROSPERITY\" INITIATIVE 
INAUGURATED IN TOKYO AT THIRD CONFERENCE FOR CONFIDENCE 
BUILDING BETWEEN ISRAELIS AND PALESTINIANS 


REF: A. TOKYO 1005 
B. AMMAN 1150 
C. TOKYO 1058 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4(b) and (d 
) 


1.(U) SUMMARY. Israel, Palestinians, Jordan, and Japan 
agreed to a Terms of Reference document for the Corridor for 
Peace and Prosperity (CPP) Initiative, announced Japanese 
Foreign Minister Taro Aso March 14. The parties formed a 
\"Four Party Consultation Unit\" and agreed that (1) the CPP 
initiative will receive continued high-level political 

support from all parties, (2) a Japan International 
Cooperation Agency (JICA) team will travel to the region 

later this month to survey possible sites for an 

agro-industrial park, and (3) regular four-party talks at the 
working level will commence in June with a meeting in the 
Jordan Valley region. The parties hailed this development as 
an important step forward, with Israeli minister Shimon Peres 
noting it is the first time a three party agreement has been 
achieved and the first time economic concerns have taken 
precedence over politics. Despite the positive atmospherics, 
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all parties also acknowledged that serious hurdles exist and 
that progress with this initiative will likely depend on 

parallel progress on the political and security fronts. END 
SUMMARY. 


2. (U) The \"Third Conference for Confidence Building Between 
Israelis and Palestinians\" was hosted by Japan March 14-15 in 
Tokyo. The first two conferences took place in 2003 and 

2004. In addition to Palestinians and Israelis, the Japanese 
also invited Jordanian representation in order to discuss the 
CPP initiative which involves all three. The first day 

consisted of closed talks among the participants, while the 
second consisted of open sessions that included private 

sector representatives. The Israeli delegation was led by 
Minister for the Development of the Negev and Galilee Shimon 
Peres. Saeb Erakat represented the Palestinian side, and 
Farouk Kasrawi, Special Advisor to King Abdallah, led the 
Jordanians. (See para 18 for complete list of participants.) 


3. (U) At a reception open to the press following the first 

day of talks, FM Aso announced the parties had officially 
agreed to inaugurate the CPP initiative. He stated that a 
\"Four Party Consultation Unit" has been established and that 
the parties agreed (1) the initiative will continue to enjoy 
high-level political support from all parties, (2) a JICA 

team will visit the Jordan Valley region in late March or 

early April to study possible locations for the 

agro-industrial parks to be established pursuant to the 
initiative, and (3) a four party technical level meeting will 


TOKYO 00001209 002 OF 007 


be held in the region in June. (See ref A for description of 

the CPP concept.) Aso recalled his recent speech on Japan\'s 
Middle East policy (ref C) and said he hopes Japan can 
continue to serve as a facilitator of confidence building 

talks. He acknowledged that this one meeting will not lead 

to peace in the Middle East but emphasized that Japan hopes 
to continue to play a role to achieve that end. 


4. (U) Shimon Peres thanked Aso and the Japanese for hosting 
the event and lauded them for showing the world that 
economics, not armies, are the best instrument of foreign 
policy. He said this was the first time a three party 

agreement in the region has been realized and also noted it 
was the first time economic issues dominated the 
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negotiations, rather than political or security issues. He 

stated the troika formed here would now work to build a new 
economy for the Palestinians. Peres said he found the 
meetings extremely agreeableW and that he was leaving Japan 
with the feeling that something positive has taken place. 


5. (U) Saeb Erakat also thanked Japan nat only for hosting 
the meeting but also for the continued support it has given 

the Palestinians since 1994. He agreed with a remark made by 
Peres that it is necessary to dismantle walls and build 

bridges. Sounding a political note, Erekat stated that any 
road to peace and economic development must go through an 
independent Palestinian state and urged Japan and all others 
to \"stay the course with us\" until that goal is achieved. He 
announced that, on behalf of President Abbas, he has invited 
Prime Minister Abe to visit Jericho along with King Abdallah 

of Jordan and Israeli Prime Minister Olmert. 


6. (U) Jordan was represented by Farouk Kasrawi, special 
advisor to the King, who also thanked Japan and commented 
hopefully that one outcome of the project will be the 
construction of a new bridge across the Jordan River. He 
said Jordan fully supports the CPP initiative and the peace 
process as a whole. 


7. (U) The second day of the conference featured a panel 
discussion open to the press and public which included both 
private and business representatives of the parties as 

panelists. The overall positive attitude which permeated the 
reception of the prior evening remained, but hints at 

difficulties yet to surmount surfaced. The session was 

hosted by Ambassador Tatsuo Arima, Japan\'s Representative in 
Charge of Peace in the Middle East. He reviewed the 
proceedings of the previous day and noted that Japan sees a 
window of opportunity to make progress in the Middle East, 

but that the \"horizon of hope is fast receding.\" He noted 

the recent agreement between Fatah and Hamas and said Japan 
hopes the fragile peace between them will hold. Yet he 
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observed that Hamas still has not accepted the three 
preconditions which must be met before Israel and many other 
countries will agree to deal with them and that, accordingly, 
the international community is taking a wait and see 

approach. Japan, he said, thought the recent summit meeting 
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between President Abbas and Prime Minister Olmert was a 
positive development, even if it did not last long and 
nothing major was agreed upon. Arima reiterated Japan\'s 
intentions to continue to help work for peace, stating that 
\"sustaining hope is what we hope this conference does." 


8. (U) Erakat spoke next, positively noting that other 

regions which have encountered conflict and attempts at 
reconciliation - Europe, Japan, Southeast Asia - eventually 
succeeded in achieving peace and prosperity. The same can be 
true in the Middle East, he declared. But injecting a hint 

of reality, he asked whether it is possible to have economic 
prosperity in the absence of a political resolution, while 

the occupation continues, and while issues such as borders, 
sovereignty, and refugees remain unresolved. The fact that 

all parties have agreed to the two state solution enunciated 

by President Bush is a positive factor, but economic 
development must proceed in parallel with a political 

process. He warned that for peace to be achieved, the 
Palestinians must not be \"deprived of reliance on 

international law," and subtly complained about settlements, 

the separation wall, and unobserved UNSCRs. He also observed 
that many of the benchmark dates set by the Roadmap had come 
and gone, and that \"today the Roadmap is devoid of 

timelines.\" He called for the revival of the peace process 

with meaningful timelines. The PLO, he said, remains 
committed to negotiations with Israel which must be carried 

out immediately and in parallel with the CPP initiative. He 
concluded his remarks by declaring the CPP gives the 
Palestinians hope that they are not alone. \"I will go back 

to Jericho and tell the people \'you are not alone; Japan is 

with you.\\" 


9. (U) Speaking for Jordan, Kasrawi agreed that for the CPP 
experiment" to succeed, progress in the overall peace 
process is also required. He reaffirmed Jordan\'s support for 
both political and economic initiatives and said that if the 
Palestinian economy can be revitalized, this will lead to 
fewer incentives for people to turn to violence. Kasrawi 
called the CPP initiative \"daring and promising\" and said 
Jordan had agreed to the terms of reference with the hope 
that this will become the starting point for larger things. 


10. (U) Israeli MOFA Deputy Director General for 
International Cooperation Haim Divon reaffirmed that Israel 
supports the two state solution but, poking back gently at 
Erakat, reminded the audience of Hamas" failure to recognize 
Israel, end the violence, and respect preexisting agreements. 
\"Cooperation with our neighbors is a priority for Israel, 

but as long as missiles continue to fall security will remain 

a factor.\" Israel is anxious to establish personal and 
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professional ties with Palestinians and sees these as the 
building blocks to peace, he continued. Divon noted that 
workable programs are taking place in spite of ongoing 
political tensions and reviewed a number of ongoing projects 
Israel already has with Arab partners, noting that third 

party involvement, such as that offered by Japan, is welcomed 
and required for the success of such projects. He concluded 
his remarks by declaring \"Israel supports the CPP and will do 
whatever is appropriate and required to make it work.\" But 
he also warned: \"Don\'t give up. It will be difficult; there 

will be many speed bumps. But don\'t give up. We need your 
help.\" 


11. (U) In addition to government officials, the delegations 
also included private sector representatives. Palestinian 
Mazen Sinokrot is Chairman of Sinokrot Global Group. He 
noted that 90 percent of Palestinian trade is with Israel, 
less than two percent is with Jordan, and less than one 
percent is with Egypt. It is not normal or healthy for any 
economy to be so dependent upon one partner, he observed. 
And with Israel unilaterally deciding to disengage from the 
Palestinians, the Palestinian economy has suffered greatly. 
He agreed on the need to increase regional economic 
cooperation with other Arab countries and that 
agro-industrial parks as called for by the CPP would create 
jobs and stability and would be in the national security 
interest of all interested parties. 


12. (U) Ariel Zief, Vice President of the Federation of 

Israeli Chambers of Commerce, agreed with Sinokrot that the 
status quo is not normal. In addition, he decried as 
\"unacceptable\" the vast gulf between per capita income in 
Israel and in the Palestinian territories. He said there are 

no problems between Palestinian and Israeli businessmen and 
that \"we know how to do business with each other.\" The 
problem is that private business will not invest in an area 

of instability. He suggested that Japan could host forums 
were business opportunities could be discussed, but also that 
a fund be established to guarantee projects. The private 
sector would be encouraged to invest if there was assurance 
they could recoup their capital if disaster strikes. Zief 

was positive about the CPP, observing that it will help 

create jobs and increase the number of trading partners for 
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Palestinians. He predicted that Israeli businesses, many of 
which have great expertise in agriculture, will support the 
CPP and agreed with Kasrawi that economic stability would 
lead to less violence. Echoing other participants he 
concluded by saying \"this project gives us hope." 


13. (U) Political obstacles to the CPP must be overcome, 
agreed Jordanian businessman Bisher Jardaneh, Executive 
Managing Director of Arabtech Jardaneh Group, Engineers and 
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Architects. He noted that many Jordanian businessmen are 
hesitant to do business with Israel not for economic reasons 
but for political ones. They do not want to be seen as 
supporting the occupiers. The private sector in Jordan must 
become sensitized to the fact that in addition to profits, 
there are corporate social responsibilities owed to the 
people. He suggested that Japan is well placed to help 
sensitize Jordanian businessmen to such responsibilities. 


14. (U) Other speakers included JICAYs Juro Chikaraishi, 
Director General of Regional Department V (Middle East and 
Europe), who described ongoing JICA projects in the 
Palestinian territories and the ideas behind the CPP; Israeli 
Attorney Gilead Sher who called for an uninterrupted dialogue 
which would not be halted by acts of terror or retaliation 

and for continued third party support such as that offered by 
Japan; and Palestinian Khalil Shikaki, Director of the 
Palestinian Center for Policy and Survey Research who took a 
more political tack, calling for Israeli disengagement from 

the Jordan Valley, an end to Palestinian violence, and for 

the Jordanians to allow more freedom of movement for 
Palestinians and their products. Finally, Dr. Jafar Hassan, 
Director of the King\'s International Policy Department, said 
that what is needed is more than a crisis management approach 
to Palestinian economic hardships. Rather, an economic 
roadmap\" is called for, and Japan\'s CPP initiative is 
welcomed by all the parties. \"Japan\" he said has goodwill 
and is welcomed throughout our region, as it comes with no 
preestablished bias or agenda." 


15. (C) MOFA Deputy Director General for Middle East and 
African Affairs Bureau Shinsuke Sugiyama has taken the lead 
on the CPP initiative for the Japanese, traveling to the 

region and also coordinating the process in Tokyo. He told 
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Political Officer that Japan fully realizes the difficulties 

yet to be faced. He said that the Terms of Reference were 
still being worked over until the very last moment and that 
he had yet to see a final typed version. The Israeli Army, 
he revealed, is very skeptical about the initiative, 
particularly the portion calling for the rehabilitation of 
existing bridges over the Jordan River or the construction of 
new ones. Japan will not push any of the parties, Sugiyama 
said, but will continue to move forward with the initiative 
hoping to work through any of the problems that will 
invariably arise. 


16. (C) Palestinian Representative in Tokyo Waleed Siam (who 
answers to President Abbas) told Political Officer he is 

hopeful the CPP initiative will prove successful, but that 

he, too, realizes difficulties may arise. He said the 

Israeli Army has provided a letter granting permission to set 

up agro-industrial parks inside Palestinian controlled areas 
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of the West Bank, a step he found very positive. 


17. (C) The atmospherics of the conference and the public 
launch of the CPP initiative were generally very positive. 

While acknowledging some of the obvious points of friction 
that remain, the participants tended to focus on the positive 
aspects. Japan scored points with all parties, and FM Aso 
was clearly enjoying a moment in the peace process limelight, 
beaming throughout his press conference/reception. The local 
press seemed less taken by the proceedings, with one 
journalist confiding to Political Officer that he didn\'t find 

the conference very interesting. Nevertheless, we predict 

that MOFA and JICA will continue to try to move steadily 
forward with the CPP. Although many speakers praised former 
Prime Minister Koizumi for initiating the CPP idea, FM Aso 
and the Abe Administration are now clearly invested in the 
project and will not want to see it fail. 


18. (U) The visiting delegations were comprised of the 
following individuals: 
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ISRAEL 


- Minister for Development of Negev and Galilee Shimon Peres 
- Mr. Haim Divon, Deputy Director General for International 
Cooperation, MFA 

- Atty. Gilead Sher, former chief negotiator and Prime 
Minister\'s Chief of Staff 

- Mr. Ariel Zief, Vice President, Israeli Federation of 

Chambers of Commerce 

- Dr. Eyal Ben-Ari, Professor, Hebrew University of Jerusalem 

- Ms. Yona Bartal, Deputy Director General of Minister Peres\' 
office 


JORDAN 


- Farouk Kasrawi, Special Advisor to the King 

- Dr. Jafar Hassan, Director International Policy Dept, 
King\'s Office 

- Mr. Bisher Jardaneh, Executive Managing Director of 
Arabtech Jardaneh Group 


PALESTINIANS 


- Dr. Saeb Erakat, Chief Palestinian Negotiator 
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- Mr. Mazen Sinokrot, Chairman of Sinokrot Global Group 
- Dr. Khalil Shikaki, Director of Palestinian Center for 
Policy and Survey Research 

- Mr. Khaled Abdel Shafi, Head of UNDP Gaza Office 

- Dr. Shaddad A.M. Alateell, Policy Advisor Water and 
Environment Negotiations Support Unit 
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1. (C) SUMMARY: Japan is committed to ballistic missile 
defense and working toward early deployment of the missile 
defense agreement, DFM Yachi told DNSA Crouch that during 
February 26-27 meetings. Japan is troubled by the lack of 
transparency in China\'s military development and 
developmental assistance. As key players in the region, the 
U.S., Japan, China and Russia should have a stable framework 
within which to resolve major issues, Yachi stated. He asked 
that the abduction issue be resolved before North Korea is 
removed from the U.S. list of state sponsors of terrorism. 

PM Abe understands and supports the U.S. position In Iraq, he 
assured, adding that Japan wants to be involved and \"not just 
handed a bill." On UNSC reform, Yachi expressed 
disappointment that, after nine months, the U.S. had still 

not responded to Japan,s Option DY proposal. FM Aso 
stressed that dismantling the DPRK\'s nuclear weapons program 
is the most important long-term issue facing Japan. DefMin 
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Kyuma reassured that Japan is committed to the realignment 
agreement and \"now focused on implementation. END SUMMARY. 


2. (C) During a visit to Tokyo February 26-27, Deputy 

National Security Advisor J.D. Crouch, Jr., called on FM Taro 
Aso, DM Fumio Takemasa Kyuma, and National Security Advisor 
Yuriko Koike, and held extensive meetings with Deputy Foreign 
Minister Shotaro Yachi, who was accompanied by a number of 
MOFA Directors General. He also meet with Vice Minister of 
Defense Moriya, members of the Diet, and engaged in public 
diplomacy events with print and television journalists, as 

well as with university students. Dr. Crouch was accompanied 
to his meetings by National Security Council Acting Senior 
Director for Asian Affairs Dennis Wilder, Executive Assistant 
Richard Miles, Embassy Tokyo Charge dVAffairs Joe Donovan, 
and by Embassy notetakers. 


3. (C) DNSA J.D. Crouch spent several hours on February 26 
and 27 with Deputy Foreign Minister for Political Affairs 

Shotaro Yachi discussing a wide range of bilateral and 

regional issues. Yachi was accompanied by a number of MOFA 
Directors General who came and went from the meetings 
depending upon the subject being discussed. The highlights 

of these discussions are as follows: 


Bilateral Issues 


4. (C) U.S.-JAPAN SECURITY ALLIANCE AND USFJ REALIGNMENT -- 
Prime Minister Abe is committed to strengthening bilateral 
security ties and appreciated President Bush\'s strong message 
of support for Japan following the North Korea nuclear test, 
Yachi stated. As Abe noted in his January 26 policy speech, 
Japan is committed to ballistic missile defense and is 

striving for an early deployment of the missile defense 
agreement. Japan still faces some difficulty in implementing 

its commitments associated with USFJ realignment, Yachi 
noted, but PM Abe is working hard to get agreement from the 
local communities. The bill to provide funding for troop 
relocation is expected to pass this Diet session, and the 
general agreement on protecting sensitive bilateral military 


information will probably pass within the next few weeks, or 
within a couple months at the latest. Government officials, 
both in and outside of MOFA, already have a heightened 
awareness on the need to protect sensitive information, Yachi 
explained. Yachi stressed his opposition to arguments that 
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Japan should develop a nuclear deterrent. Tokyo\'s dependence 
on U.S. nuclear protection means that Japan is, for all 

intents and purposes, also a nuclear power. It is therefore 
\"stupid,\" he opined, for observers to state in public that 

the U.S. would not defend Japan in the case of an attack. 
Rather, critics and others should make clear that the U.S. 

would definitely defend Japan. 


5. (C) U.S.-JAPAN ECONOMIC COOPERATION: Intellectual 
property rights, energy security, and bilateral trade will be 
discussed at the sub-cabinet economic dialogue meeting in 
April, Yachi related. In response to Crouch\'s suggestion 
that, while the time was not right for a free trade agreement 
(FTA), we should be thinking ahead to a time when this might 
be possible, Yachi replied that while he personally thinks it 
would be a good idea to start the discussion at a very high 
level, Japan is not ready for this domestically. The WTO 
Doha Round negotiations are one reason Japan is reluctant to 
move forward on an FTA at this time. Japan wants to be 
involved in the Doha core discussions and is worried that the 
United States and European Union will reach an agreement, 
without including Japan in the discussions, and then expect 
Japan to foot the bill, Yachi cautioned. Yachi emphasized 
that this has happened before and he requested the United 
States keep Japan informed on these negotiations. 


6. (C) Yachi said that China\'s lack of transparency in its 
military programs remains of concern to Japan, but reported 
that overall Sino-Japanese relations are improving. Ina 
meeting Yachi held with Chinese Deputy Foreign Minister Dai 
Bingguo, both sides agreed to a \"mutually beneficial 
relationship built on common strategic interests,\" and plan 

to pursue a \"win-win\" relationship by undertaking a 

large-scale cooperative project such as bilateral nuclear 
cooperation or joint development of gas fields in the East 

China Sea. Regarding China\'s continued lack of transparency, 
VFM Yachi noted that PM Abe, during his visit to the North 
Atlantic Treaty Organization on 12 January, secured a 
commitment from German Chancellor Angela Merkel to oppose 
lifting the European Union\'s arms embargo to China. 
Observing that transparency on China\'s economic assistance to 
African countries like Sudan was also important, Yachi urged 
the international community to devote greater attention to 

this issue and obtain China\'s adherence to international 

codes of conduct on providing international assistance. 


7. (C) U.S.-China relations are generally positive, Crouch 
replied, although ongoing issues such as China\'s lack of 
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military transparency, as well as trade and currency 
revaluation disputes, could present significant challenges 
this year for Beijing and Washington. While the U.S. is 
pleased with China\'s efforts to help the Six-Party Talks 
reach an agreement, concerns about China\'s military 
modernization remain. Highlighting the strong international 
reaction to China,s January 11 anti-satellite (ASAT) test, 
Crouch opined that the lack of information from Beijing on 
the purpose and intention of China\'s military modernization 


was alarming, and not in China\'s interests. Though the U.S. 
supports China\'s \"peaceful rise,\" it is important that the 

U.S. and alliance partners work together in joint efforts 

such as ballistic missile defense (BMD) to support the 
alliance, Crouch said. The U.S. is also closely watching 
China\'s aid diplomacy in Africa, with particular focus on how 
China\'s provision of development aid to African countries 
impacts corruption and democratic development in the region. 


8. (C) As key players in the Asia region, the U.S., Japan, 
China, and Russia should have in place a stable framework 
among them to resolve key issues and maintain peace and 
stability in the region, Yachi suggested. Focusing on 
Japan-Russia relations, Yachi indicated that the January 
session of the Japan-Russia Strategic Dialogue - the first 
such meeting between the two countries - was \"quite good,\" 
but emphasized the need to resolve the outstanding 
territorial dispute over the Northern Territories. Yachi 
speculated that the upcoming meeting between PM Mikhail 
Fradkov and PM Abe might result in an agreement to start 
negotiations on nuclear energy cooperation, which is of 
importance to Japan. Noting Russia\'s \"very aggressive 
efforts\" to control the supply and transportation of energy 
due to high oil and gas prices, as well as Moscow\'s efforts 
to limit U.S. influence in Central Asia and the Caucuses, 
DNSA Crouch explained that the U.S is calling upon Russia to 
be a stable supplier of energy, while also urging other 
nations to diversify their energy supply and transport. 


North Korea 


9. (C) While Japan views the recent Six-Party Talks 
agreement as a positive initial step toward resolving the 

North Korean nuclear issue, VFM Yachi made two requests of 
the U.S. as the Six-Party process moves forward and separate 
working groups are convened. First, Japan would like to 
convene the Japan-North Korea working group prior to the 
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U.S.-North Korea working group meeting out of concern that 
Pyongyang will not take the Japan-North Korea session - 
particularly resolution of the abduction issue - seriously if 

the U.S. and North Korea meet first. Should this arrangement 
not be possible, Tokyo requests that the two meetings be held 
at the same time. Second, Japan wants resolution of the 
abduction issue to be a requirement for removing North Korea 
from the U.S. list of state sponsors of terrorism. 

Responding to Yachi\'s statement that Japan does not want 
Japan-North Korea issues to be left behind, DNSA Crouch 
agreed to discuss the timing of the respective working group 
meetings with EAP A/S Hill, and assured Yachi that removal 
from the state sponsors of terrorism list would not happen 
overnight." 


South Korea 


10. (C) While affirming JapanYs commitment to building 
positive relations with South Korea, VFM Yachi expressed 
frustration with South Korean President Roh Moo-hyun, 
recalling three separate occasions between October and 
December 2006 in which Roh raised historical grievances with 
Japan. Noting Roh\'s interest in visiting Japan, Yachi stated 


that, frankly, the atmosphere in Japan was not conducive to 
extending Roh a warm welcome, a point Yachi has conveyed to 
his South Korean counterpart. While acknowledging that it 

will be a difficult year for Japan-ROK relations (and that 

little could be done before the election), Japan is 

nevertheless focused on laying the groundwork for improved 
future relations with South Korea. Near term events include 
hosting a number of cabinet-level visits and sponsoring a 
Japan-South Korea youth exchange program, Yachi said. 


11. (C) Citing the low volume of bilateral trade and 
educational exchanges between Japan and India, VFM Yachi 
highlighted several upcoming events aimed at enhancing 
Japan-India ties, including a March visit to Japan by Defense 
Minister Pranab Mukherjee for the two countries! first 
ministerial-level Strategic Dialogue. Yachi shared other 

ideas to expand ties with India, including an idea by PM Abe 
to create a quadrilateral forum that would include India, the 
U.S., Japan, and Australia. While China\'s sensitivities 

would have to be considered, such a meeting could be useful 
in fostering greater dialogue and cooperation among the \"four 
democracies,\" he said. DNSA Crouch cautioned in response 
that the U.S., Japan, and Australia should be careful of 
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creating a new forum that would require a significant level 

of diplomatic energy and resources, without necessarily being 
able to effectively address key issues of concern. While the 
U.S. is in favor of the idea conceptually, Crouch explained, 

it would be better to target an area in which progress would 
be relatively easy to achieve, and that is separate from 
initiatives pursued within the current U.S.-Japan-Australia 
trilateral framework. Regarding the U.S.-India civil nuclear 
cooperation agreement, Yachi shared that PM Abe, with advance 
notice to President Bush, will tell PM Mukerjee during his 
March visit that Tokyo will give the issue \"positive 
consideration.\" 


Iraq 


12. (C) Japan respects the new U.S. Iraq policy, understands 
and supports Washington\'s efforts, and believes that the new 
strategy will succeed in Baghdad, Middle East Bureau Deputy 
Director General Hideki Ito stated. However, much remains to 
be done in order to bring about reconciliation between the 
different factions. Japan seeks to make its own 

contribution, by inviting 15 participants to join a 

reconciliation council meeting in Tokyo. Japan also 

increased its economic assistance by USD 100 million this 
fiscal year for use in Iraq by international organizations. 

Finally, the Abe Administration plans to funnel USD 4.5 

million through UNHCR to assist Iraqi refugees in Jordan and 
Syria (USD 1.5 million and USD 3.0 million respectively). 

Yachi applauded President Bush for sending what he described 
as a \"strong signal that the U.S. would not stay forever\" in 
Iraq. PM Abe understands and supports the U.S. position. In 
a pitch to be included more in meetings regarding Iraq, Yachi 
added \"We want to do more if we are involved. However, if we 
are not involved, we would say \please don\'t send the bill to 
us.\\" 


Middle East 


13. (C) Japan plans to invite representatives from the 
Palestinian Authority, Israel, and Jordan to attend 

Four-Party Talks in Tokyo in March, DDG Ito explained. Tokyo 
hoped that the gathering would generate proposals for 
long-term confidence-building measures. MOFA is currently 
engaged in discussions with Palestinian officials regarding 

the talks and Tokyo hopes the Palestinians might take steps 

to reconcile with Israel. Crouch replied that with regard to 

the Palestinian issue, the United States would take a \"wait 

and see\" approach because: 1) Washington is not certain what 
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final form the new Palestinian government will take, and 2) 
the U.S. had received signals from other Middle East 
countries indicating that we should not rush to embrace the 
new government. The international community would need to 
encourage Hamas to recognize Israel, he underscored. The 
U.S. will not ask Israel to sit down with a government that 
does not recognize Israel\'s existence. 


UNSC Reform 


14. (C) The United States supports Japan\'s bid for a 
permanent seat on the UNSC, Crouch assured Yachi. The United 
States is concerned, however, that all of Japan\'s proposals 

on UNSC reform have been \"framework\" type proposals that 
allow a number of countries to join at once without 

specifying which countries. Allowing in a number of nations 

at one time could weaken the UNSCVs effectiveness. Moreover, 
given the uncertainty of UN voting patterns, it would be 

difficult to predict which countries would acquire seats. 

Crouch said that ideally, the United States would prefer if 

Japan could join the UNSC first with other countries joining 

later, although he admitted that this option would be 

difficult to realize because it would be hard for Japan to 

garner the required number of UN votes as the sole candidate. 
Yachi agreed the UNSC must remain an effective instrument, 
but expressed disappointment that the United States has not 

yet responded to Japan\'s Model D proposal more than nine 
months after it was presented. 


NATO - Europe 


15. (C) Japan appreciates U.S. support for Tokyo\'s efforts 

in Europe where Japan hoped to have closer relations with 
NATO, Yachi said. WJapan should be a de facto member of 
NATO,\" he said, but limit its involvement to peacekeeping 
operations. PM Abe hoped to speak before the North Atlantic 
Council on an annual basis and hoped to begin talks with NATO 
\"soon.\" 


16. (C) Dismantling the DPRK nuclear weapons program is the 
most important long-term issue facing Japan, FM Aso told DNSA 
Crouch during a February 27 meeting, agreeing that the recent 
Six-Party Talks agreement is merely the beginning of a long 
negotiation process and that the real test will lay in the 

DPRkK\'s follow-through. Publicly, however, the Government of 
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Japan must place priority on resolving the abduction issue. 
Aso reported that Japanese investment in China is recovering 
after a 31 percent decline caused by perceived Chinese 


hostility, and said that he has noticed a fairly dramatic 

positive change in attitude by Chinese leaders toward Japan. 
He believes today\'s China resembles Japan in the bubble years 
and predicted an economic downturn after the 2008 Beijing 
Olympic Games. Dealing with such a downturn will be just as 
difficult as dealing with China\'s rise, as the Chinese 
government does not know how to manage a soft landing, he 
warned. Aso noted that the Japanese people\'s stance on 
self-defense has changed dramatically over the last several 
years, primarily due to Kim Jong-il\'s actions. 


17. (C) Japan cannot accept North Korea\'s removal from the 
list of state sponsors of terrorism, Japan\'s National 

Security Advisor Yuriko Koike told DNSA Crouch February 27, 
and asked for U.S. support on the abduction issue and close 
coordination of their respective working groups with the 
DPRK. Koike said she will do her utmost to facilitate the 
quick implementation of the October 2005 Security 
Consultative Committee agreement, and advocated expediting 
cooperation on ballistic missile defense. DNSA Crouch 
pointed to unresolved BMD-related issues, including whether 
co-developed systems can be used to defend the United States. 
He reasoned that it \"makes no sense\" to have parallel 
systems that cannot communicate. Koike explained that 
Japan\'s plan to establish a Japan National Security Council 
fills a need created by the post-Cold War situation. The 
Japan National Security Council (JNSC) will serve as a forum 
for collaboration with the U.S. National Security Council and 
facilitate better coordination on national security issues, 

Koike reported. The creation of a JNSC reflects Prime 
Minister Abe\'s strong leadership as part of his advocacy of 
\"embarking into the future from the post-war regime. In the 
post-Cold War era, the JNSC will fill a need and help assure 
a stable security environment for Japan and East Asia, she 
observed. 


18. (C) In contrast to recent troublesome statements about 
U.S. policy in Iraq and the realignment process, Minister of 
Defense Fumio Kyuma told DNSA Crouch on February 27 that the 


Column 3 

Ministry of Defense is committed to the realignment agreement 
and is \"now focused on implementation," highlighting MCAS 
Futenma relocation as his \"number one task" On Iraq, Kyuma 
stressed his appreciation for U.S. efforts there, saying \"we 

are here to support.\" Renewing Diet authorization for 
Japan\'s air transport mission in Iraq would be one of his 
highest priorities, he said. On the need for a Japanese NSC, 
Kyuma predicted the body, once established, would grow 
through experience. His advice to Prime Minister Abe had 
been that good personnel would be the key to the NSC\'s 
SUCCESS. 


19. (C) DNSA Crouch also met separately with MOD 
Administrative Vice Minister Takemasa Moriya who focused on 
the same issues, delivering consistent messages. In addition, 
Moriya stressed the importance of cooperation on ballistic 
missile defense (BMD) issues. In planning a response to the 
North Korean missile threat, he said Japan would need to 


determine, in careful coordination with the U.S., whether it 
should rely solely on the U.S. ability to strike missile 

bases, or develop a limited strike capability of its own. 

Citing Hezbollah rocket attacks against Israel, he said Japan 
was also concerned about the emerging threat of missiles 
fired by guerillas and from ships. Moriya also waxed 
nostalgic about his visit to the White House in June 2006 
with former Prime Minister Koizumi, praising it as \"the best 
experience\" of his career. 


20. (SBU) In addition to his meetings with officials, Dr. 
Crouch also engaged in a number of public diplomacy 
initiatives. He attended a lunch hosted in his honor with 
members of the Diet where he was able to explain U.S. 
policies and listen to their concerns. He participated in a 
press roundtable for print journalists which led to a number 
of stories and also gave interviews to Fuji-TV and NHK 
television, both of which received air time, along with clips 
of his meeting with Minister of Defense Kyuma. Finally, Dr. 
Crouch also conducted an academic roundtable at Waseda 
University, engaging in a very well received exchange with a 
number of graduate and undergraduate students. 


21. (U) This cable has been cleared by DNSA Crouch. 
SCHIEFFER 
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E.O. 12958: DECL: 03/16/2017 
TAGS: UNHCR-1, PHUM, PREL, ZI, NO 
SUBJECT: NORWAY\'S UNHRC INSIGHTS ON ZIMBABWE 


REF: STATE 33284 
Classified By: DCM Kevin M. Johnson, Reasons 1.4 (b) and (d) 


1. (C) On March 16 we delivered reftel points to Anne 

Merchant, Senior Adviser in the MFA\'s UN Section. Merchant 
believes it is very unlikely that United Nations Human Rights 
Council (UNHRC) members would pass any resolution concerning 
Zimbabwe\'s human rights violations. Specifically, she noted 

that African and Asian members, with a majority of votes, 

would not support such a measure. While noting that the 
Norwegian and U.S. missions in Geneva have been in close 
contact on this issue, she suggests that the USG lobby 

African members for support, should a resolution be proposed. 
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Norway, as an UNHRC observer, would support a resolution, 
should it be tabled (which she again strongly doubts). She 
suggests raising the human right violations through the 
UNHRC\'s Special Rapporteurs in order to effectively bring the 
issue before UNHRC members. 


2. (C) Merchant described various Norwegian efforts 

regarding Zimbabwe\'s human rights abuses, including Foreign 
Minister Stoere\'s plan to raise Norwegian concerns in a 
forthcoming Nordic-African meeting. The Norwegian Ambassador 
in Zimbabwe has visited the injured, hospitalized opposition 
leader, while Norway also supports local NGOs contending with 
human rights issues. She stressed that Norway will continue 

to monitor the human rights situation in Zimbabwe. 

WHITNEY 
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E.O. 12958: DECL: 03/19/2027 

TAGS: PREL, PTER, LE, TU, IZ 

SUBJECT: JUMBLATT FRETS THAT SYRIA IS PAINTING HIM AS PKK 
SUPPORTER 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


1. (S) Over a 3/16 lunch otherwise dominated by discussion 
of Lebanon\'s domestic developments, Druse leader Walid 
Jumblatt told the Ambassador that he was deeply worried that 
Syria was implicating him with PKK terrorism. Former Syrian 
VP Abdulhalim Khaddam, who met with Jumblatt earlier that 
week in Paris, warned Jumblatt that the Syrians were busily 
passing fabricated information to the Turks that Jumblatt 
serves as achannel for arms and money to the PKK. 
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Describing the charges as \"ridiculous,\" Jumblatt complained 
that he has a hard enough time assembling funds for the 
patronage he is expected to bestow upon Lebanon\'s Druse 
community. 


2. (S) Asked by the Ambassador on what basis the Syrians 
could assemble a case that would appear to the Turks to be 
even remotely credible, Jumblatt said that he assumed the 
Syrians were simply playing on deep-seated Turkish worries 
about the PKK. Since Jumblatt\'s family is reportedly Kurdish 
in origin before coming to Lebanon via a few centuries spent 
in Aleppo 400 years ago, Syria probably argues that Jumblatt 
retains contacts and sympathy for the Kurds. Moreover, 
Jumblatt has met with Syrian Kurds who, like Jumblatt, oppose 
Bashar al-Asad\'s Damascus regime. That could very well be 
sufficient to convince the Turks that he is a problem, 

Jumblatt said. 


3. (S) Jumblatt said that, when he returned from Paris, he 
immediately tried to reach the Turkish Ambassador to Lebanon 
to invite him to lunch; the Turkish Embassy has yet to return 
his phone call, which worries him. Jumblatt said that he 

does not see the PKK charges as increasing his already high 
level of security concerns, but the Syrian propaganda could 
very well affect Turkey\'s political posture toward the 
Lebanese. If the Syrians convince the Turks that the March 
14 leadership is supportive of the PKK, then Turkey will be 
even more inclined to side with Syria\'s allies in Lebanon. 
Jumblatt described Ankara\'s Lebanon policy as \"suspicious\" 
already. 


4. (S) Separately on 3/16, the Ambassador met with Mohamed 
Chatah, senior advisor to Prime Minister Siniora, who serves 
as Siniora\'s private channel to Ankara. The Ambassador 
relayed Jumblatt\'s concerns to Chatah, asking whether Chatah 
thought Jumblatt was simply displaying an unusual level of 
paranoia. Shaking his head, Chatah said that he has been 
asked recently by Turkish officials whether the Syrian 
accusations that Jumblatt supports the PKK with arms and 
money could possibly be true. The Syrians are definitely 
passing such a message, Chatah said, although he was not 
convinced that the Turks were buying it. Chatah said that, 
based on all information and intelligence he has seen, the 
Syrian charges linking Jumblatt with the PKK are baseless. 


5. (S) Comment: Jumblatt has been accused of many things 
by the Syrians. Recently, for example, the Iranian-funded 
pro-Syrian newspaper al-Akhbar accused Jumblatt and his close 
advisor Marwan Hamadeh of having met with Israeli Mossad 
agents at a meeting hosted at the U.S. Ambassador\'s 
Residence. Despite the clear security implications of such 
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acccusations, Jumblatt in general shrugs off such propaganda. 
So we find his deep concern about the PKK charges to be 
curious. We know of no reasons to find the supposed Syrian 
allegations to be credible. 

FELTMAN 
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SENSITIVE 
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PARIS PASS TO USOECD 


E.O. 12958: N/A 

TAGS: EAID, OECD, KDEM, TU 

SUBJECT: TURKEY OPEN TO PARTNERSHIP FOR DEMOCRATIC 
GOVERNANCE 


REF: STATE 28310 


1. (SBU) We have provided reftel\'s non-paper to several 
different offices at the Turkish MFA, particularly those 

involved in the recent Policy Planning Talks: the Americas 
desk, 

their Policy Planning shop and the Office of Multilateral 
Economic Affairs. S/P Krasner raised the PDG in his February 
22 

meetings here, with excellent resonance, and we understand he 
has 

also raised the issue with the Turkish Embassy in Washington. 


2. (SBU) With the Office of Multilateral Economic Affairs, 
which has responsibility for OECD issues, we urged Turkish 
support, including financial, for the PDG and in particular 
asked for their support atthe March 20 Council Meeting. 
Though our Turkish counterpart said they do not yet have a 
definite position, she said Turkey would give positive 
consideration to our proposal. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 

TAGS: EAID, PHUM, PREL, PREF, SO 

SUBJECT: SOMALIA DART SITUATION REPORT 20 - 
DISPLACEMENT FROM MOGADISHU 


NAIROBI 00001248 001.2 OF 002 


SUMMARY 


1. By March 8, the Office of the UN High Commissioner 
for Refugees (UNHCR) had received reports of more than 
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40,000 people leaving Mogadishu over the past month. 
The majority are new internally displaced persons 
(IDPs) fleeing escalating insecurity in the capital, 
however, up to 10,000 of the IDPs were originally from 
Bay or Gedo regions and are now returning to their 
areas of origin. Approximately 20,000 of the newly 
displaced are currently gathered along the road from 
Mogadishu to Afgoye in Lower Shabelle Region. Relief 
agencies are working to identify additional needs and 
to coordinate assistance efforts for the IDPs and host 
communities. End summary. 


BACKGROUND 


2. Deteriorating security in Mogadishu has led more 
than 40,000 people to leave the capital in the last 

month for areas in southern and central Somalia where 
they have clan support, according to reports received 
by UNHCR as of March 8. General insecurity, targeted 
attacks against Transitional Federal Government (TFG), 
Ethiopian, and African Union Mission in Somalia 
(AMISOM) troops, and retaliatory strikes against the 
suspected attackers have increased in recent weeks and 
are now occurring almost nightly, according to relief 
agencies on the ground. UNHCR has reported that 
civilians, and particularly IDPs, are often wounded or 
killed in the attacks as many housing settlements are 
located near military and other government facilities. 


SETTLEMENTS NEAR MOGADISHU 


3. As many as 20,000 people have settled in several 
locations along the road from Mogadishu to Afgoye, and 
near Qoryooley town, in Lower Shabelle Region. 
Ceelasha, Xaawo Cabdi, and Lafoole towns have all 
reported large numbers of IDPs arriving since early 
February. UNHCR explains the high concentration of 
IDPs in the area by the proximity to Mogadishu and the 
relative availability of water and sanitation 

facilities. In addition, approximately 4,500 people 

have moved to nearby Jowhar town and Balcad District, 
north of Mogadishu in Middle Shabelle Region. 


DISPLACED IN BAY, GEDO, and HIRAN REGIONS 


4. Of the 40,000 persons to leave Mogadishu in 
February and early March, up to 10,000 of these were 
originally displaced from Baidoa and nearby villages in 
Bay Region, and from several locations in Gedo Region. 
These IDPs are now returning to their places of origin 
following a worsening security environment in 
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Mogadishu. 


5. Approximately 3,000 individuals have arrived in 
Hiran Region since early February, with most settling 

in or near Belet Weyne town. Relief agencies in 
Galgadud and Mudug regions report the arrival of 1,650 
households from Mogadishu, including approximately 
1,200 new IDPs in Galkayo town. The remainder of the 
newly displaced are dispersed throughout Somalia. 


HUMANITARIAN NEEDS AND RESPONSE EFFORTS 
6. In general, the vast majority of people uprooted 
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from insecurity in Mogadishu have sought out areas 
inhabited by related clans, and many are receiving some 
assistance from relatives and clan members. However, 
UNHCR reports that resources and support mechanisms are 
already stretched thin in most areas, and humanitarian 
organizations are indicating that food, shelter, and 

health care are urgent needs among new IDPs. 


7. The UN World Food Program (WFP) reported that 
assessments to determine the number, condition, and 
needs of IDPs in Afgoye, Lower Juba Region, Balad in 
Middle Juba Region, and Baidoa in Bay Region, are 
ongoing as of March 15. The USAID-funded NGO World 
Vision is scheduled to deliver a one-time food aid 
distribution provided by WFP for approximately 1,900 
IDPs in Tieglo town, Bakol Region, following an 
assessment the week of March 5. 


8. WFP noted that food aid for displaced populations 
throughout southern and central regions will likely be 
provided as one-off distributions based on the 
expectation that IDPs will return to places of origin, 
and to avoid creating a draw for additional population 
displacement. UNHCR has recognized the need for 
greater communication and coordination among relief 
agencies in identifying and meeting the needs of new 
IDPs. 


COMMENTS 


9. Although the TFG has pledged to improve security in 
Mogadishu within 30 days following the upcoming 
deployment of recently trained security forces, mortar 
attacks and targeted killings of businessmen and TFG 
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supporters have increased in recent weeks. The 
recently-arrived AMISOM troops have also met violent 
resistance. In light of such resistance, and the 

currently limited TFG capacity to prevent such attacks, 
the humanitarian community is concerned that additional 
displacement from Mogadishu will occur, and is bound to 
strain the resources of host communities throughout 
southern and central Somalia. The USG Disaster 
Assistance Response Team (DART) based in Nairobi is 
working with partner agencies to identify emerging 
needs and coordinate appropriate response efforts. 


RANNEBERGER 
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E.O. 12958: DECL: 11/17/2016 

TAGS: PBTS, PHUM, PGOV, MO, FR, GE, SP 

SUBJECT: RABAT POL COUNSELORS INFORMALLY DISCUSS WESTERN 
SAHARA 


Classified By: Classified by Polcouns Craig Karp for reasons 1.4 (b) an 
d (d) 


1. (C) Spain hosted Polcounselors from U.S., U.K., France and 
EU-President Germany for an informal discussion of Western 
Sahara developments March 14. In general, participants noted 
the intensity of Moroccan diplomatic efforts, including 

multiple consultations with U.S., France, and Spain. The 
energy of the initiative, however, did not appear to be 

matched by any apparent breakthrough on the substance of 
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autonomy that could convince the other side. The broad 
outlines of the autonomy plan, which have been universally 
briefed, suggested Rabat would retain full control, and did 
not go far beyond what was in the 2003 plan. That had been 
rejected out of hand by Baker and governments. 


2.(C) The French continue to broadly support the Moroccan 
position. They believe that the GOM effort should be 
encouraged by the UNSC by some explicit mention and also 
support encouraging the parties to negotiate. After some 
informal discussions with Van Walsum, the French were 
concerned that SYG Ban Ki Moon will be very conservative on 
his report to the Council. It will be his first and he will 

likely want to keep the text of the last report. The French 
continue to insist on self-determination, but the act of 
self-determination can be an institutional arrangement that 

is endorsed by a vote that comes way down the line. They 
were to have formal discussions with Van Walsum in Paris this 
week 


3. (C) The Germans will try to forge a common European 
position but are not confident of doing so. For Europe as a 
whole, the principal interest is that Morocco has been an 
island of stability in a crucial but shaky near neighborhood. 
This stability must be preserved, so a solution to the 
Sahara problem that destabilizes Morocco proper is 
undesirable. 


4. (C) The Spanish host was not happy. For Spain, the Sahara 
is now a hot domestic political issue. Last week, in the 

joint declaration of the Zapatero visit, they had agreed to a 
statement cautiously praising the Moroccan proposals as a 
basis for progress. The Algerians then raised the price of 

gas exports to Spain by a hefty amount described in the press 
as 20 percent. (Comment: This move, possibly worth hundreds 
of millions of dollars, may have been in the cards anyway. 

End comment.) The Spanish Parliament unanimously (including 
Zapatero\'s own Socialist party) appeared to repudiate this 
endorsement by voting for a bill proposed by leftist splinter 
parties to return to the historical Spanish approach focusing 

on self-determination. King Juan Carlos, in Algiers this 

week, tried to dodge the issue and was accommodated by 
Bouteflika. FM Moratinos, with the King in Algiers, 

published an op-ed walking the cat back on the Moroccan 
proposals, stressing Spanish rejection of unilateral 

solutions, and support for negotiations without 

preconditions. 


5. (C) Polcouns briefed on his recently completed trip to 
Sahara. GOM consultation with the Sahrawi has been minimal, 
but there appeared to be interest in the prospect of a plan. 
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Local observers believe that most of the original Sahrawis 
were still opposed to Moroccan overlordship, but they now 
admitted to being a minority of current population in the 
territory. Both pro and anti-government Sahrawis mostly want 
to manage own affairs, the difference is trust, which is 
eroded by continuing, if modestly abating, human rights 
violations. lt appeared that the Moroccans have put in a lot 
of work on their proposals, and it now looked like they will 
at least have a plan to put on the table in April, but no one 
has yet seen anything that will win many additional Sahrawi 
hearts and minas. 


6. (C) Algeria remained a thorny question for all. Algiers 

is beginning to react to the GOM diplomatic offensive, but 
has stuck tightly to its insistence on the Baker formula. 
France said Algiers is like a boxer in a corner, and could 
lash out. Levers to persuade them are few, as the Spanish 
have discovered. Opening the border with Morocco will 
benefit the Kingdom and Algeria both, but the latter doesn\'t 
need it. The only fruitful area of collaboration, as noted 

by the German, was counterterrorism, but this may not be 
enough to foster a rapprochement. Russia may have some 


influence with the Algerians, but the French said their 

Embassy in Moscow commented that the Russian were unlikely to 
play a constructive role (apparently without haing directly 

posed the question to the GOR). They unhappily recalled 
GAZPROM-SONATRACH discussions on forming a cartel. The 
French believed that giving the Algerians some formal status 

in the negotiations, not as a party, which they refuse, but 

as a Godfather (parrain) could provide some incentive. 


7.(C) On next steps, the French have advised the GOM to 
present their plan first to the UNSYG to include in his 

report, and to the April UNSC president, the UK. The U.K. 
said they expected to see a Moroccan draft during their UNSC 
presidency. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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E.O. 12958: DECL: 11/17/2016 

TAGS: PBTS, PHUM, PGOV, MO, FR, GE, SP 

SUBJECT: RABAT POL COUNSELORS INFORMAL DISCUSS WESTERN 
SAHARA 


Classified By: Classified by Polcouns Craig Karp for reasons 1.4 (b) an 
d (d) 


1. (C) Spain hosted Polcounselors from U.S., U.K., France and 
EU-President Germany for an informal discussion of Western 
Sahara developments March 14. In general, participants noted 
the intensity of Moroccan diplomatic efforts, including 

multiple consultations with U.S., France, and Spain. The 
energy of the initiative, however, did not appear to be 

matched by any apparent breakthrough on the substance of 
autonomy that could convince the other side. The broad 
outlines of the autonomy plan, which have been universally 
briefed, suggested Rabat would retain full control, and did 

not go far beyond what was in the 2003 plan. That had been 
rejected out of hand by Baker and governments. 


2.(C) The French continue to broadly support the Moroccan 
position. They believe that the GOM effort should be 
encouraged by the UNSC by some explicit mention and also 
support encouraging the parties to negotiate. After some 
informal discussions with Van Walsum, the French were 
concerned that SYG Ban Ki Moon will be very conservative on 
his report to the Council. It will be his first and he will 

likely want to keep the text of the last report. The French 
continue to insist on self-determination, but the act of 
self-determination can be an institutional arrangement that 

is endorsed by a vote that comes way down the line. They 
were to have formal discussions with Van Walsum in Paris this 
week 


3. (C) The Germans will try to forge a common European 
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position but are not confident of doing so. For Europe as a 
whole, the principal interest is that Morocco has been an 
island of stability in a crucial but shaky near neighborhood. 
This stability must be preserved, so a solution to the 
Sahara problem that destabilizes Morocco proper is 
undesirable. 


4. (C) The Spanish host was not happy. For Spain, the Sahara 
is now a hot domestic political issue. Last week, in the 

joint declaration of the Zapatero visit, they had agreed to a 
statement cautiously praising the Moroccan proposals as a 
basis for progress. The Algerians then raised the price of 

gas exports to Spain by a hefty amount described in the press 
as 20 percent. (Comment: This move, possibly worth hundreds 
of millions of dollars, may have been in the cards anyway. 

End comment.) The Spanish Parliament unanimously (including 
Zapatero\'s own Socialist party) appeared to repudiate this 
endorsement by voting for a bill proposed by leftist splinter 
parties to return to the historical Spanish approach focusing 

on self-determination. King Juan Carlos, in Algiers this 

week, tried to dodge the issue and was accommodated by 
Bouteflika. FM Moratinos, with the King in Algiers, 

published an op-ed walking the cat back on the Moroccan 
proposals, stressing Spanish rejection of unilateral 

solutions, and support for negotiations without 

preconditions. 


5. (C) Polcouns briefed on his recently completed trip to 
Sahara. GOM consultation with the Sahrawi has been minimal, 
but there appeared to be interest in the prospect of a plan. 
Local observers believe that most of the original Sahrawis 
were still opposed to Moroccan overlordship, but they now 
admitted to being a minority of current population in the 
territory. Both pro and anti-government Sahrawis mostly want 
to manage own affairs, the difference is trust, which is 

eroded by continuing, if modestly abating, human rights 
violations. lt appeared that the Moroccans have put in a lot 

of work on their proposals, and it now looked like they will 

at least have a plan to put on the table in April, but no one 

has yet seen anything that will win many additional Sahrawi 
hearts and minas. 


6. (C) Algeria remained a thorny question for all. Algiers 

is beginning to react to the GOM diplomatic offensive, but 
has stuck tightly to its insistence on the Baker formula. 
France said Algiers is like a boxer in a corner, and could 
lash out. Levers to persuade them are few, as the Spanish 
have discovered. Opening the border with Morocco will 
benefit the Kingdom and Algeria both, but the latter doesn\'t 
need it. The only fruitful area of collaboration, as noted 

by the German, was counterterrorism, but this may not be 
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enough to foster a rapprochement. Russia may have some 


influence with the Algerians, but the French said their 

Embassy in Moscow commented that the Russian were unlikely to 
play a constructive role (apparently without haing directly 

posed the question to the GOR). They unhappily recalled 
GAZPROM-SONATRACH discussions on forming a cartel. The 
French believed that giving the Algerians some formal status 

in the negotiations, not as a party, which they refuse, but 

as a Godfather (parrain) could provide some incentive. 


7.(C) On next steps, the French have advised the GOM to 
present their plan first to the UNSYG to include in his 

report, and to the April UNSC president, the UK. The U.K. 
said they expected to see a Moroccan draft during their UNSC 
presidency. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b,d). 
1. (U) This is an action request. See para 2. 


2. (C) In a March 16 meeting with Director General for North 
American Affairs Bureau of Ministry of Foreign Affairs and 
Trade Cho Byung-jae, POL M/C raised the issue of ROKG plans 
to lead a Provincial Reconstruction Team (PRT) in 

Afghanistan. Cho acknowledged FM Song\'s positive note on 
\"exploring possibilities for ROK contributions during Song\'s 
March 2 meeting with Secretary Gates and requested additional 
information on the following items: 


-- Location: If the ROKG were to lead a PRT, where 
would the ROK-led PRT be located? 


-- Security: Would the U.S. and/or NATO be able to 
provide security forces for the ROK-led PRT? 


-- Funding: What funds are available for non-U.S.-led 
PRTs? 


3. (SBU) Cho acknowledged that the PRT leadership discussion 
is in its initial stage and that the lead ROKG office has 

therefore not yet been designated. Cho commented that the 
ROKG contribution to Afghanistan beyond December 2007 would 
probably involve non-military assistance only, since troop 
deployment would require National Assembly approval. 

Currently, all ROK troops in Afghanistan are scheduled to 

return to Korea by December 2007. DG Cho noted that answers 
to the above questions would aid the ROKG\'s internal 

decision. 


4. (SBU) POL M/C underscored the importance of renewed 
efforts to consolidate and strengthen ROK assistance in 
Afghanistan and encouraged MOFAT to support the idea of South 
Korea leading a PRT. 
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SIPDIS 


E.O. 12958: DECL: 12/10/2014 

TAGS: PGOV, PREL, KS 

SUBJECT: KIM GEUN-TAE SILENT ON ELECTIONS, VOCAL ON FTA AND 
CHINA 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b,d). 


1. (C) While deflecting direct questions about his 

presidential aspirations, former Uri Party Chairman Kim 
Geun-tae spoke candidly over lunch with the Ambassador on 
March 15 about a number of issues including the KORUS FTA, 
Comfort Women, an inter-Korean Summit, and the Six-Party 
Talks. On the FTA, Kim said that he would issue a statement 
saying the FTA should not be concluded until the next ROK 
administration when there would be more time to adequately 
evaluate the merits of the deal (the Ambassador explained 
that, with TPA expiring, it was now or probably never). Kim 
said that he was still hopeful that Kaesong Industrial 

Complex products would find their way into the final FTA 
agreement. On Comfort Women, Kim said that Koreans held very 
deep feelings about the issue but were not yet speaking out 
because they trusted that the U.S. would adequately rebut 
Japanese PM Abe\'s recent statement. Kim said that the push 
for an inter-Korean summit was to create a \"synergy\" with the 
6PT, not to get ahead of the talks. Further, the Six-Party 
Talks should be held on the Korean Peninsula as it was 
ultimately a question of the relationship between the North 

and South. China should be excluded from talks on a 
permanent peace regime; only the three countries with forces 
still facing off in the DMZ should be included. National 
Assembly Representatives Lee In-young, Hong Mi-young, and Woo 
Won-shik accompanied Kim to the meeting. END SUMMARY. 


WHAT KOREANS ARE THINKING 
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2. (C) Uri Rep. Kim Geun-tae, in a March 15 luncheon meeting 
with the Ambassador, said that during his eight-month tenure 
as Uri Party Chairman, he faced many tough challenges 
including the DPRKYs missile launches and nuclear test. Kim 
said that the Korean people were \"bored\" with the current 
administration. Working people complained they did not have 
enough money. Despite some improvements, people were not 
satisfied with the current administration. This was clear in 

the May 31, 2006 local elections where Uri received little 
support. Kim said he hoped that President Bush would keep up 
his support for President Roh until the end of Roh\'s term in 
office. If Bush, Roh and Kim Jong-il held a summit, it would 
provide much needed support for Roh. 


3. (C) Rep. Woo noted that the KORUS FTA was a divisive 
force in Korea. As the negotiations entered the final stage, 
Koreans still hoped that Kaesong Industrial Complex (KIC) 
goods would be admitted as they were a sign of inter-Korean 
cooperation and hope. The Ambassador agreed that the KIC 
represented a good opportunity to expose the DPRK to free 
market principles and broader economic reforms; moreover, the 
U.S. had contributed to the project by granting licenses to 
employ certain technologies at KIC. Inclusion in the FTA was 
another matter, however. For now, the U.S. did not have a 
normal relationship with the DPRK. If the relationship 
improved and if labor and human rights concerns were 
adequately addressed, the U.S. might reconsider its view on 
KIC products. 


4. (C) Kim echoed WooYs comment on the divisive nature of 
the FTA. Similar public affairs campaigns focusing on 
economic growth were used in 1996 when Korea joined the OECD, 
only to have those hopes dashed by the 1997 Asian Financial 
Crisis. While some people had high hopes for the FTA\'s 
impact on the Korean economy, many were concerned about 
vulnerable sectors like agriculture. The Ambassador 
responded that Korea\'s quick rebound from the 1997 Asian 
Financial Crisis showed the strength and depth of its 
economy. The FTA had prompted Korea to look at and reform 
many of its sectors that would be challenged by outside 
markets, regardless of the KORUS FTA. 


5. (C) Kim explained that the Uri base was generally opposed 
to the KORUS FTA. To appease the base without speaking out 
directly against the deal, Kim said he planned to issue a 
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statement asking the Roh administration to delay a decision 
until the next administration takes control. The Ambassador 
replied that this position was tantamount to opposing the 

FTA. There would not likely be another opportunity in a long 
time, given the upcoming expiration of TPA. Korea would 
benefit greatly from the FTA. For example, Korea was poised 
to see rapid growth in service exports, just as Australia 
experienced in the year following ratification of its FTA 

with the U.S. 


6. (C) Rep. Lee expressed two concerns with the FTA. First, 
many Koreans correlated their support for the FTA to the 
inclusion of KIC products. Second, there were not enough 
protections for vulnerable industries in Korea. If Korea 

were admitted to the Visa Waiver Program (VWP), that would 
build support for the FTA and the U.S. in general. The 
Ambassador said that the Senate recently put forward an 
amendment to a bill that would make expansion of VWP possible. 


7. (C) According to Kim, Japan had lost its appeal to the 

U.S. Perhaps, Korea now had the upper hand in its bilateral 
relations with the U.S. Kim said that this was a critical 

time in the region and he hoped that the U.S. would work hard 
to establish security and order with the ROK\'s help. Kim 
cited the successful negotiation of a compromise on the 
timing of wartime OPCON transfer as proof that sensitive 
issues could be resolved without an ideological debate. The 
Ambassador agreed that the U.S.-ROK alliance was indeed key 
to effectively resolving regional issues, as was the 

U.S.-Japan alliance; this was not a zero-sum game. 


8. (C) Rep. Hong said that she traveled to the U.S. in 

support of the Comfort Women issue when she was a member of 
the Women\'s Committee. This was the seventh time that the 
issue was considered by the U.S. Congress, Hong had high 
hopes for success. The Ambassador assured Hong that the 
Comfort Women issue was a high priority for the USG and that 
Deputy Secretary of State Negroponte had raised it with 
Japanese officials during his recent trip to the region. In 

the early 1990s, Japan had acknowledged government 
involvement with Comfort Women, the Ambassador noted. It was 
not clear why PM Abe was retreating from those earlier 
findings--although he had stated he would not renounce the 

Kono Statement of 1993. Kim said that Koreans held very deep 
feelings about the issue but were not yet speaking out 

because they trusted that the U.S. would adequately rebut 

Abe\'s recent statement. 
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9. (C) Kim said that he realized that some within the USG 
were concerned that an inter-Korean summit would get in the 
way of the 6PT. Rather than hinder the 6PT, Kim said a 
synergy was needed between the 6PT and an inter-Korean 
summit. As for the effect that a North-South summit might 
have on the Presidential elections, Kim remained skeptical. 
The announcement of the 2000 North-South Summit did little to 
help the then ruling party in parliamentary elections held 

just after the announcement. The Ambassador assured Kim that 
the U.S. would view the question of a North-South summit on 
the basis of whether it helped the 6PT process and the goal 

of denuclearization. The best chance for success was for the 
five parties to coordinate all their efforts. 


10. (C) Turning to the question of negotiations to establish 

a permanent peace regime that would replace the armistice and 
end the Korean War, Kim said that China should be excluded 
from the talks. Any peace agreement should be among the 
North the South and the U.S., as the only three countries 


with forces still facing off along the DMZ. A Recent TV 

drama captivated 40-50 percent of the population because it 
embodied the hope for a better future; a view shared by those 
who watched the program (NOTE: The drama, set in the Koguryo 
period of Korea\'s history, portrayed the country as defiant 

and strong versus China. END NOTE.). 


11. (C) The Ambassador asked Kim if he thought the DPRK was 
ready to make a strategic decision to denuclearize. Kim 
responded that he thought that if the U.S. was ready to 

provide a security guarantee, the DPRK would be ready to 
denuclearize. Kim Il-sung was still alive, in a figurative 

sense, in the North. His dying wish was the denuclearization 

of the Korean peninsula. Even today, many DPRK officials 
repeated this phrase. Kim expressed dismay that the 6PT were 
held in Beijing, rather than on the Korean peninsula. The 
Ambassador said that China has been helpful in using its 
leverage and influence to keep the DPRK motivated in the 
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talks. The first real test of the DPRK\'s intentions was 
whether the DPRK would proceed with the disablement of their 
nuclear facilities in the second phase of the process 

launched by the February 13 agreement. 
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E.O. 12958: DECL: 03/19/2017 
TAGS: PREL, ECON, MNUC, KS, KN 
SUBJECT: CHARTING OUT INTER-KOREAN COOPERATION 


REF: A. SEOUL 634 
B. 05 SEOUL 4057 
Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


1. (C) SUMMARY: At February 27 - March 2 inter-Korean 
ministerial talks, the Koreas agreed to resume several 

stalled North-South projects, including: construction of a 
family reunion center at Mt. Kumgang; video and direct family 
reunions; Economic Cooperation Promotion Committee and Red 
Cross talks; test runs of inter-Korean railways within the 

first half of this year; and ROKG humanitarian aid (ref A). 

The Koreas are now in the process of turning these projects 
back on, especially those suspended in the wake of the DPRK 
missile launches in July 2006 and nuclear test in October 
2006. While ROKG officials have insisted that inter-Korean 
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cooperation will remain \"one-half stepW behind progress in 
Six-Party Talks (6PT), the ROKG seems to be proceeding on the 
assumption that the DPRK will fulfill all of its obligations 

under the February 13 \"Initial Actions\" agreement. END 
SUMMARY. 


2. (SBU) Capitalizing on the February 13 \"Initial Actions\" 
agreement, North and South Korean delegates to the 20th round 
of inter-Korean ministerial talks (February 27 - March 2, 

2007), agreed to resume stalled inter-Korean projects (ref 

A). The two Koreas pledged to resume construction of the 
separated family reunion center at Mt. Kumgang and to hold 
video and direct family reunions as well as working-level and 
plenary Economic Cooperation Promotion Committee (ECPC) talks 
and Red Cross talks. They also agreed to conduct test runs 

of inter-Korean railways within the first half of this year, 

after military authorities implemented guarantee measures. 
Finally, both sides agreed to take steps to promote the 

Kaesong Industrial Complex. 


3. (SBU) At March 9 - 10 working-level Red Cross talks, the 
two Koreas decided to resume construction of a separated 
family reunion center at Mt. Kumgang on March 21. 
Construction of the center was suspended following the DPRK\'s 
decision to halt joint humanitarian projects with the ROK Red 
Cross, including family reunions, in a tit-for-tat response 

to the ROKG\'s decision to suspend rice and fertilizer 
assistance after the DPRK\'s missile launches in July 2006. 
According to press reporting, Hyundai Asan had completed 
about 20 percent of the 19,000-square meter, 12-story 
separated family reunion center at Mt. Kumgang as of July 
2006. 


4. (SBU) At the same March 9 - 10 talks, the ROK Red Cross 
also agreed to provide construction materials and equipment 
(worth roughly USD 3.1 million) to construct a \"permanent\" 
video family reunion center in Pyongyang. The ROK decided to 
give an additional USD 400,000 in cash to the DPRK Red Cross 
to buy video communication equipment (computers, LCD 
monitors, etc.) and vehicles (10 buses, 6 passenger cars) for 
use in future video family reunions. ROK Red Cross 

assistance for construction of the video family reunion 

center, including the cash assistance, had been agreed to 
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during June 2006, but was not delivered, according to press 
reports. 


5. (SBU) The two Koreas have held 14 rounds of family 
reunions since August 2000 and four rounds of video family 
reunions since August 2005. Over 13,000 Koreans have 
participated in the reunions, but in the ROK alone the 

waiting list is 90,000, according to press reports. The 

Koreas have agreed to hold the 5th round of video family 
reunions March 27-29, 2007. The last round of video family 
reunions had been planned for August 2006, but was canceled 
following the missile launches. The 15th round of family 
reunions is set for May 9-14, 2007 at Mt. Kumgang. The 14th 
round of family reunions in June 2006 involved four stages in 
which the ROK and DPRK sides each identified 200 \"delegates,\" 
and then the other side located \"relatives\" to meet with the 
delegates. Specifically, 100 DPRK \"delegates\" or 
\"participants\" met with 407 ROK \"relatives,\" June 19 - 21; 
100 ROK \"delegates\" met with their \"relatives,\" June 22 - 24; 
100 DPRK \"delegates\" met with 414 ROK \"relatives,\" June 
25-27; and, 100 ROK \"delegates\" met with their \"relatives,\" 
June 28-20. Generally, the ROK is able to find more 
\"relatives\" willing to participate in the reunions than the 
DPRK, so the count of DPRK \"delegates\" is harder to identify. 


6. (SBU) From time to time, \"missing\" South Koreans turn up 
at family reunions held in the DPRK, which can be a sensitive 
issue for both sides. During the 14th round of family 

reunions in June 2006, Kim Young-nam, a ROK citizen who was 
allegedly abducted by the DPRK in 1978 and who married 
Japanese abductee Megumi Yokota, was allowed to meet with his 
visiting mother, an event that some in the ROK perceived as a 
sign of DPRK flexibility. During the 13th round of family 

reunions in March 2006, an incident arose when the DPRK 
demanded an apology after a ROK reporter used the word 
\"abductee\" to describe a former ROK fisherman who was taken 
from the ROK in the 1960 and allowed to see his visiting ROK 
wife during the reunions. In protest, all ROK reporters 

pulled out of the reunion. In the course of 13 rounds of 

family reunions from November 2000 to February 2006, a total 

of 12 ROK POWs and 12 ROK abductees were able to meet with 
their South Korean relatives, while the fates and whereabouts 

of another 100 POWs and abductees have been confirmed. 
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7. (SBU) The eighth round of inter-Korean Red Cross talks 
are set to be held April 10 - 12 at Mt. Kumgang and are 
expected to discuss those (Koreans) \"missing\" during and 
after the Korean War. South Korean officials in 

conversations with U.S. interlocutors have stressed that 
getting the DPRK to agree to discuss, in some fashion, ROK 
POWs and MIAs was a successful outcome of the North-South 
ministerial. While it is positive that the DPRK agreed to 
continue these discussions, the issue has been discussed 
without success since the 4th round of inter-Korean Red Cross 
talks in 2002. During the sixth round of inter-Korean Red 
Cross talks (August 23 - 25 2005), the ROK even presented a 
list of 2,000 missing South Koreans, comprising POWs, 
abductees and others, but the DPRK rejected the list and 
stated the DPRK would not acknowledge the existence of 
abductees, only that some Koreans from the South were living 
voluntarily in the DPRK (ref B). The ROKG has stated that 
around 1,000 ROK are still living in North Korea, around half 
abducted since the Korean War and the other half POWs. The 
Korean War Abductees Family Union (KWAFU), a ROKG NGO, 
estimates that between 80,000 and 100,000 South Korean 
civilians were abducted by the DPRK between 1950 and 1953. 


8. (C) The Koreas at the February 27 - March 2 ministerial 
agreed to resume working-level talks of the Economic 
Cooperation Promotion Committee (ECPC) on March 14 - 15 to 
discuss the Kaesong Industrial Complex and the 13th round of 
the plenary ECPC talks April 18 - 21 to discuss \"various 
issues concerning economic cooperation." At the April ECPC 
talks, the Korea are expected to discuss the resumption of 

rice \"loans\" to the DPRK. At the March ministerial, the ROKG 
\"agreed in principle\" to give the DPRK 300,000 metric tons of 
fertilizer and 400,000 metric tons of rice. ROKG officials, 
publicly and privately, have stressed that the April ECPC 

talks will come after the first 60 days of the \"Initial 

Actions\" agreement, so ROK aid can be calibrated with DPRK 
actions toward denuclearization. On March 9, MOFAT 
counterparts signaled that the ROKG intended to ship 6,000 
tons of fertilizer to the DPRK at the end of March, the 

fertilizer would arrive approximately the same time as the 
50,000 tons of heavy fuel oil deliveries to the DPRK. MOFAT 
officials have told us that the remainder of the expected 
300,000 tons of fertilizer that the DPRK in March requested 
from the ROK would be shipped over a three-month period, and 
could be terminated if the DPRK failed to fulfill its 
commitments to denuclearization. 
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9. (SBU) At the 12th round of the ECPC talks, June 3 - 6, 
2006, the Koreas agreed that the ROKG would supply USD 80 
million worth of light industry raw materials to the DPRK, 

and the DPRK would repay three percent of this with raw 
material like zinc ingot, magnesia clinker, and other 
resources. The ROKG, however, suspended this project 
following the DPRK\'s nuclear test in October 2006. This 
topic is likely to be revisited at the 13th round of ECPC 

talks April 18 - 21. 


10. (SBU) At the March North-South ministerial, the Koreas 
agreed to \"carry out test runs of trains on the inter-Korean 
railways within the first half of this year, as soon as the 
military guarantee measures are put in place.\" At 
working-level ECPC talks March 14 - 15 in Kaesong, the ROK 
linked its pledge of assistance for DPRK light industries, 

like clothing and soap production, to the trial runs along 

the railways, but the talks ended without agreement. An 
unnamed ROK Unification Ministry official told reporters that 
when there is a trial run of the railway, an agreement on 
light-industry cooperation projects will kick-in 

automatically. Last year, the Koreas had agreed to hold rail 
crossings on May 25, 2006, but the DPRK canceled at the last 
minute, apparently due to objections from its military 
authorities. At the time, the North\'s official media outlet, 
KCNA, said that it was impossible to conduct the trial runs 
without a military security agreement." 


11. (SBU) The biggest obstacle blocking the trial runs of 

the trains, allegedly, has been the DPRK military, which is 

not officially represented at inter-Korean ministerial talks. 

This has allowed the DPRK military to claim that agreements 
on military issues are void without their consent. The 

fourth round of North-South General Officer Talks, May 16-18, 
2006 was called to discuss ways to avoid armed clashes in the 
West Sea, establish a joint fishing area in the West Sea, and 
to reach a security guarantee on the railways. The 
discussions stalled, however, when the DPRK insisted first on 
redrawing the Western sea border. After the Korean War, the 
United Nation Command delineated a de facto border, the 
Northern Limitation Line, but the DPRK never recognized it. 
Despite recent agreements to restart the trial runs of 

trains, some remain skeptical that the DPRK will allow them 
to occur. 
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KAESONG INDUSTRIAL COMPLEX 


12. (SBU) Following the DPRK missile launches in July 2006, 
South Korea in September stopped leasing land to ROK 
companies interested in investing in the Kaesong Industrial 
Complex (KIC). Shortly after the February 13 \"Initial 
Actions agreement, however, on February 20, ROK Unification 
Minister Lee Jae-joung told reporters that the Ministry would 
resume the halted expansion of the KIC by mid-April at the 
latest. The Koreas at the ministerial, February 27 - March 

2, then agreed to promote the construction of the KIC and 
\"take necessary steps in this regard. As of March 14, 2007 
a total of 21 South Korean garment and other labor-intensive 
plants are currently in operation in the complex, employing 
11,160 North Korean workers. ROK officials have publicly 
claimed that a resumption of the inter-Korean railway would 
provide a boost for investment and construction in the KIC. 


13. (C) The February 13 \"Initial Actions\" agreement has 
jump-started inter-Korean relations. Seoul appears to be 
proceeding on the assumption that Pyongyang will fulfill all 

of its February 13 \"Initial Actions\" obligations. The two 
Koreas have mapped out a resumption of projects and will hold 
the next round of ministerials May 29 - June 1 in Seoul to 

look at follow-on steps. The debate about how fast to go on 
inter-Korean projects have already spilled over to the ROK 
presidential election campaign and has included discussions 
about a possible inter-Korean summit in 2007. The heart of 
the debate is whether the action-for-action concept has 

worked in North-South engagement. Conservatives would argue 
that there have been no reciprocal actions from the North in 
return for rice, fertilizer and other assistance. 

Progressives, on the other hand, would point to the 
engagement policy as a long-term policy with small initial 
payoffs. Many progressives would also argue that the lack of 
North-South hostilities is enough for now. END COMMENT. 
VERSHBOW 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, EINV, CH 
SUBJECT: Dongzhou Protests Flare Up Again 


REF: A) Guangzhou 322; B) 06 Guangzhou 15624; C) 06 Guangzhou 11684 


(NOTAL); D) 05 Guangzhou 32000 (NOTAL); E) 05 Guangzhou 31940 
(NOTAL) 


THIS DOCUMENT IS SENSITIVE BUT UNCLASSIFIED. IT SHOULD NOT BE 
DISSEMINATED OUTSIDE OF U.S. GOVERNMENT CHANNELS OR IN ANY PUBLIC 
FORUM WITHOUT THE WRITTEN CONCURRENCE OF THE ORIGINATOR. IT SHOULD 
NOT BE POSTED ON THE INTERNET. 


1. (SBU) SUMMARY: Just days after Guangdong Governor Huang Huahua 
announced the closure of the December 2005 Dongzhou incident, 

Western media reported renewed protests by Dongzhou area villagers. 
Local government-hired thugs, backed by local police, fought with 

villagers who continued to protest new land encroachments by coal 

and wind power plants in the Honghaiwan (Red Sea Bay) Development 
Zone as well as a lack of compensation for additional land use. END 
SUMMARY. 


Continued Land Encroachment Leads to Protests, Violence 


2. (U) Despite Guangdong Governor Huang HuahuaWs announcement of 
the closure of the December 2005 Dongzhou incident at a press 
conference in Bejiing on the edges of the meetings of the National 
Peoples Congress, Radio Free Asia and other western media reported 
renewed protests by Dongzhou area villagers and violence against 
them by government-hired thugs. Villagers continued earlier 

protests against the taking of land and inadequate compensation. In 
the latest series of incidents, local villagers marched this past 

weekend to the power plants to request a meeting with management. 
Villagers described their numbers as more than had been present 
during the December 6, 2005 protests. Plant management refused to 
meet the villagers but sent several dozen riot police instead. 
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Villagers peacefully disbanded after hanging banners by the gate 
calling on the Party in Beijing to resolve the problem. 


3. (U) On Sunday, March 11, villagers from Shigu, among them women 
and elderly, began a sit-in to prevent workers from the coal-fired 
power plant from running water pipes across village land, since no 
compensation had been paid, nor had there been any communication 
with villagers from plant management. Thugs, reportedly hired by 
the local government and numbering more than 100, then attacked the 
villagers with wooden sticks, injuring more than 20. Thugs then 
surrounded the village to prevent them from obstructing power plant 
workers from laying water pipes. Villagers from six area villages 
totaling between 1000-2000 came to battle the thugs. After thugs 
were injured, local officials arrived with police. Radio Free Asia 
reported that enraged villages subsequently burned several vehicles 
and equipment belonging to the contractors. With the destruction of 
the equipment including backhoes, work was halted. 

Inadequate Compensation/Unpunished Police Causes for Anger 

4. (U) Local residents are angry about inadequate compensation and 
on-going efforts by the power plants to complete their construction 

as well as inaction by authorities to deal with police who killed 
villagers in December 2005. Villagers complained that the 
commanding officer and local officials had still not been held 
responsible for the deaths, which the authorities said were caused 

by police officers shooting after being attacked by a mob with 
homemade explosives. 

5. (U) Villagers said they had thus far received only RMB 150 (USD 
19) annually per person in compensation for land taken to develop 
the coal-fired and wind power plants in the Honghaiwan Development 
Zone. Some villagers would not accept the money when it was 
offered. Villagers also said that workers from the coal-fired 

station were continuing to encroach on their land with the 

installation of pylons to carry electricity away from the plant, and 

by the construction of pipelines for water intake. 

6. (U) According to the villagers, since the shootings of December 
2005, local officials had taken to appearing less in public, 

preferring to get gangs of thugs stationed outside the village to 

attack local residents on their behalf. One villager was quoted as 
saying that nothing had been resolved with officials and that the 
villagers now had to place a guard over the village at night to 

protect it from local thugs. 


Comment: 

A Problem Unresolved is a Problem that will Resurface 

7. (SBU) Although Governor Huang Huahua announced the closure of 
the Dongzhou incident, it is clear that the villagers, who had been 
protesting regularly for months prior to the December 2005 

shootings, do not consider the matter closed. Neither the power 

plant nor the local government has taken steps to resolve the case 
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by offering additional compensation; neither plant nor government 
officials contacted farmers before ordering the installation of 

pylons and pipelines on village land. When one considers that land 
use rights for some of the land on which the power plant is built 
were \"purchased\" for USD 19, it is understandable that villagers are 
still upset. The Dongzhou case is still open despite government 
attempts to close it. 

ROCK 
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E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PREF, CASC, PHUM, PGOV, LA 

SUBJECT: EAP/MLS DIRECTOR,S MEETING WITH MFA DIRECTOR 
GENERAL 


Classified By: Mary Grace McGeehan, Charge dVAffaires. Reason: 1.4 (b) 
and (d). 


1. (C) Summary: Visiting EAP/MLS director Robert Rapson 
met with Europe and Americas Director General Southam at the 
foreign ministry. Both Rapson and Southam expressed general 
satisfaction about improving U.S.-Lao ties, despite what 
Southam characterized as ups and downs over the years. 
Rapson suggested that both sides should be looking at 
scheduling the the second meeting of the U.S.-Lao bilateral 
dialogue, perhaps in Washington later this year in the summer 
or fall. He expressed concern that the Thai and Lao 
governments, in ongoing discussions regarding possible 
relocation to Thailand of a group of 150 ethnic Hmong, are 

not recognizing the group\'s right to pre-screening by UN 
refugee officials. He appealed for consular access to an 
American citizen who has been detained for several months. 
Southam did not accept Rapson,s appeals to respect 
international norms on refugees but agreed to try to 

facilitate consular access to the detained American (which 
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had not been granted as of March 19). End summary. 


2. (C) Visiting EAP/MLS Office Director Robert Rapson, 
accompanied by DCM, called on Southam Sakonhninhom, Director 
General for Europe and Americas at the Ministry of Foreign 
Affairs (MFA) on March 2. Southam described the relationship 
between Laos and the U.S. as € up and down8 over time, but 
essentially friendly. He said that his office often 

intervenes with other ministries to advance 

U.S. goals. This was the case, for instance, when the 

Bilateral Trade Agreement was being negotiated. Rapson 
expressed appreciation for this cooperation, and said that 

the October 2006 bilateral dialogue represented important 
progress in the relationship. In looking ahead to the next 
session of the dialogue, Rapson suggested Washington as the 
next venue, perhaps in the summer or fall. For the next 
session, Rapson noted that it could be useful to have other 
Lao ministries agencies join the MFA on the Lao side. 
Southam said that the ministry would consider this proposal. 


Hmong Issues 


3. (C) Rapson noted that the Lao government had agreed to 
receive over 150 ethnic Hmong people who had been residing at 
the Petchabun refugee camp in Thailand. However, the Thai 
government halted the deportation in response to 

international concerns about their welfare should they be 
returned to Laos. The group remains in Nong Khai, across the 
Mekong River from Vientiane. Rapson said that international 
norms require screening by the office of the UN High 
Commissioner for Refugees (UNHCR) when people have a possible 
claim for refugee status, as this group does. Southam said 

that the Lao and Thai governments had met and decided that 
these people were not refugees. Rapson reiterated that it is 

up to UNHCR to make this determination. He pressed Southam 
and Lao government to improve access to and allow for 
international monitoring of returned Hmongs as key to 
international support for any repatriation arrangement 

between Thailand and Laos. 


Prisoner Access 


4. (C) Rapson expressed concern about the Embassy,s lack 

of access to American prisoner Yerlee Youngkue. The Embassy 
first brought this case to MFA,s attention in a January 5 
diplomatic note. Ambassador Haslach wrote a letter to Deputy 
Prime Minister/Foreign Minister Thongloun Sisoulith on March 

1 requesting consular access. Rapson noted that the Vienna 
Convention requires that countries grant prompt consular 
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access to detained foreign nationals. Southam said that 
Britain has experienced similar problems and pledged to 
assist in obtaining access to Mr. Yerlee. (Note: As of March 
19, the Embassy had still not received permission to visit 
Yerlee despite continued efforts. The Embassy sent a 
follow-up diplomatic note on March 12. End note.) 
MCGEEHAN 
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E.O. 12958: DECL: 03/15/2016 
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SUBJECT: BURMA\'S Al OUTBREAK IN POULTRY SPREADS FURTHER 
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Classified By: Econoff TLManowe for Reasons 1.4 (b, d) 


1. (U) Summary: Burma\'s Al outbreak in poultry, which began 
on March 10-11, continues to spread. On March 18, the GOB 
responded to new outbreaks of Al in poultry at eight farms in 
another Rangoon township located near a major poultry 
producing area. Officials continue to respond by culling all 
poultry on affected farms and disinfecting the premises. The 
GOB has reported no suspected human cases. Officials 
increased efforts to address vulnerabilities at markets where 
live poultry is sold. End summary. 


2. (SBU) GOB Rapid Response Teams responded to reports of 
1,605 poultry deaths over two days at eight poultry farms in 

a \"livestock zone\" in Nyaung Hnit Pin Township, north of the 
most recent outbreak sites in Rangoon. Lab technicians 
detected the Al virus, and PCR confirmation is expected by 
March 20. On March 18 - 19, the Livestock Breeding and 
Veterinary Department (LBVD) Director General supervised the 
culling of 22,337 chickens by the LBVD culling team, the 
destruction of eggs and feed stores by the Rangoon Division 

Al Prevention and Control Committee, and disinfectant 
spraying by LBVD teams at the eight farms. 


3. (SBU) Officials have begun to monitor the health of 

poultry and humans within the controlled zone surrounding the 
affected farms. The Livestock Zone maintains some 
biosecurity measures, and authorities suspect that the virus 
may have entered the zone through egg trays or feedbags. 
Access to wild birds is limited, and no wild bird deaths were 
reported in the area. The area of the new outbreaks contains 
many government- and military-owned farms, and borders on 
Hmaw Bi, one of the country's major poultry producing areas. 


4. (C) Jum Coninx, WHO Al Coordinator, told us on March 17 
that a confidential source informed her of \"thousands\" of 
unreported poultry deaths on military-owned farms in 

Mingladon and North Okkalapa Townships in Rangoon. The 
Burmese military owns numerous agricultural and commercial 
enterprises around the country. Her source said that LBVD 
officials culled the remaining poultry and disinfected the 

farms, using the same procedures on government premises as on 
commercial and residential farms. In their internal reports 
prepared for the Minister of Livestock, which they share with 

the Embassy, LBVD confirmed that one of last week\'s outbreaks 
occurred at a police station in North Okkalapa Township and 
that they had also sprayed disinfectant at army grounds in 

the same township. The internal report did not mention any 
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other poultry deaths at military farms. 


5. (SBU) On March 14, FAS specialist observed that most 
commercial poultry farms in Hlaing Thaya, site of two recent 
outbreaks, had closed down. She reported that many Rangoon 
farmers quickly sold their chickens in local markets before 

they could become infected, taking a 25%-50% loss from usual 
profits. Responding to earlier concerns voiced by FAO, WHO 
and USAID, LBVD conducted educational talks on biosecurity at 
markets in Mingaldon and Hlaing Thaya Townships. Embstaff 
report that new procedures are in place at some wet markets, 
including the requirement that poultry sellers wear masks, 

and that the government will allow only sellers who are 

certified "H5N1 - Clean\" to sell poultry at markets. 


6. (C) While some blamed political pressure from high 
officials or uncertain lab procedures for the delay in 
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acknowledging the Al outbreak in Rangoon in the media this 
month, sources have told us that the pressure to suppress the 
news came from CP, the major commercial poultry producer. 
CP, a Thai-owned company, was hit hard by the 2006 outbreak, 
when the GOB culled all poultry within a one kilometer radius 
of affected farms. CP reportedly cannot withstand another 
big downturn this year, and urged the government to release 
information in the press slowly to reduce the impact on their 
sales. LBVD reps told us that a similar broader culling 
procedure might be necessary to contain the current outbreak 
before it spreads to large private and government poultry 
producers in Hmaw Bi and further north in Bago Division, two 
areas that, together with Mandalay, host most of Burma\'s 
commercial poultry enterprises. 

VILLAROSA 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage March 17-19 on the DPP governmentVs decision to appoint 
Mainland Affairs Council Chairman Joseph Wu as the new TECRO chief; 
on the drafting of a constitution for a \"Second Republic\"; and on 

the 2008 presidential elections. The pro-independence \"Liberty 

Times\" ran a banner headline on page five that read \"Major Task for 
Joseph Wu\'s Appointment to the United States is to Stabilize the 
Relationship among the Three Sides.Y The pro-unification \"United 

Daily News\" also ran a banner headline on page two that said \"Joseph 
Wu, the First DPP Representative to the United States.\" 


2. In terms of editorial and commentaries, a column in the 
mass-circulation \"Apple Daily" said it will be Taipei\'s own wishful 
thinking if it treats Washington as a shortcut to Beijing by sending 

its official in charge of cross-Strait affairs to Washington D.C. A 
\"Liberty Times" analysis said Wu\'s strength is that he is able to 
comprehend the DPP administration\'s policy. An analysis in the 
pro-status quo \"China Times\" said it is solely incumbent on the 
TECRO chief to communicate precisely with the United States about 
President Chen Shui-bian\'s \"Four Wants and One Without\" policy. A 
\"United Daily News\" column said Wu\'s appointment is also aimed at 
adding fuel to the already widely spreading name-change campaign. 
An editorial in the limited-circulation, conservative, 

pro-unification, English-language \"China Post,\" on the other hand, 
refuted Assistant Secretary of State Glyn Davies\'s remarks before 
the House Thursday, in which he said that China\'s and Taiwan\'s 
\"checkbook diplomacy\" is distorting the democratic process in the 
Pacific Island nations. End summary. 


3. U.S.-Taiwan Relations 


A) VThe Load Is Heavy for Joseph Wu, but the Course Will Not Be 
Long\" 


Columnist Antonio Chiang commented in the mass-circulation \"Apple 
Daily\" [circulation: 520,000] (3/19): 


Y... Because of the impact of Taiwan\'s political development, many 
clashes have occurred in the relations between Taipei and Washington 
over the past few years. As substantive changes happened in the 
triangular relationship among Taipei, Washington, and Beijing, the 
previous and incumbent TECRO chiefs became the scapegoats. The 
Green camp felt that they had worked perfunctorily and doubted their 
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loyalty [to the DPP government], while the Blue camp criticized them 
with sarcasm and mockery for hanging onto men of influence and 
seeking the patronage of the enemies. Sometimes the Americans also 
had doubts about whether they had a reliable channel to communicate 
problems faithfully. This is a job that looks magnificent from the 
outside but whose hardships few people really understand. ... 


\"Since it came into power [a few years ago,] the DPP has been 
criticized as lacking real talent in foreign relations, national 
defense, finance and economics. In fact, the real problem lies in 
the leader\'s ability to know his people and employ them to the best 
advantage. Now that A-Bian is about to complete his term, and he 
has just started to learn how to manage his people, it is already 

too late to really achieve anything. Taipei-Washington relations 
and cross-Strait relations are two birds that can be killed with one 
stone. Beijing has long treated Washington as a shortcut to Taipei, 
but it would be Taipei\'s wishful thinking if it wanted to follow 

suit and treat Washington as a shortcut to Beijing by sending the 
chairman of its Mainland Affairs Council to be stationed in 
Washington D.C.\" 


B) \"Diplomats Ought to Work for Their Country Rather Than for Their 
Own Political Party" 


Washington correspondent Nadia Tsao noted in an analysis in the 
pro-independence \"Liberty Times!" [circulation: 500,000] (3/19): 


Y... Washington in general has a very favorable opinion of the DPP 
administration\'s decision to send Joseph Wu to serve as Taiwan\'s 
representative in the United States. In addition to his excellent 
qualifications, the main point is that he can truthfully comprehend 

the DPP government\'s policies. David Lee\'s appointment to Canada 
has also set an example for diplomats, showing that all talents work 
for their country and any political party can rely on them as long 

as they have ability." 


C) \"To Convey Bian\'s Ideas to the United States, Joseph Wu Steps up 
to the Battlefront" 


Journalist Chiang Hui-chen noted in an analysis in the pro-status 
quo \"China Times!" [circulation: 400,000] (3/19): 


Y"... Ever since the beginning of 2007, Bian\'s administration has had 
its campaign strategy for 2008 ready. At first, it was the National 
Security Council that, in a big move, invited the retired heads of 

five foreign states to Taiwan to unveil the topic of \'transitional 


justice. Then, followed by the warm-up activities to the 2-28 
Incident commemoration and the storms to get rid of anything related 
to Generalissimo Chiang Kai-shek, Chen Shui-bian tossed off the 
\"Four Wants and One Without" remarks in early March, which has 


Column 3 
formally stated his four main focuses - namely, \independence, name 
change, new constitution, and development.Y 


“While the Blue camp was using what was left of its energy following 
the Vbattle between Wang Jin-pyng and Ma Ying-jeou\' to attack the 
Vindependence and name change! parts of Bian\'s Four Wants," they 
overlooked the fact that Vnew constitution and developmentY are the 
real campaign focus for Bian. It all hinges on the tactical 

promotion of [Taiwan\'s] cross-Strait policy in order to work out 

tactfully the plan for a \'new constitution and development,\' and to 
accomplish this goal, it is solely incumbent on the TECRO chief to 
stabilize the pressure from the international community and to 
communicate precisely [with the United States]. 


\"The authorities pointed out that the idea of the new constitution 

that Bian is about to toss off will be carried out step-by-step in 

the direction of systemic reform with appeals for a \'Second 

RepublicW and a \'Cabinet [i.e., parliamentary] system.Y As for the 

call for “development. this has subtly implied that the candidate 

for the 2008 presidential election that Bian will support will 

adjust the government\'s cross-Strait policy to make it meet the 

major economic interests that concerns people\'s livelinood. This 
was the main reason why Washington did not react as harshly as it 
before when it learned of the \'Four Wants and One Without.Y ... The 
reason why the international community had paid close attention to 
Joseph Wu was the same as why he was appointed to head the TECRO. 
Wu will act and deliver Chen\'s messages on his behalf about the new 
constitution and the opening cross-Strait policy in the most precise 
way and most favorable terms for Bian during his remaining year in 
office.\" 


D) \"David Lee, the Departed\" 


The \"Black and White\" column in the pro-unification \"United Daily 
News\" [circulation: 400,000] wrote (3/19): 


\"Taiwan\'s representative to the United States David Lee will be 
replaced by Joseph Wu. The move symbolized that the Bian 
administration has decided thoroughly to abandon the course of using 
career diplomats, and it is also aimed at adding fuel to the name 
change campaign which is already spreading like wildfire. ... Over 
the more than two years during which Lee headed the TECRO office, 
there have been constant rumors that he would be replaced. This 
situation reflected that he has failed to gain the trust he deserves 

as acareer diplomat with over 20 years of experience in the 
Blue-Green politics. Now that he will be transferred to Canada, he 
can finally get rid of this \'infernal\' diplomatic career in which 

he, as a \'Blue person,\' can hardly speak on behalf of the Green 
camp. ...\" 


E) \"Checkbook Diplomacy Is Much the Same, No Matter Who Pays\" 


Column 3 


The conservative, pro-unification, English-language \"China Post" 
[circulation: 30,000] editorialized (3/19): 


Y... Glyn Davies told Congressmen both Taiwan and China are trying 
to outdo each other by throwing huge sums of money at the Pacific 
leaders, and the United States remains uneasy about the competition 
for recognition in the South Pacific. WTo the extent that (China) 

and Taiwan engage in \'checkbook diplomacy! to gain favor with 
Pacific leaders,Y he was quoted as saying, \'the political process in 
those countries will be distorted.\' ... 


\"But it's unfair for Davies to claim Taipei\'s checkbook diplomacy is 
distorting the democratic process in the Pacific Island nations. 

Uncle Sam himself extended aid in grants and financial assistance in 
other forms to keep or win over diplomatic allies against the Soviet 
Union during the Cold War. Didn\t Washington aid Saddam Hussein in 
his war on Iran? What\'s the Contra scandal all about? Of course, 
that assistance was not called checkbook diplomacy, albeit no one 
can see where it differed fundamentally from what Taipei and Beijing 
are said to engage in. Besides, the diplomatic war between Taiwan 
and China little affects the political process of the island nations 

in the South Pacific. Washington wants all of them to be free and 
democratic. Democracy evolves. It cannot be bought. Nor can it be 
handed over on a sliver plate just as the United States has been 
trying to do to post-Hussein Iraq." 


YOUNG 


100918 

PP RUEHWEB 

DE RUEHBU #0520/01 0780924 

ZNY CCCCC ZZH 

P 190924Z MAR 07 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC PRIORITY 7584 

INFO RUEAIIA/CIA WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 

RHMFISS/FBI WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RHMFISS/HQ USSOUTHCOM MIAMI FL PRIORITY 
RHMFISS/DEPT OF JUSTICE WASHINGTON DC PRIORITY 


SIPDIS 
SIPDIS 
WHA FOR A/S SHANNON, DASDUDDY, AND DMCCARTHY, WHA/BSC FOR 


BARNES, FRIEDMAN, AND BLAKENEY NEA/IR FOR HWOOSTER, S/CT 
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AND JOSE CARDENAS, FBI FOR CTD IRAN-HIZBALLAH UNIT AND OIO 
AMERICAS UNIT 


E.O. 12958: DECL: 03/05/2017 

TAGS: PTER, PREL, PGOV, KJUS, AR, FBI 

SUBJECT: ARGENTINE GOVERNMENT WELCOMES AMIA DECISION 
PRIVATELY, BUT QUIET PUBLICLY 


REF: A. 1. BUENOS AIRES 422 2) BUENOS AIRES 375 3) 
BUENOS AIRES 312 
B. 4) BUENOS AIRES 263 AND PREVIOUS 


Classified By: AMBASSADOR E. ANTHONY WAYNE FOR REASONS 1.4 (B) AND (D) 


1. (C) Summary: On March 15, Interpol Executive Committee 
(EC) recommended by consensus the issuance of Red Notices 
against five Iranian officials and one Hizballah - Islamic 

Jihad Organization (IJO) leader wanted in connection with the 
July 18, 1994 suicide bombing of the Argentine-Israeli Mutual 
Association (AMIA), but turned down the GoA\'s request against 
three other former top Iranian officials, including former 
President Hashemi Rafsanjani. Apart from press reports 
quoting AMIA Special Prosecutor Alberto Nisman as saying "We 
won\", GoA reaction so far has been relatively quiet. Under 
Secretary for Political Affairs Luis Cappagli told DCM the 
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GOA did not intend to issue a press statement. He added that 
the GOA fully expects the GOI to appeal the decision, but 

that the unanimity of the EC decision would have a very 
favorabe impact on a future vote by the Interpol General 
Assembly in November. In a separate conversation, Vice 
Foreign Minister Garcia Moritan called Ambassador to express 
thanks for USG assistance in rallying Interpol EC support and 
the judge in the case similarly expressed his sincere 
appreciation for help. 


2. (SBU) Local press coverage has depicted the Interpol 
decision as a victory for the GoA, with two articles 

criticizing the USG decision to support the EC\'s 

reccomendation not to publish the Red Notices for top Iranian 
officials. Reactions from the Jewish community were mixed, 
with leaders from AMIA and the Delegation of Israeli and 
Argentine Associations (DAIA) applauding the announcement but 
expressing disappointment regarding Interpol\'s recommendation 
to issue only six of the nine Red Notices. Meanwhile, on 

March 16th First Lady Cristina Kirchner and four government 
ministers attended a ceremony commemorating the 15th 
anniversary of the terrorist bombing of the Israeli Embassy 

in which Israeli officials repeatedly blamed Iran and 

Hezbollah for the attack. Although President Kirchner did 
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not attend the ceremony, he stated that the bombing was Wan 
attack on the people of ArgentinaW and stressed that the GOA 
would not back down on its commitment to investigate the case 
to the very end. End Summary. 


3. (SBU) On March 15, Interpol Executive Committee (EC) 
approved by consensus the issuance of Red Notices for six of 
the nine AMIA subjects as recommended by Interpol\'s Legal 
Department. A senior GOA source reported that the only EC 
representative who did not attend the March 15 vote was the 
Brazilian representative, given possible GOB concerns over 
complicating its relations with Iran. The Red Notices were 
approved for five Iranian officials and one Hizballah - 

Islamic Jihad Organization (IJO) leader wanted in connection 
with the July 18, 1994 AMIA suicide bombing, which killed 85 
people and wounded more than 150. The approved applications 
included former Minister of Intelligence and current Assembly 

of Experts member Ali Fallahijan, former IRGC Commander and 
current Expediency Council member Mohsen Rezai, former Quds 
Force leader and current Deputy Defense Minister Ahmad 
Vahidi, former Iranian Embassy (Buenos Aires) Cultural 

Attache Mohsen Rabbani, and former third secretary of the 
Iranian Embassy Ahmed Reza Asghari (a.k.a. Mohsen 
Randjbaran). The report named Hizballah terrorist leader 

Imad Mughniyah as well. As expected, Interpol\'s EC denied 
the GOA\'s request to issue Red Notices for Iran,s former 
President and current chairman of the Expediency Council Ali 
Akbar Rafsanjani, former Foreign Minister and current 
Khamenei advisor Ali Akbar Velayati, former Ambassador of 
Iran (Buenos Aires) Hadi Soleimanpour. Interpol EC decided 
against issuing a Red Notice against Soleimanpour based on a 
lack of adequate new evidence. Interpol\'s EC justified its 
decision not to issue Red Notices against Rafsanjani and 
Velayati because Interpol\'s mandate specifically prohibits it 
from interfering in the internal political affairs of other 


countries. We understand that the Red Notices will be 
published on April 1 if Iran does not appeal the decision by 
March 31. Iran\'s Charge in Buenos Aires, Mohsen Baharvand, 
said the Iranian government would appeal the decision and 
blames \"USG political pressure\" for the decision. Should 

Iran appeal the decision, Interpol will hold the Red Notices 

in abeyance until the matter can be voted on by Interpol\'s 
General Assembly in November. 


4. (C) GOA reaction so far has been relatively quiet; 
Special Prosecutor Alberto Nisman\'s publicly stated that the 
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Interpol decision indicated strong support for the GoA 
investigation. But the press carries no other GoA official 
reaction to the Interpol announcement. Under Secretary for 
Political Affairs Luis Cappagli told DCM that senior 

leadership in the MFA and Interior Ministries were very 
pleased with the outcome, but that the GOA did not intend to 
issue a press statement. He added that the GOA fully expects 
the GOI to appeal the decision, but that the unanimity of the 
EC decision and the Legal Department\'s recommendation would 
favorably impact a future vote by the Interpol General 
Assembly in November. In a separate conversation, Vice 
Foreign Minister Garcia Moritan called Ambassador to thank 
him for USG assistance in rallying Interpol EC support. He 
specifically expressed thanks to Secretary Rice and Under 
Secretary Burns. The investigating judge in the case, 
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Rodolfo Canicoba Corral, also told Ambassador how much he 
appreciated U.S. support in the runup to Lyon. He said he 
would have like to get all the Red Notices issued, but 
understood U.S. concerns. 


Press Mostly Positive, But Critics Accuse USG of 
\"Short-Sightedness\" for leaving out Top Iranian Officials 


5. (SBU) The Argentine media has given prominent coverage to 
Interpol\'s ruling, largely depicting it as a victory for the 

GoA, especially in light of Interpol\'s decision to rescind 
Argentina\'s Red Notices in September 2005. Press reports 
commonly describe Interpol\'s unanimous decision as 
reaffirming the integrity and legitimacy of Argentina\'s 

claim, even if it does not make certain that the bombing was 
masterminded by the Iranian intelligence apparatus and 
Hezbollah. One opinion piece cited progress on the AMIA case 
as a direct outcome of improved U.S.-Argentine relations, 
while others criticized the U.S. decision to support the EC\'s 
reccomendation not to publish the Red Notices for top Iranian 
officials. One article accuses the USG of 
\"short-sightedness\" for prioritizing concerns that the USG 
would be setting a precedent for rival governments to seek 
the extradition of U.S. leaders by voting in favor of issuing 

a red notice against former president Rafsanjani. Another 
alleges that the arrest of top Iranian officials would be 
inconvenient for Washington\'s Middle East strategy, 
specifically describing Rafsanjani as a \"key politician\" in 
U.S. efforts to counterweigh Ahmadinejad. 


Mixed Reaction from the Jewish Community 
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6. (SBU) Reactions to the Interpol decision from the 

Argentine Jewish community have been mixed. Luis Grynwald, 
President of thr AMIA, and Angel Schindel, Vice-president of 
the Delegation of Israeli and Argentine Associations (DAIA), 
have applauded the announcement, stating that the unanimous 
verdict proves the strength of GoA\'s case. Grynwald and 
Schindel both expressed disappointment regarding Interpol\'s 
recommendation to issue only six of the nine Red Notices, and 
maintained that the GoA still has the option to appeal. They 
stated that the decision was not a surprise, claiming that 
Interpol never pursues high level officials. A few press 

reports, on the other hand, indicated that family members of 
victims of the bombing have criticized Interpol\'s ruling as 
insufficient, since it does not include all nine suspects. 


Kirchner: Israeli Embassy Bombing was \"An Attack on the 
People of Argentina\" 


7. (C) The Interpol decision was made on the eve of the 

15th anniversary of the 1992 bombing at the Israeli Embassy 
which killed 29 people. On March 16, First Lady Cristina 
Kirchner, Foreign Minister Jorge Taiana, Defense Minister 
Nilda Garre, Justice Minister Alberto Iribane, Education 
Minister Daniel Filmus, and Buenos Aires Mayor Jorge Telerman 
attended a ceremony commemorating the attack. In addition, 
the Israeli Ambassador Rafael Eldad, Israel\'s MFA Secretary 
General Aaron Abramovich, and the Israeli Ambassador to the 
UN Dan Gillerman who lost his wife in the attack, delivered 
speeches during the ceremony and blamed the Iranian 
government and Hezbollah for the attack. They, along with a 
representative from the Jewish community, mentioned 
Interpol's recommendation to issue Red Notices in the 1994 
AMIA bombing, describing the decision as a sign of 
\"international affirmation\" for the pursuit of truth and 

justice. FM Taiana also spoke at the ceremony, noting that 
the Argentine Supreme Court decided in 2006 that there was no 
statute of limitations for the case. He also emphasized that 
the GOA will continue to pursue every individual involved in 
the planning and execution of the bombing. President 
Kirchner did not attend the ceremony, but expressed his 
solidarity with the Jewish community from Patagonia three 
hours earlier and in an indirect reference to his wife, noted 
that he was sending a \"penguina\" to the event. (Note: 
Kirchner often refers to himself and his inner circle as 
\"penguins.\") Kirchner stated that the Israeli Embassy 
bombing was Van attack on the people of Argentina\" and 
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stressed that the GOA would not back down on its commitment 
to investigate the case to the very end. FM Taiana 

reiterated this sentiment in his speech. After the ceremony, 
Vice Minister of Defense Ocampo told Ambassador that 
Argentina is united behind the effort to seek justice in the 

1992 and 1994 bombings, stating \"We\'re all one.\" Later that 
day, the press quoted the Ambassador, who described Taiana\'s 
remarks as Va clear stance against terrorism\" and that the 

U.S. and Argentina share a common goal in fighting terrorism. 


8. (C) Iran\'s likely decision to appeal Interpol's EC 
recommendation will, ironically, keep the issue alive in the 
Argentine press in the runup to a November Interpol General 
Assembly vote. Kirchner\'s statement that the Embassy bombing 
was an attack on the people of Argentina was suprising, as 
many in and out of the GOA have often stated that the attack, 
as well as the AMIA bombing, were only directed at the Jewish 
community. Although the GOA\'s public rhetoric at the 
commemoration ceremony for the attack on the Israeli Embassy 
is positive, it remains to be seen whether the GOA will 

follow through in pursuing justice for the attack. 

Nevertheless, Christina\'s attendance at the event and her 
upcoming visit to Venezuela on March 23-24 to meet with the 
Jewish community there, foreshadows a likely Presidential bid 
by the First Lady and signals to Caracas that Argentina will 
remain firm in its commitment to pursue justice in the AMIA 
case despite Venezuela\'s alliance with Iran. Unlike the 

Chavez event, the ceremony was televised in its entirety. 
WAYNE 
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E.O. 12958: N/A 
TAGS: ECON, EINV, ETRD, TU 
SUBJECT: MFA PREVIEWS TURKEY\'S RESPONSE TO EPC ACTION PLAN 


1. (SBU) Summary: In a March 14 meeting with Ambassador, Foreign 
Ministry Under Secretary Ertegrul Apakan previewed Turkey\'s reaction 
to our draft of the Economic Partnership Commission (EPC) Action 
Plan. Stressing that MFA staff needed a week or two to get 
interagency clearance, Apakan said he was in general very pleased 
both by the EPC meetings and the concrete way the Action Plan has 
developed. He believes that it stands with the \"Strategic Vision 
Document\" as a tangible demonstration of our joint commitment to the 
relationship and hopes that the document can be made public. 
Following are some of the specific comments mentioned by Apakan, 
which he said were preliminary and offered in the spirit of refining 

what is already an excellent document. Ambassador said we shared 
the positive assessment of the paper and the prospects for deeper 
economic cooperation, noting that some of the action items -- such 

as last weekend\'s Iraq gas meeting -- were already being 
accomplished. End Summary. 


Science and Technology Cooperation 


2. (SBU) Apakan said renewing the S and T cooperation agreement is 
a priority for the MFA. The draft provided by the State Department 

is currently being reviewed by other Turkish agencies. In addition, 
Apakan suggested that a yearly U.S.-Turkey University Conference 
could be incorporated as part of the S&T section of the Action Plan. 
Ambassador noted that the Turkish American Scientists and Scholars 
Association already did this, perhaps providing a base on which to 
build. Apakan agreed, saying it was unfortunate that State Minister 
Babacan was not able to participate in the upcoming TASSA conference 
when he is in the United States later this month because of 

scheduling reasons. 


Container Security Initiative 
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3. (SBU) Apakan mentioned that Turkish interagency discussions 
related to the CSI agreement were occurring in Ankara. Following 

the meeting with Apakan, we separately suggested to Director General 
for the Americas Vefahan Ocak that travel by Turkish officials to 

the TIFA Council meetings next month presents an opportunity to 
discuss the agreement with Homeland Security and State Department 
officers and counsel, and hopefully to finalize it. 


Joint Production Opportunities 


4. (SBU) Apakan felt that this language could be more 
\"forthcoming\" and said that the Turkish side would provide specific 
suggestions on how to go beyond the current reference to 
\"exploration\" of opportunities. He argued that it was important to 
have specific wording \"since this idea replaces QIZs.\" Apakan 
suggested moving the JPO language to the business subheading, but 
also said that MFA would propose additional descriptive language to 
enhance the regional cooperation topic. 


5. (SBU) Apakan suggested finding a way to highlight the proposed 
cooperation between the Small Business Administration and Turkey\'s 
KOSGEB. (Post will ask MFA to arrange a meeting with KOSGEB to get 
a better understanding of the issues raised during the EPC 

meeting.) 


6. (SBU) Apakan stressed the importance of this topic and the 
opportunities for cooperation. Ambassador mentioned the recent 
meeting on Iraqi Natural Gas and the trip to Henry Hub, which has 
been proposed for April 14. Apakan and Ocak felt that the language 
regarding a transit agreement should also find some way to call upon 
European countries to support such gas transit. Ambassador noted 
that we had to be careful about how this would be worded, but looked 
forward to hearing the Turkish suggestions. 


7. (SBU) Apakan noted the reference to cooperation on \"Clean Coal\" 
technology, saying that this would be an especially useful area to 
emphasize. 


Final Document Should Be Public 
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8. (SBU) Finally, Apakan reiterated his satisfaction with this 
work and its contribution to the relationship, suggesting that the 
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final document be made public. Post would support this idea, but 
would appreciate Washington\'s guidance. 

WILSON 
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E.O. 12958: DECL: 03/19/2017 
TAGS: PGOV, PHUM, KDEM, TH 
SUBJECT: AMBASSADORYS CALL ON FORMER PM BANHARN SILAPA-ARCHA 


REF: A. BANGKOK 1538 (CHATURON WORRIED) 
B. BANGKOK 1034 (CHATURON DEFIES RESTRICTIONS) 
C. 06 BANGKOK 5536 (MEETING WITH BANHARN) 


Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


SUMMARY 


1. (C) Former Prime Minister Banharn Silapa-Archa told the 
Ambassador that the Thai Rak Thai Party (TRT) had lost most 
of its influence, and fair elections would show a sharp 

decline in support for TRT. Banharn foresaw moderate growth 
for his own Chart Thai Party. He staunchly opposed a 
proposed constitutional provision allowing any person other 
than an elected legislator from becoming Prime Minister, but 
he expressed ambivalence about other potential ways in which 
the constitution might reshape Thai politics. Banharn spoke 
highly of Prime Minister Surayud\'s character and dismissed 
the possibility of further military intervention in politics. 

He doubted the authorities would prosecute TRT\'s Party 
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Leader for engaging in campaign-like activities. End Summary. 


THAKSIN AND THAI RAK THAI 


2. (C) The Ambassador called on former Prime Minister Banharn 
Silapa-Archa at Chart Thai Party headquarters on March 16, 
meeting him for the first time since the September 19 coup. 
Banharn said that he did not support the military\'s seizure 
of power, but former Prime Minister Thaksin Shinawatra\'s 
actions left the country with no choice. At the time of the 
coup, with weeks remaining before national elections were 
likely to take place, unspecified Thai Rak Thai (TRT) figures 
had already begun vote-buying efforts. Banharn said he had 
suspected a coup might take place, and he was somewhat 
surprised that Thaksin was willing to travel abroad when the 
political climate was so tense. 


3. (C) Banharn said he did not believe Thaksin\'s professed 
willingness to withdraw from politics. He said Thaksin would 
be able to return to Thailand, but only after the election 

and the installation of a new civilian government. According 
to Banharn, Thaksin\'s problems stemmed from the greed and 
substantial influence of his wife, Potjaman. 


4. (C) As for TRT, the party Thaksin formerly led, Banharn 
dismissively labeled it as \"dead.\" Highlighting the number 
of prominent figures who either deserted the party or have 
become inactive, Banharn added that the party has lost its 
ability to use the military, police, and civil service to 

garner votes for the party. He said TRT \"cannot compete," 
and projected it would win 70 seats. (Comment: Banharn\'s 
calculation probably assumed a 500-seat House, similar to 
pre-coup. In such a legislature, 70 seats is a far cry from 
the 377 that TRT won in 2005, but still would represent a 
meaningful showing. End Comment.) 


5. (C) Banharn predicted his own Chart Thai Party would gain 
seats, so long as the election was fair. (Note: Chart Thai 
won only 26 seats in 2005. End Note.) However, he said he 
did not want Chart Thai to grow too large, otherwise it would 
have to contend with the type of factionalism that had beset 
TRT. 


CONSTITUTION 


5. (C) Banharn said that it would be necessary for the 
constitution to mandate that Thailand\'s Prime Ministers be 
elected members of parliament, contrary to proposals some 
political figures had floated. Attempts to include 
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provisions allowing exceptions -- even if only in times of 
crisis -- would cause turmoil. Banharn was less concerned 
about other ways in which the constitution might reshape 
politics. He was open to the idea of multi-member districts, 
saying that larger districts, which would make it easier for 
small parties to win seats in the House, would not 
necessarily mean a return to the instability that was common 
in the mid-1990Vs. 


6. (C) lt mattered little whether the constitution drafters 
would retain provisions for some seats to be allocated 
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through a party list system, Banharn said. He also appeared 
ambivalent about the form of the next Senate. While some 
officials of his party have advocated that Senators be 
appointed to their positions, Banharn told the Ambassador 
that it might be possible to have another elected Senate -- 

it would depend on the rules, he said. The basic problem 
that Thailand confronted was its lack of development and low 
level of education. Accordingly, it would take years for 
Thailand to become a mature and stable democracy. 


THE CURRENT ADMINISTRATION 


7. (C) Banharn expressed confidence that the military would 
extricate itself from politics after the next election. He 

largely dismissed the possibility of another coup, which has 
been the subject of speculation in light of growing criticism 

of the current administration\'s performance. The Ambassador 
stressed that any further move by the military to reshape the 
political landscape would lead to widespread criticism by the 
international community. Banharn characterized Prime 
Minister Surayud as a good and well-intentioned man. It 
would be difficult to find anyone to replace Surayud, Banharn 
said. Surayud\'s cabinet was less than impressive, however -- 
Banharn noted that new Finance Minister Chalongphob 
Sussangkarn was not particularly adept. 


BAN ON PARTY ACTIVITIES 


8. (C) Addressing TRT Party Leader Chaturon Chaiseng\'s 
defiance of a ban on political party activities (ref B), 

Banharn said that Chaturon had violated the law, and he had 
done so intentionally, as a provocation. Nevertheless, 
Banharn felt that the authorities would not follow through on 
their threats to prosecute him. (Note: Despite official 
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restrictions on party activities, Banharn has stated publicly 
that Chart Thai officials will continue meeting with their 
constituents, as these meetings do not pose a security 
threat. End Note.) 


COMMENT 


9. (C) Banharn and his Chart Thai cohorts have been largely 
supportive of the military since the September coup. So when 
they insist that the Prime Minister must be an elected MP, 
despite trial balloons to the contrary that seem supported by 
conservative figures, we conclude that opposition to 
alternatives would be strong indeed. We also noted that 
Banharn and Chaturon have divergent views on support for TRT: 
Banharn feels TRT is far less popular than it used to be, 
whereas Chaturon feels TRT could win a majority of the House 
seats (ref A). We do not know which perspective is more 
accurate, but Banharn\'s assessment may be the premise from 
which he derives his confidence that Thailand can restore 
democratic rule fairly easily. 

BOYCE 
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E.O. 12958: DECL: 03/19/2017 

TAGS: KCRM, KDEM, PREL, PGOV, BD 

SUBJECT: BUSINESSMEN AND POLITICIANS REACTION TO SECOND 
LIST OF 50 


REF: A. DHAKA 0436 
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B. DHAKA 0329 


Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (C) Summary. Businessmen are starting to express concern 
about the lack of transparency with the government\'s 
anti-corruption lists, particularly as they pertain to 

several well-regarded businessmen. Meanwhile, an Awami League 
politician says his inclusion on the lists is being used by 

senior army officers to pressure him to join a pro-military 

political party. End Summary. 


2. (SBU) On February 18, the government published a list of 
50 persons required to present personal net worth statements 
to the Anti-Corruption Commission; most of the 50 were 
subsequently arrested and most were widely reputed to be 
exceptionally corrupt. On March 8, the Daily Star newspaper, 
citing a \"reliable source," published a second list of 50 
corruption suspects who the government never officially 
acknowledged or dismissed. Although politicians from both 
the Awami League and even more from the Bangladesh 
Nationalist Party dominated both lists, some businessmen, 
journalists, and labor leaders appeared on the second list. 
Most prominent were the chairman of Bashundhara Group and 
Beximco, two of the country's largest business conglomerates, 
and the president of the Bangladesh Chamber of Industries, 
A.K. Azad, whose garment factories are principal suppliers to 
JC Penny and Target. No specific charges have been 
associated with or filed against most of the suspects. 


3. (C) Reports that a third list is being compiled have 

fueled anxiety among potential targets. Recently, several 
business leaders told econoff that they were surprised by the 
inclusion of Azad on the list as none could explain what he 
might have done wrong. Azad\'s inclusion raised concerns 
among major U.S. buyers about the potential impact of the 
anti-corruption campaign on Bangladesh\'s reputation as a 
reliable supplier of ready-made garments. Both JC Penny (ref 
A) and Target contacted the Embassy to seek register concern. 


4. (C) On March 18, business leaders told econoff that the 
anti-corruption campaign and earlier government actions to 
target \"hoarders\" and adulterated commodities have had a 
chilling effect on business, evidenced by a drop in the 

volume of import letters of credit opened over the past 

month. Buyers, they say, are reluctant to order normal 

quantities because of uncertain rules over what constitutes 
\"hoarding.\" Importers of commodities also fear that normal 
spoilage (5%-10% wastage is not uncommon) will be attacked as 
\"adulteration.\" 
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5. (C) On March 18, Awami League International Affairs 
Secretary Syed Abul Hossain, who is on the second list of 50, 
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told poloff that he does not sleep at home now for fear of 
arrest and insisted that corruption allegations that led to 

his resignation as State Minister during the last Awami 
League government had all been resolved. In order to clear 
his name, Hossain said, he sought out business and army 
leaders. When he asked Directorate General for Forces 
Intelligence,s Brigadier General Bari to purge his name from 
the list, Bari reportedly replied that the army was forming a 
political party and wanted to know how many Members of 
Parliament Hossain could bring with him to this new party. 
Bari allegedly added that the army has approached other 
members of both major parties about joining them, 
underscoring to Hossain that his name on the list was simply 
a ploy to get him to join the new party. 


6. (C) Jatiya Party Secretary General Ruhul Howlader recently 
told poloff that during the Ershad regime, BNP member (and 
future BNP law minister) Moudud Ahmed was arrested on 
corruption charges, given a choice about his future, 

released, and then welcomed into the fold of Ershad\'s Jatiya 
Party. Howlader speculated that the army today is using the 
same strategy to build its own political party. 


7.(C) Comment: The public has strongly supported government 
action against individuals widely believed to be corrupt, but 

as the net widens to capture people who are those less 
obviously culpable, it risks alienating constituencies, like 
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business, that originally hailed the government\'s agenda and 
scaring off key overseas buyers who seek stable supply 
chains. As reports accumulate from leaders of both main 
parties that military officers have urged them to support a 
pro-military party, the allegation that the military is using 

the corruption campaign as political leverage looks more and 
more credible. 

BUTENIS 
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STATE PASS OPIC/OPIC PORTFOLIO MANAGEMENT DIVISION 
SCHMITZER AND NGUYEN 
DEPARTMENT FOR NEA/ARP, EEB/IFD/OIA 


E.O. 12958: DECL: 03/19/2017 
TAGS: ECON, EINV, ENRG, EFIN, AE 
SUBJECT: ASSESSMENT OF TAQA AND BOARD MEMBERS FOR OPIC 


REF: A. MARCH 7 OPOIC MEMORANDUM REQUEST 


B. ABU DHABI 193 

C. 06 ABU DHABI 4579 
D. 06 ABU DHABI 4360 
E. 04 ABU DHABI 3412 


Classified By: Ambassador Michele J. Sison for reasons 1.4 (B & d). 


1. (SBU) Embassy offers the following comments about the Abu 
Dhabi National Energy Company (Taga), the Abu Dhabi Water and 
Electricity Authority (ADWEA), the Farmers\' Fund, and board 
members in response to ref a request for information. We do 

not have any information on the entities or individuals with 

respect to potential ties to terrorism, money laundering, 

corruption, or violations of law. We do have some contextual 
information on the institutions and on some of the 

individuals that we provide for OPIC\'s information. 


2. (C) Abu Dhabi, the richest and most powerful of the seven 
emirates that make up the UAE, has been engaging in a 
cautious process of partial privatization of some of its key 
infrastructure. These partial privatizations allow the 
government to maintain majority ownership but to bring in 
foreign partners and/or to develop the local stock market 
further and spread the benefits of equity ownership among UAE 
nationals. Board members for these parastatal companies tend 
to be from key families and/or are trusted senior government 
officials. The Chairman of Taga and the Chairman of ADWEA 
are, for example, both members of the Emirate of Abu Dhabi\'s 
cabinet -- The Executive Council. The Chairman of ADWEA is a 
member of the ruling family of the Emirate of Abu Dhabi. The 
Executive Council determines how Abu Dhabi\'s oil wealth is 
spent. (Note: Abu Dhabi has around 95% of the oil and gas 
reserves in the UAE. Constitutionally oil and gas reserves 
belong to the individual emirates in which they are located, 
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not to the UAE as a whole. By virtue of the emirate\'s 
wealth, Abu Dhabi provides much of the funding for the UAE 
federal government and almost all of the foreign assistance 
provided in the name of the UAE. 


3. (C) Although UAE companies and financial institutions 
understand the requirements of due diligence, there is 
sometimes a sense of deference to large, well-established 
families -- including many of those on the boards of Taga, 
ADWEA, and the Farmers\' fund. In the past UAEG officials 
have also noted that -- as a friendly government -- 
consideration should be given to their parastatal companies 
and government investors. During the debate on DP World, the 
UAE pushed for positive USG statements on the relationship. 

It is possible that the UAEG would make a political push for 
having OPIC maintain its loan to the power project in Morocco 
that Taga has bought into. Although the UAEG has stressed 
that the ultimate failure of the DP World purchase of port 
assets in the U.S. was a commercial issue and would not 

affect the bilateral relationship, they have taken pains to 
comment that the action could serve to discourage investment 
in the U.S. It is also possible that Abu Dhabi will just pay 

off the loan rather than subject the Taqa/ADWEA/FarmersV Fund 
board members to excessively intrusive scrutiny. 


Corporate Entities 


4. (U) Taga is an Abu Dhabi energy company, established in 
2005, that is majority owned by the government of the Emirate 
of Abu Dhabi (the richest of the seven emirates in the United 
Arab Emirates). The Abu Dhabi Water and Electricity 
Authority owns 51% of the company and the Farm Owners\' Fund 
owns a further 24.1% of Taqa. The remainder of the shares 
are traded on the Abu Dhabi Stock Market, but are only open 
to investment by UAE nationals. Taqa, through its 
subsidiaries, provides about 85% of the water and electricity 
in the Emirate of Abu Dhabi and is becoming a vehicle for the 
Emirate of Abu Dhabi\'s overseas energy investments. 


5. (SBU) The Abu Dhabi Water and Electricity Authority 
(ADWEA) was established by the Government of the Emirate of 
Abu Dhabi to oversee the restructuring of the Emirate\'s water 
and electricity sector and to supervise the government\'s 

efforts to partially privatize the sector. ADWEA is a 
government of Abu Dhabi institution. Embassy has had 
discussions with ADWEA in its government capacity over the 
past two years. ADWEA was designated as the Abu Dhabi entity 
responsible for organizing the shipment of two used 

generators to Iraq to meet Iraqi power needs. Ultimately, 

the UAE did not provide these generators to Iraq. In 2004, 
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post discussed Abu Dhabi\'s exploration of building a nuclear 
power plant for power and water generation. ADWEA signed an 
MOU with the South Korean Ministry of Science and Technology 
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to conduct a feasibility study on nuclear power for 
electricity and desalinization. 


6. (C) The Farmers\' fund was created by the Abu Dhabi 
government to provide an income stream to Abu Dhabi farmers. 
In 2005, the Emirate of Abu Dhabi apparently began to phase 
out some of its direct subsidies to farmers (which had put 
significant stress on ground water reserves). The farmers\' 
fund helps to ensure that Abu Dhabi farmers continue to 
receive an income stream. 


Individuals 


7. (C) Sheikh Diyab bin Zayed Al-Nahyan is the 16th son of 

the late UAE President and Founder Sheikh Zayed Al-Nahyan and 
a half-brother of the current president. He was born in 1972 

and attended UAE University. He was appointed to the Abu 
Dhabi Executive Council in 2005. 


8. (C) Hamad Al-Hurr Al-Suwaidi is the Under Secretary 

(number two) of the Abu Dhabi Department of Finance and a 
board member of Abu Dhabi\'s major overseas portfolio 
investment vehicle, the Abu Dhabi Investment Authority 

(ADIA). He is also a member of the Emirate Executive 

Council. He was born in Abu Dhabi in 1965 and studied in 

the U.S. on a scholarship. He obtained his B.S. in Business 
Administration from Dominican College in 1987 and his 

Masten\'s in Financial Management from California State 
University San Bernardino in 1991. He worked in the North 
American department at ADIA, and as Deputy Manager of ADIA\'s 
London office from 1992-94. He then worked as deputy manager 
at ADIA\'s European department. In 1996, he moved to the 
Department of Finance where he served as Assistant Under 
Secretary until his appointment as Under Secretary in 2004. 


SIPDIS 

Al-Suwaidi has been a good contact for the Embassy, 
approachable and knowledgeable. Within the context of his 
job, he is also remarkably open and candid. 


9. (SBU) Ahmed Saif Al-Darmaki, the Vice Chairman of Taqa, 
has been an occasional contact of the Embassy\'s since 2004 on 
several issues discussed above. We have found him to be 
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generally willing to meet and have discussions within his 
area of competence. 
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1. (SBU) Summary: During a March 2 meeting, World Bank 
country manager Patchamuthu Illangovan told visiting EAP/MLS 
office director Rapson that he is more optimistic than he 

used to be about prospects for progress in Laos. The World 
Bank\'s major hydropower project, Nam Theun 2, has brought 
dynamism and good practices, although there are still many 
\"second and third tier companies that have agreements with 
the government in the hydropower and mining sectors. Nam 
Theun 2 is going forward in a satisfactory way, although 

there have been delays in relocating affected families. The 
Lao government has made surprisingly good progress in public 
finance reform, in part due to prodding by the newly vigorous 
legislature. Corruption appears to be on the rise, and the 

Lao have asked the World Bank for help in addressing it. End 
summary. 


2. (U) Ata March 2 meeting with visiting EAP/MLS Director 
Robert Rapson, World Bank country manager Patchamuthu 
Illangovan provided an overview of current World Bank 
priorities and concerns. The World Bank\'s Laos office is 
currently implementing the March 2005 strategy, which 
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emphasizes capacity development of organizations and 
individuals. The office recently created a senior position 
dealing exclusively with capacity-building. Investment and 
trade capacity-building is a priority for the World Bank and 
other donors. The World Bank is prepared to move quickly to 
assist the Lao government in addressing avian influenza. 
(Note: After this meeting, the World Bank reached agreement 
with the Lao government to fund a major poultry culling 
operation, currently underway. They continue to review other 
assistance requests. End note.) 


Public Finance and Governance 


3. (SBU) Mr. Illangovan said he has observed a lot of 
dynamism in Laos since the beginning of the Nam Theun 2 
hydro-power project. (Note: This is the World BankYs 
largest project in Laos. It was approved in 2005. End 
note.) Despite his initial skepticism regarding the Lao 
government\'s ability to take on public finance management 
reform, there has been encouraging progress. Recent 
amendments to the budget law (Ref A) will improve the fiscal 
situation by centralizing revenue collection, which 
previously took place primarily at the provincial level. 

This effort has been led by very committed officials, 
including the Vice Minister of Finance. Mr. Illangovan noted 
that China and Vietnam undertook similar reforms in the 
mid-1980s and mid-1990s, respectively. 


4. (SBU) Mr. Illangovan said that there is a sense that 
corruption is on the rise. The Lao government has asked for 
assistance in addressing this. Anti-corruption efforts, 

which heretofore have fallen under the Deputy Prime Minister, 
will be moved into an independent unit. 


5. (SBU) Mr. Illangovan noted that the National Assembly is 
beginning to demand accountability. For example, they pushed 
back on government revenue targets. When the government said 
there would be shortfalls, National Assembly Vice President 

Pany Yathortu retorted that the legislature had passed budget 
legislation at the government\'s request and expected the 
government to uphold its own commitments. (Note: Mme. Pany 
is a member of the communist party Politburo. End note.) 


Trade and Investment Capacity-Building 


6. (SBU) Mr. Illangovan outlined the goals of the recently 
completed Diagnostic Trade and Integration Study, which 
articulates the key policy actions to be taken by the Lao 
government in order to increase export competitiveness and 
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promote trade and investment. (Note: Details on the program 
can be found in the World Bank\'s November 2006 \"Lao PDR 
Economic Monitor,\" available on the internet. End note.) A 
multi-donor trust fund has been established to coordinate 
trade-related assistance, including strengthening customs 
procedures and developing enterprise regulations. Mr. 
Illangovan said that the biggest challenge for donors is that 
the Ministry of Industry and Commerce lacks staff members 
capable of engaging on these issues. 


Hydro-power and Mining 
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7. (SBU) Mr. Illangovan said that progress on Nam Theun 2 
has been satisfactory, despite some setbacks such as delays 
in relocating villagers. 100 of 600 households have been 
relocated so far. There are concerns about how people who 
were previously hunter-gatherers will adjust to being 
farmers. The project has committed to doubling household 
incomes for affected families from $400 a year to $800. The 
main income sources will be agriculture, livestock, 

fisheries, and forestry. The next challenge will be ensuring 
the integrity of the watershed area. Poaching and logging 
(particularly of rosewood) are the biggest threats. 
Downstream risks that have to be addressed include dirty 
water and rising water levels, which could lead to loss of 
fisheries in four to five years. 


8. (SBU) Nam Theun 2, Mr. Illangovan said, provided a model 
for high-quality investment in the hydro-power sector which 

the government hoped to replicate for other projects. This 

has not materialized, however. Senior energy and environment 
officials in Thailand are aware that they need to pay more 
attention to the quality of Thai investments in Laos. Mr. 
Illangovan said that there have been concerns that the Nam 
Ngum 2 commerical hydropower project was rushed into 
operation, causing problems which the company is now trying 
to address by retrofitting. Four or five other projects are 
scheduled to begin producing energy in the next five to seven 
years. Chinese, Korean, and Russian companies have signed 
memoranda of understanding. However, some of these projects 
\"may not see the light of day.\" 


9. (SBU) Mr. Illangovan noted that the Lao government is 
concerned about quality of investments in the mining sector, 
which was the reason for the recently announced moratorium on 
approval of new mining investments (Ref B). The government 
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is worried that speculators are buying up concessions and 
then sitting on them, waiting to sell them to other buyers. 
However, the government does not want to discourage 
investors. With regard to investment in general, more 
competition is needed. Otherwise, Laos will become a 
\"playground for second and third-tier companies." 


Cautious Optimism 


10. (SBU) Mr. Illangovan said, WA few years ago, | wasn\'t 
that optimistic. But | see improvement. Having come this 
far, | don\'t think they\'ll want to move the clock back.\" He 
added, however, that getting things done will continue to 
require patience. The Lao government places a premium on 
consensus-building; moving quickly is not a priority. Donors 
are becoming more coordinated, but Laos is not yet where 
Cambodia and Vietnam are in terms of aid effectiveness. The 
donor community has not yet developed joint sectoral 
initiatives. The donor round table (Ref C) is not a 
businesslike, efficient process. 


11. (SBU) Comment: Mr. Illangovan noted a number of the 
same encouraging developments that the embassy has observed, 
such as a stronger National Assembly. We also share his 

views on obstacles to progress, foremost among them lack of 
human capacity. End comment. 

MCGEEHAN 
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1. (SBU) Summary: The March 16 Friday sermon, heard at 
mosques throughout Morocco (and broadcast nationally), 
concentrated scathing criticism on the phenomenon of 
terrorism in general and suicide bombing in particular, 
obviously prompted by the (abortive) March 11 terrorist 
incident in Casablanca. The message, prepared by the GOM\'s 
Ministry of Islamic Affairs, appeared to be well received by 

an overflowing crowd of worshippers observed at the Tour 
Hassan mosque in central Rabat. Worshippers were heard to 
call the terrorists \"deviants\" and \"unbelievers.\" This 
parallels increasing condemnation of terrorism in the media 
and among political parties, including the Islamist PUD 
(septel). End summary. 


2. (SBU) The Friday sermon read by Imams at mosques across 
Morocco on March 16 asserted that moderation and non-violence 
were core elements of the Islamic religion, as conveyed by 

God through his messengers. Islam will continue to be a 
\"comprehensive and eternal system of life,\" the sermon 
predicted, in spite of attempts to pervert it by extremists 

on the one hand and secularists on the other. The sermon 
underscored the irony of some terrorists\' conformity to 

Islamic dress codes and outward expressions of piety even as 
they carried out acts \"utterly remote from the essence of 

true Islam.\" All believers of Islam must denounce such 
barbarian acts and preach within their families the values of 
tolerance and coexistence, the sermon urged. 


3. (SBU) The sermon warned Muslims that suicidal terrorism is 
a double crime against divine law -- combining the sin of 
suicide with the sin of homicide. Perpetrators of such acts 

will be held to account on judgment day, the sermon warned. 
\"The Prophet Muhammad was physically attacked, but never 
reacted violently toward his enemies. He instead preached 
the word of God and forgave his enemies. We must follow the 
same example if we are to be rewarded in heaven.\" 


4. (SBU) Following the sermon and subsequent prayers, the 
overflowing crowd of worshippers at the Tour Hassan mosque in 
central Rabat appeared to be in strong agreement with the 
Imam\'s message, according to Embassy FSN who attended. 
Fellow worshippers were heard to express strong disdain for 

the terrorists involved in the March 11 incident in 

Casablanca, whom some characterized as \"deviants\" and 
\"disbelievers\". 


5. (SBU) The Friday sermon is prepared by scholars and vetted 
by officials at the Ministry of Islamic Affairs in Rabat and 
distributed nationally to Imams through regional councils of 
Ulema (Islamic scholars). The sermon is also broadcast 
nationwide on state TV and radio. Friday sermons have long 
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been prepared and distributed by the Ministry, but were often 
disregarded by local Imams prior to the Casablanca bombings 
of May 2003, which killed 45 and injured hundreds. Since 
then, the Ministry has been rigidly enforcing the use of the 
official weekly sermon in mosques, with broad success, at 
least in major population centers. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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1. Summary: The Abidjan-based Refugee Coordinator 

(RefCoord) for West Africa traveled with Lou Mazel, DCM 

Monrovia, and Mohamud Osman, USAID/FFP Dakar, from February 
25 to March 3 to visit WFP and UNHCR offices in Cote d\'Ivoire 
(Tabou, Guiglo) and Liberia (Harper) and to meet with 

refugees and NGO partners. The U.S. mission discussed 

Liberian repatriation and assistance issues and met with 

agencies working with internally displaced populations 
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(IDPs). UNHCR appears set to engage in a strong promotional 
campaign leading up to the June 2007 assisted repatriation 
deadline for Liberian refugees. USAID/FFP will send a 
separate food security report covering the regions visited. 

End Summary. 


2. The Abidjan-based Refugee Coordinator (RefCoord) for West 
Africa traveled with Lou Mazel, DCM Monrovia, and Mohamud 
Osman, USAID/FFP Dakar, from February 25 to March 3 to visit 
WFP and UNHCR offices in Cote dVlvoire (Tabou, Guiglo) and 
Liberia (Harper) and to meet with refugees and NGO partners 
working in the field. RefCoord and USAID/FFP officer also 
visited several villages in the Zone of Confidence that had 

seen population displacement as well as a center in 
Yamoussoukro housing some 350 internally displaced persons 
(IDPs). 


UNHCR Return Figures From Cote d\'Ivoire 


3. UNHCR reports they assisted a total of 3,476 Liberian 
refugees return to Liberia in 2006, a sharp decrease from 

their 2005 figure of 13,501 assisted returns. The majority 

of returns in 2006 came from Tabou (2,643), followed by 

Guiglo (772) and Abidjan (61). UNHCR also reports they are 
providing direct assistance in Cote dWlvoire to only about 

2,000 vulnerable Liberian refugees. RefCoord discussed these 
figures with Saber Azam, UNHCR Representative, and Buti Kale, 
UNHCR Deputy Representative, and stressed that PRM expected 
to see full attention to the Liberia repatriation process 

leading up to the June 2007 deadline for assisted return 

(ref. A). Azam promised RefCoord that UNHCR is fully engaged 
in supporting Liberian repatriation and promised to share 

local integration plans with RefCoord. 


Visit to Tabou and Surrounding Villages 


4. The U.S. delegation held discussions with refugees in 
Tabou town (ref. B) and visited project sites in surrounding 
villages with local implementing partners. Tabou is the last 
large town in Cote d\'Ivoire before arriving at the border 
with Liberia, approximately 45 minutes away by dirt road. 
RefCoord visited the villages of Yeouli, Georgestown, and 
Gozon, all located along the Cavally River separating Cote 
d\'Ivoire from Liberia. All three villages seemed relatively 
quiet, and RefCoord actually had difficulty finding many 
Liberian refugees to talk to (Note: These villages are 
populated by various ethnic groups/nationalities. End note.) 
In Georgestown, the Refugee Committee Chairman said he was 
unaware of the deadline for repatriation to Liberia, but, 
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curiously, he explained that he had just returned from 

Liberia where he had spent the last several months receiving 
free medical treatment in Harper. RefCoord could not even 
find the Refugee Committee Chairman in Gozon, and was 
eventually told he had left to San Pedro. Dr. Toure, UNHCR 
Head of Field Office in Tabou, later told RefCoord he might 
even be in Liberia, since his family had just returned last 
week. 


5. Kakule Dieudonne, Head of Field Office for IRC, confirmed 
to RefCoord that student enrollment figures dropped 
significantly between the 2005/2006 school year, when IRC 
enrolled 2,700 Liberian students in their alternative 

education schools, to just 987 Liberian students for the 
2006/2007 school year. Dieudonne said only 163 of those not 
registered this year could be accounted for on UNHCR\'s 
repatriation lists. In Harper, Liberia, UNHCR staff estimate 
some 10,000 Liberians have returned without UNHCR assistance 
from Cote dVlvoire. So far they have deregistered 302 
families (786 individuals), most of whom are from Maryland 
County. Based on their observations, they believe 
deregistration numbers remain low as many Liberian refugees 
have either lost their refugee cards or continue to hold on 
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to their cards in case a future resettlement program in Cote 
d\'Ivoire is launched. They also said that some Liberians use 
the cards to facilitate travel when they return to Cote 

d\'Ivoire to conduct business, and that others have even sold 
their cards to third country nationals (Burkinabe, Nigerians, 
Ghanaians) who hope to use them to benefit from assistance 
and/or resettlement programs in host countries. 


Liberian Refugees in Guiglo 


6. The PRM-USAID/FFP team also traveled to Duekoue and 
Guiglo and visited several villages in the Zone of Confidence 
(Fengolo, leurozon, Blodi, and Toa-Zeo) that had experienced 
population displacements. UNHCR organized a meeting with 
approximately 350-400 Liberian refugees in Nicla Camp and a 
group of about 25 Liberian refugees in Guiglo town. RefCoord 
communicated the same message to refugees as in Abidjan and 
Tabou (ref. B). The Nicla refugees are still a cohesive 

group, opening their meetings with prayers for resettlement, 
but they were less rowdy than in previous meetings. Their 
questions focused on the security situation in Cote d\'Ivoire 
and what would happen to Liberians who remain in Cote 
d\'lvoire after the June 2007 deadline. They appear to have 
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largely accepted the end of group resettlement to the U.S., 
but many in Nicla still have pending P-3 cases. RefCoord 
assured them that the U.S. will process all eligible P-3 
cases, but that those refugees who choose to remain in Cote 
d\'Ivoire need to recognize that repatriation assistance is 
ending in June 2007. In Guiglo town, one Refugee Committee 
member angrily asked why UNHCR is not holding such 
discussions with the larger refugee population in town, 
particularly the issue of the closing of transit and 

reception facilities in Liberia after June and what impact 

this will have on potential returnees. Ironically, another 
refugee complained that health care for refugees in Guiglo is 
inadequate and that he had traveled all the way to Monrovia 
on two occasions for free medical care - even producing his 
medical card to prove his point. 


The Village of \"Zaa\" 


7. Azam had promised RefCoord and the Ambassador on several 
occasions in 2006 that refugee assistance in the Nicla Camp 
in Guiglo would end in December 2006 and that Nicla would be 
transformed into an Ivoirian village (to be called \"Zaaglo\" - 
the village of \"Zaa\"). However, Azam complained that the 
Ministry of Foreign Affairs is delaying the process and that 
they are waiting for the Minister that will then be 

transferred to the military Prefect in Guiglo for official 
announcement. Azam said with confidence that the Ministry 
would deliver this announcement before the end of February 
(which did not happen). WFP, IRC, and Caritas confirmed, 
however, that they had agreed with UNHCR in December to 
continue assistance in Nicla and Tabou until the end of June 
2007. According to UNHCR Guiglo, the Ivoirian government 
requested approximately $800,000 to complete the 
transformation of Nicla into a village, a figure that UNHCR 
could not pay. Azam produced a letter signed by the Ministry 
of Foreign Affairs on March 8 that confirms the decision to 
transform Nicla camp into a village has been submitted to an 
inter-ministerial committee for further review and eventual 
authorization. 


The Mie N\'Gou Center 


8. The PRM-USAID/FFP mission also visited the Mie N\'Gou 
Center in Yamoussoukro. According to UNHCR documents, the 
Center holds 550 people and, along with the CATD in Guiglo, 

is without \"adequate support and infrastructure\" where 
\"promiscuity and high risk behavior, malaria, and other 
diseases\" have caused \"despair and frustration\" among the 
residents. A UNHCR official accompanying the mission said 
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they had just completed a census and had registered only 368 
persons in the Center (Note: The Center was designed to hold 
250 persons. End note.). Indeed, the Center was grossly 
overcrowded in 2002 when some 9,000 IDPs fleeing the war 
crammed its facilities. However, several NGOs, including 
Save the Children/UK, used to provide assistance in the 
Center and the World Food Program (WFP) carried out food 
distributions until December 2005. An IRC official said 

their estimate of repairs to the plumbing system in the 

Center came to only about $2,000. The U.S. delegation 
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learned that most families manage to pay the required fees 
for their children to attend school and that there are no 
reported cases of malnutrition in the Center. Three 
gentlemen the delegation spoke to in fact either have jobs 
outside the Center or are receiving a government pension. 
The Nun running the center confided to RefCoord that she just 
wants the IDPs to leave so she can return to her original 

work providing physical therapy to handicapped persons in the 
Center. 


Comment 


9. UNHCR has stepped up its refugee activities since the 
start of the U.S. delegation\'s visit. Return numbers jumped 
between February 27 and March 8 and Azam raised the issue of 
local integration of Liberian refugees in Cote dVlvoire after 
June 2007 with the UN Country Team and local partners on 
March 13. UNHCR staff have also worked out a solid 
promotional plan they intend to implement as of late March to 
inform Liberian refugees about their options for local 
integration after the June deadline and have shared a copy of 
that strategy with RefCoord. The issue of whether or not the 
Nicla camp will soon close is a moot point at this stage as 
the June 2007 repatriation deadline takes the spotlight. WFP 
confirmed they will no longer provide food assistance to 
Liberians on the basis of their refugee status after June 
2007, but vulnerable groups remaining in Cote d\'Ivoire will 
be eligible for WFP country program assistance on the basis 
of \"vulnerability\" criteria that applies equally to 

Ivoirians. Despite some delays between November and 
February, UNHCR appears on track to conduct a strong 
promotion campaign as assisted repatriation comes to a close 
and they move to local integration activities. 

Hooks 
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SUMMARY 


1. (U) Post\'s 2007 alumni reunion, which included alumni from a 
range of U.S. Government-sponsored academic and professional 
exchange programs, demonstrated that such events continue to provide 
needed psychological, professional and academic support to 
Turkmenistan\'s growing alumni community. In contrast with past 
years\' reunions, this event, held January 27-28, brought in a 

diverse group of varying age, experience, language and expectations. 
Heated debate during the reunion revealed both a hunger for 
self-government and deep frustration over the difficulties 

independent groups faced in communicating with each other across 
Turkmenistan and in achieving legal recognition or permission for 
community activities. These difficulties in turn highlighted the 

positive impact alumni were having through small-scale action in 
their communities, and the leadership skills the younger alumni in 
particular gained from their experience in the United States. 


A Gathering of Expectations 


2. (U) Post sought to break the traditional \"reunion\" mold with 

this years conference, emphasizing both the traditional aspects of 
reunions -- networking, comradery and personal development -- as 

well as reinforcing a sense of community obligation and history. 

The alumni reunion, supported in the past three years by PAS and its 
implementing partners ACCELS and IREX, has favored English-speaking 
and younger alumni - those who participate in the academic exchange 
programs such as Future Leaders Exchange (FLEX) program and the 
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one-year undergraduate UGRAD program in particular. Given the 
unique social and political pressures U.S. program alumni experience 
upon return to Turkmenistan -- where there are few opportunities for 
academic, professional or civic development -- post regularly 
reaches out to alumni to reinforce the alumni network and to ensure 
that the skills, knowledge and confidence alumni gain in the United 
States are put to their greatest use. 


3. (U) Nearly 110 alumni from throughout Turkmenistan and 
representing most locally administered U.S.-sponsored educational 

and professional exchange programs gathered at the President Hotel 

in Ashgabat for the two-day reunion. With the introduction of the 
Community Connections program and a growing pool of alumni from the 
International Visitor Leadership Program (IVLP), Teaching Excellence 
and Achievement (TEA) and other programs for adults, Turkmenistan\'s 
alumni profile is changing, although the FLEX high school exchange 
continues to produce the majority of Turkmenistan\'s alumni. This 

year, FLEX alumni comprised less than half the participants (just 

over 40), followed by 19 Community Connections alumni from this 
one-year-old program; ten alumni each from the Teaching Excellence 
and Achievement and Undergraduate Exchange Programs and seven or 
fewer alumni of the Muskie Graduate Fellowship, Fulbright Scholars 
program, International Visitor Leadership Program, Junior Faculty 
Development Program and others. 


4. (U) Because of the pressures placed on independent actors and 
the psychological barriers to non-state-sanctioned activity in 
Turkmenistan, alumni are reticent to discuss the politics of their 
communities with the embassy or even among themselves as a 
community. Rifts within the main group attempting to establish an 
alumni community have been apparent for several years, as the group 
attempted to hold together and push forward efforts to register 
formally as an association -- first on the national level and then 

on the welayat and, finally, merely the Ashgabat City level -- still 
without success. The current Alumni Association board agreed, even 
with these rifts, to present its work and expectations to alumni who 
have never before attended an alumni reunion, many of whom had no 
prior knowledge of the years of work that has been committed already 
to the founding of an Alumni Association. The reaction was 
immediate and not always positive, but indicated an intense desire 

for increased communication and a need to reexamine the needs and 
expectations of Turkmenistan\'s growing -- and increasingly diverse 

-- alumni community. 


ALUMNI PROJECTS STRESS COMMUNITY COHESION, EDUCATION 


5. (U) Apart from several sessions on the topic of an alumni 
association, the conference included a seminar on effective grant 
proposal writing. This session also underlined the purpose of the 
community action grant programs administered by the embassy and 
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other international donors such as the Organization for Security and 
Co-operation in Europe (OSCE), and emphasized that a \"good\" project 
is not necessarily expensive or high-profile. Indeed, many of the 
embassy\'s most effective grants have gone to support very 
inexpensive, simple projects such as public health seminars for 

at-risk youth or vocational training for small groups of women 

wishing to increase their personal independence and be able to make 
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a living. 


6. (U) Breakout sessions on health, youth issues, minority groups 
and education followed, in which participants discussed and formed 
draft project proposals on the given theme. Among projects 
formulated during these sessions, which participants later presented 
in the general closing session: an etrap-level training program on 
anemia prevention; a project to mainstream disabled youth through 
sports programs, and computer and English training; the founding of 
an independent teacher training institute; and establishment of a 
youth resource center/leadership institute in Mary Welayat that 
would emphasize English language, computer and other professional 
skills. (Note: This proposal envisioned a center that sounded very 
much like another American Corner, but would serve a farming 
community far outside of Mary city where the American Corner is 
located. End Note.) 


COMMENT 

7. (U) A side effect of this alumni reunion was that groups of 

adults and teenagers mixed on equal footing as leaders who must work 
together to achieve common goals in their communities. In the 
breakout proposal writing session on youth issues, FLEX alumni were 
heard dispelling misconceptions held by their older peers about 

their willingness to lead and work. Such discussion also helps to 

dispel some of the sense of elitism of which programs such as FLEX 
are accused in Turkmenistan. The emphasis on communication with the 
larger community is another avenue to counter such misconceptions 
and rumors about the programs, their purpose, and the beneficial 
effect they have on participants. Post believes such issues will 
become less pronounced as the community expands, more of 
Turkmenistan\'s citizens travel abroad and gain exposure to the 
outside world, and perhaps as the Government of Turkmenistan begins 
to examine the idea of large-scale host government-funded exchange 
programs. Ultimately, it is fear of the unknown and of instability 

that drives government efforts to obstruct post-sponsored 
programming, including exchanges. End Comment. 


8. (U) Dushanbe minimize considered. 
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SIPDIS 


SIPDIS 


E.O. 12958: N/A DECL: 03/19/2012 
TAGS: PGOV, PHUM, BG 
SUBJECT: BNP SECRETARY GENERAL OUT TO REPLACE ZIA 


Classified by Deputy Chief of Mission Geeta Pasi, Reason: 
1.4 (D), Derived from: DOS Classification guide, DTD Jun 
89. 


1. (C) Summary: BNP Secretary General Bhuiyan confirmed to 
us he aspires to take over the leadership of his party once 

the military persuades Chairperson Khaleda Zia to leave 
Bangladesh. He is also considering leading a new national 
government, replacing the current caretaker regime, to 

carry out reforms before the next general elections. End 
Summary 


2. (C) On March 18, Bhuiyan bitterly criticized to us 
former Prime Minister Zia for allowing her sons, brothers, 
and other relatives and political intimates to indulge in 
unbridled corruption. He confirmed widespread reports that 
he aspires to take over the party leadership once the 
military persuades or forces Zia to go into exile. Bhuiyan 
said he is under mounting pressure from party leaders, 
disgruntled with Zia?s leadership, to challenge her 
leadership. Some military leaders, he said, want him to 
split the BNP, but he expressed doubt he could create a 
viable faction so long as Zia is in Bangladesh. 


3. (C) Bhuiyan said that, soon after promulgation of the 
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state of emergency, the army asked Zia to send her son 
Tarique Rahman abroad and clean up her party so she could 
still lead the country. Zia initially agreed but later 

shifted her stand, he said. Zia reportedly became angry 

with Bhuiyan when he advised her to comply with the army?s 
request, but when she finally decided no counter-coup was 
in sight to save her, the army?s stance had hardened. 


4. (C) Bhuiyan said that a national government with 
representatives from different political parties should 

replace the current government to reverse economic drift 

and restore popular confidence in civilian rule. Gono 

Forum president Kamal Hossain and Nobel laureate Muhammad 
Yunus may be part of this government, and a referendum 

might be necessary to validate this government and its 

actions. 


5. (C) Bhuiyan criticized the army?s apparent desire to 
generate a political party with deserters from the BNP, the 
Awami League, and other parties. Instead, he said, the 
army should help the parties reform themselves and allow 
the one that wins a free and fair election to form the 
government. Bhuiyan noted without comment the current 
rumor that Chief of Army Staff General Moeen wants to 
become president after the incumbent?s term expires in 
September. 


6. (C) Comment: Zia?s critics within the BNP differ on 
whether Bhuiyan is the person to lead the party after Zia. 
His reluctance to challenge Zia face to face, leaving it to 
others to clear the field for him, underscores why internal 
reform for the BNP, or the Awami League for that matter, 
has always been so difficult. The timing of Hasina?s 
departure from Bangladesh, just days before her father?s 
high-profile birthday anniversary, has fueled speculation 
she was forced to leave, and may increase the pressure on 
Zia to follow suit. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/19/2032 

TAGS: PGOV, TW 

SUBJECT: PREMIER SU TSENG-CHANG ON BILATERAL ISSUES AND 
ELECTION POLITICS 


Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 


1. (C) Summary: Premier Su Tseng-chang, a leading candidate 
for the DPP presidential nomination, told the Director on 
March 19 that President Chen Shui-bian has completely 
abandoned\" his efforts to mediate among the four DPP 
presidential candidates, which means the party will hold a 
primary in May that combines a vote by party members and a 
public opinion poll. Su said he opposes proposals to exclude 
moderate (Light Blue and swing) voters from the DPP poll, 
since the DPP will need such voters to win the 2008 
presidential election. This controversial polling issue will 

be debated March 21 by the DPP Central Standing Committee 
(CSC). On his policy platform, Su said he favors expanding 
cross-Strait economic links so long as security and 
sovereignty concerns are taken into account and also that as 
President he would focus on helping central and southern 
Taiwan, small and medium enterprises, and disadvantaged 
groups. The Director stressed the importance of the 
Legislative Yuan (LY) passing the defense budget. Su agreed 
with the Director and blamed the KMT for the deadlock. In a 
brief one-on-one session, the Director stressed the 
importance of Taiwan taking no steps that would violate 
President Chen\'s \"four noes\" commitment. Su acknowledged the 
Director\'s points, noted that his approach was to \"say less 
and do more\" practical work, and suggested that he would be 
careful to avoid surprising the U.S. if elected President. 

End Summary. 


Wang You-theng Case 
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2. (C) Ina meeting with Premier Su Tseng-chang on March 19, 
the Director noted that former Rebar Group chairman Wang 
You-theng charged with financial crimes in Taiwan, remains in 
U.S. custody and said he would immediately contact Vice 
Premier Tsai Ing-wen if there were new developments in the 
case. The Director urged Taiwan\'s Ministry of Justice (MOJ) 
to continue providing information about the case to the U.S. 
Su said that Wang and his wife had done \"too much harm\" to 
Taiwan. Su added that Taiwan respects U.S. law and that he 
would urge MOJ to provide information to the U.S. In the 
past, Su observed, Beijing had allowed Taiwan financial crime 
suspects to remain in China, but in this case they had forced 
Wang to leave because they knew that allowing him to stay 
would damage relations with Taiwan. 


New TECRO Head Joseph Wu 


3. (C) Noting the appointment of Mainland Affairs Council 

(MAC) Chairman Joseph Wu to become the new head of TECRO in 
Washington, the Director stressed our great respect for the 

very capable representatives Taiwan has sent to the U.S. over 

the years. The U.S. will very much welcome Joseph Wu and we 
also have great respect for outgoing representative David 

Lee, who has made important contributions to U.S.-Taiwan 
relations. 


Partisan Politics and the Defense Budget 


4. (C) Turning to the domestic scene, the Director noted 
that we are entering a very political year as the parties 
prepare for upcoming LY and presidential elections in 
2007-2008. The increase in partisanship is creating 
difficulties, and the U.S. is disappointed over the failure 

of the LY to pass the 2007 annual budget, which includes the 
defense budget for arms procurement. 


5. (C) Su responded that he had never before seen this level 

of political confrontation in the LY. The pan-Blue move to 

place the Central Election Commission (CEC) bill ahead of the 
annual budget bill on the LY agenda was motivated solely by 
election concerns. Last week, Su recalled, the DPP had 

offered concessions which LY Speaker Wang Jin-pyng wanted to 
accept, but others in the pan-Blue camp had objected. 

According to Su, the Kuomintang (KMT) is trying to win 

control of the CEC because it is afraid that the Democratic 
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Progressive Party (DPP) plan to hold a referendum on KMT 
party assets together with the presidential election may cost 
it the presidency. 


6. (C) The Director noted that he had recently stressed the 
importance of passing the defense budget to both Wang 
Jin-pyng and former KMT Chairman Ma Ying-jeou. If the 
current opportunity on arms procurement is missed, it could 
create problems since both Taiwan and the U.S. will be 
electing new presidents. We do not want to leave our new 
presidents with a U.S.-Taiwan relationship that is not 

entirely healthy, the Director stressed. The Director 
expressed hope that after passing the regular budget the LY 
would also pass a supplementary budget to procure PAC-3 and 
increase defense spending to 2.85 percent of GDP. Passing 
the regular defense budget was also key to possible progress 
on the F-16 issue, the Director pointed out. 


7. (C) Su argued that the KMT is using the CEC issue as its 
latest excuse not to pass the defense budget. Ma Ying-jeou 

did not raise the CEC issue previously, for example, before 

his trip to the U.S. last year, when he said he supported 

arms procurement. If the DPP yields on the CEC issue, then 
the KMT will come up with a new excuse, Su predicted. For 
election purposes, the KMT wants to make the DPP government 
look bad by putting it in a position where it cannot 

accomplish anything, Su argued. 


8. (C) The Director asked Su whether he expected partisan 
confrontation to continue after 2008 if Taiwan again has a 
Green president and a Blue-controlled LY. Su responded that 
the situation would be different than now. While the KMT 
blamed its 2000 defeat on a split in the Blue camp and its 
2004 defeat on an allegedly staged election-eve shooting of 
the President and Vice President, it will have nothing to say 
if it loses again in 2008. If the DPP wins by a significant 
margin, it will be in a position to reach out to form an 
alliance with others, giving the DPP a workable LY majority, 
Su suggested. 


Cross-Strait Relations 


9. (C) Referring to the recent relaxation by both sides of 
restrictions on visits by officials of Taiwan\'s Straits 

Exchange Foundation (SEF) and the PRCVs Association for 
Relations Across the Taiwan Strait (ARATS), Su stressed the 
importance of having cross-Strait dialogue and contacts. 
Taiwan should actively consider steps to expand cross-Strait 
economic relations, while taking into account security and 
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sovereignty concerns, Su said. Taiwan recently decided to 
allow its companies to produce more advanced wafers in China 
than previously because this step did not affect Taiwan\'s 

core technologies or its leading position in the 

semiconductor industry. Business opportunities have 
increased as a result of this decision, Su added. Su also 
pointed out that no matter who is appointed MAC chairman, 
Chen Shui-bian will remain in charge of cross-Strait policy. 


10. (C) Su said he expects China to closely monitor Taiwan\'s 
upcoming elections. While the PRC will pretend not to 
interfere in Taiwan politics, it will actually work on Taiwan 
business people in China and also use purchases of 
agricultural products to try to influence Taiwan\'s farmers. 
Such initiatives are part of Beijing\'s program of 

psychological and public opinion warfare, Su suggested. 


Selecting the DPP Presidential Candidate 


11. (C) Su said that the DPP Central Standing Committee on 
March 21 will take up the issue of excluding Blue respondents 
from the polling it uses to select its presidential 

candidate. Although he hoped this issue could be resolved 
through discussion, Su said the CSC might have to vote on the 
matter. Su said he did not oppose excluding Deep Blue 
supporters from the DPP poll, but he did not support 
proposals to exclude moderate voters (Light Blue and swing 
voters). How could the DPP win the presidential election 


TAIPEI 00000623 003 OF 004 


without support from moderate voters, Su asked rhetorically. 


12. (C) The Director noted suggestions that the DPP\'s 
strongest presidential ticket might be one that included both 

Su and Frank Hsieh. Su agreed that this was what some people 
were saying. Various possibilities had been raised during 
President Chen\'s consultations with the four DPP presidential 
candidates, Su noted, and he added that he had said he could 
accept such an arrangement of being on the same ticket with 
Hsieh. Now, however, President Chen has completely 
abandoned\" his mediation effort, so the DPPYs presidential 
candidate will be determined through the primary process, 
which combines a vote by party members (weighted 30 percent) 
and a public opinion poll (weighted 70 percent). 


13. (C) Judging by past experience, Su said he expects 
President Chen to continue playing an active political role 
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during the presidential campaign. However, he added, the 
situation will change once the DPP has nominated its 
presidential candidate. At that stage, it is difficult to 

say what Chen\'s role will be. 


Su\'s Domestic Policy Platform 


14. (C) Su said that as President he would focus on 
developing all of Taiwan and not just Taipei. He would 
especially emphasize central and southern Taiwan, small and 
medium enterprises, and disadvantaged groups in society. 
Taiwan needs to pay attention to its growing population of 
senior citizens, especially those who are invalids, Su 
suggested. Another important policy is to expand free 
education from the current nine to twelve years. This policy 
is beginning during the current year by expanding free 
education to the tenth grade. The funding for this expansion 
is already included in the 2007 annual budget, which, 
however, is currently stalled in the LY. 


One-on-One Discussion 


15. (C) During a brief one-on-one with Premier Su at the end 
of the session, the Director underscored the seriousness with 
which we view any attempts to alter the status quo across the 
Taiwan Strait by either side, and in particular recent 

remarks by President Chen raising questions about his 
commitment to the \"four noes." While our public response was 
relatively restrained, privately we will be making clear that 

this could seriously damage bilateral ties if allowed to 
continue drifting in the direction of direct violation of the 

\"four noes. Anything that touches on sensitive sovereignty 
issues in the areas of constitutional reform, referenda or 
attempts to enter the United Nation under the name of Taiwan 
would constitute such a violation. We admire Taiwan\'s 
democratic processes, and understand the domestic factors 
currently at work as the DPP seeks to enhance its prospects 
in upcoming legislative and presidential elections. The next 
couple of months will be closely watched for any signs that 
Taiwan might be drifting toward long-established \"red lines\" 
on cross-Strait ties. We have made and will continue to make 
representations to Beijing on its military buildup and other 
developments of concern, but Taiwan has direct 
responsibilities of its own here. How these matters are 
managed will help to define prospects for U.S.-Taiwan 
relations in the future, including with Taiwan\'s next 

President. The Director explained that he wanted Su to 
understand USG views clearly, noting that he had also made 
these points in a meeting earlier that morning with DPP 
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presidential candidate Frank Hsieh. 


16. (C) Premier Su listened closely to the Director\'s points 
and nodded his understanding at several points. He then 
responded by noting his tendency to speak less often and 
focus on patiently producing results as head of the Executive 
Yuan. This included his efforts to improve cross-Strait 
economic ties as well as pass an appropriate arms budget. Su 
believed President Chen\'s influence would diminish somewhat 
once the DPP has decided on its presidential candidate, but 
taking into account Chen Shui-bian\'s activist temperament, he 
could not rule out a continuing active role by the President 
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until the end of his term. Su stressed the cardinal 

importance of the United States to Taiwan\'s peaceful and 
secure development, suggesting he would be more careful than 
his current boss to \"avoid any surprises\" should he become 
president. 


Comment 


17. (C) In both the larger meeting and the one-on-one 
session, Su\'s moderation, pragmatism, and commitment to 
strong U.S.-Taiwan ties came through clearly. However, as 
frontrunner for the DPP presidential nomination, Su has 
enemies on all sides and must maneuver carefully. As he made 
clear, the pan-Blue camp often works against the DPP 
government to seek political advantage. Within his own 

party, Deep Green hardliners view Su as overly moderate and 
too willing to expand cross-Strait economic relations. The 
three other DPP presidential candidates all see Su as the 
primary obstacle to their own ambitions. Thus his strategy 

of quietly producing results from the powerful position of 
Premier makes him the one to beat entering into DPP primary 
season. 
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E.O. 12958: DECL: 03/19/2017 

TAGS: PREL, PHUM, ZI, CH 

SUBJECT: PRC-ZIMBABWE: CHINA UNLIKELY TO MAKE STATEMENT ON 
ZIMBABWE REPRESSION 


REF: STATE 34009 


Classified By: Political Minister Counselor Daniel Shields. Reasons 1. 
4 (b/d). 


(C) China believes the recent arrests of political 
opposition members in Zimbabwe are Zimbabwe\'s 
\"internal affairs\" and that other countries should not 
interfere, MFA International Organizations Department 
UN Division Deputy Director Yao Shaojun told poloff in 
response to reftel demarche. Given that China opposes 
on principle interference in the internal affairs of 

other nations, Yao said Beijing is unlikely to make a 
public statement or support country-specific action 
critical of Zimbabwe in the Human Rights Council. 
China would strongly oppose raising Zimbabwe in the UN 
Security Council, he said, and it believes the 

majority of African nations also do not want UNSC 
action on Zimbabwe. Poloff urged that China take some 
action to condemn the brutal March 11 attacks. 
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SUBJECT: ABU DHABI PLANS BOND ISSUANCE 


Classified By: Ambassador Michele J. Sison for reasons 1.4 (b & d). 


1. (C) On March 4, Abu Dhabi Department of Finance Under 
Secretary (and Executive Council member) Hamad Al-Hurr 


SIPDIS 

Al-Suwaidi told econchief and Treasury Regional Debt Advisor 
that the Emirate of Abu Dhabi was approaching investment 
banks about issuing dollar denominated bonds for general 
revenue. He explained that the emirate planned to issue $2 
billion in bonds, split evenly between five and ten year 
maturities. This would be the first in a planned annual 

series of bond issuances. Al-Suwaidi commented that the time 
for Abu Dhabi to start diversifying its funding sources was 
when it clearly did not need the funds. The bond issuance 
would also provide Abu Dhabi\'s various state-owned 
enterprises a benchmark for their borrowing. Abu Dhabi would 
plan to issue the bonds under Europe\'s regulation S and/or 
the U.S. rule 144a, which would allow the bonds to be 
marketed to qualified institutional buyers in the U.S. The 
advantage would be that it would avoid SEC registration and 
have a relatively low level of disclosure. 


2. (C) Al-Suwaidi said that the emirate will be working with 

the various rating agencies to obtain the best rating 

possible. His position was that given Abu Dhabi\'s ownership 
of the national oil company ADNOC and significant foreign 
investments managed by ADIA, he expected that Abu Dhabi would 
receive a higher sovereign rating than its neighbors. 
Al-Suwaidi also said that the Department of Finance had 
explained to the executive council that obtaining a rating 

from the international rating agencies would require the 
emirate to increase its fiscal transparency, although he did 

not think that it would be more than Abu Dhabi already 
provided the International Monetary Fund. In any case, the 
Executive Council instructed the Finance Department to return 
to it for a final decision if rating agencies pushed for 
transparency, beyond a certain level or the rating was lower 
than anticipated. 


3. (C) Abu Dhabi did not plan to announce its decision to 

issue bonds in advance (as Dubai recently did). Al-Suwaidi 
noted that he thought Dubai\'s public pledge to seek a rating 
had been unwise, and that Dubai might delay any bond issue. 
He said that he had heard from some investment banks that the 
Emirate of Dubai might actually be considered less 

creditworthy than some of its better-known parastatals. If 
Dubai\'s bonds were to get a lower credit rating than some of 

its companies, this could harm the companies borrowing 
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opportunities. 


4. (C) In response to a question from emboffs, Al-Suwaidi 

said that Abu Dhabi did not currently plan to issue 
dirham-denominated bonds. Given the UAE\'s massive investment 
expenditures, he noted, Abu Dhabi did not want to take any 
liquidity out of the economy. In response to a comment that, 
given high oil prices, liquidity did not seem to be a 

problem, he noted that real liquidity was relatively low. 

During the 2006 stock market collapse, he added, the Emirate 
of Abu Dhabi was concerned about the lack of action by the 
Central Bank to ensure that the market correction did not 

have a negative impact on the real economy. The Abu Dhabi 
Finance Department took the step of depositing funds into Abu 
Dhabi Government-owned banks (National Bank of Abu Dhabi and 
Abu Dhabi Commercial Bank) to provide them support. (Note: 
Although we had heard that the Emirate of Abu Dhabi had 
authorized its pension fund to buy into the market, this is 

the first time we had heard of direct fiscal support for 

banks. Given strong economic growth in 2006, and generally 
healthy bank profits, it does not appear that the stock 

market correction had a large impact on the overall economy. 
End Note.) 


5. (SBU) Al-Suwaidi (also the Chairman of the Board of 
Directors of the Abu Dhabi National Energy Company - majority 
owned by the Emirate of Abu Dhabi) introduced emboffs to the 
CEO of Taga, Peter Barker Homek, who explained that Taqa 
planned to issue $5-$10 billion in bonds over the next 6-12 
months in a \"multiplicity of currencies,\" although it did not 

plan to issue dirham bonds. 


6. (C) Comment: this is a significant first step for Abu 

Dhabi, despite the relatively small size of the planned 

issuance. If Abu Dhabi follows-through on its plans, it will 
create a sovereign benchmark for its parastatals and 
public/private partnerships. Given the massive projected 
spending on projects over the next few years, these companies 
are likely to want to tap the bond markets for funds. In 
addition, requesting a rating from the international rating 
agencies is likely to demonstrate the emirate\'s interest in 
increasing fiscal transparency (however slightly). End 
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Classified By: Amb. Beyrle, for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: A year into his term, Bulgaria\'s Prosecutor 
General Boris Velchev is staying true to his goal to reform 
the dysfunctional Prosecution Service and make it an 
effective law enforcement and judicial tool. He has 
improved the country\'s image abroad by candidly speaking 
out against corruption and organized crime (OC), and has 
rebuilt some public confidence by cleaning up the 
prosecution service: 12 corrupt prosecutors have been fired 
or forced to resign, and 10 are under investigation. 

Despite noteworthy progress, Velchev still faces major 
hurdles, most notably the internal opposition loyal to his 
predecessor, an overwhelming case backlog, and lack of 
legally-admissible evidence against the big players. 

Though major OC figures and corrupt government officials 
are in his sights, the going is slow. Perseverance, 

political backing, and plenty of money will all be 

essential to get the job done. 


2. (C) Boris Velchev\'s appointment as Prosecutor General 
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(PG) in February 2006 was a breath of fresh air for both 
Bulgarians and European Union representatives. A former 
legal advisor to President Purvanov and a respected 
academician, Velchev was an outsider to the system. His 
immediate predecessor, Nikola Filchev, left office in near- 
disgrace, accused of deliberate manipulation of cases, 
arbitrary decisions, and failure to prosecute a single 

major organized crime figure. The Prosecution Service was 
widely considered a political instrument used for personal- 
score settling and crime-hiding. The service\'s failure to 
indict a single suspect in over 120 contract killings, many 
in broad daylight, was a glaring testament to its utter, 
deliberate mismanagement. 


3. (U) An outsider to the Prosecution Service, Velchev had 
to confront hacks cultivated by his predecessor in a system 
tightly bound by legislative limitations on investigations. 

Over the past year, Velchev has polished up the image of 
the prosecution service and built up public confidence in 

the institution. He became the first high-level official 

to speak openly about the links between organized crime and 
the political elite, underlining that Bulgaria would be Ya 

much safer country if a few dozen people were sent to 

jail." He created an Anti-Corruption Unit within the 
Prosecution to focus specifically on organized crime, 
corruption, and money laundering. Velchev also reached out 
to other government watchdog agencies to establish more 
formal information sharing. His energy and resolve in 
tackling high-profile shortfalls in the prosecution service 

may have spared the country a prosecution safeguard clause 
to its EU membership. 


4. (U) Velchev\'s actions are catching the public\'s 

attention. Local media and NGO observers favorably note 
the greater prosecutorial transparency and activism. The 
media regularly reports on important criminal cases as the 
prosecutors begin to speak candidly on record. A July 2006 
survey attested to the improved public perceptions -- 
Velchev was ranked fourth most popular public official, 

after President Georgi Purvanov, Sofia mayor Boyko Borisov, 
and Culture Minister Stefan Danailov. 


5. (U) Velchev\'s first priority remains to clean up the 
corrupt ranks of the prosecution service. Shortly after 
assuming office, he ordered an internal inspection and 
requested a special investigation of contacts between 
magistrates and individuals suspected of engaging in 
criminal activities. The results came four months later, 
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when, for the first time ever, the Prosecution Service 
admitted to unethical ties between senior prosecutors and 
individuals under investigation. The inspection showed 
that two high-ranking prosecutors had close ties with a 
local businessman -- with a mafia-style nickname \"Mazzola\" 
-- who had been investigated for 14 different crimes. 
Velchev swiftly requested the dismissal of one prosecutor, 
while the other voluntarily resigned. The internal 
inspection continues to bring results -- to date, seven 
prosecutors have resigned, five were dismissed (including 
two of Filchev\'s close circle), and at least 10 have been 
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investigated for malfeasance. 


6. (U) Velchev also established a special unit of 
prosecutors-investigators, his own innovation, to pursue 25 
high-profile cases of corruption, organized crime, money 
laundering, and smuggling. The special unit of five young 
prosecutors is headed by Sofia deputy regional prosecutor 
Bozhidar Dzhambazov. (Dzhambazov is also in charge of the 
most publicized corruption case against former chief of 
Sofia\'s Heating Utility Company Valentin Dimitrov, accused 
of gross embezzlement.) Five months after its launch, the 
unit produced its first results -- an indictment against a 
former Sofia regional prosecutor for abuse of office and 
another indictment against eight persons involved in a 
major contraband scheme. 


7. (C) Despite noteworthy progress in cleaning up the 
Prosecution Service, Velchev still faces major hurdles. 

One challenge is internal to the Service, where Filchev\'s 
followers view reforms with suspicion and are responding 
with bureaucratic inertia or rear-guard action. Two of 
Velchev\'s deputies, Mitio Markov and Hristo Manchev, are 
Filchev\'s cronies whom Velchev cannot touch until the end 
of their five-year elected terms in 2009. Velchev has 
worked to diminish the old guard\'s influence by empowering 
a younger generation of prosecutors, like Dzhambazov. 
These new ranks are extremely loyal to Velchev and readily 
implement his reforms, yet even they admit that systemic 
change has not yet reached full momentum. 


8. (U) Another hurdle is the atrocious backlog of cases, 
which, according to Velchev, has acquired the proportion of 
an \"epidemic.\" Some 10,000 cases have gone past the statute 
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of limitations, effectively rendering the perpetrators 

pardoned. In a particularly notorious case, a suspect was 
murdered before the prosecutor indicted him for any of the 
seventeen charges against him. While Velchev publicly came 
down on the errant prosecutor, the case highlighted the 
extent of the problem. 


9. (C) Perhaps Velchev\'s greatest disappointment is the 
Prosecution\'s failure to indict a single major organized- 
crime figure. As he acknowledged in a recent interview, 
\"the \'thick-necks\' are continuing to parade their 
impunity.\" This is a hard blow for a man who\'d hoped to 
move against a major OC player within months of starting 
office (reftel). Part of the challenge is inexperience -- 
many police investigators and prosecutors lack the 
necessary expertise to conduct complex organized-crime 
investigations. Yet another is political will -- many of 

the erstwhile criminals have become powerful businessmen, 
and some are now generous political sponsors. 


10. (C) Velchev openly admits that corruption exists all 
across the political spectrum and is vehement that \"there 

will be no protection for anyone if there is evidence that 

a crime has been committed.\" So far, eleven MPs have been 
stripped of immunity on Velchev\'s request, including an MP 
elected on the ticket of the Socialist-led Coalition for 

Bulgaria. (That MP, Toma Tomov, is the only Roma member of 
the National Assembly.) Nevertheless, progress on 
investigations has been sluggish, and only one case, that 

of an Ataka MP accused of pedophilia, has reached the trial 
stage. While publicly Velchev is optimistic about bringing 
more corrupt officials to trial, privately he is frustrated 

by lack of solid evidence against major political players. 

\"The files are empty,\" he recently vented to the 
Ambassador; indeed, no serious observer doubts that the old 
guard simply emptied the case folders. 


11. (C) Velchev is solidly in the reformers camp, but he 
operates in a political environment that often ties his 

hands. He has done well in areas directly under his 

control -- the Prosecution Service is in better shape than 

it was last February, and some of the most blatant 
offenders have been removed in disgrace. Yet his \'war\' 
against organized crime and public corruption moves slowly, 
primarily because of the major interests involved. His 
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dirty money and political interests that still plays a role 
in Bulgarian politics. To effectively battle it, he needs 
the full support of reform-minded politicians committed to 
weeding out cronyism and crime, more institutional 
capacity, and plenty of funding. Follow-through on our 
plans for a three-year prosecutorial training initiative 
using SEED performance funds is essential both to help 
Velchev build a stronger team, and as a strong signal of 
U.S. support for the central figure in the fight against 
crime and corruption here. END COMMENT. 
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1. (SBU) SUMMARY: On the heels of dashed 
expectations for tourism in 2006, Turkish officials 
expressed confidence that tourist arrivals for 2007 
would surpass the record 21.1 million set in 2005. To 
attract more tourists from North and South America, the 
Government of Turkey (GOT) has invested millions in a 
multi-media campaign touting religious and health 
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tourism. Convinced that Turkey has moved beyond the 
negative images affecting tourism in 2006, notably the 
wave of bombings in tourist areas of western Turkey, 
Turkish officials expect over 600,000 Americans to 
visit this year. End Summary. 


2. (SBU) Despite a 6.5% decline in tourist arrivals in 
2006, Ministry of Culture and Tourism (MOT) contacts 
voiced optimism over the prospects for 2007. 
Predicting a record-setting year, MOT Director General 
for Marketing Ozgur Ozaslan estimated Turkey would 
welcome more than 21 million visitors in 2007, besting 
the 21.1 million who visited in 2005, and easily 
exceeding the 19.8 million arrivals of 2006. Ozaslan 
pointed to a combined 16% increase in arrivals for 
January and February, compared to the preceding year 
for the same period, as evidence of the upward trend. 


3. (SBU) At first dismissive of the possibility of a 

repeat wave of PKK terrorist bombings like the ones 

that struck the tourist towns of Marmaris and Cesme in 
2006, Ozaslan later acknowledged last year\'s attacks 
seemed specifically designed to maximize damage to the 
tourism sector by striking tourist areas during the 
summer/fall high season, adding that \"terrorism can 
strike anywhere at anytime.\" According to Ozaslan, the 
MOT estimates that approximately one million tourists 
stayed away from Turkey from September to December 2006 
due to the bombings. The \"Kurdistan Freedom Falcons\" 
(TAK), the name under which the PKK conducts its 
attacks in western Turkey, has recently issued another 
warning to foreign tourists to stay away. If so, the 
increase in tourist arrivals could be jeopardized. 


4. (SBU) The MOT recently launched a $5.6 million 
marketing campaign targeting tourists from North and 
South America. \"Turkey Welcomes You\" is the title of 
the 45-page colorful guide highlighting the country\'s 

2,000 thermal springs, natural alternative medicine 
centers, historic churches and synagogues, and numerous 
archeological sites. Although tourists from the 

Americas represent only five percent of total visitors 

to Turkey, Ozaslan confirmed they outspend their 
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European counterparts, stay longer in country, and 
generally opt for culture tourism over cheaper packaged 
\"sun tours\" popular with many Europeans. Ozaslan 
played for us two television commercials produced for 
American audiences that will air on CNN and network 
television during high profile regular programming such 
as \"House,\" Desperate Housewives." and \"Lost,\" and 
displayed various print ads set to appear in The New 
York Times, Los Angeles Times, The Washington Post and 
over thirty travel and lifestyle magazines. 


5. (SBU) Ozaslan noted that before the events of 9/11, 
more than 515,000 Americans vacationed in Turkey 
annually. Encouraged by the 22% increase in American 
tourists who visited in 2006, the MOT expects over 
600,000 Americans to visit Turkey this year. The debut 
of the temporary Turkish village at Disneyworld\'s 

Epcott Center in late 2006 proved enormously 
successful. Unable to provide exact numbers for the 3- 
month run at Epcott, MOT officials estimated roughly 
30,000 thousand people a day passed through the exhibit 
which featured Turkish foods and products and displayed 
cultural highlights of Istanbul and Cappadocia. 
Describing as \"cost-prohibitive\" the apparent 20 

million USD price tag for maintaining a permanent spot 
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at Epcott, MOT officials nevertheless look forward to 
sponsoring a 3-month exhibit again this year. 


6. (SBU) In coordination with the three Turkish Culture 
and Tourism Offices operating in the United States 
(Washington DC, New York, and Los Angeles), the MOT 
plans to sponsor a number of cultural events in major 
US cities in 2007, including Chicago, San Francisco, 

and Miami, to celebrate UNESCO\'s \"Year of the Mevlana,\" 
in commemoration of the 800th anniversary of the birth 
of Mevlana Jelaladdin Rumi, the 13th century Turkish 
philosopher and mystical poet of Islam. MOT officials 
acknowledged contract negotiations were underway for 
Dr. Deepak Chopra, a former figure in the 
Transcendental Meditation Movement, to produce a 90- 
minute documentary film about Rumi, possible narrators 
include Hollywood celebrities Demi Moore and Antonio 
Banderas. 


Column 3 


7. (SBU) Unveiled recently at a Turkish tourism summit 
in the resort city of Antalya, the MOT\'s 112023 Tourism 
Strategy," is a 52-page roadmap to development of niche 
tourism (religious, health, and golf), infrastructure 
improvements, and regional \"tourism cities." A Tourism 
Ministry official responsible for city and regional 

planning saw major potential in the development of golf 
tourism. He said the island of Majorca has more golf 
courses than all of Turkey, despite Turkey\'s natural 
attributes for golf tourism (long season, tourist 
infrastructure). He also lamented that Majorca has 

more yacht marinas than all of Turkey, despite Turkey\'s 
long coastline. Turkish tourism officials also hope to 
develop more religious tourism, capitalizing on the 
Pope\'s recent visit and the abundance of important 
sites for Christianity, Judaism and Islam. 


8. (SBU) Although the Council of Ministers signed off 

on the 12023 Tourism Strategy," MOT\'s Deputy General 
for Business and Development Savas Bozdu confirmed that 
there is currently no budget for implementing any of 

the short-term or long-term strategies identified in 

the plan. Tourism revenues constitute approximately 

five percent of GNP, are an important source of new 
employment, and also help finance Turkey\'s large trade 
deficit. Speaking at the summit, however, Prime 

Minister Erdogan emphasized the importance of viewing 
tourism in political and cultural terms, not just as a 
source of revenue for Turkey, noting \"tourism brings 

the people of the world together and contributes to 

world peace. 


9. (SBU) The substantial increase in tourist arrivals 

at the outset of 2007 is encouraging given the 
disappointing overall numbers for last year. Although 
confident 2007 will be a record-setting year for 

tourism, MOT officials\' projections are based on 

certain assumptions, mainly the absence of any PKK 
attacks targeting tourist areas and the lack of 
controversy surrounding TurkeyYs upcoming presidential 
and parliamentary elections. The GOT\'s decision to 
increase by $4 million USD the marketing budget for the 
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Americas demonstrates a genuine commitment to attract 
more Americans tourists. 
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REF: STATE 33379 


Classified By: Political Minister Counselor Daniel 
Shields. Reasons 1.4(b/d). 


(C) China will study closely the cases of the 

individuals and companies proposed for listing by the 
United Nation\'s 1533 Committee for their role in 
violating UNSC resolutions concerning the Democrtic 
Republic of the Congo (DROC), MFA Internaional 
Organizations Department UN Division Deputy Director 
Yao Shaojun said in response to Poloff\'s demarche 
delivering reftel points. The United States and China 
have cooperated closely on policy toward the DROC so 
far, he noted. Poloff emphasized that the individuals 
and companies proposed for listing by the United 
States have been involved in violations of the weapons 
embargo, in gold trade with rebel groups and have 
otherwise played a role in undermining stability in 

the DROC. 
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1. (C) Summary. Zhejiang Province Communist Party Secretary 
Xi Jinping, a contender to succeed President Hu Jintao in 
2012/2013, describes Zhejiang as a driving force behind 
national economic growth. Zhejiang ranks high for income, 
low for income disparities, and makes substantial 
contributions to migrant worker employment and transfer 
payments of fiscal revenue to the Central Government. Xi 
dismissed concerns about overheating, noting that the faster 
his province grows, the greater the amount of revenues that 
the province will transfer to the Central Government. Those 
revenues also support economic development in comparatively 
poor regions in Central and Western China. Provincial party 
and government officials are regularly informed of citizens\' 
complaints and plan to address recurring concerns about 
education, affordable housing and healthcare. The provincial 
Communist Party is committed to building the legal 
underpinnings of China\'s socialist market economy. National 
People\'s Congress passage of the Property Law will be 
beneficial to building China\'s market economy and to 
Zhejiang. Unification of corporate tax rates will be a great 
benefit to Zhejiang companies while not deterring new foreign 
investment. Xi expressed satisfaction with his May 2006 

visit to the United States. He is a fan of Hollywood World 
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War II movies and criticizes Chinese moviemakers for 
neglecting values they should promote. His frank and 
friendly dinner discussion with the Ambassador included 
several comparisons that Xi made to other provinces where 
other leading contenders now hold leadership roles, 
comparisons in which Zhejiang looks better. End Summary. 


Booming Zhejiang Is a National Economic Leader 


2. (C) Ata March 11 dinner hosted by the Ambassador at his 
residence, Zhejiang Party Secretary Xi Jinping responded to a 
series of questions about Zhejiang Provincial economic 
performance with an impressive array of data and interesting 
observations. Zhejiang Province\'s exports surpassed USD 100 
billion in 2006, an increase of 31 percent over 2005, Xi 

said. Sixty percent of those 2006 exports were from private 
enterprises, and the 2006 rate of increase of exports for 
those private enterprises amounted to 40 percent. While 
unable to provide an immediate savings rate figure for 
Zhejiang residents, Xi asserted that most Zhejiang residents 
have more than enough money to cover expenses for basic 
needs. Prudential savings nonetheless remain high in 
recognition of the incomplete nature of China\'s social 
security system and to prepare for possible future 
consumption items such as health care. While a small 
proportion of the province\'s population remains near poverty 
and requires assistance from government, perhaps 20 percent 
of Zhejiang\'s approximately 50 million residents are high 
income earners within the Chinese context. They don\'t know 
how to spend all their money, Xi said. China\'s stock markets 
are not mature and thus hold risks unattractive to many 
Chinese, and the investment fund industry is likewise 
immature and unattractive. The Ambassador interjected that 
Treasury Secretary Paulson had discussed China\'s capital 
markets and financial sector reform in a speech in Shanghai 
just three days earlier and presented a Chinese text of 
Secretary Paulson\'s speech to Secretary Xi. 


SIPDIS 


3. (C) In their search for money-making opportunities and 
wealth preservation strategies, Xi continued, many rich 

Chinese cannot find proper outlets for their cash. This 

helps feed illegal financial activities, such as deceptive 

claims on the Internet and private but illegal banks and 
investment funds that claim to pay higher interest rates than 

are generally available in China. The Chinese Government and 
the Chinese people place high hopes that the bilateral 

dialogue mechanism established through the Strategic Economic 
Dialogue (SED) can help solve some practical problems in 
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China\'s financial sectors. Secretary Xi said he hopes that 
Secretary Paulson and the Ambassador will play important 
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roles in the SED as it moves forward. Xi added that he hopes 
the United States Congress will show enough patience to allow 
Secretary Paulson sufficient time to solve some of these 
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problems. 


4. (C) Secretary Xi proudly and easily rolled off numerous 
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Zhejiang provincial economic data. Provincial GDP increased 
13.6 percent in 2006, with per capita GDP now USD 4,000 -- 
well, USD 3,975 to be exact, he clarified. Only Guangdong, 
Jiangsu and Shandong have greater provincial GDPs, and on a 
per capita GDP basis, Zhejiang ranks first among all 
provinces and only lags the centrally administered cities of 
Shanghai, Beijing and Tianjin in this regard. Per capita GDP 
in the provincial capital of Hangzhou is now about USD 6000 
and in the port city of Ningbo now about USD 6500. Zhejiang 
ranks first in the nation in fiscal revenue and per capita 
disposable income, too. 


5. (C) Zhejiang gets to keep about half of the fiscal 

revenue collected in the province, with about half sent to 

the Central Government. In 2006, Zhejiang collected 256 
billion renminbi in fiscal revenue (90 percent in taxes, 10 
percent in items not clearly identified in Xi\'s comments), of 
which 130 billion RMB was retained for local uses. 
Furthermore, fiscal revenue data do not include other funds 
available to the government, such as government investment 
funds, social security funds, or tariffs collected by Customs 
officials at Zhejiang ports of entry (the latter funds go 

directly to the Central Government, Xi added). Xi said that 
income for all levels of government generated from all 
sources in Zhejiang in 2006 was probably near 500 billion RMB. 


Dismissive of Overheating Concerns 


6. (C) The Ambassador asked whether Central Government 
officials are concerned about possible economic overheating 
in Zhejiang. Secretary Xi replied that the faster Zhejiang 
grows, the more revenue the Central Government receives. lt 
is Zhejiang\'s hope that the Central Government will keep the 
share of provincial fiscal revenue that Zhejiang must send to 
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the Central Government stable. The Ministry of Finance is 
considering raising that share, a possibility which Xi 
opposes. Making the cake bigger (i.e., growing Zhejiang\'s 
economy) will make their piece bigger, too (i.e., a fixed 
percentage of a larger whole will bring an increase in 
absolute value of funds transferred to the Central 
Government). Many cities in Eastern China are concerned 
about this issue. Xi hopes that Finance Minister Jin Renging 
will not think about or act upon this possible increase in 
revenue sharing burden. 


Shouldering Burdens of Central and Western China 


7. (C) Another issue about which Zhejiang officials are 

very concerned is the gap in income and economic development 
levels between the wealthier East Coast regions and China\'s 
Central and Western regions. Some of the fiscal revenue 
generated in Zhejiang is allocated to assigned counties and 
communities elsewhere in China, including some of the highest 
altitude administrative units in Xizang (Tibet) and Xinjiang, 

the Fuling area of Chongqing Municipality, two impoverished 
areas in Sichuan Province (one of which is Nanchong) and 
certain Miao ethnic minority areas of Guizhou. Some of these 
destinations in Western China can themselves only raise 10 - 
30 percent of their annual local government expenditures, 
while in assigned areas in Central China that proportion may 
increase to 50 percent. Transfer payments to local 
governments in Central and Western China actually come in 
part from provincial contributions, Xi underscored, lessening 
the burden of the Central Government. While Zhejiang sends 
about 50 percent of its fiscal revenue to the Center, 

Shanghai must contribute an even higher share, about 65 
percent. 


An Important Destination for Migrant Workers 


8. (C) Zhejiang makes two other important contributions to 
the national economy. First, Zhejiang hosts China\'s second 
largest population of migrant workers, 14 .5 million. Only 
Guangdong hosts more. The ratio of Zhejiang\'s permanent 
residents (about 50 million) to migrants is a little over 

3:1. Zhejiang thus makes an important contribution to 
addressing China\'s employment challenges. There is a cost 
with having so many migrant workers, since 65 percent of 
issues requiring Public Security attention (i.e., crimes) are 
caused by migrant workers. Xi clarified that migrant workers 
are defined as those who stay for work purposes for less than 
four months. Those who stay for more than four months in a 


Column 3 
BEIJING 00001840 003 OF 007 


locale are counted as residents. Furthermore, in the large 
number of migrant workers seeking work in Zhejiang are a 
great many who come to this comparatively rich province from 
less affluent other provinces and cities. Xi contrasted his 

large number of provincial outsiders with the situation in 

Jiangsu Province, where, he said, many of the migrants are 
persons from north of the Yangtze who are seeking employment 
in locations south of the Yangtze, still in their own home 
province. 


An Important Contributor to Economic Development Elsewhere 


9. (C) The other important economic contribution by 

Zhejiang is the role of 4.4 million businesspersons from 
Zhejiang are working outside the province elsewhere in China. 
Xi said Central Government data does not report the economic 
impact of these businesspersons. While there is little 

foreign direct investment in Central and Western China, 
including little from the United States, there is 

considerable investment and business activity in those 

regions by Zhejiang businesspersons. Those 4.4 million 
extra-provincial Zhejiang businesspersons generate another 
nearly one trillion RMB more in GDP nationwide - nearly as 
much as the province. Another 1 million Zhejiang 
businesspersons live overseas, often building international 
business links. So one must recognize that Zhejiang has been 
a driver of the whole nation\'s economic growth. 


10. (C) Nearly all other provinces have sent delegations to 
Zhejiang to study the province\'s experience and success. In 
recent days, delegations from Xinjiang, Sichuan and Jiangxi 
had scheduled upcoming appointments to visit and study 
Zhejiang, bringing large delegations that will include 
county-level Communist Party secretaries. Secretary Xi 
quoted Jiangxi Provincial Party Secretary Meng Jianzhu as 
saying he and others have much to learn from Zhejiang\'s 
development path. The experiences of coastal cities such as 
Shenzhen and Shanghai that are destinations for high levels 
of foreign investment are not suitable development models. 


Income Gap and Urbanization Rate 


11. (C) The Ambassador inquired about income disparities 
within Zhejiang Province. Zhejiang has the second lowest 
provincial urban/rural income ratio in the nation, at 2.45:1. 
Jiangsu is first, at 2.1:1, while the national average is 
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3.3:1. However, Zhejiang\'s ratio may increase slightly, due 
to faster income growth for urban residents (10.9 percent in 
2006) than for rural residents (9.3 percent in 2006). While 
the ratio may worsen slightly, Xi said, the important fact to 
recognize is that income levels are rising significantly in 
Zhejiang regardless of being a city dweller or rural 

resident. ZhejiangWs population is now about 56 percent 
urbanized. With respect to income of urban residents, 
Zhejiang has ranked first in China for the last six years. 
With respect to income of rural residents, Zhejiang has 
ranked first for the last 22 years. Xi again volunteered a 
comparison between Zhejiang and Jiangsu. Jiangsu\'s total 
average income is less than that of Zhejiang, and the highest 
income level in Jiangsu, in the city of Suzhou, is only at 

the level of the average income level for the whole of 
Zhejiang Province. The average income level in Zhejiang\'s 
capital of Hangzhou, however, is about the same as the 
average income level in Shanghai. 


12. (C) Zhejiang has maintained these remarkable results 
because it is an economy of the grassroots -- the common 
people choose their own development paths, Xi continued. 
Zhejiang is an economy of counties and towns (implying not 
being a province with a heavy hand of central economic 
decision making). Of the top 100 most affluent counties in 
China (criteria for ranking not clearly explained by Xi), 30 

of Zhejiang\'s total 60 counties are among them. At the 
township level, 268 Zhejiang towns rank in the top 1000 towns 
in China. Of Zhejiang\'s total nine provincial-level 
municipalities, seven rank in China\'s top 100, and the other 
two are ranked between 101 and 110. 


Hearing from the Grassroots Level 


13. (C) The Ambassador asked how provincial party and 
government officials hear from the citizenry and what are the 
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most frequent concerns or complaints directed to Zhejiang 
officials. Secretary Xi said provincial officials have many 
sources of information, many of them designed by Provincial 
Party Secretary General Li Qiang, to whom Xi turned for 
comment. Mr. Li explained that the major source of news on 
the views of the citizenry remains letters. About 150,000 

letters were delivered to Zhejiang offices last year. The 
provincial government website provides a link for submission 

of e-mails from the public. Party Secretary Xi and 

provincial government leaders from the Governor on down often 
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lead delegations to the counties to listen to the voices of 
the citizens. Provincial officials spend more than 100 days 
per year conducting research with specific industries or in 
different areas of the province to gather firsthand 
information. Government officials can also submit 
information to Xi at any time. Media reports on provincial 
developments are an additional source of news. The 
provincial Communist Party itself also gathers information 
from the public. So, the Provincial Party Secretary has 
uninterrupted access to the views of the general public, Li 
concluded. 


Concerns about Education, Housing and Health Care Common 


14. (C) Zhejiang residents are most concerned about three 
basic issues: education, affordable housing, and health 
care, Secretary Xi said. The government must take a 
realistic attitude in addressing these concerns. While not 

all concerns can or should be addressed fully - for instance, 
not every child in the cities and in the countryside will 
matriculate to the highest ranked universities -- the 
government should act to ensure that all children receive an 
education, people have basic affordable housing, and all 
residents have access to at least basic medical care. 
Zhejiang is doing a good job in all these respects, Xi 
asserted, even leading the whole country. While China has a 
per capita GDP level of about USD 1000, Zhejiang is already 
at about USD 4000. This leads to higher expectations for the 
work of provincial officials and party leaders. So new 
proposals will be forthcoming on how to improve the lives of 
Zhejiang residents. 


OfficialsY Work Styles Another Common Concern 


15. (C) Another area in which dissatisfaction has been 
expressed regards the working style of government and party 
officials, Xi added. We will make energetic efforts to 

improve on this score. Surely the situation will improve in 

the long term but there is a long way to go. With 70 million 
persons holding membership in the Communist Party of China, 
it should not be surprising that several thousand may be 
problem cases. However, the complaint letters from the 
people show the people still have faith in the Party and hope 
the Party will solve such problems within the Party. For the 
present, the people will not take to the streets to complain 
about officialsW work styles. While there are many problem 
makers in the Party, the Party also counts among its members 
the elite of society. 


Column 3 
Crime and Wastefulness, Too 


16. (C) Secretary Xi briefly mentioned crime and government 
waste as other topics of public complaint. He did not 
elaborate any further on crime, but noted that once basic 
needs for food and clothing have been met, some officials 
have become wasteful in their use of administrative 
resources, seeking extravagance in their lifestyles. More 
guidance from the government is needed in such cases, in XiVs 
view. He closed his comments on this topic by recalling that 
China is a big country, with a population exceeding one 

billion persons. When you multiply something by more than 
one billion, you get a big number; but if you divide 

something, like GDP, by more than one billion, you get a 
small result. Deng Xiaoping was right in observing that 

China is still at a primary stage of development. 


Expectations for This National People\'s Congress Session 


17. (C) Shanghai Consul General Jarrett, noting the 
important role of the private sector in the Zhejiang economy, 
asked Secretary Xi about the current meeting of the National 
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People\'s Congress and expected passage of a Property Law. Is 
there any dissent against the proposed law in Zhejiang? What 
will the law mean for Zhejiang? Xi expects that the NPC will 
enact the Property Law during the current session. 

Discussion of a Property Law began in the sixth NPC, about 
twenty years ago. Now is the right time to enact the law, 
passage is needed to support the legal regime of China\'s 
socialist market economy. The Property Law will equally 
protect state-owned, collectively-owned assets and private 
properties. The law should also protect against stripping of 
assets from state-owned enterprises and protect the general 
public\'s growing holdings of private property. In the past, 
China gave lip service to property protection, with the 
destruction of property in the Cultural Revolution being an 
example. Private property plays a leading role in Zhejiang\'s 
economic development, so nearly everyone in Zhejiang agrees 
with passage of the Property Law. With property protection 

in place, Chinese can gain even more wealth. 


18. (C) Another measure to be passed in this NPC session 
will unify corporate taxation rates for foreign-invested 
enterprises and domestic enterprises. Chinese companies will 
see their tax rates decline from 33 percent to 25 percent, 
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while FIEs will have a five-year transitional period as their 

tax holidays are phased out and their tax rates climb to 25 
percent. Tax unification is very good news for Zhejiang 
companies, Secretary Xi said. For example, the Ningbo 
manufacturer (heard as Ningbo Ya Ge Er) of the suit he wore 
to dinner has told Xi that the reduction of his corporate tax 
rate will save his company 40 million RMB per year. Because 
foreign investors who are newcomers to China consider more 
than just the corporate tax rate in selecting overseas 
investment destinations, the increased tax rate should not 
significantly hurt them, Xi asserted. 


Rule of Law in Zhejiang Province 


19. (C) The Ambassador asked for Secretary Xi\'s views on 
the development and implementation of rule of law in 
Zhejiang. Xi replied that the Party Provincial Committee has 
proposed in 2006 to build Zhejiang into a province ruled by 
law. Laws are a basis for the socialist market economy. 
Provincial officials will promote public awareness of laws 
and do their best to enhance enforcement of laws. The 
Provincial People\'s Congress will cobine laws as passed at 
the national level by the NPC with Zhejiang\'s local 
conditions. The government and the Party will promote rule 
of law. A provincial working group on rule of law has been 
established, and Li Qiang is Director General of that working 
group. Local laws should accord with central laws. Zhejiang 
can provide some pioneering efforts in rule of law for the 
whole country. 


XiVs 2006 Visit to the United States 


20. (C) The Ambassador asked Secretary Xi for details of 
his May 2006 visit to the United States and whether he had 
had opportunity to exchange views with members of Congress 
while in Washington. Xi indeed had met with members of 
Congress, and found those he met with quite friendly towards 
China. One member described himself or herself as formerly 
quite anti-China but his/her views had begun to shift. Xi 

and his delegation had been worried that Falun Gong 
practitioners might pose a threat during their visit, and 
accordingly had some security assistants accompany them on 
their visit. All had proceeded smoothly with no encounters 
with the Falun Gong. Xi said he and other Chinese officials 
are not worried or annoyed by noise or protests during visits 
but are worried about the legal consequences and burdens if 
served papers as part of stateside legal actions. 


21. (C) The May 2006 trip had proven fruitful for Zhejiang, 
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Secretary Xi continued, with several important contracts 


SIPDIS 

signed that only more recently or even in the near future 

will be implemented. Among those agreements is one involving 
Federal Express, which will have ceremonies at the Hangzhou 
(Zhejiang Province\'s capital) airport for the construction or 
opening of a new distribution center. Citibank decided to 
accelerate plans to establish a branch in Hangzhou. Xi has 
written to China Banking Regulatory Chairman Liu Mingkang to 
urge accelerated processing of that application and, while 
expressing confidence the application will be approved soon, 
Xi commented to his colleagues that additional lobbying may 
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be in order. The Ambassador thanked Xi for his support to 
Motorola for that companys production plans in Hangzhou. 
Motorola is doing well in Hangzhou, with Hangzhou\'s sales 
revenue nearing 45 billion renminbi (over USD 5 billion) in 
2006, just slightly less than Motorola sales revenue 
generated at its Tianjin facilities. Hangzhou sales revenue 
will surely eclipse Tianjin sales revenue in 2007. Finally, 

the 2006 visit to the United States had included 
commemoration of the twenty-fifth anniversary of the 
establishment of sister state relations between Zhejiang and 
New Jersey. A New Jersey university decided to set up a 
branch campus in Wenzhou in Zhejiang, a plan already approved 
by all relevant provincial authorities but still awaiting 
approval by the central Ministry of Education. 


A WWII Hollywood Movie Aficionado 


22. (C) The Ambassador also asked Secretary Xi about his 
recent movie viewing, recalling that Xi had told him in their 
meeting one year ago that he had recently seen and 
tremendously enjoyed \"Saving Private Ryan.\" Had Secretary Xi 
seen other recent American movies that he had enjoyed? Xi 
replied that he already owns the \"Flags of Our Fathers\" DVD, 
but hopes to view it during the Lunar New Year holidays had 
gone unfulfilled. He had seen and enjoyed \"The Departed.\" 

Xi said he particularly likes Hollywood movies about World 

War Il and hopes Hollywood will continue to make them. 
Hollywood makes those movies well, and such Hollywood movies 
are grand and truthful. Americans have a clear outlook on 
values and clearly demarcate between good and evil. In 
American movies, good usually prevails. In contrast, \"Curse 

of the Golden Flower,\" a recently popular Chinese movie 
directed by Zhang Yimou and starring Gong Li (she of \"Miami 
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Vice movie stardom) had been confusing to Xi. Some Chinese 
moviemakers neglect values they should promote. 


23. (C) America is a powerful nation in terms of culture 
because Americans say what they should say, Xi elaborated. 
Too many Chinese moviemakers cater to foreigners\' interests 
or preconceptions, sometimes vulgarly so. He criticized 

Zhang Yimou by name as well as the kungfu action movie genre. 
\"Crouching Tiger, Hidden Dragon and Wu Ji\" and imperial 
palace intrigues -- all are the same, talking about bad 

things in imperial palaces. Most are not nominated for 

Oscars or other awards, so to some extent it can be said that 
such movies are not worth very much. The Ambassador noted 
that a Chinese film about HIV/AIDS orphans had just garnered 
the Oscar for best short documentary. Xi expressed awareness 
of the movie, noting that the director is a female overseas 
Chinese (but Xi never said whether he had seen that 
documentary). Xi recalled that a low cost, very good Chinese 
movie by the director Jia Zhangke had recently won a Golden 
Lion award at the Venice Film Festival. Returning to Flags 

of Our Fathers,\" Xi said he had come to understand that the 
flag raising on Iwo Jima did not mark the end of the battle. 

The Japanese were still in holes and caves and the battle 
continued. He expressed particular admiration for WWII 
movies set in the Pacific theater of operations and expressed 
a strong desire to visit Guadalcanal. 


24. (C) Many Chinese had died in the Anti-Japanese War (as 
WWII is most often referred to in Mainland China). The last 
one to two decades have been a period of historical 
importance, with peace and rapid economic development. China 
should use this opportunity to focus on improving the living 
conditions of the people. Xi noted some earlier but brief 
periods of peace and economic development in China, referring 
to two emperors\' reigns in the Han Dynasty, the reign of the 
first emperor in the Tang Dynasty, and the consecutive reigns 
of Emperors Kangxi, Yongzheng and Qianlong in the Ming 
Dynasty. It was a crime that such periods did not last 

longer. The current period of peace and rapid economic 
development should be extended as long as possible. 


Comment 


25. (C) Secretary Xi, regarded by many Embassy contacts to 
be one of the three leading contenders to succeed President 
Hu Jintao in 2012/2013 as Communist Party Chairman and 
President of China, certainly exhibited an easy and 

proficient familiarity with his relatively prosperous 

province\'s economic data and development strengths. 
Comparisons to Jiangsu Province and reference to Henan were 
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perhaps inevitable for an official with the strong ambitions 

he reportedly holds. The other two leading contenders to 
succeed President Hu are Li Yuanchao (Ambassador\'s March 8 
dinner reported ref A), current Party Secretary in Jiangsu, 

and Li Keqiang, past Party Secretary in Henan (AmbassadorYs 
March 12 dinner reported ref B). End comment. 
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1. (SBU) Summary: Hue-based dissident Father Phan Van Loi 
confirmed as authentic Internet reports that Hue 

authorities have indicted Father Nguyen Van Ly and four 
others for \"propagandizing against the government.\" In 
HCMC, political activist Do Nam Hai told us he has ended 
his pro-democracy activism in the face of severe pressure 
on his family and the threat of his imminent prosecution. 
Hai\'s withdrawal from the pro-democracy movement, Father 
Ly\'s arrest and the detention of over 20 other key 
grassroots pro-democracy activists in HCMC and elsewhere 
means that, for all intents and purposes, the GVN has 


Column 3 
suppressed the grassroots dissident movement that briefly 
emerged in the south in 2006. End Summary. 


Father Ly Formally Indicted 


2. (SBU) On March 19, we spoke by phone with Hue-based 
activist Father Phan Van Loi, who confirmed the 

authenticity of documents posted on overseas dissident 
websites purporting to be the police report and indictment 
papers against Father Nguyen Van Ly. Also indicted were 
Vietnam Progression Party (VPP) representatives Nguyen 
Phong, Nguyen Binh Thanh, Hoang Thi Anh Dao and Le Thi Le 
Hang. The five were indicted based on Article 88 of 

Vietnam\'s Criminal Code, which outlaws \"activities to 
propagandize against the State.\" 


3. (SBU) Father Loi said that the documents assert that 
Father Ly coordinated and disseminated anti-government 
propaganda and \"lured others into anti-government 
activities. The police report also noted that Father Ly 

paid associates a monthly allowance to carry out \"political 
activities, 1' such as posting materials on the Internet or 
purchasing cell phone SIM cards on his behalf. According 

to the Internet report, the police recommended that Ly 
receive a tough punishment because of his \"provocative and 
uncooperative behavior" during the investigation. 


4. (SBU) Hue authorities recommended lenient treatment of 
the four VPP members because of their cooperation during 
the investigation. The police noted that Nguyen Phong, the 
VPP\'s senior-most representative, founded the VPP on Lys 
instructions. The police report also notes that detained 
Hanoi-based lawyer Le Thi Cong Nhan also was a member of 
the VPP and recommends that Hanoi police reflect that fact 

in its investigation against her. Hue police identified 

Hong Trung as a hitherto unknown VPP member in the Central 
Highlands province of Gia Lai and recommended police action 
against him as well. 


Do Nam Hai Finally Breaks 


5. (SBU) Separately on March 19, we also spoke with HCMC- 
based dissident Do Nam Hai (strictly protect), regarding 
Internet reports that he had ended his involvement in 
dissident activities. Hai told us that, over the past 

week, the police had \"held his family hostage\" to pressure 
him to renounce his activism. The situation came to a head 
on March 16, when he was again summoned to his district 
police station for interrogation. Three hours later, 
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police brought his father, his older sister and his 

daughter to the station and announced that the authorities 
had a prosecution indictment ready against Hai. The police 
claimed that they had been holding back for Whumanitarian 
reasons and wanted to give Hai a \"last chance" to avoid 
\"killing\" his 82-year-old mother who suffers from heart 
problems. 


6. (SBU) Hai said that, following the police announcement, 
his family members started to cry and to beg him to follow 
police advice. Hai blasted the police tactic as 
\"malicious\" and \"disgusting,\" but told us he was afraid 
that his mother would indeed die were he to be arrested, so 
he relented. At first, police asked him to write a letter 
committing to drop his political activism, which Hai agreed 
to do. However, later, the police demanded him to write a 
more expansive letter acknowledging that he was guilty of 
violating Vietnamese law and begging the GVN for mercy. 
After nearly 12 hours in police custody, Hai relented. Hai 
asked that the letter not be used to incriminate him, and 
asked for a written confirmation from the police. The 
police refused. 


7. (SBU) According to Hai, he still has to go to working 
sessions with the police for the rest of this week to 
answer about the documents the police confiscated from his 
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house in the past. Hai said he told the police to end its 
surveillance and leave him and his family alone; otherwise 
he would resume his political activities. Hai still 
welcomed interaction with USG officials. Hai also said he 
planned to become active in stock trading as a private 
investor and financial adviser. 


8. (SBU) On March 16, the Alliance for Democracy and Human 
Rights for Viet Nam -- the dissident umbrella organization 

founded by Ly and Hai -- announced that Father Loi and 
HCMC-based Mennonite Pastor Nguyen Hong Quang would replace 
Nguyen Phong and Do Nam Hai. 


9. (SBU) Comment: As reported reftel, Hai was the author of 
the pro-democracy 8406 bloc manifesto and the intellectual 
backbone of the new generation of political dissidents. 

His forced withdrawal from the pro-democracy movement that 
he helped found, along with the detention of Father Ly and 

at least 20 other new activists throughout the country 

(reftels) means that the GVN has effectively suppressed the 
grassroots pro-democracy movement that emerged in southern 
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and central Vietnam in 2006. A number of aged dissidents 
such as Dr. Nguyen Dan Que and Tran Khue are \"free,\" but 
under strict surveillance. Although they do not have the 
credibility of Do Nam Hai or Ly, it is very possible that 

Father Loi and Pastor Quang -- long-term irritants for the 
GVN in their own right -- also will be detained or face 
tougher pressure for their political activism. 


10. (SBU) Comment continued: Despite police \"goodwill,\" Do 
Nam Hai could still be indicted. In mid-February, VPP 

activist Nguyen Phong was detained briefly and forced to 

write a letter formally disbanding his party. Nonetheless, 

a month later he and his other VPP colleagues were indicted 
along with Father Ly. 
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Summary 


1. (C) Chinese and Japanese historians meet in Tokyo March 
19-20 to conduct the second round of a dialogue on modern 
history intended to calm tensions in both countries, scholars 
and officials involved with the project told us. Officials 

say press reports that Premier Wen will cut short his April 
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11 visit to Tokyo and Kyoto because of concerns about PM 
Abe\'s comfort women remarks are wrong and the comfort women 
issue has not yet become a focus of the history talks. 

Rather, the Nanjing Massacre, Chinese history texts and 

visits to war memorials by Japanese officials are among key 
issues of controversy for the history scholars. Wrapped up 

in both sides of the history dialogue are public and 

government attitudes towards Japanese militarism, China\'s 
expanding political and economic power and Japan\'s desire for 
a permanent seat on the UN Security Council. End Summary. 


Panel Diverts History Issue, So Ties Can Improve 


2. (C) The China-Japan Joint History Dialogue is an effort by 
both governments to influence public opinion and calm 
passions in China and Japan that threaten to interfere with 
efforts by the two governments to improve bilateral 

relations, scholars and officials involved with the project 

tell us. Chinese panel member Tao Wenzhao of the American 
Studies Institute at the China Academy of Social Sciences 
(CASS) told us the panel reflects the desire of both 
governments to improve relations and set aside history as a 
topic of contention. \"When a politician raises the history 
issue, both countries can say that their historians are 
addressing it,\" Tao said. CASS History Institute Chair Bu 
Ping, who chairs the Chinese delegation to the talks, told us 
Beijing agreed to the long standing Japanese request for such 
a dialogue reluctantly and only as a deliverable for PM Abe\'s 
October 2006 visit to Beijing. 


3. (C) History, especially Chinese concerns that Japanese 
leaders will visit Yasukuni Shrine where Class A War 
Criminals are enshrined, remains China\'s top bilateral 
concern with Tokyo, MFA DDG for Asia Qiu Guohong told 
PolMinCouns recently (Ref A). Tao said that President Hu 
Jintao is proceeding cautiously on visiting Tokyo and 
reciprocating PM Abe\'s October visit to Beijing because the 
Chinese government remains concerned that Abe will visit the 
shrine. As a result, PM Wen will travel to Tokyo in April 

and President Hu will watch and see whether PM Abe visits the 
shrine this fall before scheduling a trip, likely in 

connection with 2008 G-8 meetings in Japan, Tao said. 


Beijing Low Key So Far on \"Comfort Women\" Remark 


4. (C) Asia DDG Qiu said that although FM Li Zhaoxing 
condemned PM Abe\'s March 5 remarks suggesting WWII comfort 
women were not coerced, overall Beijing has not emphasized 

the comfort women issue \"out of consideration of the domestic 
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political factors in Japan" that prompted Abe\'s remark. 

China noted closely PM Abe\'s subsequent statement that Japan 
has not abandoned then-Chief Cabinet Secretary Kono\'s apology 
to the women, Qiu added. China considers it an Wundeniable 
fact" that these women were abused, he said, adding that the 
Japanese government retains a responsibility toward those 
abused women who are still living. The MFA Spokesman 
refrained from commenting on Abe\'s remark in the March 13 and 
15 press briefings but said questions about compensation 

should be addressed in accord with a 1972 Joint Statement. 


5. (C) Scholars Tao and Bu told us that Abe\'s remarks about 
\"comfort women\" have not yet become a political issue in 
Beijing. They noted, however, that the topic might be added 
to the list of items to be discussed by the history panel. 

China has not reacted strongly to the comfort women\" issue 
so far so as to prevent other history issues from 

resurfacing, according to Li Dungiu, a Northeast Asia expert 
at the State Council Development and Research Center. 


6. (C) MFA Japan Division official Lu Guijun and Japanese 
Embassy Political Counselor Kazuhiro Suzuki told us 
separately that press reports suggesting PM Wen will cut 
short his April 11 visit to Tokyo because of unhappiness over 
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the comfort women remarks are wrong. Suzuki said Tokyo has 
been very pleased with recent Chinese press coverage about 
bilateral relations, in particular regarding President Hu 

Jintao\'s meeting with visiting LDP Secretary General Hidenao 
Nakagawa and Premier Wen\'s positive remarks about China-Japan 
relations in his speech to the National People\'s Congress. 


Concern About Education and China\'s Rise 


7. (C) China\'s concerns about Japan\'s history and what China 
sees as Japan\'s failure to acknowledge the injury caused to 

its neighbors are widely known, Bu said. Most Chinese 

believe that Japan has for the past 20 years systematically 
denied its history in the run-up to and during the Second 

World War. Anti-Japanese insults are commonplace in public 
discourse and to be called \"pro-Japanese\" remains an insult, 
Bu stressed. But the concerns that Japanese scholars aired 
about Chinese education and China\'s rising political and 
economic power are not so well known in China, Bu said. In 
their first round of talks in December (ref B), Japanese 
scholars stressed that China does not properly educate its 
young people about post-WWII Japan, including apologies made 
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by Japanese politicians and Japan\'s democratic 

transformation. Japanese scholars complain that history 
textbooks, China\'s \"patriotic educationW and Chinese 
memorials and museums promote anti-Japanese attitudes, such 
as those that erupted into street protests in April 2005, Bu 
added. 


8. (C) Bu acknowledged that Japan\'s desire for a UN Security 
Council seat was a \"lesser contributing factor" to the 
anti-Japanese protests in China. Bu said he personally has 
no problem with Japan\'s holding a permanent UNSC seat as 
Japan has met objective criteria of being financially and 
politically active on international affairs. But many 

Chinese oppose Japan's bid because of a lack of trust about 
Japan\'s future intentions, particularly its military 

intentions. Many Chinese perceive a resurgence in Japanese 
militarism, symbolized by the recent creation of a Japanese 
Ministry of Defense, and a Japanese wish to contain China. A 
key goal of the joint history project is confidence-building 
between the two sides, which might address China\'s concerns 
about Japanese militarism, Bu said. 


Product of Talks Will Be Joint Papers 


9. (C) Bu said that, during this weekYs consultations, ten 
scholars from China and ten from Japan will begin discussing 
ten themes identified during the first round of talks in 
December 2006. The themes will come from three historical 
periods: pre-WWII (1840-1931), WWII (1931-1945) and post-WWII 
(1945-present). Concrete historical events, like the Nanjing 
Massacre, will be among the topics, but most papers will 

touch on larger themes and topics of ethics, such as Japanese 
militarism or the causes of WWII. The scholars have already 
agreed to set aside most historical issues involving Taiwan 

as too controversial, Bu added. 


10. (C) Bu said that after assigning responsibility for 

initial papers at this meeting, the scholars will adjourn to 
conduct research and write. They will meet again in December 
to exchange first drafts of papers, and later exchange 
comments and criticisms. The goal of the project is to 

produce joint papers with some common views by August 2008, 
although it is clear that the Chinese and Japanese might 

often have to \"agree to disagree,\" Bu said. Tao doubted the 
project would be complete in time for the 2008 Beijing 
Olympics. 


Learning from Korean, German Experiences 


Column 3 

11. (C) Bu said the China-Japan Joint History Dialogue is 
modeled after an ROK-Japan joint history project that has 

been meeting for three years and has enjoyed some success in 
establishing a basis for improved relations. Bu will visit 

Seoul to consult about the ROK-Japan project. He will also 
visit Europe this summer to study the work of history and 
reconciliation projects conducted between Germany and France 
and Germany and Poland, respectively. When criticizing 
Japan\'s attitude toward WWII, Chinese often contrast Tokyo\'s 
reaction unfavorably with the anti-Nazi laws and public 
apologies that allowed Germany to reintegrate successfully 

into Europe, Bu said. 

RANDT 
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SIPDIS 


SIPDIS 
SENSITIVE 


IO/MPR HACKETT AND USUN/MR GARCIA 


E.O. 12958: N/A 

TAGS: AORC, APER, PREL, PO 

SUBJECT: PORTUGAL ON UN REFORM: INTERNAL ADMINISTRATION OF 
JUSTICE 


REF: SECSTATE 31831 


1. (SBU) Pol-Econ Officer spoke with MFA International 
Organizations Officers Maria Manoel de Vilhena and Miguel 
Maia do Vale regarding our concerns over the proposed reforms 
before the UNVs fifth and sixth committees (reftel). Vilhena 
stated that the European Union delegates were waiting for an 
official report before the EU begins discussing the reform 
process. She added that EU delegates would not be ready to 
vote on the proposed reforms until May at the earliest and 
would not be interested in rushing to approve reforms without 
full consideration. 


2. (SBU) Comment: Although Portugal will support the common 
EU position, Vilhena expressed interest in hearing more 
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detailed information about the USG concerns before the EU 
meets. We will brief her further in hopes of indirectly 
encouraging the EU bloc to incorporate our views. End 
comment. 

Hoffman 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR DRL/MLGA JULIETA NOYES AND IO/RHS DOUG ROHN 


E.O. 12958: DECL: 03/19/2017 

TAGS: PHUM, UNHRC-1, PREL, ZI, JA 

SUBJECT: ZIMBABWE: JAPAN TO CONSULT WITH U.S. MISSION ON 
POSSIBLE STEPS AT HRC 


REF: STATE 33284 


Classified By: Political Section Deputy Carol Reynolds. Reasons: 1.4 ( 
b)(d). 


(C) Embassy Tokyo Political Section Deputy conveyed reftel 
message to MOFA Human Rights Division Principal Deputy 
Director Yoriko Suzuki March 16 regarding the situation in 
Zimbabwe and urged Japan to instruct its Mission in Geneva to 
work with the U.S. Mission to coordinate a strategy to deal 

with the situation. Ms. Suzuki, after consulting with her 
superiors, responded on March 19 that MOFA had already 
instructed its Mission in Geneva to contact the U.S. Mission 

to explore options for addressing to the situation in 

Zimbabwe through the Human Rights Council. Once her division 
had more specific information on the options being 

considered, she would consult further with her superiors and 
get back to us with a decision. 

SCHIEFFER 
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TREASURY FOR OWHYCHE-SHAW 


E.O. 12958: N/A 
TAGS: EFIN, ECON, PGOV, CG 
SUBJECT: IMF REVIEW: SITUATION WORSE THAN FIVE MONTHS AGO 


REF: 06 KINSHASA 1608 


1. (SBU) Summary. A visiting IMF review team said that the 
DRC economic situation is worse than it was five months ago, 
when they characterized it as \"difficult\" (ref A). The team 
confirmed that GDRC overspending, financed by Central Bank 
credit, amounted to at least USD 40 million for January and 
February. They noted the direct cause and effect this 
overspending has had on the worsening macroeconomic situation 
and emphasized that the GDRC must limit itself to spending 

only what it is taking in. The IMF said it is trying to put 

together another informal program to follow the SMP for the 

next six months, with a review tentatively scheduled three 
months from now to determine whether enough progress is being 
made to even consider discussing the establishment of a new 
PRGF program in late 2007. End summary. 


2. (U) International Monetary Fund (IMF) resident 
representative Xavier Maret outbriefed the diplomatic and 
donor community on March 13, following a two-week IMF team 
visit to Kinshasa, the first since early October (ref A) 

(Note: Team leader Cyril Briancon, IMF Africa Division Chief 
who normally conducts the outbrief, was called to the 
Presidency at the last minute and returned only in time to 

say that he had deliverd a strong message to the President 
about what needed to be done to get the DRC back on track 
with the IMF. End note.) This visit was supposed to occur 
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in January, but was delayed until the new government was in 
place. The IMF team met with all the pertinent GDRC 

officials, including Prime Minister Gizenga; the Central Bank 
Governor; the new Ministers of Finance, Budget, and Plan; and 
representatives of both public and private enterprises. 

Maret said the objectives of the visit were to review DRC 
performance under the SMP; to help the GDRC prepare a 
macroeconomic framework for 2007 (including a budget); to set 
up a government plan for the next quarter; and to discuss 

next steps (such as a new IMF program.) 


3. (SBU) Maret led off with the bad news: more than ten 
percent depreciation in the value of the Congolese franc (FC) 
since the first of the year and over four percent inflation 

since January 1. (Note: Inflation for January alone was 

nearly four percent; final statistics for February were not 
available yet. End note.) Maret attributed the 

macroeconomic problems directly to government overspending of 
more than 20 billion FC (around USD 40 million) during the 
months of January and February, most of it financed by 
Congolese Central Bank (BCC) credit. He said that there has 
now been a total of about 47 billion FC of bank financing in 
2006 and 2007, versus a projected 15 billion FC for 2006. He 
added that BCC foreign exchange reserve levels are now down 
to under three weeks worth of imports (USD 110 million versus 
USD 150 million in December), less than half of the norm. He 
noted that many GDRC institutions had overspent their 
allotments, but said that security sector overspending had 
been particularly egregious. Unmet structural reforms listed 

by Maret included a computerized payments system, BCC 
reforms, a Heavily Indebted Poor Country spending audit, and 
the takeover of the Banque Congolaise by the Union de Banque 
Congolaise. 


4. (SBU) The IMF resident representative said that it was 
crucial for the GDRC to stick to its budget by making 

required payments (e.g., government and military salaries) 
but also by not resorting to Central Bank financing of 

deficit spending. He noted that the BCC had taken some 
actions, such as raising bank interest rates, in order to mop 
up excess liquidity, but that because of the dollarization of 

the economy, bank credit to the government translates almost 
immediately into higher exchange rates and inflation. GDRC 
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revenues were up, he said, to about 10 percent of GDP in 
2006, but nearly a third of this was from petroleum sales, 
which can be expected to be lower in 2007 due to reduced 
world oil prices. Maret noted that part of the overall GDRC 
deficit was generated by the BCC, which is suffering from a 
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lack of autonomy, and that an audit of the BCC would be 
completed by May 2007. 


5. (SBU) Maret said that economic projections for 2007 are 

6.7 percent GDP growth and 12 percent inflation, but noted it 
is going to be difficult just to meet required payments in 

2007 due to expected decreases in outside budget assistance. 
(Note: The 2006 budget of USD 1.9 billion was more than 50 
percent funded from external sources, with only about USD 900 
million from the DRC itself. The new Minister of Budget told 
Ambassador March 15 that the DRC will contribute USD 1.2 
billion towards the 2007 budget, but only expects about USD 
500 million from outside sources (septel). End note.) Maret 
quoted the need to increase the salary base from 240 billion 
FC (about USD 480 million) in 2006 to 275 billion FC (USD 550 
million) in 2007, and projected that even with increased GDRC 
revenues there would ultimately be a gap of nearly 50 billion 
FC (approx. USD 100 million) in 2007, which could only be 
reduced by outside assistance. For this assistance to 
materialize, he noted, the GDRC has to show something" 
during the next three months while the 2007 budget is 

drafted, debated, and passed. 


6. (SBU) Maret referred to the next informal arrangement 
between the IMF and DRC as a \"reference program." He said 
that this would need to be initiated by a GDRC letter to the 
IMF board. (Note: In discussions, the GDRC apparently said 
it wanted to distance itself from the former transition 
government by making it clear that the SMP was finished and 
that a new leaf was being turned. End note.) Maret made it 
clear that this new arrangement would again include 
macroeconomic criteria and structural reform goals that the 
IMF would expect the GDRC to meet during the first three 
months of the program. He went on to say, though, that what 


Column 3 

the GDRC really needed was a three-year plan of action in 
order to follow its own Poverty Reduction Strategy Paper 
(PRSP), in existence since mid-2006. Maret predicted that 

the next IMF visit would be in late May or early June to 

review progress, examine the BCC audit, and discuss the 
possibility of a new Poverty Reduction and Growth Facility 
(PRGF) program with the DRC. (Note: Given the need to have a 
PRGF in place for at least six months before HIPC completion 
point and Paris Club debt relief are achieved, there is 

virtually no chance that the DRC will be able to avoid the 

large, new multilateral debt payments that will be coming due 
in the fourth quarter of 2007. End note.) Maret said that 

the IMF would be sending out technical assistance teams 
meanwhile to assist with the administration and regulation of 
GDRC revenue sources such as taxation and customs entities. 


7. (SBU) IMF Team Leader Cyril Briancon, fresh from his 
last-minute meeting with President Kabila, reiterated that 
the gravity of the situation the new government finds itself 

in requires a \"clear determination\" on the part of the GDRC 
to make achange. He said that the government could not 
afford to do what it had in the past: reform itself for two 
weeks and then fall off the wagon. He said that the 
situation could be stabilized, but that it would be 

\"difficult\" because of the need to control spending during a 
time when expectations of the new government are running 
high. He again cited the need to control salaries, which 
make up such a large part of the budget - over 25 percent. 
He said that his teamVs message to the Prime Minister and the 
President was simple: Limit government spending to its 
revenues; respect the limits of the budget; and use the 
system the government already has in place to control 
expenditures and BCC credit. 


8. (SBU) Comment: The IMF team made it abundantly clear that 
the DRC economic situation is poor and not likely to improve 
very much, at least budgetarily, during 2007. We got the 
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impression, both from the outbrief and during a March 8 
breakfast with the IMF team, that they feel Prime Minister 
Gizenga\'s new \"ecofin\" team, including Finance Minister 
Matenda, Budget Minister Muzito, and Plan Minister Kamitatu, 
is serious about turning things around. We did not geta 

feel for whether they think the team is up to the task. 
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There was some barely concealed IMF criticism of BCC Governor 
Masangu, especially over the BCC credit to the GDRC during 
January and February, but acknowledgement that the BCC has 
not been afforded the autonomy or independence that it should 
have. (Note: lt is also still unclear whether Masangu will 

be maintained as BCC Governor. End note.) Over the next 
three months the IMF will be looking closely for positive 

signs: that the budget, such as it is, is being respected; 

that salaries are being paid correctly; that the GDRC is not 
resorting to BCC credit to finance more deficit spending; and 
that some real attempt is being made to implement long 
overdue structural reforms. Even with the best of intentions 
and an honest effort to rein in GDRC expenditures, the DRC 
has dug itself a hole that it will probably be unable to get 

out of before years end. Perhaps the best the government can 
hope for is a new PRGF before year\'s end and the prospect of 
outside budget assistance and debt relief in 2008. End 
comment. 


MEECE 
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REF: HAVANA 248 
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HAVANA 00000265 001.3 OF 002 


Classified By: COM Michael E. Parmly for Reason 1.4(d). 


1. (C) Summary: Cuban human rights leader Oswaldo Paya says 
that although the Cuban Government is projecting an air of 
confidence, thanks to Venezuelan largesse and expanding 
business with China, the regime is desperate about the 

domestic political situation and showing great insecurity. 

During a three-hour meeting with COM Parmly on March 15, Paya 
said the GOC\'s nervousness can be seen in its a 

zero-tolerance policy toward Paya\'s Christian Liberation 
Movement (MCL), as well as in \"unmistakable messages\" sent 
during a March 9 interrogation of MCL executive Ernesto 
\"Freddy\" Martini. Paya cast doubt on whether any member of 
the Human Rights Council will introduce a resolution on 

Cuba\'s political prisoners. He also addressed the GOC\'s 
crusade against satellite TV access, said the posture of some 
European countries is hurting the Cuban people, and explained 
how State Security expertly vilifies dissidents for eating a 

bit of cheese. End Summary. 


2. (C) Cuban State Security detained Martini, the second most 
powerful MCL official outside of prison, after he dropped off 
his daughter at school on March 9. Martini was taken to a 
safe house and interrogated for eight hours. According to 
Paya, the officials threatened Martini and referred 

repeatedly to the MCL\'s circulation of a proposed HRC 
resolution titled, \"The Need for the Cuban Government to 
Liberate the Peaceful Political Prisoners.\" (Note: The MCL 
drafted the resolution and sent it to members of the HRC. 

End Note.) Paya said the regime\'s message was that \"if the 
MCL keeps pressing HRC members to introduce the resolution, 
the regime will pull the rug out from under us.\" Paya said 

that although the GOC benefits from massive Venezuelan 
subsidies, a \"sleeping population\" and booming business with 
China, the regime is \"desperate\" about the political 

situation and keenly aware that discontent among Cubans is 
growing. Meanwhile, he said, Cuban elites are dead-set on 
maintaining absolute control and safeguarding their economic 
interests. \"There is money in Cuba, and they want to keep it 
allW" He also called nepotism rife within the ruling class. 


RESOLUTION BACKING SEEN AS UNLIKELY 


3. (C) Paya was pessimistic over the likelihood that an HRC 
member nation would introduce a resolution on Cuban political 
prisoners. But he noted \"huge moral pressure\" to do so, and 
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said there\'s an outside chance that some country will muster 
the courage. If not, he said, the MCL will complain that the 

HRC has not taken steps to defend human rights defenders in 
Cuba. He said the MCL\'s proposal was supported by a majority 
of the \"Ladies in White,\" with a few conspicuous exceptions 
(including leading Ladies Laura Pollan and Miriam Leyva). He 
added that he wrote directly to German Chancellor Merkel 
regarding the resolution proposal, but he did not disclose 
whether she responded. 


STATE SECURITY DISTORTIONS 


4. (C) Paya, founder of the Varela referendum project, said 
State Security has a talent for distorting any fleeting 
comforts that a dissident manages to enjoy. His youngest son 
recently celebrated his birthday, Paya explained, and his 
wish was to visit a swimming pool. Paya took him to a hotel 
pool and paid the $6 per person entry fee. The visit was 
noted by State Security, which mentioned it during Martini\'s 
interrogation, saying Paya was living high on the hog. Paya 
said the characterization was similar to that of dissidents 
who attend a diplomatic reception and consume a bit of 
cheese, olives and beer. \"The fact that Cubans are 
ordinarily denied these things is blamed on the dissidents, 
rather than the regime.\" 


SATELLITE TV CRACKDOWN 


5. (C) Paya said the GOC\'s aggressive effort to identify and 
confiscate satellite TV antennas shows that the regime is 
\"terrified that people will see some alternative\" to the 
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current system. (Another dissident, in the Freemason 
movement, told P/E Counselor on March 15 that Cubans today 
are quick to replace and rebuild the TV antennas, which \"grow 
back like weeds.\") Paya said the number of true believers in 
communism/Castroism is no higher than five percent of the 
workforce, adding that young Cubans are particularly 
disenfranchised and apolitical, and largely hopeless. 


EUROPEANS \"POSITIONING THEMSELVES\" 


6. (C) Paya emphasized that some European nations, and at 
least one Asian nation, are more interested in positioning 
themselves for life in a future, free Cuba, than undertaking 
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the crucial and arduous work of pushing for freedom. WThey 
are doing so at the expense of the Cuban people, Paya said. 
Regarding the policies of a future, post-Fidel government, he 
said the MCL will not accept any \"concessions,\" such as 
economic openings that are not accompanied by political 
reforms. \"We want our rights. We want to be able to move 
freely and express ourselves freely.\" 


COMMENT 


7. (C) We share Paya\'s assessment that the regime is growing 
increasingly nervous, despite bravado to the contrary. It is 
unsurprising, therefore, that eight dissidents were detained 

on March 15, two of them shortly after visiting a USINT 

internet center. The Cuban Commission for Human Rights and 
National Reconciliation informed us on March 16 that the 
number of \"street (human rights) violations\" it documented in 
February was up 36 percent from January. 

PARMLY 
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E.O. 12958: N/A 

TAGS: PREL, ACABQ, UNGA, UNGA/C-5, UNGA/C-6, CH 

SUBJECT: UN REFORM: CHINA BELIEVES REFORM ISSUES SHOULD BE 
RESOLVED IN NEW YORK 


REF: STATE 31831 


(SBU) China believes UN reform issues, such as those 
raised in reftel concerning the Redesign Panel report, 
should be resolved by experts on the Fifth and Sixth 
Committees in New York, MFA International 
Organizations Department UN Division Deputy Director 
Yao Shaojun told poloff March 19. Responding to 
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poloff\'s March 14 delivery of reftel message, Yao said 
China understands the United StatesW concerns about 
the financial impact and potential administrative 
burden of some of the Redesign Panels 
recommendations. At this stage, Beijing is not 
inclined to delve into the details of the personnel 
system and will defer to its experts in New York, he 
said. 

RANDT 
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E.O. 12958: DECL: 03/18/2017 
TAGS: PGOV, PREL, JA 
SUBJECT: COMFORT WOMEN: KEEPING IT LOW KEY 


Classified By: AMBASSADOR J. THOMAS SCHIEFFER. REASONS 1.4 (B),(D). 


1. (C) Summary. Prime Minister Abe and Liberal Democratic 
Party (LDP) leaders appear to have made a conscious decision 
to lower the volume on the comfort women issue, judging by a 
sharp decrease in the number of public statements on the 
subject over the past week. Abe demonstrated this restraint 
during a March 19 Diet session, when he responded to a 
question saying only: \"| adhere to the Kono Statement." 

This may not reflect a change in thinking by Abe and other 
conservatives, but a more realistic understanding of the 
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international outcry over Abe\'s earlier attempts to distance 

Japan from responsibility for its wartime acts. Concern over 

the possible disruptive effects of the controversy on 

upcoming summits with President Bush and Chinese Premier Wen 
Jiabao appears to be the driving force behind this new public 
stance. How Abe and the LDP will handle the issue 

post-summit remains an open question. End summary. 


2. (C) Over the past week, Prime Minister Shinzo Abe and at 
least some of his top aides in the Liberal Democratic Party 
(LDP) seem to have pulled back on publicly questioning the 
historical basis for the 1993 Kono Statement. In fact, they 
have largely refrained from making comments of any kind 
concerning the comfort women issue. In a Sunday talk show 
appearance on March 11, Abe stood by the Kono Statement, 
saying his \"feelings\" toward the comfort women were no 
different than those expressed by former Prime Ministers 
Koizumi and Hashimoto in their letters of apology. He told 
the Diet press corps on March 12: \"I think we naturally 
share the feelings of apology for those who at the time 
suffered immeasurable psychological wounds.\" LDP Secretary 
General Hidenao Nakagawa told reporters that same week: \"The 
right thing to do is to let experts and historians take the 

lead ... It should not be discussed as an issue in the realm 

of politics or foreign affairs.\" LDP General Affairs Council 
Chair Yuya Niwa has said, \"there is no need for the party to 
conduct an investigation right away,\" and cautioned against 
politicizing the issue. Speaker of the Lower House, Yohei 
Kono, in his first public remarks on the controversy 
surrounding his 1993 statement, told reporters, \"I issued it 
with conviction. | hope people will take it as it is.\" 


3. (C) Following a very heated March 13 debate at the Prime 
Minister\'s offices, Nariaki Nakayama, leader of the 

right-wing Committee of LDP Lawmakers to Consider Japan\'s 
Future and Historical Education,\" agreed to postpone plans by 
his group to reexamine the comfort women issue. According to 
an Embassy Tokyo contact present during that meeting, 
Nakayama initially called for the Abe administration to 

launch a government-sponsored inquiry. LDP policy chief 
Shoichi Nakagawa argued that the LDP should take the lead. 
Deputy Chief Cabinet Secretary Hakubun Shimomura, speaking 
for Abe, convinced Nakayama to postpone the research until 
after summits with China and the United States, repeating 
Abe\'s pledge to provide the LDP group with historical 
documents from government archives. In the end, no final 
agreement was reached on whether the LDP or the government 
would eventually conduct the historical study, but Shimomura 
and Nakagawa left open the possibility that the government 
could still convene a task force to reexamine the comfort 
women issue at an appropriate time. 
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4. (C) The issue percolated back into the media on March 16 
when Abe\'s office provided a written reply -- much like a 
Congressional Question for the Record!" -- to an earlier Diet 
inquiry from an opposition Social Democratic Party (SDP) 
member. The response repeats earlier assertions that the 
government had discovered no evidence of direct Japanese 
military coercion of comfort women. lt also makes the point 
that the Kono Statement was never adopted by a formal cabinet 
decision, which is true. At the same it notes that 

successive cabinets have upheld the Kono Statement, and that 
there are no plans to take up a formal cabinet decision on 

the subject. The \"QFR\" received relatively little coverage 

in Japan, probably because it merely restated the 
government\'s previous position. 


5. (C) On March 19, Social Democratic Party leader Mizuho 
Fukushima followed up in a Lower House Budget Committee 
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hearing by pressing Abe further. She asked him if, when he 
says he stands by the Kono Statement, he also includes the 
portions that say some of the comfort women were \"taken 
against their will,\" with the involvement of government 
authorities. Abe answered simply: \"As | said last year in 
the Diet, | adhere to the Kono Statement.\" 


6. (C) The deliberately cautious approach displayed by Abe 

in recent days is likely due to greater sensitivity toward 

April summits with China and the United States. Whether he 
has the intent or the political will and clout to shelve the 
comfort women issue permanently is a separate matter. Some 
political commentators here suggest that Abe will use the 

issue after the summits to pander to his conservative base in 
hopes of rallying support for himself and the LDP in what are 
expected to be difficult Upper House elections in July. We, 
however, agree with those Embassy contacts who argue that 
Abe, as a founding member in 1997 of Nakayama\'s LDP history 
committee, has no need to burnish his nationalist 

credentials. Rather, his statements questioning the 

historical basis of the Kono Statement simply express his 

real opinion. 


7. (C) Embassy Tokyo has consistently expressed one theme to 
its Japanese contacts -- arguing that the Japanese military 

did not technically coerce the comfort women into 

prostitution is a losing proposition that will only hurt 

Japan\'s reputation in America. Praise by Ambassador 
Schieffer and visiting Australian Prime Minister Howard for 
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Abe\'s March 11 expression of regret to comfort women victims 
and his renewed commitment to stand by the Kono Statement 
were featured prominently in the Japanese media, and seem to 
have been well received by the Japanese public. The 
Ambassador\'s March 16 remarks decrying the treatment of the 
comfort women and calling the evidence of coercion 
\"self-evident\" also received wide coverage. 


8. (C) Comment. Regardless of his own personal beliefs, Abe 
and at least some of his top aides seem to recognize that 
there is much to lose diplomatically by continuing to 
question the basis for the Kono Statement in advance of the 
China and U.S. summits. Whether Abe is able to maintain 
control of the more conservative elements of the LDP after 
his return from Washington is less certain. Efforts by a 
committee of conservative LDP lawmakers to reexamine the 
historical record are likely to resume soon after Abe\'s 
summit with the President, according to one member of the 
panel. If Abe cooperates with that investigation by 

providing the group with official records, as he has promised 
to do, or continues to strongly deny official involvement in 
coercion of sex slaves, it would be a disturbing indication 
that he is willing to isolate Japan internationally in 
furtherance of a conservative, nationalist agenda. 
SCHIEFFER 
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SUBJECT: AWAITING DOMINICAN RESPONSE REGARDING REQUEST FOR 
BLANKET DIPLOMATIC OVERFLIGHT CLEARANCE FOR TROPICAL 
STORM/HURRICANE RECONNAISSANCE MISSIONS 


REF: STATE 022990 
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The Dominican Republic\'s Ministry of Foreign Affairs (MFA) 
received Embassy dipnote regarding reftel on March 9, 2007. 
Embassy will respond immediately via cable MFA\'s response to 
the request for blanket diplomatic overflight clearance for 
tropical storm/hurricane reconnaissance missions. 

HERTELL 
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E.O. 12958: DECL: 03/19/2017 
TAGS: PREL, PGOV, NP 
SUBJECT: CARTER CENTERVS ELECTION OBSERVERS DEPLOYED 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) The Carter Center's Advisor on Nepal, Peter Burleigh, 
told the Ambassador March 13 that 12 of 13 planned Carter 
Center long-term election observers had been deployed across 
Nepal\'s five development regions. Burleigh and Carter Center 
Kathmandu representatives described the potent Madhesi anger 
they had witnessed in Biratnagar, in Nepal\'s southern Terai. 
They said voter registration and citizenship certification 

efforts had run into roadblocks. The Ambassador and Burleigh 
discussed the implications of a potential election delay from 
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June until fall 2007. They agreed on the desirability of an 
eight-party announcement if elections were delayed to avoid 
finger-pointing, the challenge of keeping Maoist People\'s 
Liberation Army (PLA) combatants in cantonment for an 
extended period, and the fragility of the Prime Minister\'s 
health. Burleigh noted that the Carter Center planned to 
meet with Maoist leadership; the Ambassador asked him to 
convey grave U.S. concern over Maoist leader Prachanda\'s 
allegations of a royalist plot to kill U.S. officials. 


Status on Long-Term Observers 


2. (C) Peter Burleigh, the Carter Center\'s Advisor on Nepal, 
and representatives from the Carter Center\'s Kathmandu office 
told the Ambassador March 13 that 12 of 13 of the Carter 
Center\'s long-term observers were in place across Nepal\'s 
five regions. The observers had been deployed in pairs, with 
one pair per region and two individuals roaming across Nepal. 
Burleigh said they were currently recruiting the final 

expatriate observer, who would also have roaming 
responsibility. Burleigh reported that UN security personnel 
were assisting in arranging security for the Carter Center\'s 
LTOs at their regional posts and that the UN had helped the 
Carter Center in moving their vehicles to regional sites. 

The Ambassador stressed the important role the Carter Center 
should play in ensuring an environment conducive for credible 
elections. 


Situation Tense in Biratnagar 


3. (C) Burleigh said that, during his team\'s recent visit to 
Biratnagar, the city had been \"closed down\" by political 
agitation and they had been unable to travel to neighboring 
districts because of road blocks. In meetings with Madhesi 
advocacy groups, Burleigh said Madhesis were stridently 
anti-Maoist and seemed viscerally angry at the Government of 
Nepal (GON). Madhesi activists also complained that the 
international community was operating with a double standard; 
giving lip service to the need for inclusiveness, while 
continuing to hire only \"pahadis\" (or Nepalese from the 

hills) for national staff positions. There was not a single 
Madhesi in international offices in Biratnagar, the Madhesi 
activists complained. Burleigh also noted that in meetings 
with political party leadership in Biratnagar, none of the 

parties sent Madhesi representatives. The Ambassador 
referred to his past trips to Terai districts, during which 
Madhesi groups expressed similarly vehement sentiments 
regarding exclusion from Nepal\'s politics. Burleigh said the 
Madhesis were looking for status recognition from the GON and 
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that even a symbolic meeting between marginalized group 
leadership and the Prime Minister would be a well-recieved 
gesture. The Ambassador reported that Speaker of the House 
Subash Nemwang, who seemed well-liked and non-partisan, 
planned to convene a roundtable with all of the marginalized 
groups to develop a comprehensive way forward. 


Voter Registration and Citizenship Certification \"Unclear\" 


4. (C) Burleigh said that the relationship between the voter 
registration and citizenship certification processes was very 
unclear. Burleigh was, however, impressed with the mechanics 
of the ongoing voter registration effort in Biratnagar. He 

said that the District Election Commissioner\'s office was 
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transcribing handwritten voter lists into a computer-based 
list that would be sent to Kathmandu. The computer-based 
system, Burleigh said, allowed the Election Commission to 
identify duplicates and other irregularities. Burleigh said 

he had heard many stories in Biratnagar of Indians obtaining 
Nepalese citizenship illegally and said the dilemma of how to 
address internally displaced persons was also impeding 
efficient and effective distribution of citizenship 

certificates. 


Possibility of June Election Wanes 


5. (C) Burleigh asked the Ambassador for his prediction on 

an election date. The Ambassador said that, with legislation 
pending and logistics hurdles, he did not believe credible 
elections could be pulled off by June, but added he would not 
say so publicly. The Ambassador reported that the Indians 
were keen to keep the peace process rolling and therefore 
stick to a June date, but they also recognized the growing 
obstacles to a June election. The Ambassador said the Seven 
Party Alliance also seemed eager to keep the June date, 
fearing that a later election, overseen by an interim 
government that included Maoists, may weaken their position. 
The Ambassador clarified to Burleigh that an interim 
government was required to officially announce an election 
date. The Ambassador said he thought Maoist enthusiasm for 
June elections was waning, and that the Maoists looked 
increasingly interested in keeping their options open; 
ominously, the Maoists were increasingly referring in public 

to possible mass protests, similar to the April 2006 People\'s 
Movement, to ensure a democratic republic. The Ambassador 
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said, however, that the Maoists would have a tough time 
mobilizing public opinion unless the King made another speech 
or inflammatory move that could rally public sentiment. The 
Ambassador agreed with Burleigh that 84-year-old Prime 
Minister Koirala\'s health was a continuing concern despite 

the PM\'s recovery from recent illnesses. 


Consequences of an Election Delay 


6. (C) When asked by Burleigh what he believed the 
consequences would be of an election delay, the Ambassador 
said this would go relatively smoothly if the eight parties 

jointly announced and attributed an election delay to 

technical barriers. Without such a joint statement, the 
Ambassador said, finger-pointing between the parties would be 
inevitable with detrimental ramifications for the peace 

process. Burleigh and the Ambassador also discussed the 
challenge of managing the PLA cantonment sites and keeping 
combatants in the camps for an extended period of time. The 
Ambassador emphasized the importance of the potential 
tripartite UN-GON-Maoist arrangement on camp management to 
address deteriorating conditions in the camps. Burleigh said 
that, if a delay occurred, the Carter Center would have to 

seek additional funds to keep its LTOs in the field. The 
Ambassador reiterated the importance of the Carter Center\'s 
mandate and said he hoped that in the event of a delay, 
observers could remain in Nepal. 


Pokharel the Right Man for the Job 


7. (C) The Ambassador and Burleigh agreed that Chief Election 
Commissioner Boj Raj Pokharel was making the best of a tough 
job. Burleigh said Pokharel had been wise in issuing a 

public statement warning the GON regarding political 

decisions and legislation needed to ensure a sound election 
process. The Ambassador agreed that Pokharel was viewed as a 
strong, non-partisan advocate for a credible election. 


Carter Center Message to Maoists on Alleged Anti-U.S. Plot 


8. (C) Burleigh mentioned that the Carter Center planned to 
meet with Maoist leadership. The Ambassador asked Burleigh 
to convey grave U.S. concern over Maoist leader PrachandaYs 
allegations of a royalist plot to kill U.S. officials. The 
Ambassador emphasized the irresponsibility and danger of 
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Prachanda\'s statement as it gave armed Maoists on the street 
the license to kill Americans and blame it on the royalists. 

The Ambassador said he had asked the government to demand 
that the Maoists provide evidence to back such a claim and to 
push Prachanda to publicly tell his cadre to exercise 

restraint. 


Comment 


9. (C) The Carter Center\'s deployment of long-term observers 
is a positive step toward credible elections. We will 

continue contact with the Carter Center as it begins to 

receive reporting from the regions. As the only 

international observers on the ground thus far, they will 

play a vital role in promoting a transparent and secure 
atmosphere in the lead-up to elections and will potentially 

play a role in coordinating international monitoring efforts. 


MORIARTY 
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SUBJECT: ISRAEL MEDIA REACTION 


The outcome of the formation of the PA government and some cracks in 
the international boycott of the new cabinet were the dominant 
themes in this weekend\'s media. 


On Sunday, The Jerusalem Post and other media noted that while PA 
Chairman [President] Mahmoud Abbas offered Israel \"peace of 
freedom,\" Palestinian PM Ismail Haniyeh backed \"all forms of 
resistance.\" The Jerusalem Post reported that new Palestinian FM 


Column 3 
Ziad Abu Mar told the newspaper on Saturday that the Palestinian 
unity government implicitly recognizes Israel. 


Te media said that on Sunday Israel\'s cabinet voted overwhelmingly 
to uphold the boycott of the new Palestinian government, with 19 
ministers voting in favor and none against. Education Minister Yuli 
Tamir, and Minister of Culture, Science and Sport Raleb Majadele, 
both of Labor, abstained in the vote. Prime Minister Ehud Olmert 
was quoted as saying during the weekly cabinet meeting that \"Israel 
expects the international community not to be misled by the 
formation of the Palestinian unity government, and to persist with 

its position of isolating the government that rejects the principles 

set out by the Quartet." The PM added that the new government 
encumbers Israel\'s ability to conduct a dialogue with Abbas, because 
it includes problematic figures whom Israel cannot accept because 
they do not recognize its existence. Olmert told the cabinet that 
during his recent meeting with Abbas he had made it clear to him 
that Israel would not recognize a Palestinian government that 
includes representatives of Hamas. WAbbas promised me that the new 
government would not be formed before the release of Gilad Shalit, 
but he did not keep this promise," noted Olmert. \"The rocket fire 

has continued on a daily basis and what has Abbas done about this?\" 
The media reported that Defense Minister Amir Peretz called on the 
government to begin negotiations with Abbas on a final settlement, 
rather than waiting for the Palestinians to disarm their factions 

and dismantle the terrorist infrastructure, as required by the road 
map plan. Yediot said that Olmert vigorous rejected Peretz\'s idea. 
Peretz was quoted as saying that kicking off such a process would 
bring the political initiative back into Israel\'s hands, and would 

allow Israel to set an agenda ahead of the Arab League summit, which 
is set to take place in Riyadh, Saudi Arabia at the end of this 

month. \"On the one hand, we must not agree to letting the 
Palestinians ignore the Quartet\'s conditions -- they must fight 

terror -- but on the other hand, Israel must begin a political 

initiative rather than being on the political defensive,\" Peretz was 
quoted as saying. \"The political freeze is working against it [the 

PA]. We must take the initiative into our own hands.\" FM Tzipi 

Livni was quoted as saying that \"Abbas has imposed upon himself 
restrictions concerning the formation of the Palestinian unity 
government that will make it very difficult to advance a diplomatic 
process.\" She added that these restrictions would reduce Abbas\'s 
ability to approve significant diplomatic steps. HaVaretz reported 

that the IDF supports Olmert\'s response to the new PA coalition. 


The Jerusalem Post wrote that Israel, which in recent months said it 
wanted to hold \"political horizon\" talks with Abbas, \"reversed 
gears\" on Sunday and declared that it would only talk to him about 
security or humanitarian issues. 


Ha\'aretz quoted political sources in Jerusalem as saying on Sunday 
that Israel expects a certain amount of weakening in the 
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international position on the new PA unity government. However, the 
sources were quoted as saying: \"The story is money, and they won\'t 
get it for the time being.\" \"Since the Americans and Europeans are 
maintaining the freeze on aid, and Israel isn\'t releasing the 

withheld Palestinian taxes, Hamas hasn\'t gained anything,\" the 
sources added. HaVaretz wrote that Israel hopes that the 
international community will continue boycotting the Palestinian 
government collectively, by withholding all economic aid. Overall, 
the diplomatic battle is being waged effectively,\" the sources were 
quoted as saying, praising Germany, which currently holds the EU 
presidency, for its efforts in formulating the European position. 
According to HaVaretz, the sources dismissed Norway\'s decision to 
recognize the PA government and to offer it aid, saying that the 
amount of support will be inconsequential, and that Norway is 
conducting a foreign policy independent of the EU because it is not 

a member state. The sources also expressed satisfaction with 
Abbas\'s decision not to appoint his senior associates as government 
ministers, thus allowing Israel to Wmaintain contacts with them.\" 
Yediot reported that today a senior European official will meet with 
Haniyeh. 


HaVaretz reported that the Bush administration informed Israel in 
advance of its intention to maintain contacts with Fatah ministers 

in the unity government -- a decision that is primarily directed at 
Palestinian Finance Minister Salam Fayyad. HaVaretz wrote that the 
US has made it clear that while it will not resume provision of 
financial assistance to the PA, it has nonetheless decided not to 

cut ties with senior Fatah officials. U.S. officials said over the 
weekend that the American position on the PA government has not 
changed, and that the contacts with Fatah ministers should not be 
seen as a crack in the dam of the international boycott. HaVaretz 
noted that American spokesmen spent the weekend expressing their 
disappointment at the PA governmentVs platform, saying that it 
clearly does not meet the QuartetYs demands. Nonetheless, HaVaretz 
said that senior US officials maintain that the situation in the PA 
would not dictate a complete severance of ties, and that continuing 
contacts with moderates is essential for keeping open lines of 
communication. Israel Radio quoted US National Security Advisor 
Stephen Hadley as saying in an interview with CNN that the US will 
not recognize the Palestinian unity government as long as it does 
not recognize Israel\'s right to exist and does not denounce terror. 
The radio quoted a senior GOI source as saying that Israel is 
pleased with Hadley\'s remarks. 


Israel Radio reported that the foreign ministers of Egypt, Jordan, 

Saudi Arabia, and the UAE, with whom Secretary of State Condoleezza 
Rice will meet in Aswan over the weekend, will ask her to pressure 
Israel into resuming diplomatic talks with the Palestinians. The 

radio reported that Egyptian FM Ahmed Ali Abu al-Gheit told the 

Saudi newspaper Al-Watan that Israel should release Palestinian 
prisoners, and that IDF Cpl. Gilad Shalit should be freed as well. 
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In its lead story, Maariv cited a disclosure by senior members of 
the Israeli defense establishment that the US is refusing 
operational coordination with Israel against Iran. The daily cited 
Israel\'s belief that the chances of a US attack during President 
Bush\'s term are low. Maariv said that Israel is focusing on 
diplomatic efforts to toughen sanctions against Iran. 


HaVaretz reported that Syria has told the United Nations that it 

opposes a UN plan to deploy civilian monitors along its border with 
Lebanon in an effort to prevent weapons from being smuggled from 
Syria to Hizbullah. On Sunday Maariv reported that, during last 
summer\'s war in Lebanon, French President Jacques Chirac suggested 
to Israel that it attack Syria. On Sunday Maariv cited the Mossad\'s 
belief that Syria is bracing for war with Israel. 


On Sunday HaVaretz reported that Israel and the US are conducting a 
joint military exercise whose main goal, according to military 

officials in both countries, is to hone the allies\' abilities to 

fend off missiles equipped with nuclear, biological or chemical 
warheads. This year\'s Juniper Cobras drill, in contrast to those in 
recent years, will not involve intercepting live missiles due to 

logistical constraints associated with last summerYs Lebanon war and 
US deployments. On Sunday HaVaretz reported that the supreme 
commander of NATO operations in Europe and head of the US European 
Command (EUCOM), John Craddock, called Israel a \"model state\" and 
the United States\' closest ally in the Middle East. Craddock spoke 
before the US House Armed Services Committee in Washington on 
Thursday. He was quoted as saying that Israel consistently and 

directly supported US interests by means of security cooperation and 
understanding US policy in the region. He commended the stability 

of Israel\'s government and was quoted as saying that Israel was a 
model state that encouraged democratic ideals and pro-Western values 
and economics. Craddock was also quoted as saying that Israel was 
the main beneficiary of US security aid funds and that it was a 

\"critical military partner" in what he called \"this entangled seam 

of the Middle East.\" 


Leading media reported that on Sunday five Qassam rockets were 
launched from the northern Gaza Strip towards Sderot and Ashkelon. 
The media reported that, fearing that small planes might become 
targets of Palestinian fire, the Transportation Ministry decided to 

ban crop-dusting on agricultural areas surrounding the Strip. 


All media reported that today the Ministerial Committee for Symbols 
and Ceremonies will decide today whether last summer\'s conflict in 
Lebanon will be officially defined as a war. The media reported 
that on Sunday a second committee dealing with a name for the 
conflict held its first meeting. 


Leading media reported on Muhammad Dahlan\'s \"comeback\" in the PA. 
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Yediot reported that, while Egyptian President Mubarak has tried to 
calm the waters on the issue of the alleged killing of Egyptian POWs 

in the Six-Day War, governmental newspapers in Egypt have been 
inflaming the spirits. On Sunday HaVaretz quoted Mubarak as saying, 
in Saturday\'s edition of the Egyptian newspaper Akhbar Al-Yawm, that 
his country will do whatever necessary to ensure that the 

perpetrators of any war crimes against Egyptian soldiers are 

punished. 


Yediot reported that Olmert told the cabinet on Sunday that he has 
decided to extend by one year the tenure of Mossad Director Meir 
Dagan. 


The Jerusalem Post reported that prominent liberal author A.B. 
Yehoshua told a gathering in New York City last week that 
criticizing Zionism has become a socially acceptable way to attack 
Jews. 


Yediot reported that Pensioners Affairs Minister Rafi Eitan 
suggested at Sunday\'s cabinet meeting that Israel set the interim 
borders of a Palestinian state and withdraw to the new border after 
evacuating around 20 settlements. 


Yediot reported that the Israeli company PAR Technologies (phon.) is 
developing a system that will allow the rearming in mid-air of 
warplanes with rockets and bombs. Yediot wrote that Taiwan is 
considering buying an Israeli spy satellite -- the Eros. The 
newspaper reported that the USD 300-million deal is expected to 
arouse a harsh response in China. 


Major media reported that linguist and left-wing peace activist 
Tanya Reinhardt unexpectedly died in New York on Saturday at age 
63. 


Leading media reported that the Histadrut labor federation might 
declare a general strike on Wednesday. 


Yediot presented the results of a Mina Zemach (Dahaf Institute) 
poll: Contrary to Sunday\'s cabinet decision, 56 percent of Israelis 
believe that Israel should talk with the new Palestinian government 
(39 percent unrestrictedly; 17 percent: only with the Fatah members 
of the government); 40 percent are opposed to such a dialogue; 4 
percent are undecided. 


HaVaretz printed an AP wire report citing a new University of Haifa 
poll, which found that over a quarter of Israel\'s Arab citizens 
believe that the Holocaust never happened, and that nearly 
two-thirds of Israeli Jews avoid entering Israeli Arab towns. 

Yediot and Maariv reported that the poll found that 49.7 percent of 
Israeli Arabs justify the abduction of the two IDF soldiers by 
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Hizbullah last July. 


The independent, left-leaning HaVaretz editorialized: \"The 
government of Israel can and should cooperate with the new 
Palestinian government." 


Chief Economic Editor Sever Plotker wrote in the editorial of the 
mass-circulation, pluralist Yediot Aharonot: \"Israel has met with 
its greatest diplomatic defeat in the past generation.... [It must 
now launch] a direct political dialogue with the incumbent 
Palestinian government." 


Senior columnist and chief defense commentator Zeev Schiff wrote on 
page one of HaVaretz: \"This could be an opportunity to begin a 
process of de-escalation ... after which Hamas, under Palestinian 
public pressure, will choose to compromise with Israel." 


The conservative, independent Jerusalem Post editorialized: "Why 
would Norway and perhaps France, in the interest of peace, join Iran 
in aiding Hamas directly?\" 


Columnist and former IDF Intelligence chief Shlomo Gazit wrote in 
the popular, pluralist Maariv: \"I call on the Royal House of Saud 
[and] the heads of [Arab] states ... follow the path that was taken 
by Egyptian President Anwar Sadat 30 years ago.\" 


Former foreign minister Shlomo Ben-Ami wrote in HaVaretz: \"The Arabs 
will place the Saudi initiative on the negotiating table and the 

Israelis will come with the Clinton plan. The final agreement lies 

in the space between them.\" 


Block Quotes: 


I. \"Judged By lts Actions!" 


The independent, left-leaning HaVaretz editorialized (3/19): \"The 
government of Israel can and should cooperate with the new 
Palestinian government.... The demand for recognition and for a 
cessation of the violence is a legitimate one, but declarations are 
less important than actions on the ground. The trips abroad by 
Foreign Minister Tzipi Livni and Prime Minister Enud Olmert, seeking 
partners for the continued boycott, apparently will be of no help. 
Governments weigh their independent interests, and in the face of 
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the Saudi initiative which pledges to lower the level of heat in the 
Middle East, it is difficult to persuade the world to keep 

blacklisting the Haniyeh-Abbas government. The Palestinian unity 
government deserves a chance, and its very establishment is a 
positive sign, even if its platform is far from satisfactory as far 

as Israel is concerned. The massive weaponry in Gaza the Shin Bet 
has reported seeing may give rise to hesitations, but such weaponry 
is also present in Israel, and across the border in Syria, Lebanon 
and Egypt. Israel must do its best to ensure that no weapon will be 
used, and the way to achieve this is through dialogue. Even a 
cease-fire of many years\' duration, as Hamas proposes, is a better 
offer than an ongoing war, for which we must always be prepared." 


II. \"The Hamas Option!" 


Chief Economic Editor Sever Plotker wrote in the editorial of the 
mass-circulation, pluralist Yediot Aharonot (3/19): \"In complete 
contrast to the hopes of \'political officials in Jerusalem\' and the 
forecasts of \'national intelligence assessment agencies,\' the 
Palestinian national unity government is now an established fact. 
Upon its formation, Israel has met with its greatest diplomatic 
defeat in the past generation.... What next? What does Israel 
intend to do? One option is continue the current line: To give 
passionate speeches, pass more government resolutions for boycotting 
the Palestinian Authority -- and mainly to pray.... The inevitable 
outcome of adopting this option: Overwhelming international 
recognition of Hamas as the sole legitimate representative of the 
Palestinian people, and pushing Israel into a corner.... [But] now, 
after Israel has agreed to a cease-fire in Gaza without returning 
Gilad Shalit home, and after Abu Mazen has forged a loving alliance 
with Hamas, the military option is off the table. What remains is 
the third path, which is the only realistic course of action now: 
Launching a direct political dialogue with the incumbent Palestinian 
government. Briefly and simply: Negotiations with Hamas.... Not 
because we love Hamas, but because this is the only way we can 
regain the initiative and justify our positions. This is a very 

difficult option, but it is preferable to the other ones. \'DonQt be 
deceived,\' appealed Olmert yesterday to the nations of the world. 
This is a correct appeal, but bears no solution: We cannot be 
hostages to the moods of the Western state leaders.\'\" 


lll. \"Good For Hamas -- and For Israel" 


Senior columnist and chief defense commentator Zeev Schiff wrote on 
page one of Ha\'aretz (3/19): \"Should Israel accept the cease-fire 
(hudna) offer -- short or long-term -- which will certainly come 

from Hamas and the Palestinian Authority unity government? On the 
basis of military logic the answer should be no, because this path 

will allow Hamas to become more established and increase its 

military strength through arms smuggling, including to the West 

Bank. The political logic, on the other hand, says this could be an 
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opportunity to begin a process of de-escalation, of ending violence 
and bloodshed, after which Hamas, under Palestinian public pressure, 
will choose to compromise with Israel.... The cease-fire offer could 
also be presented to the Israeli government by foreign countries 

such as Egypt or Saudi Arabia, and Israel would have a hard time 
rejecting it outright without presenting its demands.\" 


IV. \"No Aid to Terror" 


The conservative, independent Jerusalem Post editorialized (3/19): 
\"The Abbas-controlled Palestinian media continues to broadcast 
incitement to hatred of Israel, in violation of the Oslo Accords and 
numerous subsequent commitments. Does anyone expect Hamas to put a 
stop to this? Itis also obvious that Hamas does not recognize 
Israel\'s right to exist. Indeed, Hamas and its jihadi allies in 
Hizbullah and Iran openly claim that they are closer to their dream 

of destroying Israel than they ever were. No vague statement about 
past agreements changes this. Finally, far from renouncing 
terrorism, Hamas -- again with characteristic openness -- continues 
to support Vall forms of resistance\’.... Hamas\'s actions speak even 
louder than its words, which also leave little to the imagination. 
Accordingly, the reasons the Quartet cut off relations with the PA 

in the wake of the formation of the first Hamas-led government are 
as valid as ever. Indeed, Western assistance to the PA should have 
been cut off long before that election, for the simple reason that 

the PA, even under Chairman Mahmoud Abbas, would not lift a finger 
to stop terror attacks against Israel. The international community 
cannot have it both ways. It cannot say it wants terrorism against 
Israel to stop, while opening ties with and bankrolling a PA that is 
preparing to launch the next terror war.... Why would Norway and 
perhaps France, in the interest of peace, join Iran in aiding Hamas 
directly? To call this unserious is to be charitable. The Quartet 
certainly should not follow suit, and should instead tighten 

sanctions against the PA if it wants to work to stop the countdown 

to the next war." 


V. \"Following in Sadat\'s Footsteps\" 


Columnist and former IDF Intelligence chief Shlomo Gazit wrote in 
the popular, pluralist Maariv (3/19): \"Greetings Prince Bandar bin 
Sultan. In another week the Arab League is scheduled to meet in 
Riyadh, where it is to formulate and reconfirm the Saudi initiative 

as the outline for a full and comprehensive peace between Israel and 
its Arab neighbors -- a peace accord that will bring about an end to 
this 60-year-old conflict. | appeal to you as an Israeli who is a 
member of the Israeli peace camp -- an Israeli who believes that 
there is an Arab \'partner\' for negotiations and an agreement, and 
that the gaps between the Arab position and the Israeli position are 
bridgeable.... | call on the Royal House of Saud, the heads of 

states and on you personally -- follow the path that was taken by 
Egyptian President Anwar Sadat 30 years ago. Let us not make the 
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beginning of negotiations contingent upon decisions that Ehud Olmert 
makes. Things are too important and we mustnQt squander the 
opportunity.... | appeal to you and ask -- immediately after the end 

of the conference in Riyadh, announce publicly that you too would 

like to come to Jerusalem, and that you intend to present to the 
people in Israel and the government in Jerusalem the decisions that 
were made at the summit meeting, and that you want to discuss 
immediately how to begin negotiations at once. No government in 
Israel will be able to reject that kind of initiative. No 

government will be able to evade the peace process. The weakness of 
the coalition in the Knesset will fail to withstand the pressure and 

the unequivocal call from the masses, who will welcome you with 
flowers.\" 


VI. \"Back to the Clinton Plan!" 


Former foreign minister Shlomo Ben-Ami wrote in HaVaretz (3/19): \"If 
negotiations and amendments do become a reality, it will quickly 
become clear that what the country\'s present leaders are aiming for 
is actually the Clinton plan. That is their last line of defense. 

The stone which the builders rejected has become the chief 
cornerstone.... There is thus no need to reinvent the wheel, and it 
would not detract from the government\'s honor were it to use the 
efforts of its predecessors as the foundation for its entry into 
historical record. The Arabs will place the Saudi initiative on the 
negotiating table and the Israelis will come with the Clinton plan. 
The final agreement lies in the space between them.... Never since 
the beginning of Zionist aliyah [immigration] has the Arab world -- 
which is so fearful of an Islamic fundamentalist tsunami -- been so 
ready to reach an arrangement with the Jewish state. As we have 
said, however, it is not enough for the conditions to be ripe. 

Without straightforward, far-sighted leadership that can tell the 
people the plain home truths, this window of opportunity, too, will 
turn into just another tragic missed opportunity.\" 


JONES 
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E.O. 12958: N/A 
TAGS: ACABQ, AORC, APER, PREL, UNGA, UNGA/C-5, 
UNGA/C-6, EN 


SUBJECT: ESTONIA: UN REFORM DEMARCHE DELIVERED 
Ref: State 31831 


1. On March 15, we delivered reftel points to Kirke 
Kraav, MFA Director for the International 
Organizations and Regional Cooperation Division, and 
Minna-Liina Lind, UN Desk Officer, on the USG\'s 
concerns over proposals to reform the UNVs internal 
system of Administration of Justice. The GOE agrees 
with the general consensus that the UN and its staff 
need an internal justice system which enjoys the trust 
and confidence of both the staff and the management. 
While sympathetic to several USG concerns (e.g., 
informal system agreements, undefined duties, role of 
staff associations, financial implications, etc.), 

Lind emphasized the GOE\'s overarching desire to have a 
new system in place as soon as possible. 


GOLDSTEIN 
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E.O. 12958: N/A 

TAGS: EAID, PREL, KPAL, IS, EUN 

SUBJECT: MAJOR DONORS DISCUSS COORDINATION STRATEGY FOR 
ASSISTANCE TO PALESTINIANS 


1.(SBU)SUMMARY. In a Brussels meeting March 13, the European 
Commission solicited comments from the international donor 
community on its concept paper proposing an International 
Mechanism for Support to Palestinians (IMSP). The EC paper 
was drafted in response to the Quartet,s call for proposals 

to further develop the existing Temporary International 
Mechanism (TIM) in the areas of governance, institution 
building, and economic development as a means to meet 
Palestinian needs and support the political process. 

However, despite EC insistence that its proposed IMSP 
coordination mechanism had no bearing on the likely near-term 
emergence of a new Palestinian Authority government, EC 
officials admitted that their presentation of the proposal to 

EU Member States earlier in the day had uncovered 
considerable skepticism in this regard. Some EU States had 
argued that the paper, by differentiating between Palestinian 
entities with which support could be expanded now 
(Presidency, independent agencies) and others (PA Ministries) 
with which engagement would need to await improved political 
circumstances (at least implicitly, acceptance of the Quartet 
principles) sought to unduly pre-empt subsequent EU political 
decisions on engaging a new PA government. As a result, the 
EC said it would wait for the EU to reach a decision 

regarding whether a new PA government reflected the Quartet 
principles before recirculating the IMSP paper ) only in the 
event the EU determined the new PA did not reflect the 
principles would the paper go forward. EC officals added 

that in the absence of EU consensus on the inclusion of 
security in the IMSP, that section of the proposal should be 
considered moot for the time being. END SUMMARY. 


Proposed Structure of the IMSP 


2.(SBU) The draft concept paper describes a mechanism that 
establishes an \"International Consultative Group\" (ICG) 
underneath the Quartet serving to coordinate aid through 
three main channels: |. Social and Emergency Assistance 
(possibly led by the UN); Il. Governance and Institution 
Building (possibly led by the EC); Ill. Economic Development 
(possibly led by the World Bank). Within the ICG would be a 
chairmanship led by a rotation of leading donors. Membership 
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would include other involved donors, Quartet envoys, and the 
Office of the PA President. Operations would be coordinated 
by a Secretariat. 


Objectives and Principles 


3.(SBU) As the chair of the meeting, DG RELEX Middle East, 
Southern Mediterranean Director Hugues Mingarelli dominated 
the floor on behalf of the EU. Flanked by Andreas Reinicke, 
foreign ministry representative of the German EU Presidency, 
and Richard Weber, Director of DG EuropeAid, Mingarelli also 
briefed on behalf ofthe Member States, who discussed the 
paper with the EC earlier that day. Mingarelli outlined four 
main objectives and principles to be accomplished by the 
meeting: 


a. Create consensus on moving from humanitarian assistance to 
development and institution building; 


b. Learn from existing coordination mechanisms, notably the 
Ad-Hoc Liaison Committee (AHLC) led by Norway; 


c. Establish a supportive link in furtherance of the 
political process being pursued by the Quartet; and 


d. Ensure broad participation of all stakeholders in the 
coordination mechanisms, i.e. strong international support 
and Palestinian ownership. 


He stressed that the EC does not intend to set up a new 

agency or fund, emphasizing that the mechanism should remain 
temporary. Furthermore, he stated that an ideal situation 

would involve engagement under the terms of the IMSP as 
quickly as possible, irrespective of subsequent political 
developments regarding emergence of a new PA government, in 
order to avoid the perception of EU aid as a political 

response. However, Mingarelli noted a lack of consensus 
among the Member States, who shared many of the same issues 
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participants in the meeting later discussed. 


4. (SBU) Against this backdrop, donors and lOs presented 
their views, which ranged from the highly critical (Norway) 

to the mildly supportive (U.S.). EU PLO Representative Leila 
Shahid expressed support for more aid to Palestinians, but 
argued that seeking to make political distinctions between 
\"politically acceptable\" and \"politically unacceptable\" 
Palestinian governmental entities had served only to harm the 
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well-being of the Palestinian people and to damage President 
Abbas and other advocates of a negotiated peace. In any 

case, Israel,s responsibilities should be included in the 

paper, and GOI participation in discussion and implementation 

of the mechanism sought, given Israel,s \"responsibility\" to 
provide Palestinian tax and customs revenue and to facilitate 
movement and access. Norway complained that the proposed 
IMSP was unnecessary and harmful in that it would duplicate 

the existing Ad Hoc Liaison Committee (AHLC) structure, which 
included Israel. Norwegian MFA DDG Kare Eltervag said Norway 
intended to resurrect the AHLC and would begin consultations 
with members and other interested parties immediately after a 
new Palestinian government is established to discuss 

convening an AHLC meeting before the expiration of the German 
EU Presidency in June. (Comment: EU officials separately 

told NEA/IPA Director Williams that German advocacy of an 
AHLC in that morning,s EU member states, discussion of the 
IMSP, and apparent \"collusion\" between Norway and Germany in 
this regard, had caused considerable unhappiness within the 

EU and EC. End Comment.) 


5. (SBU) Williams said the US appreciated the EC,s effort to 

be responsive to the request of the Quartet for a proposal to 
further develop the TIM and to broaden it beyond humanitarian 
assistance into the areas of governance, economic 

development, and institutional capacity 

preservation/building. The broad approach outlined in the 

IMSP paper made sense -- clearly delineating those 

Palestinian entities with which such efforts could and should 

be undertaken now (such as the PA Presidency and independent 
agencies) while emphasizing that broader engagement must 
await political developments. Here the paper should be 

revised to make crystal clear that the necessary political 
development was the emergence of a PA government clearly and 
credibly committed to the Quartet principles. Williams 
encouraged the EC to be clearer with regard to the specifics 

of its proposals, particularly in the governance area, and 
throughout to condition any engagement with PA government 
entities upon acceptance of the Quartet principles. He added 
that more focus on the economic development area would be 
useful, to include consideration of working with non-FTO 
municipalities on infrastructure, and that a reference to the 

lead role of the USSC in coordinating donor assistance 

related to the AMA/Karni project would be appropriate. 

Finally, he observed that coordination and consultation with 
President Abbas and his designated representatives should be 
undertaken before moving forward with the Palesing upon which the EC shoQ 
greater effort. 


6. (Qoy Yakovlev expressed tt no EC action o 
scheduling issues. Mingarelli responde that given the lack 
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of consensus on the pape within the EU, securing approval 
prior to a ossible Quartet meeting in April was highly 
Qnlikely.\" 


7. (SBU) Arab League SYG CoS Hisham Yousef joined the UN, 
Egypt and World BanQ in arguing that an approach which sought 
to #ondition assistance mechanisms, particularly development 
assistance mechanisms, upon politicalcommitments represented 
\"an approach without Q vision.\" While the AL had channeled 


BRUSSELS 00000902 003 OF 003 


its aid over the past year solely via the office of President 
Abbas, the overall consequence ) despite considerable 
increases in donor assistance ) had been a real 

deterioration in the quality of life of the Palestinian 

people. The best remedy, he noted (in words variously echoed 
by the aforementioned delegations), would be to re-establish 
across the board engagement with a new PA government (which 
he expressed confidence would \"sufficiently\" reflect the 
Quartet principles), and to re-instate the single Treasury 
account to ensure accountability and appropriate oversight of 
donor funds. Israel should transfer Palestinian revenues to 
facilitate economic recovery. 


Conclusion 


8. (SBU) Mingarelli ended the meeting by expressing 
appreciation for donors, views. He indicated that 
consultations with the PA Presidency would continue on how 
best to structure the mechanism, if a decision was taken to 
move forward with the concept. In that event, donor input 
would be factored into a revised proposal which would be 
circulated for consideration. Donor satisfaction would be 
crucial, he noted, not least because the EC has no additional 
funds to expend on an expanded mechanism (and indeed the 
EC,s TIM funding will expire by the summer. He closed by 
warning participants about an \"expectation gap,\" urging 
donors to prioritize and sequence their actions to reduce 
overlap and ensure maximum benefit for the Palestinian people. 


9. This cable was cleared by NEA/IPA Director Thomas E. 
Williams. 


GRAY. 
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E.O. 12958: N/A 
TAGS: PREL, OPDC, AU 
SUBJECT: AUSTRIAN MFA GETS A NAME CHANGE 


The government of Austria has formally announced a change in 
name for the Foreign Ministry. As of March 1, the MFA will 
be the Federal Ministry for European and International 

Affairs (Bundesministerium fuer Europaeische und 
Internationale Angelegenheiten). The Minister will hereby 
take the title of the Federal Minister for European and 
International Affairs (Bundesministerin fuer Europaeische und 
Internationale Agelegenheiten). Informally, we can still 

call the Minister \"Foreign Minister". The offices will 

change as well. 

McCaw 
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EIND: Tourism in Spain still going Strong 

EAGR/TBIO: Negative Press for Biotechnology 

ELTN: Spain to Morocco via rail link 

SENV: Climate Change Ambassador soon to be named 
EINV: Spaniard makes Forbes top 10 list 

EINV: Breakfast with Latin America investors 


TOURISM REMAINS STRONG 


1. (U) Visits to Spain in January 2007, primarily from 

Britain and Germany, but increasingly from France, Italy, and 
Scandinavia, were up 4 percent over January 2006. According 
to the Ministry of Industry, Trade, and Tourism, tourism 
volume to the Canary Islands fell slightly, but increased in 
Catalonia and the Basque Country. Spain is the worldWs 
second-largest tourist destination, after France. (Ministry 

of Industry, Trade and Tourism) 


BAD NEWS FOR BIOTECHNOLOGYYS FUTURE 


2. (U) During the last week of February, we noted an increase 
in the number of negative press references regarding 
agriculture biotechnology from representatives of the Spanish 
Ministry of Agriculture (MOA), and many of them attributed to 
MOA Minister Elena Espinosa. Given that Spain\'s coexistence 
decree (Decree) is still being debated, we were concerned 

that Minister Espinosa may have been \"setting up\" to announce 
the Decree and that it might contain new provisions 

(reportedly demanded by the Ministry of the Environment 
(MOE)) that could greatly reduce or eliminate the use of 
agriculture biotechnology in Spain. In our review of the 

press articles, where Minister Epinosa responded negatively 

to questions about biotechnology, it appears that her 

objective was to promote the MOA\'s new 35.8 million Euro plan 
for organic agriculture, and not to bash biotechnology. Our 
contacts at the MOA continue to insist that while this 
Government (and Minister Espinosa, in particular) is not 
supportive of agriculture biotechnology, the MOA will not 

cede to the demands of the MOE regarding the terms of the 
Decree, which could preclude future agriculture biotechnology 
use in Spain. 


PM ZAPATERO ANNOUNCES RAIL LINK FROM SPAIN TO MOROCCO 


3. (U) Spanish Prime Minister Jose Luis Rodriguez Zapatero 
announced on March 6 an ambitious project to link Spain and 
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Morocco via a rail link under the Gibraltar Strait. Zapatero 
has pledged to rally European Union support for the plan and 
called it a \"historic project" that would change Africa and 
Europe, and more particularly Morocco and Spain. The plan 
calls for a 39 km rail tunnel to be dug under the seabed, at 

an estimated cost of between seven and 17 billion USD. 
Zapatero acknowledged that the project will require major 
financial backing and EU support before it will proceed. 

Other EU member states have already questioned the wisdom of 
such a plan given the current flow of illegal immigrants into 
the EU from Morocco via Spain. 


SPAIN TO NAME CLIMATE CHANGE AMBASSADOR 


4. (U) Foreign Minister Moratinos announced March 8 that the 
Spanish Government would \"soon\" name a Special Ambassador" 
for Climate Change. Moratinos, noting that climate change 
requires an \"agile and committed multilateral response," 
admitted that Spain is \"still far" from meetings it Kyoto 

Protocol objectives. (Note: Kyoto called for Spain to have 
greenhouse gas emissions levels in 2012 of no more than 15 
percent above 1990 levels. In 2005, Spanish emissions levels 
were 53 percent above 1990 levels. End Note.) Media has 
speculated that one possible candidate for the position is 
Spanish Ambassador to Mexico Cristina Barrios. (Note: Just 
before this cable was transmitted, the Spanish cabinet 
announced that Spanish Ambassador to Mexico Cristina Barrios 
would indeed get the nod.) 


SPANIARD MAKES FORBES TOP TEN RICHEST PEOPLE IN THE WORLD 


5. (U) Amacio Ortega is ranked the number eight richest 
person on the planet with an estimated fortune of USD 24 
billion. He is the owner of the Galicia-based textile retail 
group, Inditex. Ortega is pretty low profile in Spain, 

although everybody knows who he is. Inditex\'s most 
well-known brand is Zara, which is becoming more and more 
popular around the world. It can now be found, for instance, 
on the best streets of New York. ZaraWs basic business model 
is to make affordable stylish clothing for women and men 
(although women tend to be the most addicted Zara shoppers). 
The company relies on repeat shoppers who come back for the 
latest at a decent price. The group has a very sophisticated 
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information technology system that allows it to figure out 
quickly what people are buying and then make it available. 
There are 19 more Spaniards in the top 717 of the richest 
people on earth, mostly in construction. (El Pais, 5/10/07) 
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AMBASSADOR HOSTS 5/9/07 BREAKFAST FOR SPANISH COMPANIES WITH 
MAJOR INVESTMENTS IN LATIN AMERICA 


6. (U) We thought it would be a good idea to solicit ideas 
from Spanish businesses with major stakes in Latin America. 
The date of the breakfast turned out to be timely given the 
President\'s trip to Latin America. Repsol, BBVA, Santander, 
FCC, OHL, ACS, Endesa and Iberdrola sent their CEO, deputy or 
senior executives to the event. The executives were pleased 
that the President was traveling to the region in order to 
dispel the perception that after 9/11, the U.S. lost interest 

in Latin America. Peru\'s Alan Garcia was something of a 
pleasant surprise - that country was key in their opinion in 
countering the region\'s populist trend. Spain could 
contribute by showing how a modern state functions, 
especially with respect to creating a modern tax collection 
system. The development of a bigger middle class was 
crucial. The U.S. needs to continue to push free trade. 
Some Latin American leaders have made extraordinary efforts 
to promote free trade, for instance Peru\'s Alan Garcia. The 
executives all agreed that Mexico had been very lucky in 
electing President Calderon. However, the Santander 
representative, himself Mexican, said that this was the \"last 
chance!" for a free market oriented government to deliver for 
Mexico\'s poorer people. It if did not, Mexico would 

definitely turn left in five and a half years. While Lopez 
Obrador may be politically moribund, his ideas have not died. 
(Comment: Perhaps the most striking thing about this 
essentially conservative business group was that there was a 
broad consensus that if free market economics in Latin 
America are to continue to thrive, the region must get 
governance issues right. The group was convinced that 
Spain\'s successful transition over the last thirty years from 

a country with a protectionist economic structure with a low 
tax take to a country with open markets, a moderate (by OECD 
standards) tax take and efficient government was a model 
worth emulating.) 

Aguirre 
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INDEX: 

(1) Tokyo takes unfreezing bank accounts as having \"certain level of 
significance" in order to achieve progress on talks, but some in 


Tokyo concerned about America\'s now softened position 


(2) Editorial: US must remain committed to its North Korea policy\'s 
basic principle 


(3) CIA Director Hayden to visit Japan on March 21; Might meet here 
with Iraqi vice president 


(4) Thomas Kreutzer to arrive at consular post in July 


(5) Column reporter\'s eye: My message to Japan on wartime comfort 
women issue; Japan must be modest toward victims and seek 
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reconciliation with former comfort women from a broader perspective 


(6) Chinese president tells LDP secretary general Prime Minister Abe 
should make efforts to improve relations with China, resolving 
Yasukuni issue 


(7) Rate of successful tenders in ODA projects tops 99% : JCP 
lawmaker Kobayashi pursues suspected bid-rigging over ODA projects 


(8) Air in the Abe administration: Lawmakers elected for first time 
in 1993 share zeal for reform and urge to steer helm of government 


ARTICLES: 


(1) Tokyo takes unfreezing bank accounts as having \"certain level of 
significance" in order to achieve progress on talks, but some in 
Tokyo concerned about America\'s now softened position 


YOMIURI (Page 2) (Full) 
Eve., March 19, 2007 


The Japanese government is calmly taking the move to unfreeze (North 
Korea\'s) bank accounts as a necessary action in order to achieve 
progress in the six-party talks. But some officials in the 

government, seeing America\'s attitude toward North Korea as easing 
more than expected, voiced concern that a future discord could arise 
between Japan, which still has the abduction issue to resolve, and 

the United States. 


At a press briefing this morning, Chief Cabinet Secretary Shiozaki 
noted: \"It\'s a good thing to put an end to the (frozen bank-accounts 
issue). There is a certain degree of significance in terms of 

preparing an environment for the six-party talks to move forward. We 
hope to see overall talks move in a good direction.\" 


While North Korea\'s Vice Foreign Minister Kim Gye Gwan had insisted 
on a full unfreezing of his country's bank accounts, it had been 

unclear how many bank accounts would be unfrozen. In part because of 
this, at one point concern grew in Tokyo that \"the six-party talks 

could be in danger.\" But with the US and North Korea reaching 
agreement now, the next round of six-party talks is expected to take 
place as scheduled. Tokyo has now taken this situation as \"having 
turned the corner on the issue.\" 


An aide to Prime Minister Abe, however, said that when it came to 
how many bank accounts would be unfrozen, \"accurate information from 


the US was not easily available to us.\" One government official also 
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noted: \"It\'s strange to unfreeze such bank accounts that were 
recognized as being used by North Korea for money laundering.\" 


(2) Editorial: US must remain committed to its North Korea policy\'s 
basic principle 


NIHON KEIZAI (Page 2) (Full) 
March 16, 2007 


The US Department of the Treasury announced its decision on March 14 
to end some of its financial sanctions on North Korea. Ahead of the 
six-party talks resuming March 19, the United States has given a 

carrot to North Korea in order to accelerate nuclear talks with 

North Korea. However, Pyongyang seems unwilling to dole out its 

\"first steps to abandon its nuclear development programs unless the 
United States lifts all of its sanctions. We do not want the United 

States to play into the hands of North Korea with further 

compromises, and we strongly hope that the United States\' policy of 
\"dialogue and pressure\" will not be watered down. 


The Bush administration was in a position to call for Wa complete, 
verifiable and irreversible dismantling of North Korea\'s nuclear 
weapons programs (CVID).\" It has strongly supported Japan\'s stance 
of seeking to resolve the issue of Japanese nationals abducted to 
North Korea. However, the Bush administration-currently fettered 
with lraq\'s postwar settlement and Iran\'s nuclear program-is being 
criticized at home and abroad for wavering in the basic principles 

of its policy toward North Korea. If the Bush administration pursues 
superficial results with immediate makeshift measures, it could 
result in marring the relationship of mutual trust between Japan and 
the United States and spoiling the United States\' international 
prestige. 


In September of the year before last, the US Treasury Department 
said North Korea had been committing international economic crimes, 
such as counterfeiting US dollar bills and trafficking in drugs. The 

US Treasury Department therefore designated one of North Korea\'s 
outposts for such crimes, Banco Delta Asia (BDA), a Macao-based 
bank, as a major moneylaundering center. In response, Macanese 
authorities took action to freeze about 25 million dollars in North 
Korean bank accounts. 


The US Treasury Department, in its action taken this time, 

prohibited US banking institutions from doing business with BDA, 
acknowledging that BDA has done nothing about North Korea\'s illegal 
acts. Meanwhile, the United States entrusted Macanese authorities 
with the frozen money and accepted a de facto decision to unfreeze 
North Korean bank accounts. Macanese authorities are expected to 
release about 10 million dollars as crime-free money. 


At first, the Bush administration was in a position to crack down on 
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economic crimes apart from the six-party talks. North Korea demanded 
that the United States should call off its financial sanctions to 

resume the six-party talks. The United States rejected the North 
Korean demand. However, the United States changed course after 
holding talks with North Korea in Berlin in January. This time, the 
United States went ahead with unfreezing some North Korean bank 
accounts in return for the resumption of the six-party talks in 

February. 


Last month, the six-party talks reached an agreement. That 
agreement, however, was suspected to be a product of the Bush 
administration\'s \"treachery.\" The agreement would provide North 
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Korea with fuel oil amounting to one million tons in exchange for 
the shutdown of North Korea\'s nuclear facilities in Yonbyong. The 
agreement did not specify anything about North Korea\'s existing 
nuclear weapons and plutonium stock. It also fails to make clear 
what should be done about North Korea\'s secret development of 
nuclear weapons from enriched uranium. 


Though a key player, the Bush administration is now wavering in its 
actions, so North Korea\'s abandonment of its nuclear ambitions may 
end up pie in the sky. Tokyo should remind Washington that Japan is 
neither likely to aid nor normalize relations with North Korea 

unless it first dismantles all its nuclear facilities and the 

abduction issue is resolved. Japan should call on the Bush 
administration to uphold its basic principles. 


(3) CIA Director Hayden to visit Japan on March 21; Might meet here 
with Iraqi vice president 


SANKEI (Page 5) (Full) 
March 17, 2007 


US Central Intelligence Agency Director Michael Hayden will visit 
Japan for several days from March 21 to exchange views with Foreign 
Minister Taro Aso on the North Korean and Iraqi situations, Sankei 
learned on March 16. 


Aso is expected to exchange views with Hayden on the situation in 
Iraq, keeping in mind the submission to the Diet before the end of 
March of a bill revising the Iraq Special Measures Law. The 
government intends to make a final decision on the submission of the 
revised bill to the Diet based on intelligence provided by Hayden. 


Iraqi Vice President Tariq al-Hashimi (Sunnis) also will arrive in 
Tokyo on March 21. In April, Iraqi Prime Minister Nuri al-Maliki, a 
member of the Shiite sect, which has increased its confrontation 
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with the Sunnis, will visit Japan. The government hopes to receive 
high praise from major Islamic religious groups in Iraq for Japan\'s 
Air Self-Defense Force (ASDF) troops\' transport operations. 


The government is watching to see if there will possibly be contact 
between Hayden and al-Hashimi during the visits. 


(4) Thomas Kreutzer to arrive at consular post in July 


OKINAWA TIMES (Page 26) (Full) 
March 17, 2007 


Thomas M. Kreutzer, who is scheduled to become a consul atthe US 
Consulate General in Naha in July, recently visited the prefecture 

to make preparations for taking on his position. After having served 
at the US Consulate General in Osaka and other posts, he is 
currently studying Japanese at the US Department of State Japanese 
Language and Area Training Center. 


His area of responsibility in Okinawa will include public relations, 
cultural affairs, economics, and trade. He has studied Japanese on 
his own, as well. \"| have long wanted to work in Okinawa. Okinawa is 
an important place with which we have long had a valuable 
relationship.\" He is looking forward to assuming his duties this 
summer. 


(5) Column reporter\'s eye: My message to Japan on wartime comfort 
women issue; Japan must be modest toward victims and seek 
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reconciliation with former comfort women from a broader perspective 


MAINICHI (Page 6) (Full) 
March 16, 2007 


By Toshimitsu Kishi, reporter with the Arts and Cultural News 
Department 


In the wake of the rekindling of the issue of Japan\'s wartime 

comfort women, many may wonder why historical issues have yet to be 
resolved. Former Prime Minister Tomiichi Murayama, president of the 
Asian Women\'s Fund (AWF), which will be dissolved at the end of 
March, stressed at his last press conference as AWF president that 
the government should continue to warmly watch over the wartime 
comfort women. | have had to face up to this difficult issue, as if 
boarding the last bus, since three years ago | took part in a 

seminar as a lecturer under University of Tokyo Prof. Yasuaki Onuma, 
one of the organizers of the AWF. What kind of message should Japan 
send? | want to look for ways for an amicable settlement of the 
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issue without losing sight of the overall picture. 


In this column on Feb. 9, 2005, | introduced readers to the seminar, 
which was held for one year, inviting various guest speakers. The 
seminar was able to tap a wide spectrum, including President 
Murayama, scholars, and those involved in the AWF. The seminar also 
invited persons from both the right and the left wings, who are 

critical of the AWF. Last November | covered the final symposium of 
the fund. As American panelists predicted following the victory of 

the Democratic Party in the mid-term (congressional) elections, the 
comfort women issue has now been brought before the US Congress. 


Views of the three historians invited to the seminar were split over 
the question of whether there was coercion toward women. 


Their views as summarized were: (1) it clear from existing 
documentary material that the Japanese Imperial Army was deeply 
involved in the recruitment, transfer and management of the comfort 
women, and so it is advisable to consider the testimonies of 
individuals; (2) the women were not forcibly taken like slaves being 
rounded up, but were recruited through normal ways; and many of 
individual crimes, including rapes, were punished; and (3) the 
comfort-women system was created mainly by the military on its own, 
but conditions for sexual violence and the brokers who came with the 
system should be seen as problems. 


When | asked if they had any documents, one of them responded: 
\"Nobody writes about coercion in official documents.\" Chances are 
slim that documents that show conclusive evidence will ever be 
discovered. What is more difficult is there will remain gaps in 
translations even through accurate historical study. 


The government interviewed 16 former comfort women. In 1993, then 
Chief Cabinet Secretary Yohei Kono released a statement 
acknowledging that the women were forced to work as such during 
wartime. Nobuo Ishihara, former deputy chief cabinet secretary, who 
was involved in drafting the Kono Statement, made the same comment 
in the seminar and in a recent interview: 


“We were unable to find documents that proved coercion. Based on the 
testimonies, we arrived at that conclusion as a consensus in the 
cabinet. | do not think they (the 16 former comfort women) told us 
fictitious stories." 
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According to the government, the interviews were conducted with the 
cooperation of the South Korean government in an environment under 
which the former comfort women would not feel any pressure, based on 
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the condition that the interviews would not be released to the 

public. It is regrettable that the documents that were key to the 
government\'s decision were not disclosed. However, Japan cannot risk 
endangering the identities of the victims, who have lived by hiding 

their painful pasts in a society still under strong Confucian 

influence. 


Are there any ways to fill the gaps? When | heard the word \"senbu,\" 
which means to have people in an occupied territory understand the 
purpose of the mainland\'s policy and thus put them at ease, | 
thought | was convinced. There were some reasons for the necessity 
of comfort women. But the main reason was to contain anti-Japanese 
sentiments intensified by the soldiers\' assaults on the Korean 
Peninsula. Today, sexual crime committed by troops stationed in a 
country would evoke the wrath of the citizens. 


When the controversy recently erupted in the United States and not 
in the countries concerned, what came to my mind was a speech 
delivered at the seminar by Yuzo Yokota, a member of the United 
Nations sub-commission on human rights. He said that it is the 
interpretation of classic international law that the peace treaty 
between nations and the bilateral treaty rule out the right of claim 
as sought by the former comfort women, but he added that there still 
remains room to debate the right to claim by individuals. Yokota\'s 
idea was that since the universality of human rights transcends 
place, country and the times, Japan\'s explanation that problems 
during World War ll have been resolved is not enough. 


When | asked Yokota about the background for the US Congress 
current move, he responded that there were activities by 
non-governmental organizations in the background. He pointed out: 


\"The US Congress\' move shows that the time has come for those 
interested in human rights to act in global terms. Unless Japan 
comes up with policy measures that meet such solidarity, the issue 
will probably continue to remain unresolved.\" 


It is true that US media reports on the comfort woman issue raise 
questions. Following the Kono statement, the Asian Women\'s Fund was 
set up. The fund is a new system under which the government and 
private citizens shared war responsibility for the comfort women. | 

think appreciation should be given to successive prime ministers 
Ryutaro Hashimoto, Keizo Obuchi, Yoshiro Mori, and Junichiro Koizumi 
for sending letters of apology to the former comfort women." The 
letters stated: 


\"The government of Japan sincerely apologizes and expresses remorse 
from the bottom of its heart for all those who experienced as 

comfort women many hardships and suffered wounds that will never be 
healed. \" 
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| think what is important for Japan as the aggressor to be careful 
about what it says. Looking at the many elderly persons who 
participated in a meeting held after former Prime Minister 
Murayama\'s press conference, | felt the passage of time. Taking 
those efforts and limits into consideration, | will start doing what 

| can do to help. 


(6) Chinese president tells LDP secretary general Prime Minister Abe 
should make efforts to improve relations with China, resolving 
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Yasukuni issue 


SANKEI (Page 5) (Full) 
March 17, 2007 


Yasushi Sugimoto, Beijing 


Ruling Liberal Democratic Party (LDP) Secretary General Hidenao 
Nakagawa and New Komeito Secretary General Kazuo Kitagawa met with 
Chinese President Hu Jintao on March 16 at the Great Hall of the 

People in Beijing. During the meeting, President Hu told the two 

party officials, \"Good relations are continuing\" between Japan and 
China. However, he indirectly sought to constrain a possible visit 

to Yasukuni Shrine by Prime Minister Shinzo Abe and to check Abe\'s 
recent remarks on the comfort-women issue. Hu told the two 

secretaries general of the ruling parties: \"(The prime minister) 
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should deal appropriately with important and delicate issues and 
make efforts to improve our healthy bilateral relationship.\" 


Nakagawa, in turn, asked Hu to cooperate with Japan in resolving 
North Korea\'s abductions of Japanese nationals, as well as the issue 
of China\'s gas exploration in the East China Sea. Hu expressed hopes 
for an early settlement of the gas exploration issue. Regarding the 
abduction issue, he only went so far as to say, \"| hope that Japan 

and North Korea will resolve it appropriately through dialogue.\" 


Nakagawa handed to Hu a letter from Abe inviting the president to 
Japan. Hu tried to play up friendly ties between Japan and China, 
refraining from remarks criticizing Japan. 


(7) Rate of successful tenders in ODA projects tops 99% : JCP 
lawmaker Kobayashi pursues suspected bid-rigging over ODA projects 


AKAHATA (Page 2) (Full) 
March 17, 2007 
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Japanese Communist Party (JCP) lawmaker Mieko Kobayashi during an 
Upper House Budget committee meeting on Mar. 16 raised questions 
about suspected bid-rigging activities in Foreign Ministry 
(MOFA)-sponsored official development assistance (ODA) projects. 


She turned up the heat on the actual situation of bidding for 

grant-aid projects in general related to the basic-human-needs area, 
which accounts for 40% of grant aid cooperation. Japanese companies 
are eligible to bid for grant aid projects. She pointed out that the 
successful tenders, as indicated by the ratio of contracted prices 

to estimated prices, came to more than 99% in 179 out of 203 

projects for the construction of facilities during the period from 

fiscal 2003 to the middle of the fiscal 2006. 


If such a ratio tops 95%, there is the possibility of bid-rigging 

activities. Kobayashi fired up her offensive, saying, WFiscal 

resources are taxpayers\' money. What is your view on that the rate 
of successful tenders being so extremely close to the estimated 
prices" Foreign Minister Aso dodged the question, saying, 
\"Construction sites are such where one-third of construction 
materials brought from Japan disappear over night. Companies taking 
part in such projects will go into the red, unless they set the 

estimate higher.\" Kobayashi pointed out the need to check whether 
there were bid-rigging practices or not. 


She also pursued the abnormally high ratio of discretionary 
contracts, pointing out that 29 contracts or 38% of contracts in 
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fiscal 2004 and 26 cases or 44% in fiscal 2005 were discretionary 
contracts. Quoting an article on a remark made by an executive of a 
general construction company that in order to make contracts at the 
highest possible prices, construction companies offer tenders with 
prices higher than estimated prices so that discretionary contracts 

are adopted. Koro Bessho, director general of the International 
Cooperation Bureau of MOFA, said, \"We are dealing with bidding in a 
strict manner.\" 


Kobayashi called for a drastic improvement in transparency about the 
bidding situation, saying, \"Japan\'s general construction contractors 
may find opportunities to make profits overseas with taxpayers\' 
money as funding resources." 


(8) Air in the Abe administration: Lawmakers elected for first time 
in 1993 share zeal for reform and urge to steer helm of government 


ASAHI (Page 1) (Abridged slightly) 
Evening, March 15, 2007 


Column 3 
Epoch-making events took place in the political community in 1993. 


Following the loss of a no-confidence vote by the cabinet of Prime 
Minister Kiichi Miyazawa, now 87, a general election took place. 
Such new parties as the Japan Renewal Party, the Japan New Party, 
and the New Party Sakigake (Harbinger) made big leaps in the 
election at the height of the \"new party boom." Eight non-LDP 
parties also launched an administration of Prime Minister Morihiro 
Hosokawa, now 69, opening the door to an age of reform following the 
collapse of the so-called \"1995 structure.\" 1955 was the year in 
which the Liberal Democratic Party was established and began its 
long period of single party rule, with the Japan Socialist Party 

(JSP) becoming the permanent opposition party. 


The political career of Shinzo Abe, 52, also started that year in 
which the Liberal Democratic Party became an opposition party. 


In the following year, the Diet passed political reform legislation 

to introduce a single-seat constituency system. In view of the fact 
that the Meiji Restoration came 15 years after the arrival of the 
Vblack ships," Masaharu Gotoda, a man of wisdom, predicted that it 
would take15 years for reform to bear fruit and usher in a new age. 


It has been 13 years since then. And Abe is now prime minister. 
Under the single-seat system in which political parties clash head 
on with each other, having high national popularity is essential for 
party heads, who serve as faces of elections. Abe would not have 
been prime minister if it were not for the changes in 1993. 


The lineup of LDP members who won Diet seats for the first time in 
1993 include Yasuhisa Shiozaki, 56, who is currently chief cabinet 
secretary. Such individuals as Seiji Maehara, 44, Kiyoshi Ueda, 58, 
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and Yukio Edano, 42, were also elected to the Diet for the first 

time as ruling party members. Makiko Tanaka, 63, and Akihiro Ota, 
61, currently representative of the New Komeito, also emerged on the 
political scene. 


Minshuto (Democratic Party of Japan) lawmaker Maehara, who became 
party head in the fall of 2005 ahead of Abe, joined the Matsushita 
Institute of Government and Management (MIGM) after graduating from 
Kyoto University. From the thinking of Konosuke Matsushita, the 
MIGM\'s founder, Maehara has learned of a sense of mission to change 
the Kasumigaseki bureaucratic district devoid of a sense of business 
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management. Maehara won the party\'s presidency owing to his 
youthfulness. At the same time, he was forced last year to take 
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responsibility for a fake e-mail fiasco due to his lack of 
experience. 


Maehara\'s office was right next to Abe\'s in the Dietmembers\' Office 
Building. They dined together often when they were rookies. Taking 
strong interests in diplomatic and security affairs, both Abe and 
Maehara also joined the parliamentary group to consider the security 
of the new century. 


Although Maehara thinks Abe\'s view on the right to collective 
self-defense is idealistic, his position is similar to those of 

junior LDP lawmakers. Maehara takes this view: \"In the event an 
emergency situation occurred under a Minshuto-led administration, we 
cannot wait for constitutional revision. We must deal with such a 
situation flexibly.\" 


Maehara also actively addressed the issue of public works projects. 
Earlier, Prof. Masataka Kosaka, Maehara\'s teacher at Kyoto 
University, had advised the lawmaker on a Shinkanken bullet train to 
address the issue actively. 


Maehara consequently drafted a bill to totally freeze dam projects, 

but it was scrapped in the end. Maehara explained the difference 
between Abe and himself this way: \"The question is whether Abe has 
the will t0 break with the bureaucracy. The LDP would never be able 
to do that.\" 


Ueda has emerged as a Minshuto debater good at grilling government 
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offices with accurate data. Ueda became governor of Saitama in 
2003. 


The following conversation took place in an elevator of a 
Dietmembers\' Office Building: 


Abe: \"You are working for the worthy cause." 

Ueda: \"What\'s thatA" 

SIPDIS 

Ueda was opposing the idea of granting local suffrage to foreign 
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residents. Abe was alluding to it. Ueda, who used to be a member of 
the parliamentary group on the abduction issue, took this view: 
\"Anti-war peace education seem to partially overlap with 
anti-Japanese education.\" There seem some similarities between Abe 
and Ueda. But Ueda added: \"We differ from there. Mr. Abe eyes 
restoring the old ways, but | think Japan should come up with new 
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national objectives." 


Ueda\'s office is filled with graphs and charts showing numerical 
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progress on prefectural reforms from a perspective of business 
management. Ueda had prefectural officials stealthily hand 
municipality-specific tax payment rates to local heads, and this 
helped increase the rates out of local rivalry. 


Edano is the ace of the Minshuto lawmakers of the post-ideology 
generation. Edano successfully ran in the 1993 race on the ticket of 
the now-defunct Japan New Party in his second year as a lawyer, and 
he also supported former Health and Welfare Minister Naoto Kan, 60, 
during the HIV-tainted blood scandal. 


“Today, people are looking for ways to fix social problems, such as 
education, Japan\'s defense capabilities, and the Constitution." 
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Edano, known as a member of the new policy breed, has taken part in 
small meetings along with Abe, but the two have not closely 

discussed anything specific. Abe boasts the Defense Agency\'s upgrade 
to ministry status and talks about the need to revise the 

Fundamental Law of Education, but those topics are over in the eyes 

of Edano. Edano thinks Abe has sent out ideological messages only 
because he does not have any specific policies. 


Those members, who were born from the excitement of the changes in 
1993 and have experienced in both the ruling and opposition camps, 
seem to share the urge to steer the helm of government. 
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E.O. 12958: DECL: 03/19/2017 


Column 3 
TAGS: PGOV, IZ 
SUBJECT: BADR-AFFILIATED MAYOR BEATEN BY SADRISTS 


(U) Classified by PRT Baghdad Team Leader Joseph Gregoire, 
reasons 1.4 (b) and (d). 


1. (C) Summary: Badr-affiliated Baghdad Governor al-Tahan 
told PRToffs that his proxy in Jusr, the qa,im makam (local 
&mayor8), was kidnapped, beaten and released on March 15 by 
members of the local Sadr Bureau office. The attack was 
apparently in retaliation for the qa,im makam,s enforcement 

of a traffic violation committed by the Sadr Bureau (OMS) 
members on the streets of Jusr, a village in the Mada,in 

qada east of Baghdad. End summary. 


2. (C) Baghdad Governor al-Tahan exercises executive 
authority in the province through a number of &qa,im 
makams8, sometimes referred to as local &mayors8 but more 
akin to a &ward boss8, whom he appoints. Many of the 32 
Baghdad qa,im makams share al-Tahan,s Badr affiliation. 
Local leaders say the qa,im makam in Jusr, Haider abd 
al-Razak al-Lami, is a Badr associate. 


3. (C) Al-Tahan told PRToffs that he had recently issued a 
directive to all of his qa,im makams to not visit any OMS 
offices or associate with OMS personnel. Tensions between 
the Jusr OMS office and al-Lami erupted after al-Lami 
enforced a parking ban on a street in Jusr near the OMS 
office. Local police detained several OMS members after 
parking on the street. The individuals were released and 
reportedly asked al-Lami to meet them at the OMS office to 
discuss the issue. Al-Lami refused. 


4. (C) The next day, 15 March, according to al-Tahan and 
corroborated by Mada,in Council member Kadhem al-Shamary, 
al-Lami was dragged from his car by several men and taken to 
the OMS office, where he was held and beaten for four hours 
and then released. Al-Tahan reported to PRToffs that he had 
contacted police leadership and had instructed them to make 
arrests. 


5. (C) Comment: Although SCIRI and the Sadrists are 
ostensible partners in the Council of Representatives Shi,a 
coalition, the incident illustrates the street-level tension 
between SCIRI-affiliated Badr and the Sadrist OMS. End 
Comment. 
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E.O. 12958: N/A 
TAGS: PGOV, PINS, KJUS, PE 
SUBJECT: SUPREME COURT PRESIDENT MOVES ON JUSTICE CORRUPTION 


REF: LIMA 119 
SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 


1. (SBU) Summary: In one of several early moves to clean up 
the judiciary, the Office of Control of Magistrates (OCMA) in 
early February suspended Lima Superior Court President Angel 
Romero. The action was a promising first step in fulfilling 

the promise Supreme Court President Francisco Tavara made at 
his January inauguration to battle judicial corruption and 
represented a continuation of efforts he launched when he 
headed the OCMA. For his part, President Garcia continues to 
criticize high-handed and sometimes \"illogical\" court rulings 
that undermine the integrity of the judicial system. Few 

doubt that Tavara is serious about cleaning up the tarnished 
judiciary, but anti-corruption efforts are only one element 

of badly-needed judicial reforms. Prospects for broader 

reform may be brighter but are still very cloudy. End 

Summary. 


2. (U) There are early signs that the government is serious 
about cleaning up the judiciary. Among the most meaningful 
was OCMA\'s February 9 decision to suspend and investigate 
Angel Romero for \"illegal acts\" he committed as judge before 
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becoming Lima Superior Court President in January. 
Specifically, Romero was sanctioned for awarding a 
multimillion dollar indemnity to a group of former Central 

Bank employees, even though the Constitutional Tribunal had 
ruled against the employees; Garcia had ridiculed the 

decision at Tavara\'s inauguration on January 3 (see reftel). 
Four other lower court judges were also suspended for making 
questionable rulings that smack of corruption. (Tavara, as 
President of the Judiciary, indirectly supervises the OCMA.) 


3. (SBU) Romero was low-hanging fruit: press reports have 
detailed allegations of corruption dating to Romero\'s work as 
a private attorney for a consortium of casinos. In 2002, a 
legal decision allowed select casinos to operate slot 
machines and to avoid paying taxes on the profits. Romero 
was accused of buying that decision. Tavara, by contrast, 
earned a reputation for integrity at the OCMA and showed a 
willingness to suspend and investigate crooked judges. 
Tavara\'s work in the OCMA laid the groundwork for the Romero 
suspension, and Tavara has kept in close contact with his 
successor, Elcira Vasquez, to insure reform continues. For 
his part, Garcia has not let up on his public campaign to 
denounce outragous and \"illogical\" legal rulings and has 
made it clear that the government intends to crack down on 
casinos and hold the Supreme Court accountable for corrupt 
judges. 


4. (U) While anti-corruption successes are an essential 
prerequisite for broader judicial reform, kicking out crooked 
judges is not enough. Genuine reform costs money and will 
require political support. Tavara on February 20 said 
publicly he needed 80 million soles (approximately USD 23 
million) to hire more prosecuting attorneys or face the 
possibility of allowing criminals to go free. In a meeting 

with Emboffs March 9, Tavara emphasized that the biggest 
obstacle to reform was lack of financial resources. He said 
the GOP has the money, but the president has not made the 
commitment to make that money available to the judiciary. 
Ombudsman Beatriz Merino made the same point to Emboffs 
February 21. She said the central government is running a 
surplus, but she is not sure if Tavara will receive the 

support he needs. According to Merino, significant pockets 
of corruption remain in the judiciary and will resist any 
attempt to end lucrative and steady sources of income. She 
suspects some judges will simply wait out Tavara\'s two-year 
term. 


5. (SBU) Comment: A poll released by the University of Lima 
March 8 showed 92 per cent of Lima\'s citizens believe 
government institutions are corrupt, with the judiciary 

ranked as the most corrupt. To regain credibility for the 
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judicial system, Tavara will need to continue the clean-up 
operations, but financial resources, along with political 
backing, will be necessary to sustain genuine reform. 
Doubters point out that Tavara\'s base of support is shaky: he 
was elected President only after multiple votes in the 
Supreme Court, and he admits that he is not close to Garcia. 
End Comment 

STRUBLE 
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RR RUEHWEB 

DE RUEHVB #0262 0781210 

ZNR UUUUU ZZH 

R 191210Z MAR 07 

FM AMEMBASSY ZAGREB 

TO RUEHC/SECSTATE WASHDC 7423 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 


SIPDIS 
SIPDIS 
Department for ISN/CB 


E.O. 12958: N/A 

TAGS: PARM, PREL, CBW, ETTC, HR 

SUBJECT: AUSTRALIA GROUP: CROATIAN GRATEFUL FOR U.S. SUPPORT FOR 
ITS APPLICATION FOR AUSTRALIA GROUP MEMBERSHIP 


Ref: State 32412 


PolOff passed reftel points March 15 to Pjer Simunovic, MFA\'s 

Assistant Minister for Multilateral Affairs and International 

Organizations. Simunovic applauded USG support for CroatiaWs 
Australia Group membership and expressed thanks on behalf of GOC for 
Post\'s on-going efforts to strengthen Zagreb\'s export control 

programs. 


BRADTKE 
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OO RUEHBC RUEHDBU RUEHDE RUEHDIR RUEHFL RUEHKUK RUEHKW RUEHLA RUEHROV 
RUEHSR 

DE RUEHYE #0328/01 0781219 

ZNY CCCCC ZZH 

O 191219Z MAR 07 

FM AMEMBASSY YEREVAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5123 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/18/2017 

TAGS: ETTC, PREL, ENRG, EPET, EINV, IR, AM 

SUBJECT: IRAN-ARMENIA GAS PIPELINE: GOAM REPLIES TO OUR 
DEMARCHE, AS PRESIDENTS UNVEIL THE PROJECT 


REF: A) STATE 32666 B) YEREVAN 323 C) 05 YEREVAN 1095 


D) 06 YEREVAN 1537 E) 06 YEREVAN 900 F) 06 
YEREVAN 631 G) 06 YEREVAN 914 H) 06 YEREVAN 
1694 


Classified By: Steve Banks, Pol/Econ chief, reasons 1.4 (b,d) 


1. (C) SUMMARY: The MFA called in CDA March 19 to present 
Armenia\'s reply to Ref A demarche (see para 5 for full text 

of MFA non-paper), three hours before Presidents Kocharian 
and Ahmadinejad formally opened the pipeline. The most 
significant point in their reply is that \"there is no more 

important issue for Armenia than energy diversification,\" andQ\"the grave importance and strategic significance 
pipeline cannot be overestimated.\" The non-paper also states 
that Armenia has been extremely careful about the political 

and legal environment" to avoid any landmines, and \"we 
believe this single high-level meeting does not and cannot in 

any way serve other interests. Septel will update on our 

latest information about the technical and ownership aspects 

of the new pipeline. Reftels C through H represent an 

overview of previous reporting on this pipeline and other 

energy proposals, notably Ref G, which reports President 
Kocharian\'s pains to ensure we were informed of Armenia\'s 
plans with Iran. END SUMMARY 


2. (U) CUTTING THE RIBBON: The two presidents presided over 
the inauguration ceremony of the new pipeline on the 
afternoon of March 19. The ceremony was delayed two hours 
when inclement weather denied President Ahmadinejad the 
ability to reach the Armenian border town of Meghri by 
helicopter. The Iranian president set down in the northwest 
Iranian town of Djulfa, according to Armenian media reports, 
and proceeded by car to the ceremony, which went off at 
approximately 2:00pm. No live broadcast of the ceremony or 
subsequent joint press conference was available via Armenian 
media, so information about what may have been said is still 
trickling in slowly. Armenian media are reporting that the 
presidents did not deliver their prepared speeches, in 
deference to the bad weather, however the 4:00 television 
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news reported that the joint press conference was still 

ongoing. The early impression is that no major announcements 
have been made, however this analysis may change as more 
complete information becomes available. (NOTE: Meghri is 
remote and quite poorly served by communications 
infrastructure. It may be Tuesday morning before a complete 
report is available on the substance of the two presidents\' 
comments. END NOTE) 


3. (C) ARMENIA\'S DIPLOMATIC REPLY: The MFA had reached out 
to us on Sunday to summon the CDA to a Monday morning 
meeting, ensuring that we had received their reply before the 
scheduled noon ceremony. With neither FM Oskanian nor DFM 
Kirakossian available for the meeting (Oskanian was 

definitely with the president at the Iranian border, and we 
believe Kirakossian was as well), DFM Gegham Gharibjanian--a 
former Armenian ambassador to Iran, whose current portfolio 

is relations with the CIS states--was left to deliver the 

GOAM\'s response. Gharibjanian was unable to add 
substantively to the non-paper points which he conveyed on FM 
Oskanian\'s behalf. 


4.(C) The CDA pressed Gharibjanian again on our strong 
desire for the GOAM to mitigate the damage done by the 
prQdential-level pipeline opening by making points 
affirming Iran\'s obligations under UNSCR 1696 and 1737. 
Gharibjanian promised to relay our renewed message to 
Oskanian, but was unaware of what was planned. 


5. (C) TEXT OF ARMENIAN NON-PAPER: 


We have taken note of your comments expressing concern about 
the impact of the opening ceremony of the gas pipeline. Your 
concerns are fully understandable. 


Armenia has always been especially considerate of the 
concerns of the US. 


Cognizant of the existing sensibilities, Armenia has 
consistently conducted a very open, transparent policy 
vis-a-vis all our neighbors, particularly Iran. 


In addition, Armenia supports all international attempts to 
secure global peace and limit threats and dangers, including 
joining the war against terror, acceding to all international 
and regional non-proliferation conventions and treaties. 


We fully understand the particular concern about the 
nuclearization of Iran. 
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Armenia shares a border with Iran, is a front-line state, and 
is most concerned - and most vulnerable - in this region in 
the event of unexpected developments. 


Armenia fully supports a non-nuclear region, and will 
continue to bring our input as a member of the international 
community and the UN. 


From the inception of the idea of a gas pipeline, and 
throughout its implementation, we have been extremely careful 
about the political and legal environment, have looked into 

all existing legal constrictions and have concluded that we 

are not in violation of any provisions of the international 
community nor of any individual country. 


There is no more important issue for Armenia than energy 
diversification. This is the only energy source for Armenia 
that is not dependent on the goodwill or the political 
stability of a third country. The grave importance and 
strategic significance of this gas pipeline cannot be 
overestimated. 


A high-level ceremony to inaugurate thQipeline is therefore 
natural. Such a high level meeting was discussed during the 
Presidents\' meeting last year. This was explained then, and 
has always been a matter of public information. 


Because of unavoidable delays, the opening is being held now, 
coinciding with these international developments. 


We believe this single high-level meeting does not and cannot 
in any way serve other interests. 
GODFREY 
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PP RUEHDBU 

DE RUEHNT #0451 0781223 

ZNY CCCCC ZZH 

P 191223Z MAR 07 

FM AMEMBASSY TASHKENT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7232 
INFO RUEHTA/AMEMBASSY ASTANA 8707 
RUEHAH/AMEMBASSY ASHGABAT 2619 
RUEHEK/AMEMBASSY BISHKEK 3209 
RUEHDBU/AMEMBASSY DUSHANBE 3084 
RUEHMO/AMEMBASSY MOSCOW 7028 
RUEHRL/AMEMBASSY BERLIN 1137 
RUEHBS/USEU BRUSSELS 
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RUEHVEN/USMISSION USOSCE 1955""CONFIDENTIAL TASHKENT 000451 


SIPDIS 
SIPDIS 
DEPT FOR SCA/CEN AND DRL 


E.O. 12958: DECL: 03/19/2017 

TAGS: PHUM, PREL, UZ 

SUBJECT: HUMAN RIGHTS REPORT ROLLOUT SHOWS UZBEKSY TRUE 
COLORS (AGAIN) 


Classified By: AMB. JON R. PURNELL, FOR REASONS 1.4 (B, D) 


1. (C) Summary: Authorities reportedly used threats, house 
arrest, and beatings to prevent several human rights 

activists from attending the Embassy\'s reception to launch 
the 2006 Human Rights Report. Government officials, for the 
second straight year, failed to attend. DCM raised the issue 
with Foreign Ministry contacts, who suggested only that Post 
must have \"incomplete information" on the alleged harassment. 
Despite officials\' declarations that they intend to work 
toward improved relations, the government\'s actions 
demonstrate that Uzbekistan\'s attitude toward human rights 
has not changed. End summary. 


2. (C) Approximately 50 guests attended the Ambassador\'s 
March 14 reception to launch the 2006 Human Rights Report. 
The guest list was shorter than at a similar event last year, 

in part due to the 2006 closure of several human rights 
organizations and the arrest of several activists who had 
attended the previous year\'s presentation. However, the 
major opposition political groups, local human rights 
organizations, journalists from the few surviving Western 
news agencies, and diplomatic missions still sent 
representatives. 


3. (C) Several human rights contacts reported that they had 
decided not to attend the Ambassador\'s reception due to 
pressure from the authorities. National Security Service 
officers reportedly threatened to have the son of 
Margilon-based activist Abdusalom Ergashev expelled from his 
school if Ergashev attended the event. Bukhara-based 
activists Vohid Karimov and Shuhrat Ganiev were allegedly 
threatened with unspecified \"problems\" with visas and 
traveling. Abdurahmon Tashanov of the opposition Birlik 
Party was reportedly told that he would have \"real problems" 
if he attended. Activist Komil Ashurov of Samarkand reported 
that unidentified men had attacked him and beaten him on the 
street the day before he planned to travel to Tashkent. 
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Jizzak activist Bakhtiyor Hamroyev sent his regrets, saying 

he was under house arrest, his apartment building surrounded 
by unmarked police vehicles. The day before the reception, 
according to Margilon activist Anmadjon Madmarov, local 

police detained his son for hours of questioning, and 

Tashkent police commandeered Madmarov\'s taxi in connection 
with an unspecified \"investigation\" after he arrived in 
Tashkent. However, Madmarov attended the report presentation 
and remained in Tashkent until the end of the week to meet 
with visiting USOSCE Ambassador Julie Finley on March 16. 
One journalist told emboffs that National Security Service 
officials had instructed activists to discourage others from 
attending the event. As in the previous year, government 
officials stayed away from the event, though they were 

invited. Even officials of the Foreign Ministry\'s Americas 
Department failed to attend, despite having confirmed 

multiple times that they would come. 


4. (C) The DCM raised government threats against and 
harassment of human rights activists not to attend the 

rollout with the Foreign Ministry\'s acting Americas Division 
Chief Tokhir Mamadjanov on March 16 as sending the same old 
message on human rights and stooping to new lows. Mamadjanov 
responded that we must have \"incomplete informationW on the 
alleged intimidation, and that there must be other 

explanations. DCM also expressed regret at the government\'s 
decision in the end not to send anyone to the rollout. 

(Note: Only the day before the event, Americas Desk Director 
phoned DCM to say he and Mamadjanov would be coming. End 
note.) Mamadjanov, eyes lowered to the table, said nothing 

in response. 


5. (C) Comment: The Human Rights Report release fell only 
days after a visit by SCA DAS Evan Feigenbaum, which Uzbek 
officials had heralded as a signal of improving bilateral 
relations. However, the absence of any Uzbek official at the 
reception, and the reported pressure on human rights 

activists not to attend, sent a very different message. 

Certain officials may be prepared to grant occasional 

meetings to discuss human rights issues, but the Government 
of Uzbekistan is not yet prepared to demonstrate respect for 
human rights, or for those who seek to defend them. 


PURNELL 
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TO RUEHC/SECSTATE WASHDC 4492 

INFO RUEHBE/AMEMBASSY BELIZE 1989 
RUEHBO/AMEMBASSY BOGOTA 1146 
RUEHWN/AMEMBASSY BRIDGETOWN 7430 
RUEHCV/AMEMBASSY CARACAS 0472 
RUEHGE/AMEMBASSY GEORGETOWN 2367 
RUEHGR/AMEMBASSY GRENADA 0034 
RUEHBH/AMEMBASSY NASSAU 2543 
RUEHPU/AMEMBASSY PORT AU PRINCE 3033 
RUEHSP/AMEMBASSY PORT OF SPAIN 5130 
RUEHDG/AMEMBASSY SANTO DOMINGO 5804 
RUEABND/DRUG ENFORCEMENT ADMIN SAN JUAN PR 
RUEABND/DEA HQS WASHINGTON DC 
RULGSDG/COGARD SAN JUAN PR 
RUCOWCV/CCGDSEVEN MIAMI FL 
RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC" "UNCLAS KINGSTON 000379 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR INL/LP (BOZZOLO) AND WHA/CAR (BUDDEN) 


E.O. 12958: N/A 
TAGS: SNAR, JM 
SUBJECT: MARITIME MARIJUANA SMUGGLING METHOD 


REF: KINGSTON 369 (NOTAL) 


1. (SBU) In the past several weeks, Jamaican security forces 
have seized several canisters that had been attached to hulls 
of maritime vessels intending to depart Jamaica. The 
canisters contained compressed marijuana. So far, vessels 
have had the U.S. and the Eastern Caribbean as their 
destinations. It appears that, currently, this a favored 
method of trafficking. 


2. (SBU) Some of the canisters were discovered because they 
came loose and floated to the surface. Another was found in 

a fish net. In late February, 68 kilos of compressed 

marijuana was recovered from a canister which was intended 
for Trinidad. On March 14, three canisters were recovered 
from the hull of the M/V Westerkade, which was enroute to 
Barbados. JDF/Coast Guard divers retrieved the containers. 
Each measured approximately three feet in length. The 
canisters were metal. The Coast Guard turned the canisters 
over to the Marine Police. 


3.(SBU) JDF/CG routinely dive bauxite vessels and some 
cruise ships. But, they do not monitor other cargo vessels. 
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Some years ago, traffickers frequently attached containers to 
the hulls of bauxite vessels, but routine diving has 
subsequently halted that activity. 


4. (SBU) The Narcotics Affairs Section is being asked by the 
JDF/CG to provide special underwater cameras to enable them 
to become more pro-active in searching the hulls of cargo 
vessels. Also, due to the pollution in Kingston Harbour, the 
coast guard prefers to move suspect vessels to other 

locations to dive the vessel. The cameras would facilitate 
increased checks in Kingston Harbour, but also would be used 
at other ports around the island. 


JOHNSON 
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OO RUEHRD RUEHRG 

DE RUEHSO #0212/01 0781249 

ZNR UUUUU ZZH 

O 191249Z MAR 07 

FM AMCONSUL SAO PAULO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6597 
INFO RHEHNSC/NSC WASHDC 
RUEHBR/AMEMBASSY BRASILIA 7713 
RUEHRVAMCONSUL RIO DE JANEIRO 7905 
RUEHRG/AMCONSUL RECIFE 3453 
RUEHRD/AMCONSUL MERIDA 0003 
RUEHMN/AMEMBASSY MONTEVIDEO 2308 
RUEHAC/AMEMBASSY ASUNCION 2965 
RUEHBU/AMEMBASSY BUENOS AIRES 2677 
RUEHCV/AMEMBASSY CARACAS 0463 
RUEHLP/AMEMBASSY LA PAZ 3278 
RUEHSG/AMEMBASSY SANTIAGO 2020 
RUEHBO/AMEMBASSY BOGOTA 1526 
RUEHQT/AMEMBASSY QUITO 0521 
RUEHPE/AMEMBASSY LIMA 1132 
RUEHME/AMEMBASSY MEXICO 0799 
RUEHGT/AMEMBASSY GUATEMALA CITY 0103 
RUEATRS/DEPT OF TREASURY WASHDC 
RUCPDOC/USDOC WASHDC 2744 
RUEHRC/USDA FAS WASHDC 0667 
RHMFIUU/DEPT OF ENERGY WASHDC 
RHMFISS/CDR USSOUTHCOM MIAMI FL 
RHEHAAA/WHITEHOUSE WASHDC" "UNCLAS SECTION 01 OF 04 SAO PAULO 000212 


SIPDIS 
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SENSITIVE 
SIPDIS 


STATE FOR S/ES, WHA/FO, WHA/BSC, E 
STATE PASS USTR SCRONIN 

STATE PASS EXIMBANK 

STATE PASS OPIC FOR DMORONESE, NRIVERA, CVERVENNE 
NSC FOR FISK, CARDENAS, FEARS 

USDOC FOR 4332/ITA/MAC/WH/OLAC 

USDOC FOR 3134/ITA/USCS/OIO/WH/RD 
TREASURY FOR OASIA, DAS LEE AND JHOEK 
DOE FOR GWARD 

SOUTHCOM ALSO FOR POLAD 

USAID FOR LAC/AA 


E.O. 12958: N/A 
TAGS: OVIP (BUSH, GEORGE W.), PREL, PGOV, SOCI, EPET, KTIA, BR 
SUBJECT: VISIT OF PRESIDENT GEORGE W. BUSH TO SAO PAULO, BRAZIL 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY 


SUMMARY 


1. (SBU) On March 8-9, President George W. Bush came to Sao Paulo, 
Brazil for the first stop in his five-country visit to the Latin 

American nations of Brazil, Uruguay, Colombia, Guatemala, and 
Mexico. This visit served to underscore the U.S. commitment to the 
Western Hemisphere and highlighted the common agenda to advance 
freedom, prosperity, social justice, and the benefits of democracy 

in the areas of health, education, and economic opportunity. The 
President was accompanied by the First Lady, Secretary of State 
Condoleezza Rice (Secstate), USTR Ambassador Schwab, and Ambassador 
Sobel. The one-day visit in Sao Paulo included bilateral talks 

between President Bush and Brazilian President Luiz Inacio Lula da 
Silva, at which the two Presidents covered a range of issues. A 

major focus of the day was biofuels, including cooperation between 
Brazil and the United States in third countries. President Bush was 
treated to a demonstration of the ethanol production process and 
flex-fuel automobile engines, and he and President Lula spoke 

publicly about the importance of partnering in biofuels. In 

addition, Secstate signed a Memorandum of Understanding (MOU) with 
Foreign Minister Amorim to enhance collaboration and research in the 
biofuels area (see septel). 


2. (SBU) On the afternoon of March 9, the President held a 
roundtable discussion on opportunities for at-risk youth, attended 
by the director of a Sao Paulo social inclusion program centered on 
teaching life skills via music and dance (the Meninos do Morumbi), 
other directors of at-risk youth programs, and selected 
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representatives of U.S. private-sector sponsors. Mrs. Bush 
conducted a separate program as she visited and held discussions 
with several social programs for at-risk youth concentrating on 
literacy and college preparation. 


3. (SBU) The visit received extensive media coverage, focusing on 
Brazilian and U.S. cooperation on biofuels and U.S. Brazil trade 
relations. Although there was also press coverage of the protests 
and traffic disruption caused by the visit, overall the local media 
inclined towards a positive view of both the visit and of continued 
and improved Brazil - U.S. relations. End Summary. 


BIOFUELS: ETHANOL PRODUCTION AND FLEX FUEL CARS 


4. (SBU) The President\'s visit included a stop at a facility of 
Petrobras Transporte, a bulk petroleum transport and storage 
company. It is a subsidiary of Petrobras, Brazil's parastatal 

energy company, and the largest publicly traded corporation in the 
Southern hemisphere. He was greeted by President Luiz Inacio Lula 
da Silva and Petrobras President Jose Sergio Gabrielli de Azevedo. 
Immediately after a briefing by industry experts, the President 
viewed a demonstration of the ethanol production process and flex 
fuel engines, and then a demonstration of GM Brazil and Ford Brazil 
flex fuel cars presently sold in Brazil, which have the option of 
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operating on either traditional gasoline or ethanol - or any 
combination thereof. 


5. (SBU) In addressing the group, both Presidents expressed the 
importance of the strategic partnership between the two countries 
centered on the potential represented by innovation in alternative 
fuels, particularly ethanol and biodiesel. President Lula 

emphasized the social and environmental benefits resulting from the 
use of biofuels. President Bush expressed similar sentiments while 
noting that this is also a national security issue. He encouraged 
other countries, particularly in Central America, to minimize their 
dependence on oil and to look more to alternative energy. The 
overall message from both Presidents was optimistic about the future 
potential of alternative fuels. They both emphasized the importance 
of continued collaboration between the GoB and the USG on research 
and development in this area. President Lula said that partnership 
between Brazil and the United States on biofuels offered the 
possibility of a new moment for humanity. 


VISIT TO MENINOS DO MORUMBI: INFECTIOUS DRUM BEAT 
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6. (SBU) The President and Mrs. Bush were welcomed by Flavio 
Pimenta, founder of the \"Meninos do Morumbi\" (Children of Morumbi) 
project. Originally a factory, the Meninos facility has now been 
converted into classrooms and a performing arts center for 

teenagers. They entered the \"digital garage," where the President 
engaged with a dozen students who showed him their computer 
projects. Then, accompanied by the Ambassador, the President took 
part in a roundtable discussion on opportunities for at-risk youth 
employment. The roundtable participants included Sister Angela 
Kerry of Notre Dame, Indiana, and Doctor Claudio Lottenberg - both 

of whom headed projects to reach at-risk youth - as well as Meninos 
director Pimenta and Congressman Paulo Lustosa from Brazil\'s 
northeast state of Ceara. Two young people who once benefited from 
the featured programs but now teach in them, participated, as did 

two private-sector sponsors, the country directors of Dell Computers 
and Becton Dickinson. After the roundtable, the President went to 

the hall where 80 Meninos de Morumbi youth danced, sang and drummed 
the infectious Brazilian samba beat. The President spent over an 

hour at the project before departing for the airport. 


MRS. BUSH\'S SOCIAL PROGRAMS VISIT 


7. (U) Throughout her program in Brazil, Mrs. Bush impressed those 
she met with her warmth and genuineness. She began her individual 
program in Sao Paulo at the Alfasol Literacy program, where she was 
hosted by Alfasol Chief Executive Officer Regina Esteves, a 
participant in the 2006 White House Conference on Global Literacy in 
New York City. Mrs. Bush participated in a roundtable discussion 
with eleven Brazilians who represented Alfasol\'s innovative literacy 
promotion partnerships with businesses, universities, and all levels 

of government. She expressed particular interest in the program\'s 
highly successful community engagement, measurement of 
effectiveness, and use of literacy programs in penitentiaries. 
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Immediately following the roundtable discussion, Mrs. Bush attended 
a classroom demonstration where she met two of the Alfasol literacy 
teachers, observed the students participating in reading and writing 
activities, and heard stories of how learning to read had changed 
their lives. 


8. (U) Upon leaving Alfasol, Mrs. Bush traveled to Projeto 

Aprendiz, an award-winning social program for at-risk youth, where 
the founder and general manager provided a brief overview of the 
program\'s neighborhood as schoolW concept and introduced her to 
students who are participants in the project\'s highly successful 
college preparatory program. After watching younger children 
participating in a variety of activities in the inner courtyard 
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(including serenades from several young musicians), she observed 
older youths engage in sports activities and entered the Aprendiz 
Caf where she met with five alumni who told her how the project had 
changed their lives. Among the stories she heard was that of a 
former street child who ended up going to college, writing a book 
about her life and becoming a journalist. 


9. (U) Mrs. Bush was the guest of honor at a small luncheon in the 
Hilton hosted by the Brazilian First Lady Maria Leticia Lula da 
Silva. Other guests included prominent Brazilian women, including 
the wives of Sao Paulo Governor Jose Serra and Foreign Minister 
Celso Amorim. 


MEDIA COVERAGE: EXTENSIVE AND POSITIVE 


10. (SBU) Mission staff worked with White House and Planalto staff 

to organize media coverage of President Bush\'s arrival and 

departure, the biofuels event, joint press availability, MOU signing 

and visit to the NGO, Meninos do Morumbi. Separate arrangements 
were made for the press coverage of the First Lady\'s program as well 
as media interviews with USTR Susan Schwab and Ambassador Sobel. 
The arrival, biofuels event and joint press availability were open 

press; all other events were covered by a pool. 


11. (SBU) The visit received extensive media coverage on a wide 
variety of themes impacting U.S.-Brazil relations, although the 
major focus was on Brazilian and U.S. cooperation on biofuels and 
bilateral trade relations. While the press took note of the various 
protests in Sao Paulo and throughout Brazil and the disruption to 
local traffic, the overall coverage focused on the purpose of the 
visit itself and reported on the visit as a positive event. 


12. (SBU) Pre-visit local media coverage focused on the purpose of 
President Bush\'s visit to Brazil and included various editorials, 

op-eds and commentary on the United States and Brazil\'s trade 
relationship and the role Venezuelan President Hugo Chavez may have 
played in the President\'s decision to visit the region. Mission 

placed an op-ed by Ambassador Sobel in Brazil\'s largest circulation 
newspaper, Folha de Sao Paulo, on Sunday, March 3, to both sum up 
recent visits by U/S Burns and AG Gonzales and to set the scene for 
the President\'s visit. Ambassador Sobel also did print interviews 

with other major newspapers - Globo, Gazeta Mercantil, and Jornal do 
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Brasil - on March 6 to set the stage for discussion. Other media 
reported on comments by President Lula indicating that he would push 
for reductions in ethanol tariffs and agricultural subsidies. 

Post-visit coverage focused on the MOU signed by both Presidents, 
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President Lula\'s comments on the possibility of reaching agreement 
on the Doha Round and President Chavez\'s parallel activities in 
Argentina. Editorials and commentary contrasted the need for 
investment and trade versus aid in Latin America, the value of 
President Bush\'s visit to Brazil and the impact of the MOU. Many 
articles commented on President Bush and President Lula\'s excellent 
personal relationship. Press coverage also focused on President 
Bush\'s statement that no change in ethanol tariffs will occur before 
2009. Photos and stories of the visit to Meninos do Morumbi and the 
First Lady\'s program were also featured. 


13. (SBU) Ambassador Clifford Sobel was interviewed by four media 
outlets (TV Globo and three newspapers) immediately after the 
President\'s departure and these interviews were included in the 
weekend post-visit coverage and in the March 12 edition of 
economic/business newspapers. USTR Susan Schwab also interviewed 
with two economic newspapers and held a post-visit press conference. 
Her interviews and comments featured prominently in the March 10-12 
newspapers as well. 


14. (SBU) Comment: The visit of President Bush to Brazil on the 
first leg of his five country visit to the Western Hemisphere 

generated much positive momentum in Brazil - U.S. relations. Brazil 
is a leader in biofuels research and production, and the MOU signed 
between Secretary Rice and Foreign Minister Amorim opens up more 
opportunities for both countries to advance a common agenda, and to 
further address issues of prosperity and social justice within the 
region and beyond Latin America. Future discussions are also likely 
to address cooperation between the United States and Brazil on 
combating malaria. The bilateral talks offered opportunities to 
continue discussion on important trade issues prior to President 
Lula\'s visit to the U.S. next month, while the President\'s and Mrs. 
Bush\'s events with NGOs emphasized the importance of corporate 
social responsibility programs and social inclusion programs in 
advancing the benefits of democracy. Media coverage was very 
positive and highlighted the optimism both presidents expressed in 
future alternative biofuels collaboration and in advancing bilateral 
relations. End Comment. 


15. (U) This cable was coordinated with the Deputy Executive 
Secretary, NSC/WHA, and Embassy Brasilia, and was approved by 
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Classified By: Political Counselor Ted Osius for Reasons 1.4 (B, D) 


1. (C) Summary. Indian strategic thinkers agree that China 
is leading India in involvement with Africa by almost all 
economic and political measures. Not only does China have a 
greater volume of bilateral trade with Africa, but China is 

also pouring development aid and concessional loans into 
Africa at levels that India can at best only fractionally 
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match. India has a two million-strong diaspora in Africa and 
U.N. peacekeepers deployed in several countries, but 
otherwise has a markedly weak diplomatic presence in the 
continent. While many in India may wax philosophical about 
India\'s cultural, historical, and colonial linkages with 

Africa or find it difficult to operate in French-speaking 
environments, China apparently encounters few obstacles. 
Lacking any strategy or push for meaningful engagement with 
Africa, Indian strategists feel India is well behind China in 

any competition over Africa, real or existential, with little 
chance of catching up in the near-term. India\'s ambivalence 
and pessimism toward competing with China for the resources 
of the African continent belies its own stated aspirations to 

be a world power in the near- or long-term. End summary. 


India in Africa: The Aid Numbers 


2. (U) India\'s level of trade with Africa stood at $9.14 

billion in 2005, with 68% of that purely with South Africa. 

(Note: By comparison, two-way U.S.-Africa trade was $60.6 
billion in 2005. End note.) India has shown a desire to 

pursue a free trade agreement (FTA) with the Southern African 
Customs Union. However, given the pace of India\'s other FTA 
negotiations and the fact that GOI negotiators are already 
stretched thin in discussions with the EU, ASEAN, Japan, and 
others, little movement can be expected on this initiative in 

the foreseeable future. In terms of official assistance to 

Africa, the Export-Import Bank of India has extended over 
$550 million in lines of credit to sub-Saharan Africa, of 

which $250 million was earmarked for the Economic Community 
of West African States (ECOWAS) Bank for Investment and 
Development in May 2006. The Bank has also offered lines of 
credit to several countries directly, such as $102 million to 
Ghana, $31 million to Burkina Faso, $27 million to Cote 
d,lvoire, and $20 to Mozambique. India\'s Techno-Economic 
Approach for Africa-India Movement (TEAM-9) initiative (with 
ten participants, actually: India, Burkina Faso, Chad, Cote 
d,lvoire, Equatorial Guinea, Ghana, Guinea Bissau, Mali, 
Niger, and Senegal) has a $500 million concessional credit 
facility for African member countries. The largest projects 
include $30 million for rural electrification in Ghana and 

$15 million for drinking water in Equatorial Guinea. 


Investment, Peacekeeping, and Diaspora 


3. (U) India is active in Africa in other ways besides 
developmental assistance and loans. The Tata Group operates 
in eight different African nations and has a stake in South 
Africa\'s telecommunications industry. In 2003, India\'s Oil 
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and Natural Gas Corporation (ONGC) purchased a 25% stake in 
Greater Nile Petroleum Oil Company in Sudan for $750 million. 
A 2005 attempt by ONGC to buy a 45% stake in NigeriaWs Akpo 
Field (valued over $2 billion) was blocked by the Indian 
government as being \"too risky,\" and was subsequently 
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purchased by the Chinese. India is contributing about 1,400 
military personnel to U.N. peacekeeping operations in Eritrea 
and Ethiopia and 3,000 troops in the Democratic Republic of 
Congo. In addition, there is an estimated two million-strong 
Indian diaspora throughout Africa as a legacy of India\'s 
shared colonial heritage with many African nations. 


India Versus China: No Contest 


4. (U) India\'s Africa and China watchers alike, who bemoan 
China\'s rising influence in Africa, note that China-Africa 
levels of bilateral trade quadrupled to $40 billion between 
2000 and 2005. In 2005, China overtook the U.K. to become 
Africa\'s third largest trading partner behind the U.S. and 
France. China\'s oil imports from Africa (primarily Nigeria, 
Sudan, Angola, and Equatorial Guinea) account for 30% of 
China\'s external oil dependence, with Angola as China\'s top 
supplier since 2006. By mid-2006, Chinese foreign direct 
investment in Africa totaled $1.18 billion. In 2000, China 
wrote off $1.2 billion of African countries, debt, and 

pledged yet another $750 million in write-offs in 2003. The 
Chinese Export-Import Bank has an accumulated commitment of 
$800 million in concessional loans for 55 projects spread 
between more than twenty different African nations. China 
committed $8.1 billion in loans to Nigeria, Angola, and 
Mozambique in 2006 alone. 


Competition with China Denied, Yet Already Underway 


5. (C) Poloff spoke with Param Jit Mann, MEA Director for 
West Africa, on March 9. Mann said that some in the media 
and academia inaccurately talk about opportunities for India 
and China in Africa as if it were the next \"Gold Rush.\" He 
said that India was moving at its own pace on bilateral, 
regional, and pan-African levels, and not acting in any way 
\"directly related\" to China\'s moves. He continued, \"India 
does not base its decisions on the level, speed, or methods 
with which China is interacting with the African nations.\" 

He said that India had indeed proposed a large India-African 
Union summit well before the Forum on China-Africa 
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Cooperation took place in Beijing in November 2006. A 
working group has been established to discuss an 
India-African Union summit, which is scheduled to meet for 
the first time during the week of March 12. He gave no 
prospective date as to when the actual summit might take 
place, however, saying, \"It's extremely difficult to 
coordinate that many people\'s schedules.\" 


6. (C) The Nigerian Embassy\'s Senior Political Counselor 
U.A. Gur also dismissed ideas of Indian-Chinese competition 
in Africa, but on different grounds--that India simply cannot 
compete. In a meeting with Poloff on March 13, Gur 
acknowledged that the Indians have had connections with 
Nigeria for decades while the Chinese came to Nigeria in only 
the last 10-15 years. He said that it is readily apparent 

that the Chinese are there solely to do business, and not 
otherwise \"interfere.\" He found that whatever advantage 
India may have had in Nigeria twenty years ago has 
disappeared; \"China has surpassed India and is so far ahead 
that India cannot keep up," he said. 


7. (C) Prof. Sanjukta Banerjee of Jadavpur University, 
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Kolkata said at an India-Africa seminar at New Delhi\'s 
Jawaharlal Nehru University (JNU) on February 22 that India 
and China are indeed competing for \"more than a mere 
foothold\" in Africa. Both are involved in infrastructure 
projects throughout Africa, but China has concentrated in 
extractive industries, thus making it the target of both 
Western and African criticism. She pointed to the presence 
of thousands of Chinese workers in Sudan since the mid-1990s 
as one example. Peacekeeping, long a specialty of India, is 
also being increasingly taken up by China after it deployed 
troops to Liberia in 2003. While India sees Africa as a 
platform to promote its U.N. Security Council seat bid, China 
is using its economic clout to coerce African nations into 
supporting the One-China Policy, she said. She added that 
only five African nations have not yet agreed, and thus 
remain ineligible for Chinese aid. 


India Trying to Branch Out Through Technology and TEAM-9... 


8. (C) Ever since January 2006, when National Security 

Advisory Board member C. Raja Mohan wrote an oft-quoted op-ed 
saying that India is \"sleepwalking through new opportunities" 

in Africa, there has been growing awareness that India needs 

to do more to establish more meaningful economic and 
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diplomatic ties with Africa. MEA Director Mann, whose office 
handles relations with 25 African nations with only six 

Indian embassies between them, said India has considered new 
embassies in more African countries; he provided no 
prospective locations or time frames, however. 


9. (C) Mann lauded Indian efforts through the TEAM-9 
(Techno-Economic Approach for Africa-India Movement) 
initiative He emphasized that it allows India to deal with 
member countries (Burkina Faso, Chad, Cote d,Ivoire, 
Equatorial Guinea, Ghana, Guinea Bissau, Mali, Niger, and 
Senegal) on a bilateral level and use the $500 million 
concessional credit facility to \"focus on whatever those 
countries want" TEAM-9 loans have a span of twenty 
years--five-year moratorium, fifteen years of repayment--and 
avoid \"India assisting with information-technology just 
because India is good at it." He viewed Niger\'s new 
membership in TEAM-9 (as of 2006) as a sign of \"great 
appreciation\" within Africa for the initiative. In addition 

to a plethora of development projects, Mann said India is 
also financing the construction of a presidential residence 
in Ghana. On the IT side, however, he mentioned the 
Pan-African e-Network, India\'s joint effort with African 
Union as a means of technological capacity building. India 
is investing $1 billion over five years in this project to 
connect select Indian universities and hospitals with African 
counterparts with high-speed telecommunications links 
throughout 53 African nations. The African Union is 
currently developing a plan to sustain the program\'s 
operations beyond India\'s five-year commitment, he said. 


10. (C) Dinkar Khullar, MEA Joint Secretary (West Africa), 
called the cooperation with the West African TEAM-9 member 
countries \"significant,\" and said that of the $500 million 
committed so far, already $280 million is being used in 
current projects. What was a \"small initiative in 2004\" has 
been a great success, and now Gambia, Central African 
Republic, and several other nations are interested in 
participating, he said. Khullar called it a gratifying trend 
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that many high-profile visitors from India are traveling to 
Africa, and not just from the energy sector, but also from 
the transportation (railroad), financial, and IT industries. 

He highlighted Indian agricultural assistance, humanitarian 
schemes and these visits as \"signs that relations will be 
upgraded in the future.\" Not to overlook the pragmatic, 
however, he said that Africa\'s hydrocarbons, minerals, and 
other resources are not only of interest to India, but also 
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China. 


...But Falling Short Because of Linguistic and Domestic 
Considerations 


11. (C) The Joint Secretary then addressed the political 
context of India\'s relationship with Africa. Countries that 

were once \"lukewarm\" in supporting India\'s bid for a 
permanent seat on U.N. Security Council are now becoming 
\"more supportive.\" He said that the sub-Saharan member 
countries of the Organization of the Islamic Conference (OIC) 
tend to be more moderate, which \"may be useful" to India 
considering its differences of opinion with OIC over Kashmir. 
Saying that many African countries had long been unknown, or 
ignored by, Indian public servants, businesspeople, and 
academics, Khullar encouraged track-two diplomacy efforts 
targeted at Africa. He added that India lacks a substantial 
diaspora presence in western and central (francophone) Africa 
and thus India\'s diplomatic and economic pursuits have almost 
exclusively focused on the Commonwealth countries in Africa. 
\"India has simply not done enough in French,\" he said. 


12. (C) Former MEA Foreign Secretary Shashank, however, 
took a more pessimistic view of India\'s relations with Africa 
vis--vis China and directed blame at India\'s domestic 
considerations. Like India, the African nations emerged from 
colonization, but unlike India, many have not succeeded and 
been \"let down\" by India\'s lack of leadership and 
involvement. While India kept away from Africa, others 
crowded in, he said. \"The Chinese can offer billions of 
dollars right now, but India cannot do that. There would be 

a huge outcry in India if it showered money on special, 
privileged groups throughout Africa. India must consider its 
interests in the long run; but how does the Indian government 
interest Indian companies and banks in forming partnerships 
in Africa?\" he asked. Continuing his comparison with China, 
he said that African nations are reluctant to cast their lot 
completely with China because of their collective fear of 
renewed colonialism. Yet they realize that India cannot do 
much, he warned. Prof. Sanjukta Banerjee added, however, \"In 
the very least, people in Africa and elsewhere question 
Chinese motives, but nobody worries about India.\" 


India\'s Windows of Opportunity Closing? 


13. (C) Nigerian Embassy Counselor Gur said that his 
country could learn from the experiences and expertise of 
Indians, particularly as India is a multi-ethnic, 

multi-lingual nation, like Nigeria, with a thriving 


Column 3 

manufacturing sector, unlike Nigeria. He lamented that 
Nigeria relies on imports for many manufactured goods, while 
India has built up a level of self-sufficiency, e.g. having 
several automobile manufacturing companies. Gur found that 
Chinese companies are doing much to bolster Nigeria\'s 
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construction, food, and oil industries, but that occurs 

without any transfer of technology and little transfer of 

wealth. Indeed, Chinese products, such as low-cost textiles 
and garments, are putting Nigerian companies out of business, 
which contributes to the growing problem of unemployment in 
Nigeria. Gur saw opportunities for India to be helpful in 

the areas of IT, agriculture, and automobile production--all 
areas in which he saw India as successful. 


14. (C) Dr. Vandita Ray of Jamia Millia Islamia University, 
New Delhi still sees India as having a window opportunity 
\"before China closes it." She said Africa had become 
\"marginalized\" by the developed countries, which \"did little 
really to help the continent.\" She criticized the Indian 
government for making language barriers an excuse for not 
pursuing wider engagement with Africa. African nations have 
started to look towards other \"South\" countries, however, 
India being chief among them. She recommended that India use 
its skills in the agricultural sector to help diversify 

African crops and expertise in IT to lessen Africa\'s 
technology gap with the rest of the world. She warned, and 
former MEA Foreign Secretary Shashank concurred, that if 
India does not play to its strengths in Africa soon, then 

China will encroach even there. 


Comment: India May Have A Silver Lining, But Lacks Strategy 


15. (C) Comment: To meet its own stated aspirations to be 
a political and economic world power, India\'s active 
engagement with Africa should be a no-brainer. Yet there 
appears to be a significant disconnect between Indians\' own 
perceptions about what they can do and they are doing to 
bolster ties. India\'s IT expertise and common cultural and 
linguistic heritage with some African nations may be its 
silver lining, but issues of language and culture differences 
have certainly not been insurmountable hurdles in the way of 
the Chinese. While MEA officials boast of success with 
Indian initiatives with Africa, Jadavpur University\'s Prof. 
Banerjee complained that African heads of state are still not 
being taken seriously within MEA. It is just as well that 

MEA officials say India and China are not competing, because 


Column 3 

even African diplomats are saying that China is too far 

ahead. As Mauritius Ambassador to India M. Choonee also told 
the audience at the February 22 JNU event: \"India simply 
cannot compete economically with China in Africa as things 
are" 


16. (C) A better Indian strategy toward India-Africa 
relations would benefit the United States. As a rising, 

stable, and open democracy, India has \"street creds\" with 
many African countries. At the same time, India offers a 
better role model for governance than some others who court 
the continent. An India more proactively engaged with Africa 
while remaining cognizant of human rights and other 
humanitarian concerns in Africa would provide the U.S. a 
valuable partner for African initiatives in the long-run, 
particularly given India\'s advanced position in the IT, 
agricultural, and pharmaceutical industries. As the U.S. 
seeks ways to leverage the global partnership with India, 
Africa offers a potential opportunity to advance our shared 
values. End comment. 
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1. (SBU) In a decision discussed on March 14 and signed on 
March 16, the Council of Ministers formally approved two 
separate deployments in support of NATO operations in 
Afghanistan. This decision is binding and does not require 
parliamentary approval. The first deployment will consist of 
120 soldiers and 15 staff officers, who will deploy to Kabul 

in May 2007 as part of an Italian combat group of the Capital 
Regional Command. The second will include up to 200 troops 
who will assume responsibility for internal perimeter 

security at Kandahar Airfield as of the beginning of June 

2007. These 335 troops come in addition to the 85 Bulgarian 
soldiers who are currently serving under ISAF in a mechanized 
infantry platoon, medical teams, a military police and 
counterintelligence platoon, and as staff officers at Kabul 
Airport and in the Hungarian-led PRT in Pol-e-Khomri. 


2. (C) Comment: While Bulgaria\'s deployment to Kabul was 
announced months ago, the GoB\'s decision to deploy forces to 
Kandahar comes only six weeks after SACEUR\'s request to CHOD 
Stoykov. The government\'s flexibility and responsiveness 
demonstrate an impressive political commitment to NATO\'s 
mission in Afghanistan, despite a public mood that is 

strongly skeptical of any overseas deployments. Caveats on 
these two additional deployments have not been finalized. We 
expect that forces deployed to Kandahar are unlikely to be 
equipped for missions beyond the airfield and are likely to 

be subject to restrictive caveats, which nevertheless will 

not prejudice their main mission of airfield force 

protection. We will continue to engage the GoB to target the 
equipment and training shortfalls that they cite as 

preventing them from lifting caveats on their forces deployed 
elsewhere. End comment. 
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SENSITIVE BUT UNCLASSIFIED; NOT FOR INTERNET DISTRIBUTION 


1. (U) A March 16 parliamentary session on Prime Minister Rasizade\'s 
annual report on the government\'s performance was disrupted by a 
scuffle between MPs that resulted in the apparent March 19 arrest of 
independent MP Hussein Abdullayev. During the March 16 session, 
Abdullayev harshly criticized the Prime Minister\'s report, 

describing it as \"insulting to the Azerbaijani people." Parliament 
Speaker Ogtay Asadov interrupted Abdullayev and ordered his 
microphone switched off. However, Abdullayev continued to criticize 
the report, and his remark that that the report \"does not reflect 

reality" prompted pro-government MP Fazail Aghamaly to shout out in 
protest. In response to AghamalyYs comments, Abdullayev used 
obscene language. News video captured the ensuing scuffle, which 
Aghamaly appears to have begun by kicking Abdullayev. Abdullayev 
then hit Aghamaly twice in the face, knocking him off his feet. 
Abdullayev and several other deputies later walked out of the 

session, in protest against the government\'s report. The incident 
received wide TV coverage and has been discussed for several days on 
national television. 


2. (SBU) News agencies report that on March 17, Prosecutor General 
Zakir Garalov informed the Speaker of Parliament that a criminal 

case had been opened against Abdullayev and requested that 
Parliament deprive Abdullayev of his parliamentary immunity. On 

March 19, the parliament voted 79-15 to approve the disciplinary 
commission\'s recommendation that the Prosecutor Generals request be 
granted, stripping Abdullayev of his parliamentary immunity. Deputy 
Prosecutor General Rustam Usubov read out the Prosecutor General\'s 
statement that a criminal case was opened against Mr. Abdullayev, 
who is charged with articles 132 (deliberately causing battery or 
causing a physical pain by violent actions) and article 221.2.2. 
(hooliganism, committed with resistance to representative of the 
authority, acting as on protection of a social order or stopping 
infringement of a social order or with resistance to other person). 

The latter charge is punishable by up to two years of corrective 

works or up to five years of imprisonment. 


3. (SBU) Embassy contacts report that on March 19, prior to the 
Parliament\'s vote on Abdullayev\'s immunity, police surrounded 
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Abdullayev\'s apartment and possibly arrested him. Realny Azerbaijan 
Editor Eynulla Fatullayev (STRICTLY PROTECT), told emboff that 
Hussein Abdullayev had been arrested at 10:30 am on his way to a 
meeting with the OSCE, reportedly by the MNS. He also said that 
Abdullayev\'s family cannot locate him and is worried for his safety. 
OSCE staff separately confirmed that Abdullayev did not attend 

their scheduled meeting. Popular news website Day.az reported that 
Abdullayev was indeed arrested, quoting Abdullayev\'s personal driver 
as the source of information, a report later picked up by Azadlig 

Radio (Radio Liberty). Other sources claim that Sabail court may 
announce a verdict on his arrest today. ANS radio announced on 
March 19 that MP Fazail Aghamali, chairman of Ana Vatan party, will 
be also subject of disciplinary commission\'s decision after Novruz 
holidays. 


4. (SBU) COMMENT: While the details of Abdullayev\'s possible 
arrest remain unclear, we are troubled by both the apparent 
procedural problems in this case and the broader message that it 
sends regarding individual MPs\' ability to criticize the government. 
Given Abdullayev\'s extensive business holdings, there also could be 
other motivations behind his possible arrest. We continue to 

monitor the case and are consulting other diplomatic missions, 
including the OSCE, to develop a joint approach. 
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1. (C) DCM met with Sudanese DCM in Eritrea Hussein Mohammed 
Hussein at his request on March 14. Hussein asked for 
clarification of the USG position on a proposed Eritrean-led 
mediation for Darfur, a subject which he had first raised 

with DCM on February 25 (Ref A). DCM responded that the U.S. 
supported the UN/AU mediation effort. She added that the 

U.S. would continue to welcome the EritreansY views on how 
they see their role within an international mediation. DCM 
reminded Hussein that since their last conversation on the 

same subject, the Government of the State of Eritrea (GSE) 

still had not approached anyone in the U.S. government, nor 

to our knowledge the UN, AU, or even the Norwegians (who have 
championed a role for the GSE) with a concrete proposal. 


2. (C) Hussein commented that Eritrean President Isaias and 
Sudanese President Bashir had discussed Darfur in meetings 
held in Doha March 7-8 with Sheikh Hamid Al-Thani, Emir of 
Qatar. While he professed ignorance as to the substance of 
the Doha discussion on Darfur, Hussein said he believed that 
the meeting had included a proposal for Qatar to serve as the 
conduit to the international community to reconcile the 
proposals for an Eritrean/Libyan-led Darfur mediation with a 
UN/AU initiative. (Hussein\'s briefing on other aspects of 

the Qatar meetings reported in Ref B.) Hussein also said he 
had spoken recently with the French Ambassador to Eritrea who 
had expressed French support for Eritrean involvement in a 
mediation. (Comment: Hussein did not elaborate whether the 
French supported an Eritrean-led mediation or advocated a GSE 
role within the framework of an international mediation. The 
French Ambassador told Ambassador in a separate discussion, 
however, that he envisioned Eritrea playing a role as part of 

a larger mediation process. End Comment.) Hussein added 
that the French Foreign Minister would be in Asmara during 

the week of March 19 to discuss Darfur with the Eritreans. 

The French Ambassador claimed to have no knowledge of a visit 
in a meeting with Ambassador. 


3. (C) DCM asked Hussein whether Yemane Ghebreab, Political 
Chief of the ruling PFDJ and the GSE\'s Sudan expert, had been 
making progress in his meetings with the non-signatories to 

the Darfur Peace Agreement (DPA). Hussein commented that 
Ghebreab was finding his discussions with the DPA 
non-signatories \"difficult\", noting that unlike the CPA talks 

in which John Garang emerged as a clear leader, the 
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Darfurians have been unable to coalesce behind a single 

figure. (Comment: Ghebreab has been in NVdjamena for over a 
month now reportedly trying to unite the various non-DPA 
factions behind a single agenda. He apparently has extended 
his visit several times supporting HusseinYs comments that he 
is fighting an uphill battle. End Comment.) 


4. (C) DCM inquired about the political situation between 

Chad and Sudan following the February meeting in Tripoli. 
Hussein said the relationship between Chad and Sudan was now 
\"perfect\", commenting that both countries had agreed to stop 
providing safehaven to each other\'s rebel factions, and to 

this end, Chad had recently refused a visa to one SLM leader. 
He added that Libya was playing a proactive role in 
negotiating between the Government of Chad and the Chadian 
rebel groups. Hussein further noted that Eritrea, Libya, 

Chad and Sudan already have sent 15 military advisors each to 
study the Sudan-Chad border. This study is in preparation 

for an agreed-upon deployment of 600 soldiers from each 
country in order to provide monitoring and control over the 
border. (Comment: Post has heard rumors, separately, from 
the Norwegians and one of our regular Sudanese interlocuters, 
that Iran was also approached and agreed to contribute border 
monitors either in lieu of, or in addition to, this proposed 

force. Perhaps only a coincidence, Post notes that Iran 
contributes personnel to the UNMEE force monitoring the 
Ethiopia and Eritrean border -- to our knowledge, the only UN 
operation in the world in which the Iranians participate. 

End Comment.) 


5. (C) Comment: Hussein clearly requested the meeting to 
press again for U.S. support of an Eritrean-led mediation 
outside of the UN/AU framework. He continues to assert that 
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the Eritreans recognize the need for \"international 
involvement" in a mediation, although he provided no further 
illumination on what sort of role is envisioned for the 

broader international community. Given that Yemane Ghebreab 
continues to pursue separate track discussions with the DPA 
non-signatories without trying to engage the broader 
international community, post remains skeptical about GSE 
intentions. The GSE\'s receptivity to UN Special Envoy 
Eliasson, who is slated to visit Asmara March 21, may provide 
some indication as to the GSE\'s intentions toward working 
cooperatively within a larger UN/AU initiative. End Comment. 
DeLisi 
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RR RUEHAST RUEHDBU RUEHFL RUEHLA RUEHMRE RUEHPOD RUEHROV RUEHSR 

DE RUEHKB #0329 0781312 

ZNR UUUUU ZZH 

R 191312Z MAR 07 

FM AMEMBASSY BAKU 

TO RUEHC/SECSTATE WASHDC 2634 

INFO RUCNOSC/ORGANIZATION FOR SECURITY COOPERATION IN EUROPE","UNCLAS BAKU 000329 


SIPDIS 

DEPT FOR EUR/CACEN 
SENSITIVE 

SIPDIS 


E.O. 12958:N/A 

TAGS: PGOV, ECON, KDEM, PHUM, PREL, CASC, AJ 

SUBJECT: OPPOSTION MUSAVAT PARTY HOLDS THIRD, PEACEFUL PROTEST OF 
RECENT PRICE HIKES 


SENSITIVE BUT UNCLASSIFIED; NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) SUMMARY: On March 18, the opposition Musavat party held a 
third, sanctioned protest against the January price increases. 
Approximately 800 people turned out for the peaceful protest, 

calling on the GOAJ to lower prices and provide a better life for 
Azerbaijani citizens. Turnout generally was lower than Musavat 

leaders had expected; and it appears that few of jailed ex-Minister 

Ali Insanov\'s supporters joined the protest. END SUMMARY. 


2. (SBU) On March 18, the opposition Musavat party held its third 
sanctioned rally protesting the January price increases. 
Approximately 800 people turned out for the peaceful protest, 
calling on the GOAJ to lower prices and provide a better life for 
Azerbaijani citizens. 


3. (SBU) As in previous demonstrations, the Musavat demonstration 
was approved for a location and route far away from the city center. 
At the appointed time Musavat party protesters marched from Khatayi 
metro station to Ukraine circle (one of the marching routes 
authorized by the Mayor's office for rallies). Protestors had 

slogans similar to the previous rallies, such as \"Lower prices,\" and 
\"No to poverty" they also carried Musavat party and Azerbaijan 
flags. Over 300 policemen lined the route and ensured limited 
vehicle access to the circle. Human rights activists and and 
representatives from the OSCE Baku office as well as the US and 
Norwegian embassies observed the rally. 


4. (SBU) Along with economic slogans, protestors also shouted 
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\"resign\" (presumably referring to the President). Opposition MP 
Panah Huseyn spoke about the recent GOAJ annual report to the 
parliament and called on the people to pay attention to the 

factional infighting within the government. The other speakers, 
including Musavat Party Chair Isa Gambar, criticized the price 
increases, the unjust economic policy of the government, and 
\"useless\" mortgage loans, calling for the people to mobilize against 
these policies. 


5. (SBU) The rally was also attended by an organization called 
\"Returnees to Western Azerbaijan (meaning current Armenia). The 
chairman, who addressed the rally, was critical of government\'s 
discriminative policies and unjust conduct of ex-Minister of Health 

Ali Insanov's trial. (Insanov had recently called upon his 

supporters to attend Musavat\'s March 18 rally to protest his unjust 
trial.) 


6. (SBU) COMMENT: According to Embassy contacts, the Musavat party 
expected to get greater support for this rally from its members and 

from ordinary citizens. However, despite better weather than for 

previous rallies, Musavat was not able to draw a larger crowd. END 
COMMENT. 


HYLAND 
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TO RUEHC/SECSTATE WASHDC 7425 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","UNCLAS ZAGREB 000264 


SIPDIS 
SIPDIS 
DEPARTMENT FOR G/TIP, G, INL, DRL, IWI, EUR/PGI 


E.O. 12958: N/A 
TAGS: PHUM, PREL, KCRM, KWMN, HR, TRAFFICKING 


SUBJECT: ANTI-TIP TRAINING FOR CROATIAN JUDGES AND PROSECUTORS 
BOLSTERS ACTION PLAN 


1. SUMMARY AND COMMENT: Embassy Zagreb and the Government of Croatia 
(GOC) are working together to train Croatian prosecutors and judges 
in preventing and prosecuting trafficking in persons (TIP) crimes. 
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Two specialized seminars for trial and investigative judges, as well 
as for prosecutors, were held by U.S. legal experts brought to 
Croatia through the U.S. Speakers Program. The GOC, as an 
enthusiastic partner, co-sponsored the training program through the 
Government Office of Human Rights and the Judicial Academy of the 
Croatian Ministry of Justice. END SUMMARY AND COMMENT 


2. Trial Attorney, Ms. Jessica Ginsburg from the Professional 
Development Office, Civil Rights Division at the U.S. Department of 
Justice, and Ms. Marianne L. Barrett, Assistant District Attorney in 
San Francisco, facilitated the specialized training of Croatian 

legal experts, judges and prosecutors. The training seminars were 
held at the Municipal Court in Solin and at the County Court of 
Zagreb, March 6-10, 2007. Both sessions, serving to bolster 
Croatia\'s TIP Action Plan, targeted a total of 39 participants. 


3. The goal of these seminars was to further educate the Croatian 
Judiciary so that it will be better equipped to investigate, 

prosecute and make future convictions for TIP crimes. A secondary 
aim of this program was to share U.S. experience (both at the 
federal and local levels) with Croatian legal professionals. Open 
dialogue, conversation, and the sharing of best practices by judges 
and prosecutors with a victim centered approach were keys to this 
unique training opportunity. 


4. Ms. Ginsburg and Ms. Barrett provided case studies and concrete 
information about the scope of the TIP problem in the United States; 
e.g. number of reported cases, investigations, prosecutions, and 
convictions which served to broaden the knowledge of Croatian 
prosecutors and judges. Witness and Victim\'s Protection/Assistance 
were emphasized as important and critical areas for prosecutors and 
judges to focus on in the pursuit of fair trials in Croatia. 


5. The speakers and training sessions were very useful in promoting 
post\'s goals of educating and training Croatian prosecutors and 
judges. The program conveyed practical U.S. legal experience dealing 
with TIP cases and brought up, once again, the importance of 
successful TIP prosecutions and the social impact of well-handled 
cases. Speakers organized the sessions in a proactive manner, 
encouraging discussion and dialogue with program participants who 
were very participatory and showed an interest for this particular 

topic. 


Bradtke 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 4031 
INFO RUCNAFG/AFGHANISTAN COLLECTIVE 
RUEHAH/AMEMBASSY ASHGABAT 0754 
RUEHTA/AMEMBASSY ASTANA 0856 
RUEHBJ/AMEMBASSY BEIJING 5682 
RUEHEK/AMEMBASSY BISHKEK 0788 
RUEHLM/AMEMBASSY COLOMBO 9203 
RUEHKA/AMEMBASSY DHAKA 9308 
RUEHDBU/AMEMBASSY DUSHANBE 0586 
RUEHIL/AMEMBASSY ISLAMABAD 2498 
RUEHBUL/AMEMBASSY KABUL 4161 
RUEHKT/AMEMBASSY KATHMANDU 9901 
RUEHLO/AMEMBASSY LONDON 3073 
RUEHMO/AMEMBASSY MOSCOW 1688 
RUEHNT/AMEMBASSY TASHKENT 0970 
RUEHKO/AMEMBASSY TOKYO 4620 
RUEHCG/AMCONSUL CHENNAI 9468 
RUEHKP/AMCONSUL KARACHI 7132 
RUEHCI/AMCONSUL KOLKATA 9116 
RUEHLH/AMCONSUL LAHORE 3739 
RUEHBI/AMCONSUL MUMBAI 8625 
RUEHPW/AMCONSUL PESHAWAR 4315 
RUEAIIA/CIA WASHDC 

RHEHNSC/NSC WASHDC 

RUEIDN/DNI WASHINGTON DC 
RHHMUNA/HQ USPACOM HONOLULU HI 
RUCNDT/USMISSION USUN NEW YORK 4102 
RUEHGV/USMISSION GENEVA 6467 
RHMFISS/HQ USSOCOM MACDILL AFB FL 
RUEKJCS/JOINT STAFF WASHDC 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL","C ONFIDENTIAL NEW DELHI 001327 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/19/2017 

TAGS: PREL, PGOV, EAID, AF, IN 

SUBJECT: INDIAN ADMINISTRATIVE SERVICE OFFICERS HEAD TO 
AFGHANISTAN 


Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


(C) The Hindustan Times reported March 3 that, in the 
interest of capacity building, the Government of India (GO!) 
was planning to send thirty Indian Administrative Service 
(IAS) officers (Note: The cream of India\'s prestigious civil 
service. End note.) to Afghanistan shortly to engage in 
development work. Ministry for External Affairs (MEA) Under 
Secretary for Pakistan, Afghanistan and Iran, Smita Pant, 
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SIPDIS 

confirmed March 7 that the GOI was planning to send some 
civil servants to Afghanistan, but indicated that the plans 

are still at an early stage. According to Embassy contacts, 
the IAS officers will travel to Afghanistan over the next few 
months. This is not a new decision, but part of the regular 
trilateral arrangement between India, Afghanistan and the 
United Nations Development Program. The number \"thirty\" does 
not reflect anything new, but is the result of collating a 
number of already-scheduled programs. Post is awaiting a 
response from the MEA as to where these IAS officers intend 
to work and when specifically they will arrive in 

Afghanistan. The news that India will send its best 
administrators shows the depth of the Indian commitment to 
Afghanistan. 

PYATT 
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SIPDIS 


SENSITIVE 
SIPDIS 


FOR PM/WRA 


E.O. 12958: N/A 
TAGS: AMGT, PREF, PREL, OTRA, KHDP, JO, IZ 
SUBJECT: COUNTRY CLEARANCE FOR DENNIS HADRICK 


REF: STATE 32218 


1. (SBU) Embassy Amman grants country clearance for the visit 

of PM/WRA Program Manager Dennis Hadrick to Jordan from April 
1-6, 2007, as requested reftel. All visitors should 

carefully review this message, especially the threat 

assessment at para 8. 


2. (SBU) Control officer for this visit is Political Military 

Affairs Officer Matthew Eussen. Contact numbers are: office: 
962-6-590-6598, mobile: 962-79-516-1196.The Embassy\'s 
after-hours telephone number is 962-6-590-6500. 
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3. (SBU) Per reftel request, Embassy Amman will not make 
hotel or transportation arrangements. 


4. (U) Valid visas are required for entry into Jordan. Visas 
may be obtained at Queen Alia airport though not at all land 
border crossings; however, Embassy Amman suggests visitors 
obtain their visas prior to arrival, as there can be long 

queues for visa issuance at the airport. Money can be 
exchanged at Queen Alia airport. 


5. (U) ADMINISTRATIVE GUIDELINES: Each visitor, regardless of 
length of stay, must have fiscal data to pay for direct costs 
of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
the visit. Direct charge costs include, but are not limited 

to, American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room 
staffing, representational event support), travel and per 
diem costs incurred by post personnel in support of visitor\'s 
field travel, rental of vehicles and other equipment, long 
distance telephone calls, office supplies, gasoline and other 
vehicle maintenance costs, departure tax, and other airport 
fees. 


6. (U) HEALTH: Although Jordan does not pose any unusual 
health hazards for visitors, the quality of health care 

facilities is not up to the U.S. or European standards, 
particularly outside of Amman. As medications on the local 
economy are often in short supply, visitors should bring 
sufficient medications to post for their chronic medical 
problems. Immunizations should be current for Tetanus and 
Diphtheria, Hepatitis A and B. Visitors should drink bottled 
water rather than tap water. Food in the hotels and most 
restaurants is safe to eat, but some of the smaller local 
restaurants do not always observe proper food handling 
procedures. 


Only those personnel covered under the State Department\'s 
medical program and who have a valid medical clearance for 
Jordan are eligible for a medical evacuation at USG cost. 

All other visitors are advised to have their own medical 
evacuation insurance to cover evacuation by air ambulance. 
Otherwise it will be necessary to ensure that the respective 
agency will cover any costs related to a medical evacuation. 
All local hospitals take major credit cards. 


7. (U) SECURITY CLEARANCE AND BUILDING ACCESS: In compliance 
with State Department regulations and Embassy policies, 

visitors requesting unescorted access to the Embassy compound 

should inform RSO Amman of their security clearance level (if 

any) and should name the agency that granted that clearance. 
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Telegrams containing this information should include the 
\"ASEC\" tag to ensure distribution to the RSO. 


Electronic devices: RSO approval must be obtained before any 
electronic device is brought into the Embassy. Privately 

owned laptops and personal computers, peripherals, diskettes, 
and tapes are prohibited in all mission facilities. 

Cellular/mobile phones and palm pilots are prohibited in 
controlled access areas. 


Travelers with USG-owned unclassified laptops or notebook 
computers, peripherals, diskettes, and tapes must receive 
RSO/IMO authorization before being granted access to U.S. 
Mission buildings. USG-owned classified computers must be 
sent to post via classified diplomatic pouch. Classified 
equipment must bear external USG bar-code inventory numbers 
and classification markings commensurate with the highest 
level of information processed on the system. Questions 
concerning other types of electronic devices and magnetic 
media may be directed to the RSO and IMO. 


Mandatory personal security training: Per 04 STATE 66580, 
all employees traveling to post for 30 days or more (whether 
PCS or TDY) must have completed the mandatory personal 
security training (State Department Security Overseas Seminar 
or equivalent) before arriving at post. Agencies must 

provide the Chief of Mission with certification that this 

training will be completed prior to the employee\'s travel. 
Failure to do so will result in denial of country clearance. 


8. (U) THREAT ASSESSMENT: The threat of terrorism remains 
high in Jordan. Transnational terrorist groups, as well as 

less sophisticated local elements, have demonstrated the 
capability to pose threats in Jordan. The Al-Qaida in Iraq 
network (AQIZ) in particular continues to focus its terrorist 
activities against U.S. and Government of Jordan (GOJ) 
targets in Jordan. AQIZ claimed responsibility for the 
November 9, 2005 bombings of three international hotels in 
Amman, which killed 60 people and injured over 100. 
Pedestrian suicide bombers wearing explosive vests carried 
the bombs into the hotels. AQIZ also claimed responsibility 

for the Agaba rocket attacks on August 19, 2005, which killed 
on Jordanian soldier and wounded another. The assassination 
of American diplomat Larry Foley outside his west Amman 
residence on October 28, 2002 was also attributed to AQIZ 
leader Abu Musab Al-Zargawi, who was killed in Iraq in June 
2006. 


In addition, there has been a series of serious, confirmed 
terrorist threats and disrupted terrorist plots targeting 
U.S. or Jordanian interests in Jordan. In February 2006, the 
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Government of Jordan (GOJ) disrupted a terrorist cell 

plotting to attack Queen Alia International Airport. In 

November 2005, the GOJ indicted six men for planning to carry 
out attacks against Americans at hotels and bars in Amman and 
Agaba. In August-September 2005, four militants were 
arrested for plotting assassinations of Americans in Jordan. 

In July 2005, GOJ authorities arrested 17 men linked to AQIZ 
who had planned to assassinate GOJ officials and Americans in 
Jordan. In February 2005, four men were arrested for 

plotting attacks against GOJ officials, tourists and 

five-star hotels. In the same month, another four-man group 
was disrupted while plotting to attack liquor stores in Amman 
and foreign tourists in Agaba. 


Terrorists often do not distinguish between U.S. government 
personnel and private citizens. Terrorists may target areas 
frequented by Westerners, such as tourist sites, hotels, 
restaurants, bars, nightclubs, liquor stores, transportation 
hubs, places of worship, expatriate residential areas, and 
schools. In light of these security concerns, Americans are 
urged to maintain a high level of vigilance, to be aware of 
their surroundings, and to take appropriate steps to increase 
their security awareness. It is especially important for 
travelers to be unpredictable by varying their times and 
routes and to maintain a low profile. Moreover, Americans 
are urged to avoid contact with any suspicious or unfamiliar 
objects and to immediately report the presence of such 
objects to the authorities. 


Anti-American and anti-Western sentiment exists in Jordan and 
has been sparked on occasion by incidents in the region, 
particularly those related to Israeli/Palestinian issues and, 

to a lesser extent, Iraq. This may lead to random acts of 
violence against Westerners. On September 4, 2006, a gunman 
fired on foreigners at a popular tourist site in central 

Amman, killing one and injuring six. 


Travelers are advised to avoid any demonstrations or large 
gatherings of people, especially during times of increased 
tension. Many demonstrations occur near mosques after Friday 
prayers. Consequently, special sensitivity and caution 

should be exercised at or near mosques and religious sites 
during holy days and the Friday Muslim Sabbath. 
Demonstrations also often take place at universities and 
refugee camps. 


Crime is generally not a serious problem for travelers in 
Jordan, but petty crime is prevalent in the downtown Amman 
Hashimiyah Square area and near the Roman amphitheater. In 
the narrow streets of the older parts of the city center, 

crowded conditions invite pickpockets and other petty 
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criminals. Travelers are urged to be more guarded in these 
areas so that they do not present easy opportunities for 
criminals. 


In central and west Amman, there have been reports of thieves 
snatching pedestrians\' purses from moving vehicles and then 
driving off. In some instances, victims were injured when 

they were unable to free themselves from their purses. When 
carrying a purse, it would be wise to conceal it if possible, 

to avoid walking near the road within reach of passing 
vehicles, and to walk against the flow of traffic. 


Jordanian police have warned the public to exercise vigilance 
when leaving banks or ATM machines, as thieves have 
reportedly preyed upon persons soon after using these 

services. 

Western women both visiting and residing in Jordan report 
sexual harassment and unwelcome advances of a sexual nature. 
There have been isolated reports of assault. Women are 
advised to take reasonable precautions including dressing 
conservatively and not traveling alone. Modest attire should 

be worn in deference to local custom. 


9. (U) TRAVEL GUIDELINES: American citizens and official 
visitors traveling in Jordan should exercise caution, be 

alert, and stay informed of regional and local events that 
could quickly impact the security environment in the country. 
It is also recommended to maintain a low profile and not 
establish predictable patterns of movement, even if only 
visiting for a short period. Taxis are the only form of 

public transportation that is recommended. 


For further information, see the State Department\'s Consular 
Information Sheet for Jordan at 
http://travel.state.gov/jordan.html and link from that site 

to the most recent Public Announcement on Travel in the 
Middle East and South Asia and the most recent Worldwide 
Caution. 


Visit Amman\'s Classified Web Site at 
http://www state.gov.sgov.gov/p/nea/amman 
Rubinstein 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR EUR/CASC 

CA/OCS/CI: ATTN. CHRISTOPHER LAMORA, K. HANAKO DOHERTY AND 
RACHEL HAWKINS 

FRANKFURT FOR RCO RUSSEL BROWN 


E.O. 12958: DECL: 03/19/2017 

TAGS: AJ, CASC, GG, KJUS, PREL, TSPL 

SUBJECT: AZERBAIJAN: EIGHT AMERICAN FAMILIES CAUGHT IN 
ADOPTION MORATORIUM 


REF: BAKU 288 
Classified By: Charge d\'Affaires Jason Hyland, reasons 1.4 b and d. 


1. (C) Summary: Intercountry adoptions in Azerbaijan have 
effectively stopped since the end of 2006 due to changes to 

the adoption legislation which made no provision for 

completing currently pending cases. A number of American 
prospective parents have been caught in the resulting legal 
vacuum. We have been working closely with GOAJ authorities at 
all levels to facilitate \"grandfathering\" of the current 

caseload; the Ambassador raised this issue most recently with 
the President of Azerbaijan on February 27. Last week, 
however, a new central governmental authority, the State 
Committee on Women\'s and Children\'s Issues, was designated 
under the Hague Convention on Intercountry Adoptions, making 
it unlikely that the GOAJ will act under the old rules. We 
recommend that this matter be raised as an important 
humanitarian issue with the Azerbaijani Foreign Minister 

during his March 21-23 visit to Washington to underline the 
USGVs continued strong interest in quick resolution of the 
pending American adoption cases in keeping with President 
Aliyev\'s February 27 commitment to address this issue. End 
Summary. 


2. (U) Intercountry adoptions in Azerbaijan have effectively 
stopped since the end of 2006, due to changes to the 
legislation governing the process which were intended to 

bring domestic legislation into line with the Hague 

Convention on Intercountry Adoptions. The new GOAJ rules, 
however, made no provision for completing currently pending 
cases and did not name a new responsible governmental body 
under the Convention. The Ministry of Justice, operating in 
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the framework of the State Adoption Commission, thus has 
declined since early December 2006 to approve eight pending 
and nearly-completed American adoption cases. Most of these 
pending cases are of special humanitarian concern on health 
grounds; one U.S. family has been waiting since before a 
previous, March 2004 adoption suspension to adopt a needy 
Azerbaijani child. A similar number of other American 
families, whose cases are in earlier stages of the (old) 
adoption process, also have been caught in the legal vacuum 
and resulting bureaucratic suspension. 


3. (C) We have been working closely with GOAJ authorities at 
a number of levels to facilitate a legal, fair and humane 
\"grandfathering\" of the current caseload under the old rules. 
The Ambassador raised this issue most recently in separate 
February 27 meetings with President Aliyev and the head of 
the State Committee on WomenWs and Children\'s Issues. 
President Aliyev said he would \"give instructions" (see 
reftel). We have argued that, as legislative changes made no 
provision for completing current cases, it was unjust and 
unnecessary to subject families to indefinite delays while 
new procedures were worked out. Last week, the State 
Committee on Women\'s and Children\'s Issues was finally 
designated as the new central governmental authority under 
the Hague Convention, in place of the now-defunct State 
Adoption Commission. It remains unclear when the State 
Committee will be up and running and when it will be capable 
of making decisions on the pending cases. 


4. (C) Contacts throughout the GOAJ have hinted that it is 
unlikely the GOAJ will \"grandfather\" the pending cases under 
the old rules, now that the new central authority has been 
designated. While working-level contacts in the GOAJ continue 
to provide a sympathetic ear, and indicate positive 

resolution can be expected, no specifics or timeline for 

action are known at this time. It appears that a further 
presidential directive, followed by administrative processing 
under the new rules, will be required in order for the State 
Committee to resolve the pending cases. In 2006, ten American 
adoption cases were completed after the previous, March 2004 
temporary suspension of international adoptions was lifted, 
with President Aliyev\'s support, in summer 2005. 


5. (SBU) Comment and Action Request: In view of the latest 
developments, we recommend that the issue of intercountry 
adoptions be raised during the Azerbaijani Foreign Minister\'s 
March 21-23 meetings at the Department, in order to underline 
the USG\'s strong interest in quick resolution of pending 
American adoption cases, in full accordance with domestic 
legislation, and in keeping with the provisions of the Hague 
Convention on Intercountry Adoptions. 


Column 3 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PHUM, PGOV, ECON, SOCI, ASEC, IN 
SUBJECT: WEST BENGAL FACES FALLOUT FROM NANDIGRAM VIOLENCE 


REF: A) KOLKATA 088 B) CALCUTTA 0011 C) CALCUTTA 0017 D) 06 CALCUTTA 0578 


1. (SBU) Summary: The rural West Bengal district of Nandigram 
remains tense but quiet following the March 14 violence between 
police, Communist Party of India-Marxist (CPM) activists and 

local villagers, which resulted in at least 14 deaths and 71 

injuries (REF. A). Chief Minister Buddhadeb Bhattacharjee and 
CPM officials have not apologized for the deaths but have 
conceded that the police were too aggressive in quelling the 
protests against land acquisition for a Special Economic Zone 
(SEZ). The GOWB leadership now says that land in Nandigram will 
not be acquired for an SEZ. A team from the national Central 
Bureau of Investigation (CBI) has started its inquiry into the 
incident and initial reports reveal the participation of CPM 
members in the killings. CM Bhattacharjee has faced criticism 
from many sources, with outsiders such as Bharatiya Janata Party 
(BJP) leader L. K. Advani and social activist Medha Patkar 
traveling to the area to express solidarity with the villagers. 
However, Bhattacharjee told visiting National Intelligence 

Council (NIC) Vice Chairman Dr. David Gordon and National 
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Intelligence Officer for South Asia (NIO-SA) Ambassador Nancy 
Powell that the greatest challenge he faces is from the Left 

Front coalition members, the Forward Bloc, the Revolutionary 
Socialist Party (RSP) and the Communist Party of India (CPI), 
who have demanded a larger role in policy planning. On March 
18, the CM and his party accepted the coalition membersY demands 
and promised to accept their input on future policies. The 
Nandigram violence has created a crisis of confidence in CM 
Bhattacharjee and his efforts for rapid industrialization in 

West Bengal and has brought into full relief the complex layers 

of political intrigue in the state as each group or interest 

seeks to extract its advantage: the marginalized opposition 

hopes to use the issue to achieve relevance, Muslim groups see a 
catalyst to create a new Muslim League," and even Left Front 
members now demand their pound of flesh from the CPM. End 
Summary. 


2. (U) West Bengal continues to face the political fallout from 
the deaths of 14 people on March 14 in the rural district of 
Nandigram, located approximately 150 km southwest of Kolkata. 
The deaths resulted from violent clashes between the police 
(supported by CPM activists) and local villagers opposed to 

their land being acquired for an SEZ. On March 16, West Bengal 
and Kolkata came to a standstill when opposition parties, 
Trinamul Congress, Congress Party, BJP, Socialist Unity Center 
for India (SUCI) and Maoist faction CPI-(Marxist-Leninist), 

called for a general strike or Wbandh to protest the killings. 
Strike enforcers torched a bus in Kolkata and police stations 

in other parts of the state but no serious injuries were 

reported. 


3. (SBU) CM Bhattacharjee admitted that the authorities did not 
anticipate the level of violence that would result from the 
police\'s efforts to enter Nandigram, but he did not apologize 

for deaths, expressing only regret for the incident. WB Home 
Secretary Prasad Ranjan Ray, speaking to NIO-SA Ambassador 
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Powell and NIC Vice Chairman Dr. Gordon on the day of the 
general strike, conceded that the police had over-reacted and 
attributed it to poor training. He said that protestors 
confronted the police with women and children in the front 
ranks. The men in the back ranks used homemade bombs and 
simple, single-shot country guns and initially the police 
responded with tear gas and batons but as the violence 
escalated, the police began shooting. The authorities have 
backed down from further confrontation and have pulled the 
police back from the contentious areas. In addition, the CM 
promised that Nandigram would not be part of any future SEZ 
plans. 
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4. (SBU) A CBI team arrived on Friday, March 16 and its initial 
investigations indicate that the death toll may be higher than 

14 people and point to the participation of CPM activists in the 
killings. While investigating in one village near the clash, 

CBI officials arrested ten suspected CPM members with weapons, 
ammunitions and police helmets. According to reports, there was 
also a blood trail, indicating the possibility that additional 
unidentified bodies were removed from the area and hidden or 
disposed. BBC reporter Subir Bhaumick (protect) told Ambassador 
Powell and Dr. Gordon during their March 15-18 visit to Kolkata 
that the CPM cadres were armed and participated in the attacks 
on the protesting villagers and likely contributed to the 

escalation of the violence. Footage of victims of the attack, 
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labeled, \"Nandigram Mass Killing\" is available at 
http://www.youtube.com/watch?v=h-G5NCSqvSM. 


5. (U) The violence in West Bengal attracted the attention of 
many outsiders, including BJP leaders L.K. Advani, Sushma 
Swaraj, Janata Dal (United) leader George Fernandes and a 
10-member national opposition coalition National Democratic 
Alliance (NDA) team. Advani and the NDA leaders traveled to WB 
on March 17 to condemn the CPM, a political rival at the 
national level, on their home turf. Advani demanded that the 
GOI impose central rule on the state. However, dropping into a 
state with a limited BJP presence and giving remarks in Hindi to 
a mostly Bengali-speaking rural community, the NDA leaders 
presence did not generate a significant response from the 
villagers. Social activist Medha Patkar also returned to the 
state after early forays in December and February following 
violence in Singur, where clashes occurred over plans for a new 
Tata car factory in that rural area just west of Kolkata (REF. 

D). Patkar\'s on-again, off-again presence in the state has also 
not resulted in a significant impact. 


6. (U) Local opposition groups such as the Trinamul Congress, 
Congress and fringe Maoist factions have been attempting to 
capitalize on the land issue as well. However, Trinamul leader 
Mamata Banjerjee is widely seen as erratic and unable to mount a 
coherent opposition to the CPM-led GOWB. The other parties are 
too small and their organization too limited to effectively 

confront the GOWB. 


7. (SBU) Muslim organization Jamiat-e-Ulema Hind (JUH), led by 
General Secretary Siddiqullah Chowdhury, has also jumped into 
the fray, claiming that the development plan for Nandigram is an 
effort to disenfranchise the sizeable Muslim minority. 

Chowdhury had earlier told ConGen that following the round of 
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violence in Nandigram in January, JUH was intent on forming a 
new Muslim political party (REFS B 8 C). BBC reporter Bhaumick 
told Ambassador Powell and Dr. Gordon that the JUH is hoping to 
form a new Muslim League along with the newly formed Muslim 
Assam United Democratic Front (AUDF) and will try to pull votes 
from the mainstream secular parties. Lending credence to 
BhaumickYs comments, a March 18 report in the \"Panchjanya 
WeeklyW noted that in the northeastern state of Tripura, also 

run by the CPM, state JUH leader Assad Madin held a public 
meeting to demand a new Muslim political party. In attendance 

at the Tripura meeting was AUDF leader Badruddin Amjal and party 
president Hafeez Rashee Ahmed Choudhury. (Note: AUDF was 
formed in December 2005 prior to the Assam state assembly 
elections because state Muslim Congress leaders felt the 

Congress Party was ignoring Muslim concerns in Assam.) On March 
19, approximately 10,000 JUH supporters attempted to charge the 
West Bengal state secretariat, the Writers Building,W but were 
beaten back by the police. 


8. (SBU) However, CM Bhattacharjee seemed less worried about 
external threats and more focused on internal conflict with his 

Left Front allies: the Forward Bloc, RSP and CPI. On March 16, 
when asked by NIO-SA Ambassador Powell what was his greatest 
concern for the state\'s future development, Bhattacharjee 
responded that it was in dealing with the other Left Front 

parties. The CM noted that even though the CPM maintains a 
dominant majority in the state assembly in its own right, the 

many decades of collective struggle meant that the other Left 
parties cannot be easily dismissed and that his policies would 
have to be accepted by the other parties. BBC Reporter Bhaumick 
told ConGen later that evening that the Left Front gave an 
ultimatum to the CM and the CPM that unless the Left parties had 
more input on policies, they would withdraw their ministers from 
the government. The following day, the press reported that the 
CPM and Bhattacharjee had conceded to most of the Left parties 
demands: 1) Fix responsibility - Bhattacharjee conceded some 
responsibility for the tragedy but would wait for the CBI 

report; 2) Withdraw police from Nandigram - police are being 
pulled out in phases; 3) The Left Front should condemn the 
carnage - CPM will express regret but offer no condemnation; 4) 
No land will be acquired in Nandigram for an SEZ - the CPM will 
not acquire land in the area; 5) Finally and critically, only 

the cabinet core committee or front committee should make major 
policy decisions - the CPM accepted only that it would consult 

the cabinet and front committees. 


9. (SBU) Comment: The Nandigram conflagration has become a 
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veritable \"Bonfire of the Vanities,\" with the many political 
players all maneuvering for advantage. Even outside national 
leaders like the BJPYs L.K. Advani have come to pick-over the 
carnage. It is too early to tell if the JUH will be successful 

in using Nandigram as the catalyst to create a separate Muslim 
party and one in conjunction with the AUDF that could capture 
the Muslim voters in the eastern region. However, the greatest 
immediate fallout appears to be within the CPM\'s Left Front, 
with CM Bhattacharjee\'s effort at rapid industrial development 
now likely to suffer a serious setback and the Leftist 

ideologues gaining an upper hand in internal policy disputes. 
Bhattacharjee\'s position within the coalition and among 
sympathetic supporters, such as the academics, intellectuals and 
other Leftist sympathizers has been weakened, and many have 
called for him to step down. Bhattacharjee is unlikely to 

resign but he will certainly be constrained by the damage from 
the Nandigram violence and the state will continue to experience 
residual effects, with demonstrations and protests as opposition 
parties seek to further inflame resentment against the CPM 
government in order to expand their limited political influence. 
JARDINE 
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DEPARTMENT FOR NEA/ARP DESK OFFICER NATASHA FRANCESCHI 
E.O. 12958: DECL: 03/18/2017 

TAGS: OPDC, PREL, YM 

SUBJECT: (C) LETTER FROM PRESIDENT ALI ABDULLAH SALEH TO 
PRESIDENT GEORGE W. BUSH REGARDING THE SAADA CONFLICT 
REF: SANAA 406 


Classified By: Charg dVAffaires Nabeel Khoury 
for reasons 1.4 (B) and (D). 


1. (U) This is an action request. Please see paragraph 2. 


2. (C) Charg received a letter from President Ali Abdullah 
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Saleh during a meeting held on March 17, 2007 (reftel). The 
letter is addressed to President Bush. The signed Arabic 
original will follow. Please forward the following informal 
English translation of the text to the appropriate 

individual(s): 


Dear Friend, Your Excellency President George Bush President 
of the United States of America 


May Peace, Mercy and Blessings of God Be Upon You 


It is my pleasure to send this letter, wishing you good 

health, happiness, and continuous prosperity and progress for 
the friendly American people. | would like to express our 

deep satisfaction with the continuous development of our 
relations of friendship and cooperation that define our joint 
aspirations for the enhancement of the existing cooperation 
and partnership between the Republic of Yemen and the United 
States of America in all areas. 


Dear friend, you are fully aware of the efforts exerted by 

our country before and after the 11th of September 2000 (sic) 
in combating terrorism and supporting the US and 
international community,s efforts in this field. We have 
achieved tangible successes in combating terror. 


Yemen has set a good example of being an effective partner 
with your friendly country in confronting this dangerous 
plague from which we all suffer and which threatens the 
foundations of security, stability and peace in the region 

and the world. There is no doubt that Yemen,s strong 
commitment with the United States of America towards 
combating terror resulted in Yemen being targeted by our 
mutual enemies, whether they were states, individuals, or 
charitable associations. This created many troubles and led 
to great economic and development losses that forced us to 
use billions of dollars allocated for development on 
combating terrorism and confronting terrorist elements. We 
have been facing the most recent of these confrontations 
since the year 2004 from the extremist and terrorist elements 
that repeat the motto Death to America; Death to Israel." 
These elements are supported by the extremist anti-US forces, 
especially those who belong to the \"Ethna Asheria\" 
(\"Twelvers\") religious sect, which seeks to settle old scores 
with the United States of America, either in Iraq, South 
Lebanon, or Yemen - and in all regions in which they create 
problems and seditions in order to damage US interests and 
national security. 


The confrontations with the terrorist element, with whom 
Yemen has no problem except in their animosity for the United 
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States of America and their endeavors to harm US interests 
and Yemeni-American relations, have increased burdens on our 
country, which suffers from limited economic resources. 


Based on the solid and developed relations of friendship and 
partnership, and as a result of our difficult economic 
circumstances, we look forward to your assistance, either 
directly from the United States of America or by convincing 
its friends, especially wealthier states of the neighboring 
Gulf Cooperation Council - namely Saudi Arabia, the United 
Arab Emirates, and Qatar. We urgently need 600 armored 
vehicles, 200 tanks, and other weapons and military hardware 
that cost approximately one billion US dollars. Some of the 
weapons and equipment could be offered from the available 
stocks of neighboring friendly countries, considering that 

the impact of the acts of terror against Yemen are reflected 
on the region,s states. This, in addition to the fact that 
Yemen,s security is an integral part of the security of the 
region, the United States of America, and the world. 


Dear friend, we in the Republic of Yemen are partners with 
your friendly country and will continue to be committed in 
working together in one front confronting terrorist and 
extremist elements that target our common interests. The 
Yemeni people, who paid a high price for their commitment to 
the policies of freedom, democracy and reform, and who 
confront acts of terror and extremism, are looking forward 
with great hope for assistance and support from their friends 
in the United States of America during these critical 
circumstances. This support could be provided either 
directly by the United States or through its friends in the 


region in order to overcome challenges in the field of 
development and the relentless war against terrorists. This 
policy concerns not only Yemen, but the United States of 
America, the countries of the region, and the world, for the 
love of security, stability, peace, freedom, development, and 
prosperity. 


Please Accept My Best Greetings and Wishes 


ALI ABDULLAH SALEH 


THE PRESIDENT OF THE REPUBLIC OF YEMEN 
Sanaa March 17, 2007 


3. (U) Post appreciates your assistance with the delivery of 
this message. 
KHOURY 
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E.O. 12958: DECL: 03/20/2012 

TAGS: PREL, PGOV, KDEM, IN, JA 

SUBJECT: PRIME MINISTER WARM ON U.S.-INDIA-JAPAN TRILATERAL 
DIALOGUE; INDIAN SPEAKER CIRCUIT ALSO SUPPORTIVE 

Classified By: CDA Geoffrey Pyatt for Reasons 1.4 (B, D) 


1. (C) Summary. PM Singh told Ashley Tellis he hoped a 
U.S.-India-Japan trilateral dialogue could become official at 
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the Foreign Secretary level. The PM\'s comment seems to 
reflect a fairly broad sentiment in New Delhi, as recent 
public speakers have come out in support of closer trilateral 
ties. End Summary. 


---- Singh To Tellis: Support For Trilats At FS Level ---- 


2. (C) In his report to Emboffs on his private meeting with 

PM Singh on March 9, Ashley Tellis - in New Delhi to speak at 
the \"Japan-India Strategic Partnership in the era of Asia 
Regional Integration\" symposium sponsored by the Government 
of Japan and the Confederation of Indian Industry - described 
the Prime Minister as \"very enthusiastic\" in his support for 
U.S.-India-Japan trilateral dialogue. PM Singh described to 
Tellis his conversations with PM Abe, and said he hoped the 
trilateral dialogue could become official at the Foreign 

Secretary level. As we understand, Singh pointedly did not 
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dwell on the substantive content of this trilateral dialogue. 


---- Tellis Makes The Case ---- 


3. (SBU) In addition to the Prime Minister, others on New 
Delhi\'s speaker circuit have come out within the last month 
in support of closer trilateral cooperation. In his remarks 

at the symposium described above, Tellis described why 
trilateral cooperation is desirable, why it is not, and what 

it can achieve. Calling Asia the new center of gravity in 
international politics, Tellis argued that trilateral 

cooperation would permit AsiaWs most important states that 
share values and common interests to shape the future of the 
continent in a way that protects and expands the Asian 
miracle; demonstrates that a diverse variety of partnerships 
and coalitions based on commonality of values and interests 
remains the best instrument for solving global problems; and 
creates the nucleus of cooperative arrangements that could 
evolve into a larger architecture for preserving peace, order 
and stability in Asia. However, he explained, trilateral 
cooperation should not be an a priori device for containing 
China, even though if successful it will have the objective 
consequence of shaping the strategic environment in ways that 
propel China to evolve in constructive directions. The 

trilat could not be a substitute for existing U.S. alliances, 

nor an instrument to subvert existing multilateral 

institutions, but if successful will be a stimulus that prods 
existing institutions to become more responsive in solving 
regional and global problems, he said. Trilateral 
cooperation can reconcile approaches to cope with global 
problems, such as developing a new nonproliferation 
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consensus, or technical and institutional solutions to 

increased energy and raw material demands. lt could also 
provide a means for coordinating strategic responses to 
critical emerging problems of Asian security that are vital 

to all three countries, such as protecting sea lanes of 
communication in the Indian Ocean or protecting space assets 
for defense and development. Finally, he argued, it could 
synchronize strategies to procure optimal outcomes within the 
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greater South Asia region, such as structuring economic 
assistance to secure desirable political outcomes, assist 

civil society and build institutions in support of democracy, 

or increase joint U.S.-Japanese-Indian research and 
development in key areas of mutual benefit including defense. 


---- Japanese and Indian speakers extol virtues of a tighter 
relationship -- including with the U.S. ---- 


4. (SBU) At the same symposium, Japanese Vice Foreign 
Minister Katsuhito Asano described FM Aso\'s vision of an \"arc 
of freedom and prosperity along the outer rim of the Eurasian 
continent.\" At the center of that arc, India plays a pivotal 

role, according to Asano, in spreading freedom, democracy and 
prosperity. Asano and JICA President Sadako Ogata described 
the purposes of Japan\'s $2 billion ODA program for India, and 
stressed the significance of a future Japan-India Economic 
Partnership Agreement. Keio University professor Yoshihide 
Soeya maintained that close relations with India would aid 

U.S. and Japanese efforts \"to hedge against an assertive 
China in the long run.\" 


5. (SBU) India speakers struck many of the same themes. 
Former Foreign Secretary Amb. M.K. Rasgotra argued that, to 
avoid repeating Europe\'s history of centuries of warfare, the 
five great Asian powers (U.S., China, India, Japan and 
Russia) must seek a sustainable equilibrium, adding that the 
U.S. should be part of every major regional institution: EAS, 
SAARC, ASEAN. Rasgotra and Minister of State for Industry 
Ashwani Kumar outlined key areas for U.S.-Japan-India 
collaboration: protection of sea lanes (with a focus on the 
India Ocean\'s stability and security); energy security; and 
counter-terrorism. 


---- Joshi Alters His View ---- 
6. (C) Dr. Manoj Joshi, Strategic Affairs Editor of the 


Hindustan Times, who in October told Poloff he was skeptical 
of the benefits of a U.S.-India-Japan dialogue, wrote an 
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editorial in the March 14 edition of The Mint entitled \"Why 
India-Japan-US Alliance Makes Sense. Noting that India and 
Japan are moving to formalize strategic talks when Foreign 
Minister Mukherjee travels to Tokyo in late March, Joshi said 
the move for greater Japan-U.S.-India cooperation is seen as 
a concert of like-minded states which swear by democracy, 
secular values and the free market economy. The \"churning 
process, as he describes changes in Asia\'s political arena, 
is not only occasioned by the rise of China, but also by 
Japan\'s new assertiveness in Asia. Quoting National Security 
Council advisory board chairman Rasgotra, Joshi noted that 
India is unlikely to participate in any alliance system, and 
characterized U.S.-India-Japan cooperation as necessary for 
maintaining political, economic and military equilibrium in 

Asia. 


---- Indian Army Seminar Seeks Balance Of Power In Asia ---- 


7. (C) At a seminar in late February put on by the Indian 
Army\'s Centre for Land Warfare Studies, a few critics of 
America\'s perceived dominance in Asia supported an Indian 
foreign policy which would hedge against China\'s rise. 
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Ambassador Prakash Shah called on India to bring the United 
States into a multipolar Asia, to include not only greater 
cooperation with Japan, but also with China. At the same 
seminar, Professor S.D. Muni, former Indian Ambassador to 
Laos, rebuked the remarks of Seema Mustafa, who singularly 
focused on the costs of India,s strategic alliance with the 
U.S., arguing for a fair review of its benefits as well. 

Muni urged the audience to objectively consider India\'s 
cooperation with Japan and the U.S., while cautioning against 
India,s entanglement in any architecture that seeks to 

contain China. C. Raja Mohan, in his keynote address, also 
urged greater trilateral cooperation, but within the context 

of India\'s future relations with China, which he 

characterized as inevitably involving a security dilemma. 

Raja underlined that \"the military establishments of India, 
Japan, and China must engage in an honest, far-reaching 
dialogue to prevent conflict,\" adding \"China\'s continued 
expansion in the neighborhood cannot be glossed over by 
diplomats.\" 

PYATT 
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E.O. 12958: DECL: 03/17/2017 

TAGS: PREL, KWBG, ECON, KPAL, PBTS, EG, IS 

SUBJECT: EU-BAM REQUESTS USG ASSISTANCE FOR RAFAH 
NORMALIZATION 


Classified By: Ambassador Richard H. Jones: Reasons 1.4 (B and D). 


1. (C) Summary/comment: In a March 17 meeting with the 
Ambassador, EU-BAM Commander LTG Pietro Pistolese requested 
USG assistance for the EU\'s efforts to return to normalized 
operation of the Rafah Crossing Point. Pistolese said that 
Israel's continued failure to sign the Customs Protocol was 
keeping Kerem Shalom from being operated as the intended 
alternative to Rafah and strongly recommended that we 
redouble our efforts to persuade the GOI to complete this 
process. As an alternative to exports from Rafah, Pistolese 
recommended that we turn our attention to opening the Gaza 
Airport for cargo exports only. Helping the Palestinians 

secure GOI agreement to Pistolese\'s recommendations could 
have a significant impact on the Gaza economy, and 
orchestrating their announcement in a way which attributed 

the success to President Abbas could help strengthen him and 
contribute to a more favorable political environment in Gaza 

for Fatah by the fall. In this regard, we may wish to: (1) 
continue to support EU/BAM efforts to normalize Rafah 
operations, including raising the issue in the Secretary\'s 
upcoming meetings with Olmert and Peretz; (2) push for GOI 
signature of the Customs Protocol as soon as possible, 
including in the Secretary\'s meetings with Olmert and Livni; 

(3) once the Customs Protocol is signed, begin efforts to 
persuade Egypt to route oversized goods and large amounts of 
cash through Kerem Shalom instead of Rafah; and (4) once the 
Customs Protocol is signed, begin raising the possibility of 
direct cargo exports from Gaza in discussions with PA and GOI 
officials, which could be accomplished by exports via Rafah 

or the Gaza airport -- though opening the airport would be a 
tough sell with the GOI at present. End Comment and Summary. 


EU/BAM Mandate Renewal Hinges on Normalization 
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2. (SBU) The Ambassador met with EU/BAM Commander LTG Pietro 
Pistolese on March 17 for a review of the current state of 
play prior to Pistolese\'s return to Europe for consultations. 
Pistolese said that the EU/BAM\'s current mandate would 
expire on May 24. He expected that a decision on renewal 
would not be made until about one month beforehand. In the 
meantime, the EU will push for normalization. Pistolese 
recommended that we continue to push for full normalization 
of Rafah operations. In addition to a regular operating 
schedule, he said that normalization should include the 
scanning of vehicles as well as allowing exports from Rafah. 


3. (SBU) As part of the EU\'s push for normalization at Rafah, 
Marc Otte will be in the region next week for consultations 
with GOI officials. If the situation does not improve 
significantly, Pistolese suggested that he might recommend a 
renewal for less than one year, perhaps even for as short as 
one month. He also suggested that the EU/BAM could move its 
base of operations to the Egyptian side of the crossing. 
However, he noted that the GOI could still shut the crossing 
by closing the liaison office at Kerem Shalom. Opening the 
crossing without opening the liaison office would in his 
opinion be a violation of the AMA and he made it clear that 
the EU/BAM would not agree to this. 


4. (SBU) Pistolese provided a statistical summary comparing 
operations prior to the Shalit kidnapping and since. For the 
212 days prior to the kidnapping, the crossing was open 211 
days and the number of people crossing (in both directions) 
averaged 1324 per day of operation or 1318 per day overall. 
For the 266 days since the kidnapping, the crossing has been 
open only 54 days. During this period throughput has 
averaged 1949 per day of operation and only 395 per day 
overall. 


5. (SBU) The sharp reduction in days of operation has led to 
a sharp decline in the total number of people traveling but 

at the same time has increased dramatically the number who 
attempt to transit on days the crossing is open. At times 

this has led to very unruly situations. Pistolese said that 

he has discussed this situation on numerous occasions with 
GOI officials, who maintain that irregular operations are 
necessary to foil terrorist plans, including especially 

travel for training outside the country. He said that he 
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finds this argument totally unconvincing. So far the GOI has 
only agreed to open the crossing three days per week and not 
on any fixed schedule. 


TEL AVIV 00000846 002 OF 002 


Importance of Customs Protocol 


6. (SBU) Another factor complicating Rafah operations 
according to Pistolese was the failure of the Egyptian side 

to exert proper control over efforts to bring goods through 

the crossing. He provided pictures of buses laden with boxes 
of disallowed goods waiting to be returned to Egypt, 

including some with inflatable boats and even outboard motors 
as well as computer equipment, food, luxury goods and so on. 
Most of these goods would not normally be considered 
contraband, but their import through Rafah was not allowed by 
the AMA. Pistolese added that Egyptian reluctance appears to 
be the main stumbling block to exports from Rafah. He 
questioned why this is so, since exported goods could easily 
be restricted to those destined for markets outside of Egypt. 


7. (SBU) Unfortunately, according to Pistolese, Israel\'s 
continued failure to sign the Customs Protocol was keeping 
Kerem Shalom from being operated as the intended alternative. 
He strongly recommended that we redouble our efforts to 
persuade the GOI to complete this process. He reported that 

he understood that Kerem Shalom may soon be opened for 
traffic from Israel to Gaza. He thought this might 

eventually pave the way for opening its gate to Egypt, too. 

He also noted that even once the Customs Protocol is signed, 
Egypt would have to agree to cooperate by routing goods and 
large sums of cash through Kerem Shalom. He noted that large 
shipments of cash through Rafah seemed to have stopped since 
Haniyah\'s last failed effort, although this may be temporary. 
Pistolese said he could not judge whether the letters that 
ConGen Jerusalem and Embassy Tel Aviv sent to our respective 
hosts after that incident had had an effect or not. 


8. (SBU) As an alternative to exports from Rafah, Pistolese 
recommended that we turn our attention to opening the Gaza 
Airport for cargo exports only (and perhaps humanitarian Hajj 
flights in season). He was confident that procedures could 
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be developed to ensure the safety of such operations and 
suggested that the EU would be ready to expand his mandate to 
assist in this regard. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) SUMMARY: During a March 19 meeting with the 
Ambassador, two leading Kyrgyz political analysts predicted 
that the current standoff between the government and Felix 
Kulov\'s United Front would be resolved ahead of street 
protests planned for April 11. Former Foreign Minister Murat 
Imanaliyev suggested that President Bakiyev was taking a 
conciliatory approach by offering to meet with opposition 
leaders, discuss further constitutional reforms, and even 

bring a group from the opposition into government. Analyst 
Valentin Bogatyrev suggested that Bakiyev was sending signals 
directly to Felix Kulov, possibly about a deal that would 

bring him back into government. Both analysts suggested that 
First Deputy Prime Minister Daniyar Usenov was on the Wedge 
of a fall," and they said that several other cabinet changes 
were imminent. Imanaliyev and Bogatyrev are usually -- but 
not always -- right in their forecasts, but they did admit 

that they were describing a Wbest case scenario, especially 
with respect to Kulov. END SUMMARY. 


Bakiyev Ready to Talk and Compromise? 


2. (C) Ambassador met March 19 with former Foreign Minister 
and current Institute for Public Policy president Murat 
Imanaliyev and former director of the International Institute 

for Strategic Research Valentin Bogatyrev. Both Imanaliyev 
and Bogatyrev have been strongly critical of the Bakiyev 
government in the past (see Ref C), and in this meeting they 
continued to criticize the government, condemning the rising 
influence criminal elements and increased corruption in the 
government. In contrast to others who have raised concerns 
about the possibility of violence if opposition protests 

begin as planned on April 11 (see Ref A), Imanaliyev and 
Bagatyrev predicted that the standoff between the government 
and Felix Kulov\'s United Front would be resolved ahead of any 
demonstrations. 


3. (C) Imanaliyev said that President Bakiyev had decided to 
take a conciliatory approach by offering to meet with 
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opposition members to discuss \"all questions" of reforms, 
including constitutional reform. (Note: Bakiyev met March 
19 with opposition MP Temir Sariyev, and a group from For 
Reforms, including co-chair Almaz Atambayev, has reportedly 
agreed to meet with the president March 21. End Note.) 
Imanaliyev suggested that Bakiyev was willing to consider a 
new draft of the constitution, either to be put to parliament 
or to a referendum in June. This would be followed by early 
parliamentary elections in the fall, with the new parliament 
possibly elected entirely by party list. 


Reaching out to Kulov? 


4. (C) Both analysts claimed that Bakiyev was trying to reach 
out to Kulov. Bogatyrev said that Bakiyev had sent signals 

to Kulov that he was ready to work out differences, but 
Imanaliyev said that the challenge was to find a basis for 

talks that would save face after the harsh words between them 
(see Ref B). Bogatyrev sketched out a scenario of Bakiyev 
backing Kulov as Speaker of Parliament, following early 
elections in the fall. This would require a great deal of 

money and coordination, and Bogatyrev acknowledged it as a 
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maximum" or \"best case\" scenario. 


Usenov on the Edge? 


5. (C) The analysts agreed that powerful First Deputy Prime 
Minister Daniyar Usenov was on the \"edge of a fall,\" and 
would probably be sacrificed to facilitate a rapprochement 
between Kulov and Bakiyev. Recent scandals surrounding the 
attempted backdoor privatizations of the Aurora Sanitorium 
and the Kristall silicon factory, as well as Usenows role in 
the renegotiation of the agreement for operation of the 
Kumtor gold mine all pointed to Usenov\'s increasingly bold 
corruption. \"He\'s just stealing, and sending his money to 
the UAE,\" said Bogatyrev. The opposition is delighted with 
Usenows role; their view is that \"the more (Usenov) does, 
the sooner Bakiyev won\'t be president.\" (Note: Parliament 
has scheduled a no-confidence vote on Usenov for March 20. 
The vote itself would be symbolic, but it could give the 
president an excuse to get rid of Usenov. End Note.) 


Other Changes Coming? 
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6. (C) Bogatyrev predicted that Bakiyev would soon make 
several changes in the government. He said that Prosecutor 
General Kamabaraly Kongantiyev would move to the National 
Security Council (Note: Kongantiyev was dismissed as 
Prosecutor General late on March 19, but there was no 
announcement of a new position for him. End Note.), and 
Presidential Chief of Staff Myktybek Abdyldayev would move to 
the Prosecutor\'s post (Note: Abdyldayev was chief prosecutor 
during the Akayev regime. End Note.). He said that new 
Prime Mininster Isabekov seemed unable to make a decision on 
his own, going to Bakiyev on \"everything,\" leaving Bakiyev 
unable to plan for the future. 


Comment 


7. (C) Imanaliyev and Bogatyrev are astute observers of the 
political scene here; they are usually -- but not always -- 

right in their predictions. They are correct that Bakiyev is 
reaching out to the opposition, offering to meet individually 
with opposition members -- though to this point just with 
opposition members who have not joined the United Front. 
This may be a strategy of divide and conquer, or it may be 
that Bakiyev feels the pressure and sees a political need to 
compromise. Deputy Defense Minister Oruzbayev, an ally and 
childhood friend of Kulov, told the DCM recently that Bakiyev 
is \"weak\" and has no option but to reach out. In January, 
Imanaliyev and Bogatyrev (and other analysts) were ready to 
write off Kulov as a spent political force, outmaneuvered and 
not trusted by others in opposition (Ref C). Now, they are 
seeing a comeback for Kulov. While it is hard to imagine a 
reconciliation between Kulov and Bakiyev, there will no doubt 
be many behind the scenes conversations between the major 
political players in the run-up to the planned 

demonstrations, and a compromise is possible. 
YOVANOVITCH 
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REF: A)O6 YEREVAN 1537 B) 06 YEREVAN 900 C) YEREVAN 631 
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Classified By: EconOff E. Pelletreau for reasons 1.4 (b,d). 


1.(C) On March 16, we met with ArmRusGasProm (ARGP) General 
Director Karen Karapetyan to discuss the Iran-Armenia 

pipeline, Russian ownership of ARGP and future developments 
in the Armenian energy sector. Karapetyan reported that the 
\"second phase" of the Iran-Armenia pipeline would be complete 
by late 2008, allowing Armenia to make maximum use of the 
recently-inaugurated Meghri-Kajaran pipeline and told us that 
ownership of the pipeline, be it Russian or Armenian, was 
ultimately unimportant. He said that the best way forward 

for the Armenian energy sector would be improved cooperation 
with neighboring countries, particularly Turkey and 

Azerbaijan. END SUMMARY 


2. (C) The Iran-Armenian pipeline, dedicated March 19 
(septel), runs 42 km from the border crossing at Meghri to 
Kajaran. (NOTE: We understand that some additional steps 
are still needed to make the pipeline operational. END NOTE.) 
The pipeline is 700 millimeters in diameter and, according 

to Karapetyan, capable of carrying a supply sufficient to 

meet Armenia\'s current annual natural gas needs (1.7 billion 
cubic meters (bcm)) and projected future needs (2.3 bcm). 
The pipeline\'s current capacity is limited by two factors -- 
inadequate gas pressure on the Iranian side and the poor 
quality of the connecting Kajaran-Ararat pipeline on the 
Armenian side (ref A). Karapetyan confirmed what we had 
heard earlier from Deputy Energy Minister Areg Galstyan, that 
under current conditions the pipeline cannot transfer more 
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than a relatively modest 300 million cubic meters (mcm) 
annually of usable gas as far as Yerevan (ref A). He added, 
however, that ARGP was already upgrading an additional 200 
kilometers of pipeline connecting Kajaran through Sisian and 
Jermuk to the power-hungry central Ararat valley, which 
includes Yerevan. The upgrade, which will cost more than USD 
280 million, is scheduled to be complete in late 2008. Once 
the upgrade is complete, Armenia will have the ability to 
replace Russian gas imports with Iranian ones. Karapetyan 
said that he would never support relying exclusively on the 
Iran-Armenia pipeline, however, because it would leave the 
country in the same vulnerable position as it currently is 

with Russia. 


3. (C) In June 2006, GazProm announced plans to buy the 
Iran-Armenia pipeline then under construction (ref B). In 
November 2006, GazProm became a majority shareholder in ARGP 
opening the possibility that the GOAM could transfer 

ownership of the pipeline to ARGP and still remain true to 

its earlier statement that there would be no direct sale to 

the Russians (ref A). According to Karapetyan, the GOAM has 
yet to respond to ARGP,s purchase offer. Karapetyan said it 
would be logical for the GOAM to sell the pipeline to ARGP 
because any product shipped through the Iran-Armenia pipeline 
would have to connect to the rest of ArmeniaYs ARGP-owned 
network. He said it did not make sense for the GOAM to 
establish a separate company just to manage 40 km of pipe. 
Previously, the Armenian Minister of Finance Khachatryan told 
us Armenia would \"sell the pipeline to the devil" if he would 
pay for the second phase of construction (the crucial 
Kajaran-Ararat connection) (ref C). 


4. (C) When we raised the question of whether Russian control 
of the Armenian energy sector was becoming excessive, 
Karapetyan replied GazProm ownership of ARGP or the pipeline 
created little risk for Armenia. \"The pipes will stay in 

Armenia, whoever owns them." he said. He added that the 
European Commission had recently signed an agreement with 
GazProm and that agreements with GazProm should be seen as 
business deals, not in terms of politics. Finally, he said 

that other companies or the GOAM could have bid on the 
supplemental ARGP shares which GazProm purchased to become 
majority shareholders, but had failed to do so. 
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5. (C) At the end of our conversation, Karapetyan said that 
the best way forward for the Armenian energy sector would be 
to integrate Armenia into the Baku-Tbilisi-Erzerum (South 
Caucasus Pipeline) gas pipeline. He said that economically 
it made sense for Armenia to buy gas from Azerbaijan or 
Turkey and that his company would be happy to pursue such 
agreements if it were politically feasible. He also said 

that he had proposed selling Armenian electricity to the 
Azerbaijani exclave of Nakhichevan at 2.5 cents per KW/h, 
significantly less than the current price Nakhichevanis pay 

for electricity from Iran (3.85 cents per KW/h). Karapetyan 
said his Azeri counterpart was so flummoxed by the proposal, 
that he hung up the phone and never called back. 

GODFREY 
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Classified By: DCM Hugo Llorens for reasons 1.4 (b) & (d). 
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1. (C) Post is engaging the GOS on missile defense as 
requested in ref A. DCM raised the issue with MFA political 
director Dezcallar on March 2, as described in ref B. 
Dezcallar said that Spain has no objection to the program but 
expressed concern that Russia had not been sufficiently 
consulted. DCM\'s explanation of the USGVs extensive 
consultation with Russia and others satisfied Dezcallar. 


2. (U) Local press coverage has been limited to repeating 
German wire reports. Post is not aware of any GOS statements 
on the issue. Considering these circumstances, post believes 
that the most effective outreach strategy at the moment will 
focus on the government and opinion makers. 


3. (SBU) Post is arranging meetings with top GOS officials 

for Missile Defense Agency Deputy Director Patrick O\'Reilly 
and his team on 29-30 March. General OVReilly will brief the 
GOS on both the plan itself and the consultations that the US 
undertook to explain the plan to Russia and others. If 

logistics allow, post will organize an outreach event in 

which General O\'Reilly would speak to opinion makers outside 
the government. 


4. (U) Embassy Madrid\'s POC for missile defense policy is 
Political Counselor Kathy Fitzpatrick. Embassy spokesman 
John Law would coordinate press outreach if appropriate. 
Aguirre 
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E.O. 12958: DECL: 03/19/2022 
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SUBJECT: ANTI-CORRUPTION STRATEGY: JAMAICA\'S POLICE 
CIVILIAN OVERSIGHT AUTHORITY 


Classified By: DCM James T. Heg for reasons 1.5 (b) and (d). 
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1.(U) Summary: At the request of the Police Civilian 
Oversight Authority (PCOA), embassy officials met with them, 
on March 13, to explore possible assistance the USG could 
provide to help the PCOA become fully operational. 

Initially, NAS plans to use approximately $20,000 in residual 
ESF funds for this purpose. We would like to see the PCOA 
become a strong advocate for improving professionalism in the 
Jamaica Constabulary Force (JCF), which would include 
attacking the problem of corruption within the JCF. End 
Summary. 


PCOA STRUCTURE AND FUNCTIONS 


2. (U) The PCOA was created by the Police (Civilian 

Oversight) Authority Act, 2005. The act was signed by the 
Governor General (GG) on December 28, 2005. The law placed 
the PCOA under the Minister of National Security (MNS), and 

it is the Minister\'s responsibility to obtain necessary 

budget support for its operation. Members (there are five, 

but seven can be named) are appointed by the GG, after 
consultation with the Prime Minister and the Leader of the 
Opposition, for an initial term of five years. Current 

members were appointed in 2006. The Chairman is The Most 
Reverend Charles H. Dufour, Roman Catholic Bishop for Western 
and Central Jamaica. However, the most energetic members is 
the Honorable Oliver F. Clarke, who owns one of Jamaica\'s 
leading newspapers, The Gleaner, among other companies. 


3. (U) Functions of the PCOA include the following: monitor 
the implementation of policy relating to the JCF; monitor the 
standard of performance of the JCF to ensure that 
internationally accepted standards of policing are 

maintained; conduct inspections; and monitor management and 
use of financial and other resources of the JDF. In carrying 
out its duties, the PCOA has the power to question the 
Commissioner of Police or any other JCF officer; require 
presentation of JCF documents and records; enter all JCF 
facilities; and take complaints from the public concerning 

JCF operations. Any person who tries to prevent the PCOA 
from entering JCF premises or who fails to provide 
information or documentation required by the PCOA is subject 
to a maximum fine of JA$100,000 (U.S.$1500) if found guilty 
by a Resident Magistrate. The PCOA may refer any matter to 
the Police Service Commission (PSC), the MNS, the Commission 
for the Prevention of Corruption or to the Commissioner of 
Police. Each year the PCOA is required to report its 
operations and findings, along with recommendations for 
improving the efficiency of the JCF to the MNS, who tables 
the report before Parliament. In addition, the MNS, at any 
time, can ask the PCOA to provide a specific report on any 
matter within its jurisdiction. The Minister has the 
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authority to make regulations, subject to affirmative 

resolution, with regard to any matter for the purpose of 
carrying out the Act. Maximum penalty for violations of such 
regulations is a fine not more than JA$250,000 (U.S.$3800) or 
six months prison or both. 


4. (SBU) Currently, the PCOA has no office and no staff. 

They expect to get some support from the GOJ annual budget in 
April and requested funds to support a staff of 25. PCOA is 
trying to locate an office site. They have identified an 
administrative assistant and they are interviewing people for 

the positions of CEO and Chief Inspector. The PCOA meets 
monthly in a Kingston hotel. PCOA will require monthly 

reports from the JCF on their activities. In addition, 

special reports will be requested on topics like corruption. 
Previously, PCOA members inspected some JCF installations and 
they studied the issue of firearms. Comment: Acting NAS 
Director (NASDIR) met with the Authority, on February 27, at 
their request. He was asked to give his assessment on a 
confidential basis of the level of corruption in the JCF and 
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whether the JCF met international standards of policing. The 
response was that corruption is widespread and that the JCF 
does not meet international standards in terms of 
professionalism, as well as the level of corruption. End 
Comment. 


POSSIBLE U.S. MISSION ASSISTANCE 


5. (U) At the PCOA meeting on March 13, NASDIR and Deputy AID 
Director discussed a proposal to help PCOA with such things 

as better defining operational procedures and planning, as 

well as a identifying a work plan of specific PCOA 

activities. Consideration is being given to allocating 

$20,000 in ESF money to cover the expenses of an expert from 

the Police Foundation to come to Jamaica to advise the PCOA. 
But, members were asked to think about the proposal and 

identify benefits they would expect to gain from the Police 


Foundation expert. Tentatively this person could come to 
Jamaica as early as May. By that time, the Authority expects 
to hire its Administrative Officer and CEO. 


6. (C) Members of the PCOA requested our assistance in other 
ways, as well. It will be looking for advice on mechanisms 
through which it can pressure the JCF to take action 

regarding corruption. Mr. Clarke sits on the Police Services 
Commission (PSC), which among other things, must approve 
recommendations for promotion. He asked whether we could vet 
(via our Leahy name check procedure) JCF officers proposed 
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for promotion. The requests would be confined only to those 
of a rank of superintendent and above -- probably a total of 
ten a year. Apart from that, Clarke said the PCOA and PSC 
would benefit from confidential briefings by the embassy on 
subjects like polygraphing. Comment: If the embassy were to 
vet senior JCF officers up for promotion, that would be done 
confidentially. This is something we can do to try to 
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prevent promotion of officers who we have reason to believe 
are corrupt. Apparently, the British already are doing this, 
but the PSC would like U.S. input as well. End Comment. 


7. (C) Finally, the PSC has adopted the tactic of trying to 
persuade Commissioner of Police Lucius Thomas to recommend 
that police officers be \"retired in the public interest." 

The Commissioner has done that on a very limited basis, but 
Clarke says it needs to be expanded in order to gain a major 
impact on corruption within the JCF. The PSC is prepared to 
endorse such recommendations, but the Commissioner is 
dragging his feet. In a past case, when an officer (or 

officers) were required to retire in the public interest, 

they mounted a legal challenge which will be heard in the 

Privy Council. But, Clarke said, that will take three years. 

As part of the effort to clean up crime in Montego Bay, a 

number of JCF officers apparently are being or should be (not 
clear) retired in the public interest. At the PCOA meeting, 
Clarke (with agreement of other PCOA members) urged the U.S. 
embassy to encourage Thomas to utilize the tactic in 

conjunction with his avowed anti-corruption stance. Comment: 
Another embassy contact, Noel Hylton, is the chairman of the 
PSC. Hylton heads the Jamaica Port Authority. We need to 
discuss this point with him in the near future. End Comment. 


8. (C) During a private conversation with NASDIR the evening 
of March 13, Clarke said, confidentially, he does not trust 

the Commissioner of Police or the Deputy Commissioner in 
charge of intelligence, Charles Scarlet. He explained that, 

last year, Thomas obstructed the appointment of an American 
law enforcement officer to the International Police Officer 

(IPO) slot that would have the anti-corruption portfolio. 
According to Clarke, Thomas resented the prospect of having a 
\"white\" man in that job (white could also mean foreign) and 
Assistant Commissioner Novlette Grant opposed the move as it 
would remove anti-corruption from her portfolio. She put 
pressure on Thomas. Comment: As reported in earlier reports, 
the JCF started recruiting once again for the IPO position in 
January. The JCF has narrowed down viable candidates to two, 
and a decision regarding selection is expected any day now. 

It remains to be seen whether Thomas will create problems 

like he did last year or move expeditiously this time. Both 


Column 3 

candidates are British. End Comment. In response to a 
question from NASDIR, Clarke advised that the Commissioner is 
appointed by the PSC, but, under the law, he was answerable 

to no one. Previously, that position was under the Minister 

of National Security. But, during the 1970s, when Michael 
Manley was Prime Minister, the Police Commissioner arrested 
opposition JLP leaders without cause. To de-politicize the 
office, it was made independent. But, it was now unclear how 

a Commissioner could be removed, other than by strong 

political persuasion. Comment: For what it is worth, on 

March 16, the Director of the National Intelligence Bureau, 
Senior Superindentdent Derrick Cochrane, informed NASDIR that 
Charles Scarlet passed a polygraph administered fairly 

recently in Trinidad in conjunction with security measures 

for World Cup Cricket. A few weeks ago, Deputy Commissioner 
Mark Shields was urging NASDIR to suggest to Thomas that 
Scarlet be polygraphed. NASDIR confirmed that Shields was 
unaware of the polygraphing in Trinidad. Of course, we do 

not know who administered the polygraph or what questions 
were asked. End Comment. 


JOHNSON 
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PRETORIA FOR USAID/OFDA/SARO - HHALE 
NAIROBI FOR USAID/EA/FFP - NESTES, DGORDON 
ROME FOR FODAG 

GENEVA FOR RMA, DHA, IFRC 


E.O. 12958: N/A 
TAGS: SENV, EAID, PREL, SOCI, CASC, MA 
SUBJECT: CYCLONE INDLALA STRIKES MADAGASCAR - THIRD REPORT 


REF: (A) ANTANANARIVO 270 (B) ANTANANARIVO 262 


1. Government of Madagascar officials are starting to release 

initial assessments of the comprehensive damage tropical cyclone 
Indlala left in its wake, primarily in the northeastern and 

northwestern regions of the country. The National Bureau of 
Management of Risk and Catastrophe reports 14,000 disaster victims 
(many of them homeless), including 14 people dead, two missing, and 
two wounded. Infrastructure damage includes two destroyed bridges, 
a flooded airport in Maroantsetra, missing vehicles, 344 damaged 
homes, and minor landslides. Two thousand hectares of rice paddies 
have been flooded and silted over, and vanilla crops in the 

north-east were seriously damaged. In most affected areas, 
telephone and electricity service has still not been restored. 

Apart from the escape of seven prisoners from the Maroantsetra 
prison, there have been no reports of cyclone-related security 

issues. Media sources have been reporting extensively on the \"flash 
appeal" from the United Nations to the international community for 
assistance to disaster victims. 


2. All American Citizens and Peace Corps Volunteers in the storm\'s 
path are safe and accounted for. 


3. Post anticipates issuing a disaster declaration within the next 

two days. However, the focus of this declaration is expected to be 

far broader than the specific impact of Cyclone Indlala. This is 

the fifth cyclone of the season; Madagascar also bore the brunt of 
heavy and unusually prolonged rainfall from the Inter-Tropical 
Convergence Zone. The combined impact of all these factors has 
produced damage and flooding across the island with an impact more 
far-reaching and long-lasting than the immediate damages from 
Indlala. 


MCGEE 
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E.O. 12958: N/A 

TAGS: AORC, ASEC, IMO, UK 

SUBJECT: ACCREDITATION - IMO - 34TH SESSION OF THE 
COMMITTEE ON FACILITATION, LONDON, MARCH 26 - 30, 2007 


REF: SECSTATE 32900 


1. Embassy London has requested accreditation and is pleased 
to grant UK country clearance to the following delegation 
members from March 26 - 30, 2007 for the International 
Maritime Organization\'s Thirty-fourth Session of the 
Committee on Facilitation: 

Howard L. Hime, Representative 

Jaideep Sirkar, Alternate Representative 

Roger K. Butturini 

David A. Du Pont 

Leslie Fleming 

Savinder S. Jaspal 

William L. Nolle 

Mark P. O'Malley 

Cary Rodriguez 

Phillip Warker 

Stephanie Wood 

William Cotter 

Geoffrey J. Davies 

Douglas B. Stevenson 


2. The Transportation Security Administration has updated 
security measures in place after the August 10, 2006 civil 
aviation security threat. Travelers may now carry through 
security checkpoints travel-size toiletries (3 ounces or 

less) that fit comfortably in ONE, QUART-SIZE, clear plastic, 
zip-top bag. After clearing security, travelers can now 

bring beverages and other items purchased in the secure 
boarding area on-board aircraft. In addition, larger amounts 
of prescription liquid medications, baby formula and diabetic 
glucose treatments will be permitted, but must be declared at 
the checkpoint for additional screening. Please read current 
travel restrictions and review the list of prohibited items 

prior to travel: 

http://www.tsa.gov/travelers/airtravel/assist ant/. This 
security regimen applies to all domestic and international 
flights departing U.S. airports. For flights originating in 

the United Kingdom, local policies requiring only one 
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carry-on bag apply. The liquids ban remains in effect. As 
these policies are more stringent than United States policy, 
travelers should check with transportation security 
authorities for flights originating at non-U.S. airports. 


3. Embassy Control Officer is Senior EST Officer William 
Meara, Tel. (44) 20-7894-0969; 

Fax: (44) 20-7409-1637, email MearaWR@state.gov. Upon 
arrival, please call the Embassy (020 7894-0704 or 020 794 
0238) to confirm UK contact and telephone details so that 
travelers can be reached in case of emergency. 


4. Chancery Access: 

If visitor requires unescorted access to the chancery, please 
send level of security clearance via cable, as required by 12 
FAM 443.3. 


5. As noted in reftel, no Embassy assistance is required. 


6. Hotel Check-In: 

Please note that the check-in time at all London hotels is 

1400. Early check-in can be requested but can only be 
guaranteed if the room is reserved and paid for from the 

night prior to arrival. Check-out time is generally 1200. 

Please also note that the hotel will require a credit card on 
check-in. Travelers may pay on departure with cash. 

Travelers are advised against exchanging money at the hotel, 
as the much less favorable rate of exchange may push the room 
rate over London\'s per diem. 


7. Changes/Cancellation of Reservations: 

Any changes to hotel reservations must be made 48 hours in 
advance of arrival. Changes made after that time may incur a 
night,s lodging charge. Please make all changes through 
your control officer and not directly with the hotel. 


8. Accommodation Exchange: 

ATMs are widely available in London and accept most major 
U.S. ATM cards. ATM and credit card transactions obtain the 
best available exchange rates. Exchange services are 
available from well-known firms at the airports and train 
stations. In addition, Citibank has established a bank in 

the embassy where official TDYers can exchange U.S. dollars 
for British Pounds Sterling (BPS) during Citibank office 

hours for limited amounts. U.S. citizen direct-hire TDYers 
may cash personal checks; all others should bring cash or 
traveler,s checks. 


9. VISA: 
U.S. citizens do not require a visa, only a valid passport. 
Requirements for entry to the UK of citizens from other 
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countries vary. Non-U.S. citizen visitors should check with 
their local British consulate to determine visa requirements. 


10. Electronic devices: 

Privately-owned laptops and personal computers are prohibited 
in controlled access areas (CAAs) of the embassy and 
consulates. Travelers with USG unclassified and classified 
laptop or notebook computers should review 95STATE 244394 
(classified machines) and 95STATE 24382 (unclassified 
machines) and notify the Regional Security Office before 
bringing these machines into a CAA. Cellular telephones and 
BlackBerries are also prohibited in the CAA and must be left 
outside this area. Questions concerning other types of 
electronic devices may be directed to the Regional Security 
Office. 


11. Health Concerns: 

The embassy medical unit, located on the Lower Ground Floor, 
has daily walk-in sick call from 0830-1000. TDY personnel 

are welcome to seek medical consultation for acute illness or 
other medically-related concerns at the unit. 


12. Security Information for the United Kingdom: 

Our current threat assessment indicates there are no known 
direct immediate security problems that would affect travel 

to mainland UK. Travelers planning to stay longer than 30 
days are required to schedule a security briefing with the 

RSO. For additional threat assessment information regarding 
the United Kingdom and/or Europe, you may contact DS/ITA in 
the State Department at (202) 663-0787. 


-- Terrorism. The United Kingdom is stable and modern, but 
shares with the rest of the world an increased threat of 
terrorist incidents of international origin, as was shown 

with the bombing attack in London July 7, 2005. Visitors are 
reminded to remain vigilant with regard to their personal 
security and to exercise caution at all times. The British 
Home Secretary has urged its citizens to be alert and 
vigilant by, for example, keeping an eye out for suspect 
packages or people acting suspiciously at Underground and 
railway stations and airports, and reporting anything 
suspicious to the appropriate authorities by contacting the 
free anti-terrorist telephone hotline on 0800-789-321. 
Travelers should regularly monitor the Department,s internet 
web site at http://travel.state.gov where the current 
Worldwide Caution Public Announcement can be found. In 
addition, if visitors notice any suspicious activity or have 

any security concerns, the embassy Regional Security Officer 
(RSO) should be notified as soon as possible. 


From time to time during periods of heightened threat of 
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terrorism, the UK government deems it necessary to raise 
levels of security activity. Heightened activity may include 
the use of troops, who remain at all times under the control 
of the police and are part of long-standing contingency 
plans. Military personnel and equipment may be deployed at 
airports and other transportation links, or other public 
locations. For more information about UK safety initiatives, 
consult the UK Civil Contingencies Secretariat website at 
www.ukresilience.gov.uk. 


Political demonstrations are well policed and, except at 

times in Northern Ireland, generally orderly. Although the 
political situation in Northern Ireland has dramatically 
improved since the signing of the Good Friday Agreements in 
1998, incidents of terrorist violence have, nevertheless, 
occurred in the past few years. Within Northern Ireland, 
flash-points for sectarian confrontations still exist, but 

they are generally removed from areas where tourists 
congregate. Sporadic incidents of street violence often 

erupt during the summer marching season around the July 12 
public holiday. As a result, American citizens traveling in 
Northern Ireland have experienced delays and disruption. 


-- Street Crime: London, like other urban centers, has a 
certain amount of street crime. Although on the increase, 
violent criminal confrontations and the use of firearms are 
relatively rare in the UK. Burglars and pickpockets are very 
active and visitors are encouraged to safeguard their 
valuables and not carry large amounts of cash or unneeded 
credit cards. Visitors should be particularly careful on 
crowded streets, in entertainment areas, in department 
stores, restaurants, or on crowded public transportation. 
Travelers are specifically warned not to leave valuables in 
hotel rooms, regardless of the stature of the hotel. 

Recently there has been a measurable increase in street 
crimes involving the theft of cell phones. Visitors should 
avoid as much as possible using cell phones on the streets or 
in other public places. The police and other emergency 
services in the UK are excellent. The nationwide telephone 
number to summon emergency assistance is 999. 


13. London Airport Arrival Information: 

-- Heathrow Airport: The best way to get from Heathrow to 
Central London is to take the Heathrow Express train. It 
leaves every fifteen minutes from all Heathrow terminals. 
Travel time is fifteen minutes to LondonYs Paddington 

Station. Service operates from 0510 to 2347 daily. The cost 
is 14.50 pounds one-way if ticket is purchased from a kiosk 
prior to boarding, or 16.50 pounds when purchased aboard the 
train. Paddington Station is about a ten-minute taxi ride to 
central London. Taxi (black) cab service is also available 
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from Heathrow to central London and the fare ranges from 
60-100 pounds, but could exceed that, depending on traffic 
conditions. (Prices as of March, 2006) 


-- Gatwick Airport: The best way to get to Central London is 
to take the Gatwick Express train, which operates every 15 
minutes between Gatwick Airport South Terminal and London\'s 
Victoria Station. Access from GatwickYs North to South 
Terminal is via free monorail train. Journey time from 
Gatwick to Victoria Station is approximately 30 minutes and 
the service operates four times an hour from 0500 to 0135 
daily. Fare is 14 pounds one-way and 25 pounds round-trip 
when purchased prior to boarding. A two pound surcharge is 
added when purchased aboard the train. Victoria Station is 
about a fifteen-minute taxi ride from the hotels. Taxi 

travel from Gatwick to Central London is extremely expensive 
and time-consuming. 


-- Waterloo Train Station: Travelers arriving at LondonYs 
Waterloo International Train Station are recommended to take 
a black cab from the station to the hotel or chancery. 


#. U.S. Embassy London Website: 

Please visit our website for additional information: 
http://london.usembassy.gov. Embassy London looks forward to 
your visit. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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SUBJECT: PRT TIKRIT: SAMARRAYS LOCAL POLITICS, DFI AND 
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1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) SUMMARY. Local political rivalries in Samarra 

threaten stability as tensions mount with the reconstruction 

of the Golden Dome Mosque (reftel). Samarra\'s city 

officials, who are holdovers from Coalition Provisional 
Authority (CPA) days or were elected through ambiguous tribal 
means, are not representative and are not respected by city 
residents. The defunct city council does not meet, and its 
President (CCP), Asad Ali Yassin al Abasi, actively 
undermines the city\'s Mayor, Mahmoud Khalaf Ahmed al Bazi. 
Meanwhile, the Mayor has taken a more active role in 
representing the city\'s interests with the Golden Dome 
Mosque\'s reconstruction and in pursuing long promised 
Development Fund for Iraq (DFI) monies. Fighting between the 
Iraqi Security Forces (ISF) and terrorists, the city remains 
laden with terrorists is constant. Al Qaeda\'s (AQIZ) Islamic 
State of Iraq (ISI) exerts some influence in 

the area. As reconstruction of the Golden Dome Mosque 
focuses more attention on the city, obtaining the promised 
Development Fund for Iraq (DFI) monies, a will likely help 
assuage some tensions among the city\'s residents. Bio notes 
in paras 13 and 14. END SUMMARY. 


3. (C) None of the city\'s officials has a strong mandate to 

hold his position. Many of them are holdover appointments 

from the CPA or were put in office through ambiguous tribal 
proceedings. Samarra\'s boycott of the 2005 elections 

resulted in the city having no representation at the 

provincial level. The informal local sheikhs\' council 

reportedly \"elected\" Asad Ali Yassin al Abasi, a 

Saddam-exiled Samarra native with strong political ties in 
Baghdad, as the City Council President (CCP) in January 2006. 
A staff member for the former Mayor, Mahmoud Khalaf Ahmed al 
Bazi became Samarra\'s Mayor through unknown means in early 
2005, after insurgents killed his predecessor. The city 

council does not meet, and there is not a functional court in 

the city. Of late, the Mayor\'s office has become more active 

in the city\'s management. 


4. (C) In the heavily tribal city of Samarra, neither the CCP 
nor the Mayor enjoys support outside of his respective tribe. 
Though all are Sunni Arab, the city\'s tribes combat and 
undermine each other\'s interests. 
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Dynamics between the CCP and the Mayor 


5. (C) CF relations with the CCP soured over a disagreement 
about the purchase of the CCPYs downtown Samarra home for use 
as a police station. In early January 2007, a car bombing 
destroyed half of the house. Due to the circumstances 
surrounding the incident, it is possible that the CCP may 

have orchestrated the bombing in an attempt to obtain 
compensation for the damages. CF relations with the Mayor, 
however, have been improving because of his active engagement 
on bettering the city\'s municipal services. Although the CCP 

was initially the lead on Development Fund for Iraq projects, 

the Mayor has recently become more active due to the CCP\'s 
continual absence from the city. 


6. (C) From opposing tribes, the Mayor and the CCP have long 
been at odds. The CCP openly states that he believes the 
Mayor is associated with anti-lraq forces (AIF) because the 
Mayor has not received as many threats or attempts on his 
life. Recently, the Mayor and the CCP have become more 
suspicious of each other and will not speak In meetings where 
the other is present. 


7. (C) One year after its February 22, 2006 bombing, the 
Golden Dome Mosque (AKA Ali al Hadi Shrine, al Askariya 
Shrine) remains in ruins. Reconstruction, under the auspices 
of a GOI committee and the UNESCO (reftel), is slated to 
begin on April 18. Initially, Mayor Mahmoud took the lead on 
the mosque\'s reconstruction, attending conferences and 
meetings in Baghdad and Amman. With the recent publicity, 
the CCP has attempted (with little success) to become the 
city\'s sole interlocutor on the project, using his GOI 

contacts for invitations to the 

discussions. 
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8. (C) After recent meetings with UNESCO and the GOI 
reconstruction committee, the Mayor began working to garner 
support among Samarra residents for the project. According 
to the Mayor, Abdel Aziz al Hakem has agreed to back 
revitalization of the marketplace around the mosque and to 
construct a school, medical clinic, and smaller mosque as 

part of the larger Golden Dome Mosque reconstruction project. 
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The Mayor has also been working on security provisions with 
the Ministry of Interior representative and Samarra native 
General Adnan Thabit, who is charged of security during the 
reconstruction. General Adnan has reportedly said that he 
plans to bolster security forces throughout the city. The 
Mayor also says that while in Amman he opened discussions 
with UNDP to secure funding for essential services in the 
city. 


9. (C) Working with Samarra\'s governance structures, the PRT 
has been assisting the city in obtaining its Development Fund 
for Iraq (DFI) monies, as a method of developing a functional 
relationship between the Samarra city government and the 
provincial government as well as between the provincial 
government and the central government. Through the extensive 
DFI process, which required claim submissions from over 1,000 
of the city\'s residents, many have become expectant of the 
promised compensation money. Continual delays in receipt of 
the funding is eroding the city leaders already tenuous 
mandate, thus reducing their ability to affect change in the 

city. Additionally, the DFI holdups are exacerbating the 

city\'s tensions with the central government, which most 
residents see as Shia-dominated and revenge-seeking for the 
bombing of the Golden Dome Mosque, a Shia shrine. 


10. (C) Samarra\'s total DFI package is USD 25 million. It 

will be used in three sectors: USD 10 million for 

compensation monies for battle damage with oversight from the 
Ministry of Water Resources, USD 11 million for 

reconstruction projects with oversight from the Ministry of 
Public Works, and USD 4 million for electrical grid 
refurbishment with oversight from the Ministry of 

Electricity. 


11. (C) At present, the compensation funds of USD 10 million 
are in an account at the Ministry of Water Resources. Before 
distribution of the compensation monies can begin, the 
Ministry of Water Resources must make the final approval and 
transfer the funds from Baghdad to Tikrit. The Ministry of 
Electricity is in the final stages of approving contracts to 
complete the electrical grid 

refurbishment; the Ministry has set up accounts, but is still 
waiting for the funds to be transferred. The Ministry of 

Public Works has released USD 600,000 and will begin projects 
over the coming months. However, significant follow-up is 

still required to ensure that the DFI funding makes it to the 
people of Samarra. 
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12. (C) In June 2006, the CF considered Samarra a model 
example of reclaiming a small city from AIF control. Attacks 
were diminished to tribal disputes and CF handed security 
over to the ISF. Atmospheric reporting suggested confidence 
was growing in ISF. However, through strategic targeting, 
AQIZ used tribal rifts to destabilize the security situation. 

By August 2006, the ISF\'s new found 

confidence was diminished, and intimidation and attacks took 
the ISF off the streets. With the further exacerbation of 

tribal tensions, some tribes began aligning themselves with 
AQIZ. Fighting continues between the Iraqi Security Forces 
(ISF) and terrorists, and the city remains laden with AIF. 

Al Qaeda\'s (AQIZ) Islamic State of Iraq (ISI) exerts some 
influence in the area. According to CF atmospherics 
reporting, ISI has forced several outlying villages to 
implement Sharia customs, such as requiring women to be 
veiled and banning smoking in public. Other reporting 
continues to indicate AQIZ presence and operations around the 
city. 


13. (C) Ensuring near-term disbursement of DFI funds, 
especially the compensation payments, will likely help 

assuage some tensions among SamarraWs residents and add a 
measure of legitimacy to the city\'s leadership. By 
demonstrating that the GOI is interested in Sunni concerns in 
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Samarra and will deliver on its promises, it will also assist 

in combating AQIZ\'s attempts to undermine the GOI and to 
strengthen the Islamic State of Iraq\'s (ISI) influence around 
the city. The task of rebuilding the Golden Dome Mosque, 
however, remains contentious. Without coordination from the 
city\'s leaders, its reconstruction has the potential to be 
divisive in the city. Additionally, given the mosque\'s 
symbolic importance and the public interest throughout Iraq, 
a smooth reconstruction process will be important for 
reconciliation efforts. END COMMENT. 

KHALILZAD 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, KCRM, IZ 

SUBJECT: PRT TIKRIT: JUDICIAL CONFERENCE SUPPORTS MAJOR 
CRIMES COURT IN SALAH AD DIN 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (SBU) On March 14 the PRT Rule of Law Team hosted the 
province\'s first judicial conference since the fall of the 

former regime. 25 of Salah ad Din\'s judges, prosecutors, and 
high ranking police officials gathered in Tikrit for a 

day-long discussion on judicial issues in the province. Both 
SaD Governor Hamad Hamoud al Shakti and Deputy Governor 
Abdullah Ajabarah spoke at the conference about their support 
for improving the personal security for judges and for 
establishment of a Major Crimes Court in the province. 


3. (SBU) The discussions moderated by Acting Chief Judge 
Sadoon al Azzawi and Chief Prosecutor Tariq Najim focused 
primarily on security in the province and preparations for 

the establishment of Salah ad Din\'s Major Crimes Court (MCC). 
Highlighting the need to improve security province-wide, the 
Acting Chief Judge discussed his experiences when he was 
kidnapped in October 2006. 


4. (SBU) The conference\'s participants, from townships 
throughout the province, showed great interest in the MCC, 
which will establish a venue for proceedings against 
insurgents arrested by the Iraqi Police (IP) and Army (IA) in 
Salah ad Din. Over the past year, one judge has been 
assassinated and two have been kidnapped. The MCC, located 
on an lA-secured compound in Tikrit (formerly U.S. Forward 
Operating Base Danger), will co-locate detention facilities 
and courtrooms as well as provide secure housing for judges. 
When functional, the MCC will have visiting judges from other 
provinces throughout Iraq investigate and try the 
terrorism-related cases from Salah ad Din for 30 day periods, 
similar to the MCC in Ninewa Province. The MCC is slated to 
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open in April 2007. 


5. (SBU) The first gathering of its kind since 2002, this 
PRT-initiated conference succeeded in bringing together the 
judicial community and putting momentum behind the 
establishment of Salah ad Din\'s Major Crimes Court. Though 
much work still needs to be done on the MCC facility, it is 
clear that the province\'s judicial community supports the 
initiative and wants to see it succeed. END COMMENT. 


6. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET Reporting Blog: 
http://www. intelink.sgov.gov/wiki/Tikrit. 


KHALILZAD 
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SIPDIS 


SBU 
SIPDIS 


E.O. 12958: N/A 
TAGS: TAGS: ECON, EAGR, IR, IZ 
SUBJECT: PRT TIKRIT: SALAD AD DIN LEADERS DISCUSS WAY AHEAD 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2.(SBU) SUMMARY. On February 15, leaders from Salah ad 
Din,s (SaD) public and private sector met for a 
CF/PRT-sponsored Dialogue and Communication Conference (DACC) 
to address the opportunities and challenges facing the 
province. The meeting provided a forum for attendees 
representing various sectors of the community to frankly 
discuss a range of difficult issues. While the specific 
subjects discussed in each group varied, one central theme 
emerged - the lack of consistent communication between 
different levels of government. This includes the 

relationship between the GOI and the province as well as the 
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Provincial Council (PC) and municipalities. END SUMMARY. 


3. (SBU) During a discussion in the governance committee led 
by the Deputy Governor, General Abdullah, representatives 
from Bayji emphasized that there was very little regular 
contact between their municipal council and local Director 
Generals (who represent the Ministries locally) and the 
Provincial Council (PC), arguing that the PC often allocated 
provincial resources without soliciting input from the 
localities involved. (NOTE: Leaders in Samarra strongly 
conveyed this sentiment to IPAO during a February 14 visit; 
communicating a lack of visibility of the provincial budget 
execution process. Bayji and Samarra are in similar 
situations ) both boycotted the 2005 provincial elections ) 
and have very little representation in the PC, making 
visibility on provincial issues more difficult. END NOTE.) 
As in past conferences, delegates called for an individual ) 
as opposed to a list ) election in 2007, contending that 

this would lead to more competent leaders being elected. 


4. (SBU) Local governance in Iraq is almost solely focused on 
capital projects spending, with municipal and provincial 
governments having little control over national institutions 
that implement local programs. Attendees expressed 
frustration with this situation, arguing strongly for a more 
decentralized system with greater local influence. When 
other delegates claimed that the GOI discriminated against 
SaD residents, the Deputy Governor responded, stating that 
&They (the GOI) treat everyone (all of the provinces) 

poorly.8 Admitting that communication with Baghdad was a 
problem, Abdullah stressed that the Provincial Government was 
focused on working productively with all of the GOI 

Ministries. 


5. (SBU) Although the economic committee discussed frequently 
well-known impediments to economic development in SaD, such 
as security and the lack of financial services, delegates 

focused on the lack of attention by the PC on issues critical 

to the business community. Representatives argued that 
targeted spending from the provincial budget ) such as the 
establishment of an lraqi-funded microfinance center or a 
secure business convention center ) could promote economic 
development. The committee chairman, Dr. Saad Salih, 
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described the Economic Subcommittee of the Provincial Council 
as Gall talk and no action.8 Salih and other 

representatives said they planned to begin attending council 
meetings and lobby for spending proposals which would benefit 
the business community, potentially promoting greater 
accountability and transparency within the Council. 


6. (SBU) Lamenting the fact that despite being located in 
Iraq,s breadbasket SaD province must import much of its food 
(due to extremely low agricultural production), 

representatives from the agricultural sector of the economy 
discussed current challenges for the province,s farmers. 

Citing the manager of the Bayji Fertilizer Plant refusal to 
release 5,000 metric tons of fertilizer without &additional 
payment8 as an example, attendees expressed frustration with 
both the Fertilizer Plant,s and the Ministry of 

Agriculture,s unresponsiveness to the needs of SaD farmers. 


7. (SBU) Discussion in the Rule of Law committee at the DACC 
primarily focused on the restoration of the Samarra 


BAGHDAD 00000971 002 OF 002 


courthouse. Being a regional center of over 300,000 

residents, a new courthouse in Samarra is desperately needed, 
given the enormous backlog of cases awaiting trial, and has 
the support of key local players, including Salah ad Din 

Chief Judge Abdul Hamid Salman. However, the challenge 
remains the Ministry of Justice,s dysfunctional bureaucratic 
process, which continues to frustrate final approval of the 
courthouse. A lack of communication between the province and 
Baghdad is evident; authorities in SaD intend to convert a 
medical clinic into the courthouse, while Ministry officials 

in Baghdad assumed that the former courthouse building would 
be utilized. (NOTE: The PRT is actively engaged and will 
continue to promote communication between all parties in 
order to resolve this issue. END NOTE.) 


8. (SBU) Representatives also discussed important judicial 
issues in the province, such as the final preparations for 
the establishment of a Major Crimes Court (MCC) in Tikrit, 
judges, personal security, future courthouse construction 
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projects, etc. Seeing a future influx of cases from Bayji as 
likely (due largely to increased security measures recently 
taken at the Bayji oil refinery), the delegates reached 
agreement that persons detained for petroleum theft would be 
sent to the Tikrit High Crimes jail and the cases would be 
processed as any other serious crime. 


9. (SBU) In the education committee, a dozen education 
professionals, ranging from elementary school teachers and 
NGO workers to university professors and government 
officials, discussed access to education and adult literacy. 
Focusing on ways to access learning in spite of the security 
situation, the group suggested greater use of Salah ad Din 
satellite television station for reaching both youth and 

adult audiences. Additionally, they agreed that more focus 
should be put on primary school students in order to 
establish a strong base in linguistic and mathematic skills 
and to cultivate a desire among students to continue 
learning. 


10. (SBU) Given the large number of Iraqi Army (IA) and 
Police (IP) officers who are illiterate, the group suggested 
making literacy programs regular and mandatory training for 
IraqWs security forces. They surmised that this would make 
the officers more effective at their jobs, thereby generally 
increasing the security situation and reducing 
security-related school absenteeism. 


11. (SBU) The Deputy Governor, who moderated the wrap up 
session, further suggested that the province is plagued by 
two types of illiteracy: traditional and technological. He 
agreed that focus should be put on adult literacy programs 
but also suggested that the education system should work to 
ensure the province\'s students are learning to use computers 
and the internet. 


12. (SBU) Due to social stigma and bureaucratic rules, Salah 
ad Din faces a dire shortage of trained nurses. Males are 

not allowed to train to be nurses (according to the Ministry 

of Health), and many female nurses, considered to be too 
ambitious, are shunned by the local population. The 
healthcare committee - composed of leading doctors and 
healthcare professionals in Salah ad Din - discussed methods 
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of addressing the problem, such as changing the MoH,s 
prohibition on male nursing students and increasing student 


pay. 


14. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET reporting blog: 
http://www.intelink.sgov.gov/wiki/Tikrit. 


KHALILZAD 
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E.O. 12958: DECL: 03/19/2017 
TAGS: MASS, PREL, PTER, EAID, KPKO, ET, SO 
SUBJECT: SECTION 1206 PROPOSAL FINAL COORDINATION 


REF: STATE 30853 


Classified By: ERIC WONG, ACTING POL-ECON COUNSELOR. REASON: 1.4 (A) A 
ND (D). 


1. (S) Per reftel, Post has reviewed the proposal to provide 
USD 15 million in Section 1206 funds for Ethiopia, Djibouti, 
Yemen, Kenya, and Tanzania, as part of the East Africa 
Regional Security Initiative (EARSI). Post supports funding 
the proposal in FY07, with the following observations (see 
paragraphs 2-3 below). 


2. (C) In the section of the EARSI proposal detailing USD 10 
million in special operations equipment and training to be 
provided regionally for border security, please amend 
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Ethiopia portion from Support advanced border security 
training of the Ethiopia unit at Hurso; training currently 

being conducted by CUTF-HOA\" to Support advanced border 
security training of Ethiopian forces; training currently 

being conducted by CJTF-HOA.\" Justification: future 

training may occur at other locations besides Hurso. 


3. (C) In same section, under Recommend supporting Ethiopian 
Air Force C-130 aircraft maintenance and spare parts to 

facilitate movement of and logistical support to border 

security forces, please add language noting the following: 


a. (SBU) Support for Ethiopian Air Force C-130 aircraft will 
enhance regional stability, by strengthening Ethiopia\'s 
strategic lift capability and thus its ability to participate 

in regional peacekeeping operations led by either the African 
Union or the United Nations. According to UN DPKO, Ethiopia 
is currently the world\'s 12th-largest contributor to UN 
peacekeeping operations, and the 4th-largest in Africa 

(behind Ghana, Nigeria, and Senegal, but ahead of South 
Africa and Kenya). Ethiopian peacekeeping forces play a key 
role in the UN Mission in Liberia (UNMIL). 


b. (C) Ethiopia is supporting regional and international 
efforts to promote stability in Somalia, by providing 

critical force protection to both Somalia\'s Transitional 
Federal Government (TFG) and the African Union Mission in 
Somalia (AMISOM). Ethiopian training and equipping of the 
TFG was a significant factor in the successful military 
campaign against Salafist extremists in Somalia, and will 
continue to help guarantee regional stability, as well as 
preempt a resurgent radical Islamic movement. 


c. (S/NF) Providing C-130 aircraft maintenance and spare 
parts to Ethiopia will help support two C-130 aircraft 
provided by the USG to Ethiopia in 1996-1997, and is critical 
to continuing a viable mil-mil relationship with a proven 
partner in the global war on terrorism. Ethiopia has 
demonstrated its partnership with the USG in sharing 
sensitive classified information that contributed to the 

joint destruction of foreign terrorist fighter cells, and has 
shared full information from the interrogation of captured 
terrorists in Somalia. 


4. (C) Post will forward detailed information on proposed 
1206 assistance for Ethiopian C-130s septel. 
YAMAMOTO 
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E.O. 12958: DECL: 03/19/2012 
TAGS: MASSTZ, PARM, TZ, DJ, ET, YM, TU, PM/PPA 
SUBJECT: TANZANIA: SECTION 1206 PROPOSAL 


REF: STATE 30853 


Classified By: Tulinabo Mushingi, Acting Deputy Chief of Mission, for r 
eason 1.4 (b). 


(S) Post fully supports the 2007 East Africa Regional 
Security Initiative, including the training components for 
coastal security, border management and embedded Civil 
Affairs Teams in Tanzania. The initiative reinforces the 
Mission\'s strategic goals including counterterrorism and 
military-to-military engagement with Tanzania. 

WHITE 
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E.O. 12958: N/A 
TAGS: PGOV, ASEC, SCUL, GM 
SUBJECT: Neo-Nazi Influence In Elite Frankfurt Police Unit 


Sensitive but unclassified; not for internet distribution. 


1. (SBU) SUMMARY: Media revealed this week that at least three 
members of an elite Frankfurt-based police unit that provides close 
personal protection to public figures (among them Jewish leaders and 
CG Frankfurt) had neo-Nazi affiliations. ConGen Frankfurt was told 
the allegations first emerged in the course of a fraud investigation 

in late 2005, at which time all implicated persons were suspended or 
reassigned. Opposition leaders and Jewish representatives 

criticized the state for withholding its findings and not 

prosecuting (or firing) all those implicated in the sensational 

case. END SUMMARY. 


Investigations Ongoing 


2. (U) According to media reports confirmed by official sources, 
Frankfurt prosecutors have investigated three \"protective division\" 
(bodyguard) personnel (ages 26, 32, and 43) for neo-Nazi 

affiliations. In the most sensational case -- a 26-year-old officer 

who had distributed a photo of himself in an \"pseudo-SS\" uniform (a 
jacket with SS insignia) and used other Nazi/neo-Nazi symbols -- 
prosecutors dropped charges on the grounds that questionable 
materials were shown to a limited group of people (his colleagues) 
and not distributed widely as propaganda (a criminal offense). 
Investigators also found far-right music files on his private 

computer. He remains on suspension. The 32-year-old acted as an 
accomplice to the \"SS\" photo but investigators say they found little 
other evidence. An investigation is also ongoing against a 
43-year-old officer whose computer contained the banned \"Horst 
Wessel Song\" (SS marching song). NOTE: Police representatives told 
RSO they removed all officers involved from protective duty 
regardless of charges and disposition. END NOTE. 


3. (U) The case is sensational as well since the three policemen 
implicated in neo-Nazi activities served as bodyguards to Michel 
Friedman, former deputy head of Germany\'s Jewish community (and a 
prominent public figure). Friedman expressed shock at the case, 
reflecting that it shows far-right influence can pervade all walks 

of German life and criticizing state authorities for not acting more 
quickly and openly. 


Political Reactions 


4. (SBU) Opposition representatives attacked Hessen Interior 
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Minister Volker Bouffier (CDU/Christian Democrats) for knowing about 
the case for months and not informing the public -(nor apparently 
those affected such as Mr. Friedman). SPD and Greens state 
spokepersons called on Bouffier to resign or to identify those 
responsible for the case, pointing to other scandals within the 

ministry. National Greens party head Claudia Roth called on 

Bouffier to take respnsibility for the affair and warned of a 

\"massiv problem of growing right-wing extremism and anti-emitism\" 
in Germany. Jewish community members aso voiced criticism over the 
case. Critics particularly want to know any signs of broader 

far-rigt influence in the Frankfurt police. 


COMMENT 


5. (SBU) A close ally of Hesse Minister-resident Roland Koch (CDU), 
Bouffier has shown n signs of considering resignation and is likely 

to argue that investigators were diligent in the cas. Nonetheless, 

the case is highly embarrassing or authorities. A larger question 

is how elite embers of the Frankfurt police felt comfortable 

haring neo-Nazi sentiments with their colleagues. 


6. (U) This cable was coordinated with Embassy Belin. 
POWELL 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, KJUS, KDEM, KCRM, SNAR, PINR, HA 
SUBJECT: JUSTICE MINISTER ANTICIPATES REFORM 


REF: A. PORT AU PRINCE 370 
B. PORT AU PRINCE 89 


PORT AU PR 00000526 001.2 OF 002 


1. This message is sensitive but unclassified -- please 
protect accordingly. 


2. (SBU) Summary: On March 8, Justice Minister Rene 
Magloire told Ambassador that his priorities are to reduce 
pre-trial detention times and to create effective task forces 
for serious crimes. His endeavors are being greatly limited 
by a lack of human resources. His three laws on judicial 
reform are at parliament for review. He anticipates that his 
preference for a Canadian-style judicial system will clash 
with those who prefer a U.S./Latin American system. By 
placing his best resources in \"task forces\" to handle cases 
of kidnapping, drug-trafficking, money-laundering and 
organized crime, the Minister foresees an end to impunity for 
such crimes in Haiti. Minister Magloire \\'would not dareWW 
to vet prosecutors, judges or other ministry officials; and 
hopes that the Judicial Inspection Unit (JIU) included in his 
three laws (under the supervision of the Superior Council of 
Magistrates) will fulfill this need. None of his proposed 
changes will take effect without ratification from 

parliament, which could raise objections. Magloire concluded 
that Claudy Gassant\'s tenure as Chief Prosecutor had ended, 
though unofficially, because \'\unfortunately\\' Gassant holds 
the only position immune from the justice minister\'s 
authority. In closing, the Ambassador pledged USG support 
for the Minister\'s attempts at real and lasting justice 

reform. End Summary. 


Three Laws of Judicial Reform 


3. (SBU) The Ambassador stressed the importance of justice 
reform, particularly as they relate to international and 
domestic efforts to reform the police. The Minister told her 
that the executive had just presented the three laws on 
judicial reform (ref A) to parliament. (On March 13, 

President Rene Preval verbally presented the three laws, 
along with a host of others, to parliament.) As of this 
meeting, he had not met with parliament to discuss the three 
laws; however, he anticipates that parliamentarians will 

raise various objections, including the Minister\'s preference 
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for a common law system over Haiti\'s Napoleonic code (which, 
he pointed out, is no longer applied in France). 


4. (SBU) Note: In a separate meeting, MINUSTAH\'s judicial 
section officer Denis Racicot told Poloff that he has been 
surprised to find lawmakers and civil society evenly split on 
the issue, instead of mostly against the new reforms, which 
the Minister anticipated. Magloire\'s concern was that 

critics would complain that the laws restrain the 
independence of the judiciary, but in fact, the corrupt and 
unresponsive reputation of the judicial system is such that 
even critics of the minister\'s proposal would prefer 

executive oversight, at least for now. Also, the President 

of the Senate, Joseph Lambert, told Polcouns with confidence 
that the laws on judicial reform will pass. Racicot still 

argues that the laws will face opposition, but thinks it will 
come from spoilers who benefit from the status quo, instead 
of those who would like to see judicial reform of a certain 
kind. End note. 


Task Forces for Serious Crimes 


5. (SBU) The Minister highlighted a front page news article 
about two kidnappers whom the court tried and condemned to 
prison for life on March 1. He said that the judge who 
condemned the kidnappers, Jean Carvesse, was part of the 
kidnapping task force made up of police officers, prosecutors 
and judges trained to handle kidnapping cases. He hopes to 
create more task forces to combat other serious crimes like 
drug trafficking, money laundering, and organized crime. As 
with the kidnapping case, to send a message of zero tolerance 
to Haiti\'s criminals, he expects other cases to be tried 

rapidly and end with a tough sentence. He recognized that 
money laundering in particular suffered from a lack of 

judicial results. The anti-money laundering unit in Haiti 
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(known by its French acronym, UCREF) has made arrests and 
presented valid cases, however the criminals have yet to be 
tried and sentenced. The minister also referred to the 

distant possibility of specialized courts, but this would 

require legal modifications to Haiti\'s criminal code, which 
could take years. Instead, the task forces offer an 

immediate judicial response to HaitiWs most serious and 
complicated crimes. (Note: The Minister\'s request for 
funding for the anti-drug trafficking task force is reported 
septel. End note.) 


Column 3 
Vetting: | Would Not Dare 


6. (SBU) Minister Magloire offered a softer version of 
vetting, or auditing, which would be carried out by the JIU 
under the oversight of an independent Superior Council of 
Magistrates (the topic of one of the three laws). He 
contrasted this plan with former Interim Justice Minister 
Henri Dorleans\' proposal to task the supreme court with 
judicial inspection. The Minister then returned to the 
subject of task forces: this is a more realistic approach 
than all-out vetting because the task forces would comprise 
of well-trained and incorruptible police, prosecutors, and 
judges. This would make it much more difficult for the 
corrupt judges to release criminals or accept bribes without 
notice. (Note: Often the judges release people under the 
pretext that the police and prosecutors provide insufficient 
evidence and no official report on the case. End note.) 


| Cannot Fire Claudy Gassant 


7. (SBU) The Minister explained to the Ambassador that it is 
unfortunate that the Chief Prosecutor of Port-au-Prince, 
Claudy Gassant, is the only person he cannot fire. Magloire 
mentioned a letter that Gassant passed to the Ministry 
demanding Magloire initiate an independent investigation of 
Gassant\'s claim that assailants broke into his office (ref 

B). Magloire failed to satisfy, or even respond, to this 
ultimatum. Thus, Gassant has not returned to his position 
and Magloire has appointed Fan Fan Guerilus Chief Prosecutor 
ad interim. The minister reported that Guerilus will remain 

in the position until he decides to appoint someone else 
(dismissing any chance that Gassant will be back during his 
tenure). He explained that Gassant did not want to work as 
part of a team, and assured the Ambassador that Gassant 
fabricated the claim that assailants broke into his office. 
(Note: UN police officials recently conducted an 
investigation and reported in the local press that the claim 
appeared legitimate. End note.) 


Comment 


8. (SBU) The Minister appeared discouraged when discussing 
the challenges ahead of him, particularly the potential 
confrontations with parliament. As Racicot and others who 
work with the justice sector here are quick to point out, the 
Minister is very cooperative and easy-going. However, he 
lacks confidence in himself, particularly when faced with 
opposition from his own government, as reflected by his 
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timidity in tackling the issue of judicial vetting directly. 

Also, he is swamped. One of Magloire\'s first comments to the 
Ambassador was that he suffered from a lack of human 
resources. Racicot said that MINUSTAH helps the minister take 
care of administrative duties because the ministry lacks a 
competent staff. On the positive side, Magloire is 

universally understood to be incorruptible and free of any 
charges or suspicion of corruption making him one of the few 
within the justice ministry about whom this claim can be made. 
SANDERSON 
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E.O. 12598: N/A 

TAGS: ECON, EAGR, KFLU, TBIO, CASC, AJ 

SUBJECT: AZERBAIJAN: THE DEVELOPMENT AND EXERCISING OF AVIAN AND 
PANDEMIC INFLUENZA RESPONSE PLANS 


SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. 
REF: A) State 022991 B) Baku 265 


1. (U) Summary: In response to the risks posed by the Avian 

Influenza threat, on March 4, 2006 the GOAJ introduced and began 
implementing an Action Plan for Prevention and Containment of HPAI, 
under the coordination of the Azerbaijani Commission on Avian 
Influenza. The Commission included all relevant Ministries, under 

the chairmanship of Deputy Prime Minister Yagub Eyyubov. A working 
group has been established by the Ministries of Health, Agriculture, 
and Ecology and Natural Resources. The Joint Plan incorporates the 
main recommendations of the WHO and FAO/OIE missions, and provides a 
good basis for strengthened actions on the animal and human health 
sides, although greater efforts are still needed to integrate, 

reconcile, address gaps and avoid overlaps between activities 
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planned by the different ministries. END SUMMARY. 


2. (SBU) The GOAJ Action Plan for Prevention and Containment of 
HPAI includes the following main actions: (i) banning of the import 

of live birds and poultry products from countries at risk (Turkey, 
Russia, and Iran among others); (ii) requirements that poultry farms 
follow strict sanitary-epidemiological and veterinary regulations; 

(iii) increased monitoring of bird deaths and illnesses and human 
influenza; (iv) a public awareness campaign through the mass media 
to keep the population informed; (v) restriction of chicken sales to 
controlled shops and supermarkets; (vi) banning of wild bird hunting 
and sales; (vii) bird shootings for research purposes in major hot 
spots and protected areas; (viii) vaccination of chickens against 
Newcastle disease, which is endemic in Azerbaijan and which presents 
symptoms similar to Avian Influenza (Al); and (ix) disinfection of 
vehicles passing the borders with neighboring countries. 


3. (SBU) The overall responsibility for animal health lies with the 

State Veterinary Service (SVS) in the Ministry of Agriculture (MOA). 

The SVS was formerly a semi-autonomous State Veterinary Committee, 
but was paced under the MOA by Presidential Decree in October 2004. 
A new veterinary law that envisages the further streamlining of the 

State Veterinary Service was promulgated in November 2005, with work 
ongoing on the supporting regulations. A preliminary reform 

strategy has been prepared, which includes privatizing the field 
veterinary service departments and contracting some public health 
veterinary measures to private veterinarians. The SVS is 

responsible for monitoring and control of 6 epizootic and epidemic 
diseases (recently reduced from 11), border controls, meat and 
livestock product inspection, and disease diagnosis and prognosis. 

It has a total staff number of around 4,290, including some 770 in 
district and municipality-level veterinary departments; 2,500 in 

field veterinary service departments; and about 560 laboratory 

staff. There are currently one republican, 12 zonal and 46 

district-level diagnostic laboratories. The SVS is abolishing 

district-level diagnostic laboratories. 


4. (SBU) The Ministry of Health has prepared an emergency action 
plan which incorporates the main WHO recommendations. The plan 
mainly refers to clusters of activities and to the responsible 
agencies, but does not have other elements of a plan in terms of 
resources, logistics, and command and control of activities. This 
plan cannot be considered a joint animal and human influenza plan 
since it admittedly contains only scant reference to human health. 

A human influenza preparedness and action plan is also under 
preparation. In short, all these plans recently completed or under 
preparation largely remain to be streamlined and consolidated. 


5. (SBU) Early February 2006 assessment missions by WHO and FAO/OIE 
diagnosed the country surveillance and containment capacity as weak 
on both the veterinary and human health sides. The main issues 
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identified included: (i) the need to strengthen inter-ministerial 
coordination and to integrate initial action plans developed by the 
veterinary and human health authorities; (ii) critical supplies are 
insufficient, inadequate and unevenly distributed; (iii) training 

for HPAI is ad hoc and needs to be stepped up significantly; (iv) 
HPAI diagnostic capacity is insufficient, particularly on the human 
side -while veterinary services recently purchased new diagnostic 
equipment (Real Time Polymerase Chain Reaction), but capacity for 
sampling, preparation, and interpretation of results is weak; (v) 
insufficient quantity, quality and use of Personal Protective 
Equipment (PPEs) and disinfecting equipment; (vi) deficiencies in 
the infrastructure of laboratories, affecting their bio-safety; 

(vii) inadequate isolation capacity and patient care facilities (no 
Intensive Treatment/Care Unit) of the HPAI management hospital 
(Hospital 7 in Baku); (viii) lack of protocols and guidelines 
(assessment, investigation, containment, culling, compensation, 
treatment of patients with influenza-like illness); (ix) 

insufficient stockpile of antiviral drugs and a usage strategy needs 
to be developed; (x) no systematic vaccination against seasonal 
influenza of personnel at risk; and (xi) weak supply of clear and 
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consistent information, creating confusion and reduced trust in 
public institutions. The Bank and other donor partners are working 
actively with the Government to address these issues. 


6. (SBU) In March 2007, USAID still found surveillance and 
containment capacity to be weak in Azerbaijan. The main issues 
include: (i) samples handling, packaging (it is not clear if the 
appropriate capsules, containers are used); (ii) lab staff incapable 
to operate the equipment due to lack of training; (iii) limited 
number of veterinary services in the regions, an average of one vet 
expert per six or seven villages; (iv)no active surveillance, the Al 
working group doesn\'t monitor every single village; (v) weak 
laboratory performance quality control (Despite internationally 
accepted norms, the GOAJ doesn\t verify every second sample at the 
internationally recognized Al laboratories, by that omission missing 
chances to raise Azerbaijan\'s credibility.). 


7. (SBU) Comment: Although an official Al Action Plan has been 

approved by National Avian Influenza Commission on March 4, 2006, a 
common strategy to be pursued by all ministries and other 

stakeholders involved has not been developed. At the moment there 

are two separate documents: (i) the above mentioned Al Action Plan 

to Prevent and Control HPAI prepared by the Ministry of Agriculture, 

and (ii) a document developed by the Ministry of Health on the basis 

of the WHO assessment mission. The two documents incorporate the 
main recommendations of the WHO and FAO/OIE missions, and provide a 
good basis for strengthened actions on the animal and human health 
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sides, although greater efforts are still needed to integrate, 
reconcile, address gaps and avoid overlaps between activities 
planned by the different ministries. END COMMENT. 


HYLAND 
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1. SUMMARY: Iraqi Vice President Abd al-Mahdi told the 
Security Council that 2007 will be the year of civil peace 

and unity in Iraq. The UN Security Council held March 15 its 
quarterly open briefing (REFTEL) on the activities of the UN 
Assistance Mission to Iraq (UNAMI) and the Multinational 
Forces - Iraq (MNF-I). The Iraqi Vice President reported 
that the Baghdad Security Plan (BSP) has resulted in a 
\"noteworthy reduction of violence and he underlined the 
international community\'s responsibility to help Iraq defeat 
the violent terrorist threat, which is funded and supported 

by international terrorist networks. Special Representative 
ofthe Secretary General to Iraq (SRSG) Qazi also noted the 
\"marked decrease in violence\" due to the BSP. He told the 
Council that the March 10 regional meeting in Baghdad was an 
important step to build security and stability for Iraq. 
Ambassador Wolff delivered the status report (REFTEL) on 
behalf of MNF-I, stressing that the Iraqi government 
continues its efforts to secure a stable future for Iraq\'s 
citizens and progress in the political, economic, and 

security arenas are all essential to helping Iraq achieve its 
goals. Council members responded to the briefings with 
support for UNAMI, the Iraqi government, and the 
International Compact with Iraq (ICI), calls for Iraqi 

national reconciliation and an inclusive political process, 
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and urgent appeals for assistance to Iraqi refugees and IDPs. 
END SUMMARY. 


SECURITY 


2. During the UN Security Council\'s March 15 quarterly open 
briefing for the UN Assistance Mission to Iraq (UNAMI) and 
the Multinational Forces - Iraq (MNF-I), SRSG Ashraf Qazi, 
Ambassador Wolff, and Iraqi Vice President Abd al-Mahdi all 
pointed to a reduction of violence due to the new Baghdad 
Security Plan (BSP). Russia disputed that fact and said 

there were \"no significant results\" from the BSP. Indonesia 
welcomed Iraqi PM Maliki\'s plan to deal with armed groups and 
China hoped the BSP would succeed to give hope to Baghdad 
residents. France noted that the security situation remains 
\"grave.\" 


3. All delegations underlined that a military solution alone 
cannot achieve security and stability for Iraq. Most Council 
members stressed that national reconciliation and an 
inclusive and fair political process are the keys to security 
and stability. Qatar stated that political solutions \"cannot 
be imported from abroad\" but also noted that international 
support is important for Iraq. The UK agreed that national 
reconciliation is important, but also stated that the cycle 

of violence and attacks must be stopped. The Iraqi Vice 
President responded to Council members\' heavy emphasis on the 
need for an internal political solution by saying that lraq 
will \"uphold its duties to promote national reconciliation,\" 
but much of the violence in Iraq is perpetrated by 
international terrorists. This terrorism is funded and 
supported by international networks and it is the 
international community\'s responsibility to help Iraq fight 
it. 


4. Russia and France both called for a timeline for the 
withdrawal of foreign troops, while Indonesia said that 
foreign troops should be withdrawn when Iraq is ready in 
order to avoid a security vacuum. 


POLITICAL PROCESS 


5. SRSG Qazi welcomed the March 10 regional meeting in 
Baghdad and said it was an important step to reducing 

violence and increasing stability and eventually economic 
prosperity in Iraq. Qazi underlined that no regional powers 

at the March 10 meeting called for an MNF-I withdrawal. All 
Council members joined Qazi in welcoming the regional meeting 
in Baghdad. Italy encouraged Iraq to expand the meeting to 
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include other important players (namely Italy) and suggested 

that G8 members participate. China told the Council that the 
March 10 meeting had a \"good atmosphere and Russia said that 
it looks forward to the follow-on Ministers meeting. 


6. Vice President Abd al-Mahdi told the Council that Iraq had 
made a strategic decision to pursue national reconciliation. 
Qatar urged Iraq to include \"all sects\" in a political 

solution to the country\'s problems. Slovakia noted that 
de-baVathification and the constitutional review are 

important elements of the political process. Indonesia 

praised Ayatollah Sistani\'s fatwa on the importance of 
inter-sectarian tolerance and harmony and announced an April 
2-3 conference in Indonesia on Iraqi national reconciliation. 


ECONOMY 


7. Ambassador Wolff encouraged active participation by 
regional and global partners in the International Compact 

with Iraq (ICI) and called it critical to assisting lraq\'s 
development efforts. SRSG Qazi, Vice President Abd al-Mahdi 
and Council members also fully supported the ICI as an 
important component of lraq\'s economic reconstruction and 
development. 


8. Russia said that the new hydrocarbon law should ensure 
equal access to Iraq\'s natural resources and argued that all 
companies from around the world should be on equal footing 
when competing for contracts to work in the oil and gas 
sectors. Russian companies are ready to participate in the 
reconstruction of Iraq, the Russian represented said. 


REFUGEES 


9. Many Council members expressed serious concern about the 
deteriorating humanitarian situation of Iraqi refugees, 

mostly in Syria and Jordan, and Iraqi IDPs. The Iraqi Vice 
President said that IDPs would benefit from the success of 

the BSP and 100 families have already been able to return 
home. He welcomed the UN High Commissioner for Refugees 
(UNHCR) April 17-18 conference on the subject and hoped the 
meeting would help \"end the suffering\" of the refugees. 
Council members emphasized the importance of the UNHCR April 
conference and pressed for concrete action. Qatar called the 
refugees\' situation a \"real crisis\" and France said it could 
become a \"genuine humanitarian emergency.\" 


10. Before the meeting concluded, SRSG Qazi thanked Council 
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members for their strong support for UNAMI and the Iraqi Vice 
President called on UN agencies to return to Iraq as 
conditions become safer and thanked MNF-I for its help in 
improving the security situation. 

WOLFF 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1. 4 (D) 


1. (C) Summary. President Chavez visited Argentina, Bolivia, 
Nicaragua, Haiti, and Jamaica March 8-13 in an obvious, but 

in our view unsuccessful, effort to upstage the Presidents 
March 8-14 visit to Latin America (Refs B-D). Upon his 

return to Venezuela, an unusually defensive Chavez appeared 
on a special television broadcast to boast that he delivered 

a \"knock-out\" against the President and to complain about the 
scant, and often critical, coverage the international media 


Column 3 

gave to ChavezY \"shadow tour.Y While Chavez is not losing 
support among his fervent supporters with his regional 
pretensions, the opposition appears to be finding a receptive 
audience by questioning the value of ChavezY foreign aid 
initiatives. Chavez had predicted that huge demonstrations 
would \"repudiate\" the President\'s visit to Latin America, but 
no such extraordinary protests materialized, not even in 
Venezuela. While Chavez did not appear to do significant 
damage to himself at home or abroad, he does appear to have 
diluted his own media and political appeal by virtue of his 
own mistakes during his latest foreign adventure. End 
Summary. 


2. (SBU) President Chavez returned to Caracas March 13 after 
shadowing President Bush\'s March 8-14 visit and declared that 
he had delivered a \"knock-out\" against the President. Chavez 
visited Argentina March 8-10, Bolivia March 10-11, Nicaragua 
March 11-12, Haition March 12 and Jamaica on March 13. With 
the exception of his trip to Argentina, which he mentioned 
several days in advance, Chavez announced each leg of his 
trip only days before arriving, and most appeared fairly 
haphazardly organized. Nevertheless, the Venezuelan 
president continues to insist publicly that the fact that he 

was in the Southern Cone, the Andean region, and Central 
America at the same time the President visited Uruguay, 
Colombia, and Guatemala was \"pure coincidence. While 
extended foreign tours are nothing new for Chavez, his 
defensiveness regarding his latest Latin American tour is. 


3. (SBU) Chavez defended his trip during a special March 13 
television broadcast of \"Alo, Presidente\" (his daily 
broadcast is usually only televised on Thursdays). He 
insisted that his March 8-13 visits in the hemisphere were 
part of his ongoing efforts to promote regional integration 
and that the President\'s trip to the region was the real 
\"shadow tour\". In an apparent effort to counter criticism of 
the cost of his foreign travels, Chavez told his viewers that 
he was working \"for the best interests of the country\" and 
not engaged in tourism or \"wasting time.\" He asserted that 
while the President was met by protests (including ones the 
BRV helped orchestrate), he was warmly received on his stops. 


4. (SBU) During the same broadcast, Chavez dwelled on what he 
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asserted was USG manipulation of international news channels 
(sic) to give his own Latin American tour scant coverage, 
especially the second half of his tour to Nicaragua, Haiti, 

and Jamaica. He accused \"right wingW media of 
mischaracterizing him as a \"showman\" and blasted CNN and 
other news stations for saying the President is more popular 

in Latin America than Chavez. He deconstructed critical 
op-eds by former Mexican foreign minister Jorge Castaneda and 
Andres Oppenheimer line by line. In contrast, the BRV 
required local television stations to cover Chavez\' March 9 
speech to an anti-Bush rally in Buenos Aires live for the 

entire two hours he spoke and pro-government media outlets 
gave Chavez\' tour prominent, daily coverage. 


5. (SBU) Chavez also made his recent Latin American tour the 
focus of his March 14 \"Alo, Presidente\" radio broadcast, 
indulging in a lengthy diatribe against the governing \"elite\" 
and \"mafia\" of the United States. He complained that the 
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President declined to mention him by name during recent press 
conferences and insisted that U.S. efforts to \"contain\" him 
were the central theme of the President\'s Latin American 

visit (Sic). The Venezuelan president noted with 

satisfaction that Barbara Walters had interviewed him earlier 

in the day and said he told her that his dispute with the 
President is not \"personal,\" but based on political 

differences. 


6. (SBU) Local perceptions of Chavez! trip are largely a 
reflection of peoples\' attitudes toward his government: 
Chavez supporters parrot the Venezuelan president\'s 
pronouncement that the trip was a success while members of 
the opposition view the trip, as one professor puts it, to 

have been the latest example of Chavez\' \"messianic 
overreach.\" The trip has given the opposition ammunition to 
point out that Chavez: 


-- did not have as much \"face time\" with other Latin American 
presidents (Kirchner\'s non-attendance at the March 9 
anti-Bush rally is much commented upon); 


-- appeared to be chasing the President around the 
hemisphere, letting the President, in effect, set Chavez\' 
agenda; 


Column 3 


-- did not attract the crowds that Chavez had drawn in 
previous tours or generate \"rock star" fervor. 


In addition, the local media gave prominent coverage to 
ChavezY condemnation of ethanol as an alternative energy 
source, as well as Chavez promise to \"talk to Lula\" about 
this issue. Chavez\' ongoing attacks on ethanol as taking 
away food from people to feed luxury cars is becoming a very 
public difference between the BRV and the Brazilian 
government (Embassy will address the BRV\'s rather confused 
views on ethanol septel). 


7. (C) Venezuela\'s opposition is also capitalizing on the 

many aid promises Chavez made during his tour (Ref E), 
contrasting the large sums Chavez has pledged with the 
pressing, unaddressed social needs at home. The local media 
reported in detail on the accumulating commitments Chavez is 
making to other Latin American countries. On the road, 
Chavez continues to try to build a case that the BRV is a 

more generous aid donor in the region than the USG. In 
Venezuela, Chavez tends to describe such programs only in 
broad terms, highlighting the BRVYs commitment to regional 
integration, social solidarity, and the BRV\'s opposition to 
existing international financial institutions and the USG. 
Primero Justicia and other opposition leaders commented to 
the media that it is WabsurdW for the BRV to criticize the 
country with which it has its most important economic 
relationship. 


8. (SBU) Prior to departing on his trip, Chavez had predicted 
that the President would be met with large demonstrations of 
\"repudiation.\" He continues to insist that large crowds 
rejected the President\'s visit, but the Venezuelans we have 
spoken to are, by and large, unimpressed by the anti-Bush 
rallies in the region, including the ones attended by Chavez. 
Moreover, while Chavez was on the road, anti-Bush 
demonstrations and a downtown Caracas rally in Venezuela 
fizzled. The March 11 \"Bush Out of Latin America\" march on 
the Embassy attracted the participation of only around 50 
people (fewer than the local police on hand). A follow-up 
March 12 effort attracted only four lonely Chavistas. 
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9. (C) By dint of his deep pockets (and willingness to make 
ever more promises), Chavez strengthened ties somewhat with 
Argentina, Bolivia, Nicaragua, Haiti, and Jamaica (Refs B-E). 
He also continued to posture himself as a regional (albeit 
self-appointed) leader. But by the high standards he set for 
himself before departing for Argentina (Ref A), Chavez! 
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latest Latin American tour, compared to previous trips, was a 
relative flop. While Chavez managed to persuade other Latin 
American countries to give him an international platform to 
rail against the President\'s March 8-14 visit to the region, 

he did not succeed in stealing international media attention 
away from the President, and he had difficulty attracting the 
crowds that he would have hoped for. 


10 (C) Moreover, the media attention Chavez did generate 
focused renewed scrutiny of his authoritarian showmanship. 
Chavez noted publicly that former Vice President Jose Vicente 
Rangel wrote him to urge him to task the BRV\'s embassies to 
go on a diplomatic (read propaganda) offensive. Chavez had 
also predicted that anti-Bush demonstrations would resemble 
the violent protests that then Vice-President Nixon faced 
during his 1958 visit to Venezuela, but no such ugly 

incidents materialized, not even in Venezuela. While we 
expect Chavez will continue to be able to buy friends and 
influence partners, his own outsized ego, excessive ambition, 
and poor delivery on promises are likely to continue to 

hinder his efforts to lead an anti-American coalition. 


WHITAKER 
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SUBJECT: ARMENIA CELEBRATES NATO WEEK (WITH A LITTLE HELP FROM ITS 
FRIENDS) 


YEREVAN 00000332 001.2 OF 002 


This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Embassy Yerevan provided key support to ensure that 
Armenia\'s first "NATO Week," held March 12-16, was a success. The 
Week was launched with the NATO - Armenia Youth Educational Rally, 
featuring the departure of a NATO bus that traveled from one end of 
Armenia to the other giving presentations at seven university towns 
outside of Yerevan. The week concluded with a sometimes emotional 
digital video conference (DVC) between Armenian peacekeeping troops 
in Kosovo and their family members in Armenia. In between, there 
were numerous other events, including a roundtable hosted by the 
Embassy for NATO ambassadors with NATO Assistant Secretary General 
for Public Diplomacy Jean Fournet as the guest speaker. The events 
received wide media coverage, especially the DVC. If the publicity 

did not entirely banish the skepticism shown by many Armenians over 
joining NATO, it certainly went a long way toward ensuring that 
Armenian public is better informed about NATO\'s objectives, values 
and activities. End summary. 


2. (SBU) Charge d\'Affaires Anthony Godfrey helped kick off \"NATO 
Week\" by speaking to a group of enthusiastic Armenian youth at a 

rally in Yerevan held by the Armenian Atlantic Association (AAA) as 

part of its NATO awareness campaign, which was funded largely 
through a Democracy Commission small grant. Several young members 
of AAA then took off in a bus and, in the course of five days, 

traveled from one end of Armenia to another, speaking to university 
students in seven cities in the region. The group ended \"NATO Week\" 
back in Yerevan for a concluding ceremony. 


3. (SBU) The response outside Yerevan was more NATO-skeptical than 
in Yerevan. We attended the AAA-led discussion in Vanadzor, where 
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the students at Dimitric University were quite skeptical about NATO 
and about the value of Armenia\'s international engagement generally. 
The students were suspicious of NATO\'s anti-Soviet past and the fact 
that Turkey is a leading member of the Alliance. By the end of the 
discussion, the AAA discussion leader had made some--but far from 
complete--headway in persuading participants that Euro-Atlantic 
institutions offered value for Armenia. This discussion was an 
important way for the students to hear a positive message regarding 
NATOVs mission and core values. 


4. (U) The U.S. embassies in Yerevan and Pristina, together with the 
Armenian Ministries of Foreign Affairs and Defense, organized an 
extremely successful digital video conference that connected 23 
Armenian peacekeepers serving in Kosovo with their families in 
Armenia. The soldiers, most of whom were away from home for the 
first time, were very excited to see their friends and families for 

the first time in four months. At one point, when a soldier who 
formerly served in Kosovo was reconnected with his fellow 
peacekeepers, the soldiers and families all broke out into song. 

The video conference was opened by the U.S. Charge d\'Affaires and FM 
Vartan Oskanian. Oskanian, who was scheduled to leave after his 
opening remarks but chose to stay for the entire hour, made a point 
of thanking the USG for the DVC, calling it a \"very precious gift.\" 
We would like to thank U.S. Office Pristina for the wonderful job 
they did arranging their side of the DVC. 


5. (U) The DVC not only connected Armenian soldiers with their 
families, but the emotional event was also viewed on television 
throughout the country. Public TV, Armenia\'s most popular 

television station, MCVed and recorded the event. The station aired 
footage on their news program that evening, and broadcast a separate 
half-hour long segment on prime time the following evening. In 
addition, Public TV compiled and copied DVDs with footage of the 
video conference, which the embassy delivered to a number of other 
local television stations, resulting in broad television coverage of 

the conference. 


6. (SBU) The Embassy also organized a March 16 roundtable that 
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brought together NATO members\' ambassadors to Armenia. During the 
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meeting, NATO Assistant Secretary General for Public Diplomacy Jean 
Fournet, who was in Armenia to mark NATO Week, sought the 
ambassadorsY opinions on how to improve NATO\'s image in Armenia. 
Fournet told the ambassadors that public diplomacy in Armenia was 
especially important because it was part of the goal of explaining 
NATO\'s role to people in the countries surrounding Afghanistan, 
Kosovo, and Russia. 


7. (SBU) The visit to Armenia of Collective Security Treaty 

Organization (CSTO) Secretary General Nikolay Bordyuzha during NATO 
Week was an interesting confluence of events. During his visit, 
Bordyuzha said that Armenia was an active member of the CSTO and saw 
its security as being protected within the CSTO framework. 

According to BBC\'s Caucasus Monitoring agency, comparing the CSTO 
with NATO, Bordyuzha said that NATO was created more than half a 
century ago and has developed a major public diplomacy effort. The 
BBC reported that Bordyuzha said that the CSTO cannot conduct a 
similar public diplomacy campaign, but that it is making some 

efforts at increasing public awareness of the organization. 


8. (SBU) While a November, 2006, IRI poll showed that almost half 

(43 percent) of Armenians supported NATO membership for Armenia, it 
was clear from AAA\'s meetings with students that much work remains 
to be done. Our experiences observing the AAA discussion groups 
suggest that NATO skepticism may remain more deeply entrenched 
outside of Yerevan--even among the upcoming generation of youth whom 
we might otherwise expect to be more NATO-friendly. NATO Week in 
Armenia made concerted progress towards increasing public knowledge 
of NATO, and hopefully towards building support for the Alliance. 

The DVC, which reached Armenian television viewers throughout the 
country, appears to have been an especially effective means of 

helping to build support for Armenia\'s continued participation in 
international deployments and cooperation with NATO. 
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TAGS: PTER, KNNP, MCAP, PINR, PREL, PINS, PARM, PGOV, EZ, RU 
SUBJECT: U.S. AND RUSSIANS JOINTLY DEMARCHE CZECH REPUBLIC 
ON GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM 


REF: A. STATE 21535 
B. STATE 26678 


Classified By: DCM Cameron Munter 
for reasons 1.4 (b) and (d) 


1. (C) On March 16, DCM and Russian DCM Oleg Lushnikov 
presented the points outlined in reftel to Jan Kara, director 

of the United Nations Department of the Czech Ministry of 
Foreign Affairs. Kara was very receptive to the message, and 
responded that he was \"nearly 100 percent sure\" the Czechs 
would agree to respond in writing to the Americans and the 
Russians in support of the initiative. Kara promised to 
circulate our information (provided in English and Russian, 

he noted) within the ministry, and said he believe that 

within a week or two we would get an answer. 


2. (C) Kara had only two questions: he asked whether, by 
writing in support of the initiative, the Czechs would become 
“members!” of the initiative and if so, what precisely 
membership entailed (other than participation in the next 
meeting of the initiative in Kazakhstan this summer); and 
whether the United States and Russia had approached the EU on 
this initiative as they had to constituent members of the EU. 
The mood of the meeting was friendly, and the Russian DCM 
seemed pleased to be taking part in such a joint demarche 
(which he referred to as \"historic\"). (Note: The Embassy is 
providing details of the Global Conference (Ref B) to Kara, 

as well as a copy of the February 12 Joint Statement of the 
Co-Chairmen. End note) 


3. (U) ACTION REQUEST: Post requests guidance on the two 
questions asked by Kara in paragraph 2 above. 
GRABER 
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E.O. 12958: DECL: 03/19/2017 

TAGS: PREL, PTER, ET, ER, AU-1 

SUBJECT: ETHIOPIA SEEKS INTERNATIONAL CONDEMNATION OF 
ERITREA FOR HOSTAGE-TAKING 


REF: ASMARA 300 (NOTAL) 
Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B) AND (D). 


1. (C) SUMMARY. Ethiopian State Minister for Foreign Affairs 
Takeda Alemu called in P-5, EU, and other Ambassadors to seek 
support for Ethiopia\'s call of condemnation of Eritrea for 
orchestrating the hostage-taking of five British Embassy 

staff as well as thirteen Ethiopians. Takeda, referring to 

the assassination plot against Egyptian President Mubarak in 
1996 in Addis Ababa, said Ethiopia would raise at the AU and 
UN the hostage issue and Eritrea,s role. In addition, by 
making public Eritrea,s responsibility in the 

hostage-taking, Ethiopia hopes to keep the eight remaining 
Ethiopian hostages alive and eventually released. For now, 
with Ethiopian troops committed to Somalia, Ethiopia will 

rely on diplomatic pressure on Eritrea to resolve the hostage 
crisis. END SUMMARY. 


2. (C) State Minister Takeda called in the P-5 member 
Ambassadors as well as Ambassadors from the EU and other 
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countries on March 19 to seek international support for eight 
remaining hostages, all Ethiopians, and to condemn Eritrea as 
the culprit behind the hostage-taking of five British Embassy 
staff and thirteen Ethiopians. Takeda said the group was 
taken in Ethiopia and brought to Eritrea. He said that 
Eritrean intelligence orchestrated the hostage-taking. To 
thank Eritrean President Isaias for gaining the release of 

the five Europeans was unacceptable, Takeda remarked. He 
reminded the Ambassadors that eight Ethiopians remain as 
hostages in Eritrea. The hostage crisis is not over, and 
Takeda pleaded for international support for Ethiopia. 


3. (C) Takeda referred to the assassination attempt on 
Egyptian President Mubarak in Addis Ababa in 1996. At that 
time, Ethiopia raised with the OAU and the UN condemnation of 
Sudan for its role in the plot. Takeda said in this current 
hostage situation, Ethiopia was publicly seeking 

international support to condemn Eritrea for taking hostages 
from Ethiopian territory and bringing them to Eritrea. 
Eritrea,s record in Somalia and Sudan clearly made Eritrea a 
\"state sponsor of terrorism,\" he said. Takeda hinted that 
Ethiopia would raise this issue at the AU and UN. Takeda 
also noted that going public with Ethiopia\'s charges would 
hopefully help prevent the killing of the eight remaining 
Ethiopian hostages in Eritrea. 


4. (C) COMMENT: Takeda said that Ethiopia would seek 
diplomatic means to pressure Eritrea into releasing the 
remaining Ethiopian hostages. Takeda hinted that Ethiopia 
has evidence, and that they would look to the debriefing of 
the former British and one French hostages for evidence in 
support of Ethiopia\'s assertion of Eritrea,s direct 
involvement in the hostage-taking. With Ethiopian troops 
committed to Somalia operations, Prime Minister Meles has 
been clear in our private discussions that he wants to avoid 
another war front with Eritrea. For now, diplomatic pressure 
on Eritrea to keep the hostages alive or released will be 
Ethiopia\'s strategy. END COMMENT. 


5. (U) DCMVs March 16 meeting with British Ambassador, 
following the release of the five British Embassy staff, will 
be reported septel. 

YAMAMOTO 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PGOV, PREF, RW 

SUBJECT: KAGAME ON TRIPARTITE-PLUS, DARFUR, AND REFUGEE 
ISSUES 


Classified By: Ambassador Michael R. Arietti, reason 1.4 (B/D) 


1. (C) On March 16 AF DAS James Swan advised President 
Kagame on the principal successes of the just-completed 
Tripartite Plus conference, detailing progress on \"active 
approaches\" toward eliminating Negative Forces, and a common 
\"Wanted List\" to be circulated among the four nations by 
means of the Fusion Cell intelligence apparatus. Swan also 
commended Rwanda\'s \"patience\" and professionalism in its 
military deployment to Darfur as part of the AMIS 

peace-keeping mission, and asked Rwanda to continue its 
\"critical\" participation. Kagame detailed his government\'s 
frustration with the AMIS mission, and said deployment of the 
previously pledged 4th battalion was \"frozen\" pending 
resolution of AMIS leadership and other issues. PRM DAS 
William Fitzgerald expressed USG disappointment with 
Tanzanian treatment of rwandaphone expellees, noting he would 
address the issue with Tanzanian authorities on the next leg 

of his trip, and stated that \"now was the time\" to begin 
repatriation of Congolese refugees to the DRC from Rwandan 
camps. End summary. 


2. (C) AF DAS Swan and PRM DAS Fitzgerald met President 
Kagame March 16 in Kigali, driving to the presidential 
compound immediately upon the conclusion of the March 14-16 
Tripartite Joint Commission (TJC) meeting (see septel on 
Tripartite deliberations). Ambassador Arietti, Foreign 

Minister Charles Murigande, and Great Lakes Envoy Richard 
Sezibera also participated. Swan told Kagame that the 
Tripartite meeting had been successful on a number of fronts, 
and the USG intended to continue its stewardship of the 
sessions \"so long as the four governments wish us to.\" Swan 
said that good progress had been made in sharing intelligence 
with a view toward \"active approaches\" toward Negative 
Forces. The agreement that the four Defense Ministers would 
meet within a month\'s time was one sign of this strengthened 
commitment to activists solutions. Swan also commended 
progress on a combined \"Wanted List\" to be examined by the 
Tripartite Fusion Cell and Focal Points. Several delegations 
had shown flexibility on shared lists of names, and the TJC 
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had agreed to work toward adopting a common list at its next 
session in June. 


3. (C) Swan also offered \"strong support" for the Rwandan 
deployment to Darfur, saying the USG recognized the 
\"patience\" exercised by the GOR in dealing with the many 
problems associated with the AMIS mission. Rwanda\'s 
participation in AMIS was \"critical\" to its success, as the 
RDF battalions were the most effective in the field. While 

the USG was sympathetic to Rwanda\'s frustrations, he asked 
that Rwanda continue its deployment. Without Rwandan 
participation, the situation would be \"far worse than it is.\" 
The USG, said Swan, was supportive of Rwanda\'s candidacy for 
an AMIS leadership position, and suggested that Kagame 
contact South African President Mbeki, who was himself in 
contact with President Bashir. 


4. (C) Kagame began by expressing his support for the 
Tripartite Plus process. He noted Rwanda\'s continuing 
concern for events in eastern DRC, and detailed the GOR\'s 
participation in efforts to reintegrate Laurent Nkunda\'s 
military formations in the FARDC. Rwanda had acted at the 
behest of President Kabila, and had worked to \"put the DRC 
and Nkunda together.\" After these joint efforts, the GOR 
was, then, surprised to find Nkunda on the DRC first list of 
\"wanted names\" at the Tripartite sessions. DAS Swan noted 
that the DRC delegation had shown \"sensitivity\" on this issue 
(as it had in removing senior Ugandan officials from its 

list, he said), and it was reconsidering its list. Kagame 

replied that the four nations needed to be \"frank\" on names 
for inclusion, and there must be no \"internal 

score-settling.\" Kagame said that the GOR remained ready to 
assist the DRC with the eradication of Negative Forces, and 
that a GOR military team, at the request of President Kabila, 
was in Goma to discuss options with FARDC commanders. 


5. (C) Kagame next expressed at length Rwanda\'s continuing 
frustration over events in Sudan and Darfur. Rwanda found 
the AU \"unresponsive\" on the many problems facing the AMIS 
deployment, including the force\'s general mandate, its 
command structure (the Nigerian AMIS commander was \"totally 
useless,\" he said), and logistical support. \"We are told to 

be patient,\" he said, but Rwanda wanted to be effective and 
efficient in its Darfur deployment, or \"we are finished.\" He 
then noted that Rwanda\'s frustrations had even pricked a 
conspiratorial reaction from a Ghanaian representative to the 
AU (unnamed). The Ghanaian had surmised that Rwanda\'s 
expressed disappointments with AMIS were generated by the 
U.S., which intended to step into the \"vacuum\" created by a 
Rwandan withdrawal, presumably with troops of its own. While 
this was \"farcical,\" he said, Rwandan did not want to remain 
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in an ineffective mission. Kagame noted that while the GOR 
had accepted in principle the sending of a fourth battalion 


to Darfur, that additional deployment was now \"frozen,\" 
pending improvement in AMIS support and performance. 


6. (C) Repeating the USG\'s wish to see Rwanda remain in 
Darfur, DAS Swan reiterated that the USG would try to assist 
the GOR in securing the AMIS force commander or other 
leadership position, although the USG did not have a \"place 
at the AU table when it came to such decisions. Regarding 
Rwanda\'s outstanding request for USG airlift to Darfur (Note: 
one rotation battalion was airlifted recently by the 

Algerians; two others await USG airlift) Swan said that the 
State Department and DOD were \"working the issue." 


7. (C) DAS Fitzgerald then expressed concern for the plight 
of rwandaphone inhabitants of western Tanzania being pushed 
back over the border without great concern for their \"dignity 
or propertyA" While the GOZ and GOR had agreed upon the 
return of this population (not including those who have 
long-standing and legitimate claims on Tanzanian 
citizenship), the manner of their expulsion was \"not 
acceptable.\" Upon his arrival in Dar es Salaam, Fitzgerald 
said he would \"take up the matter" with Tanzanian 
authorities. Tanzania had for decades had a solid record on 
refugee matters, he said, and he hoped to encourage them to 
continue it. 


8. (C) Finally, DAS Fitzgerald noted his recent passage 
through several regions of the DRC, and said \"the time is 
now! to begin repatriation of Congolese refugees in Rwanda. 
The security situation in DRC was acceptable in several 
eastern provinces, including South Kivu and Katanga, and the 
process of encouraging these refugee populations to return 
should begin in the near future. 


9. (C) Kagame replied that Rwanda had decided to communicate 
its concerns regarding the Tanzanian returnees in private, 

and avoid any public disagreements. The GOT was \"very 
defensive\" on the matter. The GOR wished to encourage better 
treatment, and more examination of the citizenship claims of 
some of the returnees, in a low-key manner. Kagame agreed 
that some of the Congolese refugees could return home now, 
but the situation was difficult, as the refugees \"changed 

their minds regularly\" on whether or not it was time to go. 
Equally, the DRC government changed its mind on whether it 
was \"time to receive them.\" 


10. (C) Comment. As usual, President Kagame was punctual, 
focused, and explicit in his comments and concerns. Unlike 
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the locally published remarks of Foreign Minister Murigande, 
he did not set any timeline for improvements in AMIS 
(Murigande said, in effect, \"AMIS must be better in 6 months 
or we leave\"), but Kagame was very clear in his unhappiness 
with the conduct of AMIS peacekeeping operations, and the 
need for positive improvements. He appeared satisfied with 
the results of the Tripartite-Plus Commission sessions, and 
willing to work closely with President Kabila to seek an end 
to instability in eastern Congo. End summary. 

ARIETTI 
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E.O. 12958: DECL: 03/20/2017 

TAGS: PHUM, ASEAN, EUN, KPKO, PREL, UNHCR-1, UNSC, BM, CD, 
CT, RP, ZI, NL 

SUBJECT: NETHERLANDS/HRC: BALANCING SUDAN, BURMA AND 
ZIMBABWE 


REF: A. STATE 29795 
B. THE HAGUE 406 
C. STATE 33357 
D. STATE 34009 


Classified By: Political Counselor Andrew J. Schofer; reasons 1.4 (b an 
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da). 


1. (C) Summary: The GONLY's top priority for the HRCVs 4th 
regular session remains Sudan. The Dutch do not believe that 
HRC action on Zimbabwe is practical. They are willing to 
consider alternative strategies, however, and their human 
rights ambassador will travel to Harare at the end of this 

week to discuss possible approaches. On Burma, the Dutch 
remain consistent in their support for ASEAN initiatives. 

They would like to defer HRC action on Burma until Western 
countries can agree on an effective strategy to counter the 
OIC. End summary. 


Sudan remains top Dutch priority at HRC, bar none 


2. (C) Political Counselor and poloff met March 16 with MFA 
Ambassador at Large for Human Rights, Piet de Klerk, who 
reiterated that Sudan remains at the top of the Dutch agenda 
for the current session of the HRC. De Klerk said that, 

while the GONL is supportive of efforts to address other 
problems, it would not act at the expense of efforts on 
Sudan. Other MFA officers have been more blunt - the MFA 
believes that any HRC action on Zimbabwe or Burma at this 
time would deflect critical attention from Sudan. The MFA is 
therefore unlikely, they say, to support any action at the 
current HRC session on either of these two issues. 


Zimbabwe: What can South Africa do? 


3. (C) Separately, MFA Human Rights Policy Officer Arjen Kool 
asked what message the United States was delivering to South 
Africa. He was hopeful that Pretoria could be goaded into 
taking a more critical stance in public of Mugabe\'s 
government. He noted also that Ambassador de Klerk would 
arrive in Harare March 23 and would hold talks with NGOs, the 
MDC and the U.S. Ambassador. 


4. (C) Kool said that the GONL had no plans to issue 
statements publicly, but that it stood fully behind the EU\'s 
German Presidency statement of last week. 


Burma: Support for ASEAN action 


5. (C) The Dutch believe HRC action on Burma, absent a 
Western consensus, is ill advised. They prefer to wait for a 
Western consensus to emerge, even if this means waiting until 
this summer\'s 5th session. On the other hand, according to 
MFA Policy Officer Joris Geeven, the GONL remains supportive 
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of ASEAN initiatives to increase pressure on the Burmese 
government. 

ARNALL 
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SIPDIS 
SIPDIS 
DEPT FOR IO/MPR (B. HACKETT) AND USUN/MR (B. GARCIA) 


E.O. 12958: N/A 

TAGS: PREL, ACABQ, AORC, APER, UNGA, UNGA/C-5, UNGA/C-6, NL 
SUBJECT: NETHERLANDS/UN REFORM: INTERNAL ADMINISTRATION OF 
JUSTICE 


REF: STATE 31831 


1. Poloff delivered reftel demarche March 16 to MFA UN and 
IFls Political and Legal Affairs Division Head, Peter van der 
Vliet. The MFA, according to van der Vliet, will be 

concerned with any measure that has significant financial 
implications or that might allow employee unions to bypass 

the 5th Committee or the UNGA. Otherwise, he said, the Dutch 
were unlikely to offer strong opposition to the proposals. 


2. Van der Vliet referred to the results of UN 

staff-management consultations in Nairobi, which he said were 
put forward by some as a good model. He thought these might 
be worth looking at. He concluded by noting that the MFA was 
allowing its staff in New York maximum discretion and would 
likely not object to recommendations they sent to The Hague. 
ARNALL 
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RUEHZN/ENVIRONMENT SCIENCE AND TECHNOLOGY COLLECTIVE 
RUEHPH/CDC ATLANTA GA 

RUEHRC/DEPT OF AGRICULTURE WASHDC 

RUCPDOC/DEPT OF COMMERCE WASHDC 

RUEAUSA/DEPT OF HHS WASHDC 

RUEAHLC/DEPT OF HOMELAND SECURITY WASHDC","UNCLAS CAIRO 000778 


SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR NEA/ELA, AIAG FOR WINN AND LANGE, ISN FOR BODNAR 
AND RAO 
AMMAN FOR WHITTLESEY 


E.O. 12958: N/A 

TAGS: KFLU, KSTH, TBIO, ECON, PREL, EG 

SUBJECT: EGYPT AVIAN FLU UPDATE: 26TH HUMAN CASE 
CONFIRMED, NINE OUTBREAKS ON COMMERCIAL FARMS REPORTED 


Sensitive but unclassified. Not for internet distribution. 


1.(U) Ministry of Health and Population officials (MOHP) 
confirmed the 26th case of highly pathogenic H5N1 ina 
two-year old boy on March 19, and the 25th case on March 14 
in a ten-year old girl, both from the Aswan governorate. 

Their families raise backyard poultry. Thirteen of the 

twenty-six confirmed human cases since March 2006 have died. 


2. (SBU) Ministry of Agriculture (MOA) officials expressed 
concern over nine confirmed H5N1 outbreaks in the commercial 
poultry sector since February 2007. The government official 
responsible for avian influenza diagnostics told econoff on 
March 18 that \"very poor biosecurity\" standards on the nine 
farms led to recent H5N1 outbreaks. \"If we are going to 
continue a mass vaccination program, we must improve the 
standards on commercial farms.\" 


3.(SBU) One of these commercial farmers may be facing 
prosecution for knowingly selling infected birds to backyard 
farmers and directly causing another human case, according to 
MOA officials. The parents of human case number 23, a 
four-year old from Dagahliya, who recovered and was released 
from the hospital on March 5, reportedly unwittingly 

purchased sick birds from a farm with confirmed outbreaks. 
Following the initial appearance of H5N1 in February 2006, 
when more than 800 outbreaks were reported on commercial 
farms, Egyptian officials pursued a mass vaccination 
campaign. Though generally successful in eliminating the 
symptoms of the disease on commercial farms, vaccinated 
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poultry continues to carry the virus. 


4. (U) In an effort to stem cases in the backyard sector, 

where the majority of recent outbreaks have occurred, MOA 
officials issued a decree mandating vaccination of day-old 
chicks in traditional hatcheries, calling for compulsory 
registration of poultry farms countrywide, and instituting a 
mapping system for infected sites. The MOHP announced on 
March 11 the implementation of UNICEF-funded project to train 
10,000 female volunteers in rural areas to raise awareness on 
disease prevention. 

RICCIARDONE 
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DEPARTMENT FOR WHA/CAR 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: DECL: 03/13/2017 

TAGS: PGOV, PREL, PINR, BB, XL 

SUBJECT: PRIME MINISTER ARTHURYS POPULARITY CONTINUES TO 
CLIMB 


REF: 06 BRIDGETOWN 1708 


Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4 (b) and 
(d). 


1. (C) SUMMARY: A recent public opinion poll confirmed that Prime 
Minister Owen Arthur remains the most popular Barbadian politician 

and is well-positioned to lead his Barbados Labour Party (BLP) to 

victory in parliamentary elections expected later this year. David 
Thompson, PM Arthur\'s rival and leader of the opposition Democratic 
Labour Party (DLP), has failed to generate momentum in his campaign and 
continues to struggle against perceptions that he and his party are not 
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ready to lead the country. While the poll also showed that there is a 
widespread desire among Barbadians for a change in government, PM 
Arthur\'s continued dominance of Barbados\' politics will probably be 
sufficient to secure an unprecedented fourth consecutive term for his 
administration. END SUMMARY. 


A BOOST FOR PM ARTHUR 


2. (U) On March 4, the daily Nation\'s Sunday Sun\" published 

another of its periodic public opinion polls, conducted in February and 
early March in all of Barbados\' 30 constituencies. The poll again foun 
PM Arthur to be the most popular politician in Barbados, with 52 percen 
of the poll\'s respondents giving him the thumbs up. PM Arthur saw his 
approval rating improve by three percent since the last poll conducted 
five months ago (reftel). Other BLP members fared less well. The poll 
found that only 13 percent of respondents named Deputy Prime Minister 
Mia Mottley as their preferred candidate for prime minister, down from 
15 percent in September. Only five percent supported Clyde Mascoll, th 
former opposition leader who crossed party lines to join the Arthur 
administration as a Minister of State in the Finance Ministry in 

February 2006. 


OPPOSITION SUFFERS 


3. (U) For Barbados opposition leader, David Thompson, the latest 

poll was full of bad news. Only 28 percent of the respondents named 
Thompson as their choice for the prime minister\'s job. His popularity 
changed only slightly from the 29 percent approval rating he garnered i 
the previous poll. The DLP\'s efforts to generate some momentum in thei 
campaign are not yielding results, since only 22 percent of those polle 
view the party as ready to lead Barbados. Thompson can take heart from 
only one result of the poll: within the DLP, Thompson\'s leadership is 
unquestioned, with 81 percent of those identifying themselves as DLP 
supporters naming Thompson as their choice for prime minister. For a 
party that only a year ago was in a leadership crisis following the 
departure of Mascoll, this is probably a welcome sign. 


DLP FAILS TO EXPLOIT BLP VULNERABILITIES 


4. (U) PM Arthur\'s approval ratings have been undoubtedly buoyed 

by Barbados\' relatively solid economic performance over the past two 
years. With unemployment at its lowest level in decades and economic 
growth forecast to top four percent in 2007, PM Arthur, who also serves 
as the country\'s Finance Minister, can claim some credit for these 
achievements. However, economic issues continue to top the voters\' 
concerns. Four of the top five major national issues!" identified by th 
poll's respondents were pocketbook issues: cost of living, 
unemployment, housing, and the economy. High cost of living was a 
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concern for nearly a third of those polled, mirroring the recent public 
outcry over climbing prices, especially of food. Thompson and others i 
the opposition have sought to capitalize on these concerns, but they 
have yet to offer a convincing alternative to the voters. Some 
commentators have speculated that with the departure of Mascoll from th 
DLP, the DLP lost its most trusted and respected voice on economic 
issues and may not be able to regain the voters\' confidence in time for 
the election. 


5. (C) However, that is exactly what Thompson must do in order to 

take advantage of the growing number of Barbadians who say that it is 
time for a change in government. The poll found that 42 percent of 
respondents would like to see a change in the country's government, up 
from 38 percent last September. Nevertheless, as Thompson\'s low 
approval ratings show, those 42 percent do not necessarily view Thompso 
as a viable alternative to PM Arthur. Last fall, Thompson and his DLP 
appeared to kick their early campaigning into high gear, with weekly 
townhall-style constituency meetings and frequent, high-profile attacks 
against the government\'s record on key economic issues. However, as 
this latest poll shows, the DLP\'s efforts have yielded no results. 


6. (C) Following the December 11 victory by Sir John Compton in 

St. Lucia\'s parliamentary elections, commentators in Barbados 
speculated whether Thompson might be able to pull off a Compton-style 
upset. The latest poll indicates that such a result is unlikely. While 

pre- election polls in St. Lucia were often contradictory, most 

observers agreed that the race was too close to call. That is not the 

case in Barbados. Thanks to PM Arthur\'s popularity, the BLP remains the 
only party trusted to govern in Barbados. Furthermore, Compton, unlike 
David Thompson, is a proven leader, having steered his country to 
independence in 1979 and served as prime minister from 1964-79 and 
1982-96. Thompson\'s only stint in government was during the early 
1990s, when Barbados faced an economic meltdown and the DLP government 
proved completely inept at handling the crisis. 


BABY FIRST, THEN ELECTION 


7. (U) PM Arthur recently revealed that his wife was expecting 

their second child later this year. In making this happy announcement, 
PM Arthur also said that he would not call the election until after 

the babyVs birth: YI could not be in a position to be rushing from 

the platform to Pampers; that couldn\'t work." The earliest possible 
date for the parliamentary elections would therefore be sometime in the 
fall of 2007. 


COMMENT 


8. (C) The latest poll has undoubtedly generated some soul- 
searching within the DLP. Clearly, a significant number of Barbadians 
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desire a government change, but the DLP has been unable to convince 
potential supporters that the opposition is ready to lead the country. 
Thompson has failed to articulate a clear vision or a set of policies 

that his party would implement to address BarbadiansY chief concerns. 
This inability to connect with voters, combined with his incessant 
attacks on PM Arthur and the BLP government, have done little to build 
up his image as a leader. While it appears unlikely that Thompson could 
win a national contest against PM Arthur, Barbados parliamentary 
elections are decided in individual constituencies on a 
first-past-the-post (simple majority) basis. If the voters who are 

tired of the BLP-led government look past Thompson and vote for the 
opposition candidates in their constituencies, the DLP could still have 

a slim chance of winning. However, PM Arthur\'s strong showing in the 
latest poll shows just how slim that chance is. 

GILROY 
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DEPARTMENT FOR EUR/SCE, EUR/RPM 
USNATO FOR D.JONES 


E.O. 12958: N/A 
TAGS: PREL, MARR, NATO, HR, DEFENSE REFORM 
SUBJECT: NATO ROUNDTABLE REFLECTS ENTIRE NGO SPECTRUM 


1. SUMMARY AND COMMENT: Nearly 20 local NGOs and a dozen leading 
academics debated the pros and cons of Croatia\'s NATO candidacy at a 
March 13 roundtable organized by DEFIMI, a scientific research NGO 
focused on defense and security issues which receives some 
government funding. Participating NGOs ranged from defense and 
peace-related organizations to broad-based human rights groups. The 
gathering provided a lively and at times provocative audience for 
Croatia\'s Ambassador to NATO Davor Bozinovic, who focused on the 
humanitarian and economic benefits of NATO membership. Anton Tus, a 
retired general and former ambassador to NATO, provided the day\'s 

the most eloquent defense of the Alliance, outlining how membership 

will protect key Croatian national interests. While the agenda of 

many in the audience was anti-membership, the gathering kicked off a 
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public debate and forced opponents to defend their often 
loosely-reasoned arguments against NATO. Organizers will hold 
similar roundtables in the coming months in Osijek, Rijeka, and 
Split. END SUMMARY AND COMMENT. 


AMBASSADORS PROMOTE NATO MEMBERSHIP 


2. Bozinovic served as the main GoC spokesperson for NATO alongside 
several pro-NATO academics. He presented NATO as a political and 
defensive alliance rather than a military organization, stressing 

the need to defend our common democratic values not just on our 
doorstep but elsewhere in the world. \"We are not joining NATO to 
become involved in wars, but rather to escape war," he said. Among 
economic benefits, he pointed to the enormous trade relationship 
among NATO members, amounting to 1.3 billion euros per day. He also 
noted that U.S. investment in the Netherlands is higher than in 

Mexico and eight times higher than in China. 


3. Tus, who served as Chief of the General Staff from 1991-92 and 
Croatia\'s first ambassador to NATO in 2001, focused on the 
Alliance\'s role in defending key Croatian national interests: 

territory, sovereignty, identity, and prosperity. He pointed to 
international terrorism as the leading threat to these interests and 
argued against those who continue to promote the Yugoslav model of 
non-alignment. WPolitical neutrality is no longer possible in 

today\'s world,\" he said. Non-alignment actually leads to less 
security, he argued, \"and we lived through the results of such 
\independence\ in the 1990s.\" 


NGOS CALL FOR CONSIDERATION OF POLICY ALTERNATIVE 


4. NGO participants represented the full spectrum of Croatian civil 
society, included defense-related organizations such as the Atlantic 
Council and the Croatian Officers\' and Generals Assemblies, 
anti-war groups such as the Center for Peace, Non-violence, and 
Human Rights, and broad-based human rights organizations such as the 
Croatian Helsinki Committee and the women\'s NGO B.A.B.E. Key 
questions posed by NGOs included: 

- From what do we need to defend ourselves? 

- What is the policy alternative to NATO membership? (and why 
doesn\'t the GoC talk about it?) 

- What are the costs of NATO membership? 


5. Several participating academics criticised U.S. operations in 

Iraq as a means of attacking NATO, playing on an oft-repeated myth 
that the USG will force Croatia to send troops to Baghdad once it is 
inside the Alliance. PolOff reminded them that Operation Iraqi 
Freedom was not a NATO mission and that NATO missions are 
established through consensus of all member states. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/19/2017 

TAGS: PINS, PGOV, ASEC, PINR, IZ 

SUBJECT: BAGHDAD DEPUTY MAYOR SAYS ATTACK ON MAYOR WAS 
PROFESSIONAL HIT 


Classified By: PRT LEADER JOSEPH GREGOIRE. REASONS 1.4 (B), (D) 


1. (S) 1.SUMMARY: 1. Summary: Baghdad Deputy Mayor Naeem 
Aboub al-Kaby said that the recent attack on the vehicle 

convoy of Mayor Saber al-Esawi was a well-planned 

professional strike against one of Baghdad,s important 

municipal leaders. End summary. 


2. (S) Deputy Mayor for Municipalities Naeem Aboub al-Kaby 
(Fadhila) told PRToffs that he believed the SVBIED attack 

which destroyed on of the vehicles in the convoy carrying 

Baghdad Mayor Saber al-Esawi (SCIRI) home from the Amanat was 
probably the work of a well organized unit. Mayor al-Esawi 

uses different routes to and from his home, and Naeem 

believes there was a spotting team and a striking team 

employed to ensure a successful attack. 


3. (S) On March 15, al-Esawi,s 4 vehicle convoy left the 
Amanat and proceeded south towards Kahramana Circle in 
Karada. The attack vehicle struck the second vehicle in the 
convoy and detonated, killing 4 security personnel in the 
vehicle and 4 nearby IPs. 


4. (S) On March 18, PRToffs visited the Amanat (City Hall) 
and met with al-Kaby who explained his assessment of the 
events. He said that Amanat officials have been on edge since 
the recent bombing at the Ministry of Municipalities and 

Public Works which injured VP Adil abd al-Mahdi. Al-Kaby also 
stated his belief that the Amanat has been infiltrated by 
\"untrustworthy\" personnel. 
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E.O. 12958: DECL: 03/15/2017 

TAGS: PREL, MARR, MOPS, MASS, BA, OFFICIALS, BILAT 

SUBJECT: SCENESETTER FOR COMMANDER, U.S. CENTRAL COMMAND, 
ADMIRAL FALLONVS MARCH 22-23 AND 27-28 VISITS TO BAHRAIN 


REF: STATE 33984 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Admiral Fallon, we warmly welcome your March 22-23 
and 27-28 visits to Bahrain. The fifty-year U.S. Navy 
presence in Bahrain is the centerpiece of the U.S.-Bahrain 
bilateral relationship. Bahrain considers the Navy to be its 
defense against external threats, starting with Iran, and has 
recently taken important steps to enhance bilateral relations 
further. Bahrain generally supports our Iraq policy but 
believes we should withdraw from major population centers, 
leaving only a rapid-reaction force in country. The GOB is 
mistrustful of the Iraqi government and wants to see PM 
Maliki make greater movement toward reconciliation with 
Iraq\'s Sunnis and a willingness to work more closely with its 
Arab neighbors. Bahrain is an enthusiastic participant in 

the interagency Gulf Security Dialogue (GSD) initiative. At 
the last meeting, on March 8 in Washington, Crown Prince 
Salman pushed hard to get Patriot missiles for Bahrain. The 
CP met with the Vice President, Secretary Gates, Deputy 
Secretary England, and others during his visit. 
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2. (C) What we want from the visit: 


-- Continued cooperation on regional maritime operations, 
including in Coalition Task Forces (CTF) 150 and 152 in and 
around the Gulf. 


-- Close coordination on Iran policy. 


-- Support for U.S. policy in Iraq and a commitment for 

pro-active Bahraini engagement with lraq\'s leadership, at a 
minimum at the upcoming Arab League Summit and Iraq Neighbors 
Ministerial meeting. 


3. (C) The Bahrainis will want to hear from you on: 


-- A reaffirmation of the Navy\'s long-term commitment to 
Bahrain and U.S. interest in protecting Bahrain. 


-- Recognition of Bahrain\'s public and private steps to align 
with and support the United States, including recent 
senior-level visits to Washington, participating in the 
Proliferation Security Initiative, joining the Coalition Task 
Forces and deploying a special forces contingent to 
Afghanistan. 


-- Your thoughts on the way forward in Iraq, with particular 
emphasis on the Iraqi government\'s responsibilities and ways 
the GCC can engage and assist. 


-- Strategies to contain Iran while avoiding a military 
confrontation. 


4. (C) We suggest you raise the following points: 


-- Recognize the long history of mil-mil cooperation with 
Bahrain, most notably through hosting NAVCENT. Reaffirm the 
commitment of the U.S. Navy in Bahrain. 


-- Appreciate the positive steps the government has taken on 
counter-terrorism since the departure of Navy dependents in 
2004 and caution on the need to remain vigilant. 
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-- Praise Bahrain\'s support for OEF, OIF, and U.S. policy on 
Iraq and Iran. Commend Bahrain for sending its Special 
Forces contingent to Afghanistan in support of OEF, hosting 
and participating in Proliferation Security Initiative (PSI) 
exercise Leading Edge in October 2006, and formally joining 
the regional coalition naval task forces. 


-- Solicit views on the way forward on Iran and Iraq. 


-- Pledge to continue the close coordination between our two 
countries on Iran. 
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5. (SBU) The U.S. Navy has worked closely with Bahrain for 
more than 50 years. When the U.S. Fifth Fleet was 
re-commissioned in 1995, Bahrain took the then-controversial 
step of being the first Gulf state to provide host government 
support for regionally \"home-ported\" U.S. Navy forces. 
Bahrain remains the only country in the region that hosts a 
permanent component command headquarters. 


6. (C) Bahrain\'s relatively stable and secure political 
environment allows deployed U.S. Navy ships to stop, 

replenish supplies, and provide crews much needed onshore 
rest and recreation opportunities. Bahrain is currently one 

of the U.S. Navy\'s busiest overseas ports. In direct support 

of OEF and OIF, Bahrain in 2003 deployed 1,500 troops, a tank 
battalion task force, and its frigate the RNBS Sabha to 

defend Kuwait. Bahrain also flew combat air patrols over 
Kuwait and Bahrain and continues to keep F-16s on 24-7 strip 
alert. A special operations unit embedded in a UAE 

contingent deployed to Afghanistan in 2005. Bahrain assigned 
three shore-based naval officers to work in the command post 
for maritime task force CTF-150, which covers the Strait of 
Hormuz to the Sea of Aden. For CTF-152, which covers central 
Gulf waters, Bahrain has provided one frigate and two 
corvettes. Bahrain was the first GCC country to participate 

in the CTFs. 


7. (C) With limited petroleum resources, Bahrain faces 
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greater budget constraints than its large Gulf neighbors and 
does not have the financial ability to fund military 

equipment sustainment and upgrades needed to maintain 
interoperability with the U.S. and to purchase equipment to 
defend the country. We have had active FMF and IMET programs 
in Bahrain for several years but the FMF program in 

particular has declined precipitously in recent years, from 

$90 million in 2003, to a budgeted $15 million for FY 2007, 

to a projected $4 million for FY 2008. We are working 

closely with the Bahrainis on the CENTCOM Bilateral Air 
Defense Initiative and an upgrade for their early warning and 
air defense radar systems, a program that has been promoted 
in the Gulf Security Dialogue. Future programs include the 
sale of nine Blackhawk helicopters to the Bahraini Air Force 
($200 million) and six Bell helicopters to the Ministry of 
Interior (approximately $70 million). A proposal to provide 

two MK-V Fast Patrol Boats to the Bahraini Navy through 
counter-terrorism (1206) funding is awaiting signature by the 
Secretaries of State and Defense. Six Boston Whalers that 
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were originally programmed for Thailand will be diverted to 
Bahrain. This transfer has been approved by the Departments 
of State and Defense and is pending congressional approval. 


8. (S) Crown Prince Salman led the Bahraini delegation to a 
March 8 session of the interagency Gulf Security Dialogue in 
Washington (reftel). Deputy Secretary of State Negroponte 
opened the meeting and Acting Assistant Secretary of State 
for Political Military Affairs Mull and Acting Assistant 
Secretary of Defense for International Security Affairs Long 
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headed the U.S. delegation. The two sides discussed Iran, 
Defense Cooperation, Counter-Terrorism, 
Counter-Proliferation, and Iraq. During the meeting, the 
Crown Prince said that air defense is the major hole in 
Bahrain\'s defenses and he requested USG consideration for 
providing Patriot missiles. Acting A/S Long explained that 

the USG supply of Patriots does not meet current demand, but 
she undertook to explore creative solutions. 


9. (C) The GOB publicly supports U.S. operations in Iraq, 
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but as King Hamad and Crown Prince Salman have said several 
times, it believes Iraqi forces should be moving to the front 

lines in place of coalition forces. This would force Iraqis 

to take responsibility for their own security and put the GOI 

into the position of requesting assistance from its Arab 
neighbors, which the Bahrainis feel it has not yet done in a 
meaningful way. The Crown Prince suggested that PM Maliki 
visit the GCC countries to establish better ties. Bahrain is 
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mistrustful of the Iraqi government and it would like to see 
Maliki make greater moves to reconcile with lraq\'s Sunnis. 
Bahrain participated in the recent sub-ministerial Iraq 
Neighbors meeting in Baghdad and will participate in the 
upcoming Iraq Neighbors Ministerial. The GOB\'s greatest 
concerns related to Iraq are excessive Iranian influence over 
the government of Iraq, and that sectarian violence could 
spill over into Bahrain, which has a Shia-majority population 
ruled by a Sunni-controlled government. GOB officials will 
support long-term measures to reduce sectarian violence while 
recognizing that the near-term situation in Iraq is extremely 
difficult. 


10. (C) The Bahraini leadership is greatly concerned about 
the threat posed by Iran and increased tensions between Iran 
and the international community. Crown Prince Salman has 
suggested several times that the U.S. and GCC countries hold 
a significant military exercise in the Gulf, which would send 

a strong signal to Iran. Bahrain hosted and participated in 

PSI exercise Leading Edge in October, and the 
boarding/interrogation portion took place just outside its 
territorial waters. NAVCENT personnel were impressed with 
the Bahraini Navy\'s professionalism and aggressiveness during 
the exercise. 


11. (C) The Bahraini leadership is united in its suspicion 

of lranian intentions regarding Bahrain and often sees an 
Iranian hand in incidents involving Bahrain\'s Shia community, 
which comprises some two-thirds of the country\'s citizens. 
They are convinced Iran seeks to develop nuclear weapons and 
assert its influence around the region. Bahrain supports UN 
Security Council resolutions applying sanctions on Iran. At 

the GSD meeting, the CP suggested launching multiparty 
negotiations with Iran on the nuclear issue, modeled on the 

Six Party Talks with North Korea. He thought it would be 
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useful for a regional power, such as Saudi Arabia, to join 
the major world powers in negotiating with Iran. 


12. (C) At the same time, Bahrain faces the reality that it 
must live with its large neighbor across the Gulf. Bahrain 
maintains \"correct\" but not warm diplomatic relations with 
Iran, with Bahraini leaders meeting with Iranian officials 
when they visit and occasional Bahraini visits to Tehran. 
Bahraini officials repeatedly assert their strong view that 
the international community should engage in diplomacy to 
deal with Iran, and not resort to a military solution. They 
recognize, however, that a robust military posture can 
facilitate diplomacy. 


13. (C) Bahraini officials often reiterate their request 

that the U.S. Navy permit dependents to return to Bahrain. 
Crown Prince Salman, who is a graduate of the DOD Bahrain 
School and whose children now attend the school, is a 
particularly strong advocate for the everyday, 
people-to-people contact that is fostered by the presence of 
dependents. Bahraini officials may urge your support in 
reconsidering the Navy\'s 2004 decision removing dependents 
from Bahrain. 


14. (C) Bahrain in November/December 2006 conducted its 
second set of parliamentary and municipal elections since the 
adoption of the 2002 constitution. Some 70 percent of 
registered voters and all political societies participated in 

the elections, with oppositionists winning 18 of 40 seats in 

the elected lower house Council of Representatives. 
Thirty-two seats are held by Islamists (Sunni and Shia) and 
membership is marked by a stark Sunni-Shia divide. One 
woman, Lateefa Al Qaoud, ran unopposed and is Bahrain\'s first 
female elected member of parliament. Local election monitors 
reported that although there were allegations of the 
government rigging election outcomes, they uncovered no 
tangible evidence of such activity. However, they said that 
Bahrain\'s electoral constituencies were not drawn in 
accordance with the principle of one man, one vote," 
resulting in a parliamentary majority of 23 Sunnis 

representing a group estimated to comprise one-third of the 
population. The elections are, however, seen as a major step 
forward in the King\'s democratic reform program. 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, ZI, GR 

SUBJECT: GREECE: DEMARCHE DELIVERED ON SUPPORTING DEMOCRACY 
IN ZIMBABWE 


REF: SECSTATE 34009 


Poloff delivered the reftel demarche to Deputy Director 
Alexandros Rallis at the MFA Directorate for International 
Organizations on March 19. Rallis had no specific response 
at this time, but will provide any addition details as 

available. He noted that he had forwarded the message to the 
MFA Secretary General as well as to the office responsible 

for Zimbabwe. 
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E.O. 12958: N/A 
TAGS: PGOV, KDEM, CG, AO, GB 
SUBJECT: OPENING OF DRC NATIONAL ASSEMBLY ORDINARY SESSION 


1. (U) Summary. The DRC National Assembly\'s first ordinary session 
opened March 15. Initial priority items on the three-month agenda 
include final approval of the AssemblyVs internal rules, membership 
and election of officers of its permanent committees, and final 
confirmation of all deputies\' mandates. Assembly leadership also 
hopes to consider draft laws on decentralization, the political 
opposition, the judicial system, the economic and social council and 
the 2007 budget. End summary. 


2. (U) The DRC National Assembly opened its first three-month 
ordinary session in a ceremony at the Palais du People March 15. It 
follows two special sessions, the most recent of which concluded 
February 28. It was attended by 355 of the 500 deputies as well as 
Prime Minister Gizenga and other ministers, members of the 
diplomatic community, including the Ambassador and SRSG William 
Swing, and delegations from the Gabonese and Angolan national 
assemblies. 


3. (U) National Assembly President Vital Kamerhe highlighted 
achievements of the special session in his opening remarks. He 

cited the Assembly\'s review and approval of the government\'s 
five-year plan, establishment of a committee of inquiry into the 
January 31-February 1 Bas-Congo violence and of an audit committee 
on National Assembly properties, and consensus on dealing with the 
constitutional issue of dual nationality. 


4. (U) He also detailed parliamentary diplomacy undertaken by the 
Assembly and its officers. Kamerhe led delegations to the 
France-Africa Summit in Cannes and to the inauguration of Catholic 
Archbishop Marcel Mabila in Kananga in February, an information 
science conference in Rome and meetings hosted by Spanish 
counterparts in Madrid in March. The Assembly also hosted the 
February 26-28 Great Lakes parliamentary conference. 


5. (U) Kamerhe said the ordinary session agenda would give initial 
priority to unfinished items from the special session: final 
approval of the Assembly\'s internal rules, membership of its 
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permanent committees and election of officers, and confirmation of 
the mandates of all deputies. He stated that the Assembly also 
plans to consider laws on decentralization, the political 

opposition, the judicial system, the economic and social council and 
the 2007 budget. 


6. (U) Gabonese National Assembly President Guy Zuba was loudly 
applauded when he introduced some members of his delegation as \"from 
the opposition.\" Following the applause, he said, \"now | can 

identify where the opposition sits in this chamber,\" to general 

laughter. Angolan National Assembly First Vice-President Joao 

Lourenco also addressed the session, but as he spoke in Portuguese 

and there was no interpreter present his message was heard but not 
received. 


7. (U) Comment. Once again, Kamerhe acquitted himself well. The 
ceremony began only a few minutes late (due only to the tardiness of 
the Angolan delegation), and his speech was well received. That 

said, Kamerhe and others in the Assembly leadership acknowledge that 
not all agenda items can possibly be addressed in a 90-day session. 
Setting priorities will therefore be all the more important. End 
comment. 
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E.O. 12958: DECL: 03/08/2017 

TAGS: PGOV, ECON, EMIN, ZA, CG 

SUBJECT: KATANGA\'S NEW GOVERNOR: MAN WITH A BOLD PLAN 


Classified By: ECONOFF WBRAFMAN FOR REASONS 1.4 b/d. 


1. (C) Summary. Katanga Governor Moise Katumbi is an 
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ambitious political newcomer with bold plans for Katangan 
revival. His stated priorities for the province include 
increasing provincial revenue and supporting social 
development, and he has indicated his tactics will not 
necessarily be orthodox. End summary. 


Background - Skeletons in the Closet 


2. (C) EconOff met February 21 with new Katanga Province 
Governor Moise Katumbi. Katumbi is a young, charismatic and 
attractive - if not very intellectual - political newcomer 

and strong supporter of President Kabila. He is keenly aware 
of his popularity and the fact that it and his donations for 
public projects were the primary reasons for his election. 
Katumbi is a successful businessman; he owns the DRC\'s 
best-known soccer team and was co-founder of the Mining 
Company of Katanga (MCK). Katumbi says his father is 
Jewish-Italian and his mother Congolese, but that he has 
renounced his Italian citizenship. 


3. (C) Katumbi also makes no secret of his ties to former 
Zambian President Frederick Chiluba and his currently 
contentious relationship with the GoZ. He told EconOff 
Zambian officials expelled him about three years ago because 
he supported Chiluba, including what amounted to a gift of 
about USD 15 million. Following Katumbi\'s recent decision to 
suspend overland exports of unprocessed ore into Zambia, 
discussed below and septel, the Zambian Task Force on 
Corruption sent a request to the GDRC that Katumbi come to 
Zambia to give oral evidence in pending matters. Contrary to 
local and international media reports, Zambian authorities 
have neither charged Katumbi with criminal offenses nor 
requested his extradition. (Comment: It is not clear if the 
export suspension and Zambia\'s request are linked, but the 
timing is suspicious. End comment.) 


PRIORITIES - INCREASING REVENUE AND SOCIAL DEVELOPMENT 


4. (C) Katumbi\'s stated priorities are to support economic 
growth that results in social benefits for the population. 

His tactics are aggressive. The goal he particularly 
emphasized is to increase Katanga\'s income, and to do so he 
intends to leverage the province\'s economic driver - the 
mining sector. His two-pronged approach is to combat the 
illegal export of ore, while pressuring mining companies to 
comply with their concession agreements. The DRC loses 
millions of USD annually in revenues from ore through theft, 
smuggling and fraud, particularly by way of the Kasumbalesa 
customs post in Katanga. Katumbi said he considers the 
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numerous small to medium-sized trading firms operating in 
Katanga to be chiefly responsible for this illegal activity, 
including, per Katumbi, about 70 Chinese companies and 
several Indian and Pakistani firms. 


5. (C) Katumbi put his words in action March 6, when he 
ordered the suspension of unprocessed ore exports from 
Katanga, following his visit to Kasumbalesa. The Vice 

Minister of Mines told EconOff Katumbi did not have authority 
to take this action, and said the Ministry sent its Secretary 
General to investigate. (Comment: The GDRC has not publicly 
condemned this action. End comment.) In an Official 
Communique and letter announcing this suspension, Katumbi 
says he took the action to stem customs fraud that results in 
the loss of public revenue. 


6. (C) Katumbi is targeting the higher end of the mining 

sector - large foreign mining companies - as a means to 
increase public revenue. He expressed particular concern 
about the loss of revenue due to companies who hold but have 
not developed mining concessions. During the meeting with 
EconOff, and recently in public, he said companies that do 

not comply with their agreements with the GDRC and Gecamines, 
the DRC\'s copper/cobalt mining parastatal, will face 
consequences that could include revocation of their 
concessions. (Note: Provincial Governors do not have the 
power to annul or enforce mining agreements. End note.) 
According to the DRC Managing Director of First Quantum 
(Toronto and London AIM-listed), Katumbi privately told First 
Quantum that mining companies will do what the GDRC tells 
them or face problems. In discussion with EconOff, Katumbi 
did not seem to care greatly about pressing for the review of 
most existing joint venture contracts with Gecamines. 
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7. (C) The new Governor also told EconOff he will 
unilaterally withhold forty percent of GDRC income generated 
in the province. The new DRC Constitution stipulates that 
the provinces are entitled to a forty percent share of 

national revenue, but it does not clarify how that process 

will work, nor does it authorize provincial governors to make 
this determination. Parliament must pass legislation to set 
out the procedure for this revenue-sharing arrangement; it is 
expected that the law will require all provinces first to 

remit all national revenue to Kinshasa and await the 
40-percent retrocession. Katumbi made clear to EconOff he 
believes he and the province have enough political and 
economic clout to take unilateral action. 
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8. (C) Katumbi spoke at length about the need to develop 
sustainable development programs in Katanga. He said mining 
companies in particular need to take a major role in this 
socioeconomic effort. While World Bank projects might be 
useful, according to Katumbi they need greater oversight, 
transparency, and management. 


CONFLICTS OF INTEREST 


9. (C) During his meeting with EconOff, Katumbi made several 
remarks suggesting conflicts of interest. For example, he 
repeatedly praised Nikanor - a London AlM-listed 

copper/cobalt mining company in the DRC. Several days later 
international trade media reported a USD 30 million deal 
construction contract between Nikanor and MCK, the company 
Katumbi co-founded and from which he claims to have divested. 
(Note: Katumbi also mentioned several times he remains close 
friends with his former partner, MCK\'s current owner. End 
note.) By contrast, he made repeated, negative references to 
Belgian businessman George Forrest, including a comment that 
Forrest\'s mining company contract with Gecamines is the only 
one the GDRC should seriously consider reviewing. He denied 
his views are influenced by the fact that Forrest\'s mining 

and construction businesses are MCK\'s and Nikanor\'s 
competitors. 


COMMENT 


10. (C) Katumbi is not afraid to cut corners to fulfill his 
populist promises to Katangans of economic prosperity and 
social development. He is willing to take unilateral action 
on issues the national government has thus far failed to 
address, such as ending customs fraud and smuggling of 
natural resources from Katanga. Whether he actually has the 
public good or his own interests in mind is, however, 
debatable. In any case, as the hand-picked gubernatorial 
candidate of insiders close to Kabila, Katumbi will be reined 
in should he roam too far. End comment. 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
MONDAY, MARCH 19, 2007 


In Today\'s Papers 


Turkey Commemorates Dardanelles Campaign 

All papers report Turkey on Sunday marked the 92nd anniversary of 
the victory over a combined British-French fleet trying to pass 

through the Dardanelles (Canakkale) to Istanbul during World War I. 
Prime Minister Erdogan participated in the ceremonies on the 

Gallipoli Peninsula. President Sezer stated in his speech on the 
Dardanelles Campaign that the Turkish nation had gained a respected 
place among the international community. Sezer also emphasized the 
principle of secularism in his speech. The Turkish General Staff 
(TGS) chief Yasar Buyukanit, in a statement to commemorate the 
martyrs of war, said the Turkish military would continue to counter 

all threats directed at Turkey. Meanwhile, families of soldiers 

killed in clashes with the PKK also attended the ceremonies in 
Canakkale. Another ceremony was held at Ataturk\'s mausoleum in 
Ankara, joined by at least 25,000 people including Turkish military 
personnel and the relatives of soldiers killed in action. 

Ceremonies were also held across the country on Sunday. 


Tensions Rising on Nevruz Eve 
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All papers report tensions are on the rise on the eve of Nevruz 
celebrations across Turkey. Justice Minister Cemil Cicek warned 
against provocative attempts during the celebrations. In Ankara, a 
group was denied permission to hold a demonstration over the 
weekend, and will probably hold it March 25. In Istanbul over the 
weekend, police detained 22 and used tear gas to disperse 
demonstrators chanting slogans supporting jailed PKK leader Abdullah 
Ocalan in a separate event to celebrate Nevruz. 


Anti-PKK Operations 

In synchronized police operations against the PKK in Istanbul and 

the nearby province of Kocaeli, 12 members were detained. Police 
seized 12 kilos of A-4 plastic explosives, 10 detonators and 

documents on the PKK propaganda in the search of the party members\' 
houses. 


Ankara Wants Iraqi Kurds to Release Iraqi Turkmen 

The leftist-nationalist Cumhuriyet reports the Turkish General Staff 
(TGS) has given a file to US counter-terrorism envoy Joseph Ralston 
for the release of the jailed Iraqi Turkmen Front (ITF) security 

chief Emir Izzettin, who was sentenced to life in prison in northern 
Iraq. Ralston has reportedly conveyed the file to the regional 
Kurdish administration president Massoud Barzani. Iraqi sources 
said Izzettin could be released within the scope of a general 
amnesty to be declared by Barzani on the eve of Nevruz. Izzettin, a 
former Iraqi army captain, had defected and went to Erbil to work as 
the head of security for the ITF. He was detained, as a warning to 
Turkey, on the eve of the March 1, 2003, vote in the Turkish 
Parliament, as claims were being made that Turkish troops could 
enter northern Iraq. Izzettin was sentenced to life in prison 

despite the fact that no concrete evidence could be found against 
him. 


Editorial Commentary: Fourth Anniversary of the War in Iraq 

Necati Dogru writes in the mainstream daily Vatan: \"The US action 
started with an argument for democracy and ended up with bloodshed. 
This is also a very bad for the US because Iraq has turned into a 
Vietnam-like swamp. Interestingly enough, despite the fact that 
everything became pro-American in Iraq, including a puppet 
government and puppet security forces and judiciary, the American 
presence there still requires around 70,000 armed men for security 
purposes. As for the democracy argument, the events during the last 
four years worked for everything but democracy. Shiite leader 
al-Sadr organized an armed force. Al Qaeda immensely increased its 
power. The terrorist attacks increased seven times more than 

before. Iran gained regional controlling power. And the dictators 

of the region, including Kuwait, Saudi Arabia, Qatar and Bahrain, 
enjoyed reinforcing their dictatorship after the US invasion of 

Iraq. The US, once known as the world\'s superpower, is like a paper 
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tiger after these four years.\" 


Messages from US on Joint Operations against the PKK 

Hurriyet: Columnist Fatih Cekirge reports that three important 
messages came from the US during AKP Deputy Egemen Bagis\'s recent 
trip to the US as part of a Parliamentary delegation to lobby 

against the passage of the Armenian resolution. Bagis said he had 
met with the Under Secretary of State Nicholas Burns and Burns gave 
the delegation three important messages, messages which Bagis 
thought were conveyed to Ankara officially just a short time ago: 

first, General Ralston has completed all the preparations for an 
operation against the PKK; second, the Administration will do its 

best not to allow the passage of the Armenian resolution in 

Congress; and third, the US will start an initiative to lift the 

embargo on northern Cyprus. 


DTP Sends Letters of Complaint to Officials 

Sabah reports that leaders of the Democratic Community Party (DTP), 
Turkey\'s main Kurdish party, sent letters to PM Erdogan, Justice 
Minister Cicek, Interior Minister Aksu, Chairmen of the Court of 
Cassation, Constitutional Court and State Prosecutor\'s Office, 
complaining that legal pressure against the DTP offices had 

increased and that investigations were launched against almost every 
DTP district office just after the party announced its intension to 
participate in the upcoming elections by fielding independent 
candidates. 


TV News: 
(NTV, 8 A.M.) 


Domestic News 


- Adelegation of Turkish lawmakers said after wrapping up talks in 
Washington that the atmosphere in the US is changing in favor of 
Turkey with regard to the Armenian genocide resolution. 


- On Monday, the international donor community of 19 countries, the 
UN, the World Bank, and the IMF will gather in Istanbul for the 

fifth round of Iraq Reconstruction Forum to support Iraqi 
reconstruction efforts and to enhance partnerships with the Iraqi 
government. 


- Armenian Culture Minister Hasmik Poghosian said she will 
participate in the inauguration of the newly renovated Akhdamar 
Church in Van on March 29. 


- 178 illegal migrants were captured in the western coastal town of 
Ayvalik. 


Column 3 
International News 


- The UN Security Council has agreed to allow President Ahmadinejad 
to speak in defense of Iran\'s nuclear program at a session to be 
held next week in New York. 


- Austrian Chancellor Alfred Gusenbauer said the EU was not ready 
for TurkeyYs membership. German Chancellor Angela Merkel said 
Turkey\'s EU accession was not the best solution. 


- Israeli Prime Minister Olmert said he will not work with the new 
Palestinian government, but pledged to maintain limited contacts 
with President Abbas. 


- A Catalan newspaper survey shows about 60 percent of Spaniards 
want government peace talks reopened with the separatist group ETA. 


http://www .state.sgov.gov/p/eur/ankara/ 
WILSON 
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1. (U) Recent milk shortages in Algeria are likely to 

continue in the coming weeks as domestic producers shut down 
in response to the rising world price of milk powder. The 
state-run Algerian firm GIPLAIT (Groupe Industriel des 
Productions Laitieres) controls approximately 38 percent of 
Algeria\'s pasteurized milk market, with the rest in the hands 
of private companies. For decades the Algerian government 
has managed the price of all fluid pasteurized milk in 

Algeria. While other milk products -- including store-bought 
milk powder, cheese, and yogurt -- sell at market prices, the 
Ministry of Commerce has kept the price of liquid pasteurized 
milk at USD $0.35 per liter since 2001. In response to the 
crisis, Commerce Minister Djaaboub announced March 4 the 
creation of a National Milk Office to maintain the price of 

fluid pasteurized milk at the current level. One private 

dairy company told us that the new office will likely fall 
administratively under Djaaboub and will subsidize both 
GIPLAIT and private producers. 


HEAVY RELIANCE ON IMPORTS 


2. (U) Algerian Milk Producers Association head Abdelwahab 
Ziani described to us March 17 Algeria\'s reliance on foreign 
milk imports. With an average annual consumption of 140 
liters per person, Algeria is one of the world\'s largest 
consumers of milk. Although Algerian cows produce around 2 
billion liters of milk per year, only 17 percent of this 

output is processed industrially. Moreover, fresh Algerian 
milk that is available to industrial customers goes almost 
entirely into cheese production. With nearly all of its 

liquid pasteurized milk coming from imported powder -- an 
estimated 1 billion liters-equivalent per year -- Algeria is 

the third-largest importer of milk products in the world, 

after Italy and Mexico. Milk products account for some 20 
percent of the country\'s total food imports. In 2006, 

Algeria imported over USD 25 million worth of nonfat dry milk 
powder from the U.S. 


3. (U) The world price of powdered milk has soared since last 
year from approximately USD 2,000 per metric ton to over USD 
3,900. At the same time, efforts to increase Algeria\'s 
domestic milk production have largely fallen flat. Despite 
importing 8,000 milk cows in 2006, Algerian milk production 
has not climbed much beyond 1.9 billion liters per year. 
(Note: The Minister of Agriculture claims that local 
production has reached 2.2 billion liters per year.) This 
reliance on foreign imports, Ziani explained, is largely a 

result of the collapse of AlgeriaWs agricultural capacity 

during the \"lost decade\" of terrorism in the 1990s. 
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4. (U) The Algerian press has reported in recent weeks that 
several private plants that produce milk have closed down at 
least temporarily as a result of the skyrocketing price of 
powdered inputs. Others are gearing to switch their 
production to other dairy products, such as yogurt, which do 
not have the same price controls as liquid pasteurized milk. 
This essentially leaves state-run GIPLAIT, with its 20 plants 
in a broad swath starting near the Moroccan border at Bechar 
and running the length of the Algerian coast to the Tunisian 
border, as the most important producer of pasteurized liquid 
milk in Algeria. 


COMMENT 


5. (SBU) The crisis likely spells the end of any further 
privatization of GIPLAIT, which in recent years spun off one 

of its plants in the west to an Algerian investor and is in 

the process of selling another plant to a French consortium. 
Just as PM Belkhadem made clear to the Ambassador that he 
intended to continue to protect certain state-run industries 
(reftel), his government is not likely to let market reforms 

and privatization get in the way of one of the three 

household commodities the Algerian state has refused to cede 
to market-driven prices. (The other two are bread and 

flour.) More broadly, the current milk crisis underscores 

the fragility of the Algerian market and its vulnerability to 
commodity supply shocks. Outside of hydrocarbons, Algeria 
produces relatively little on its own. The milk shortage is 


another example of the near reflex reaction of the Algerian 
government to look to socialist-era price control mechanisms 
and subsidies rather than market-based solutions. 
DAUGHTON 
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E.O. 12958: DECL: 09/14/2016 

TAGS: PREL, PHUM, PINR, CD, SU, FR 

SUBJECT: FRANCE/DARFUR: ALIGNMENT ON HSP, DIVERGENCE ON 
SANCTIONS DESIGNATIONS 


REF: A. STATE 33367 B. 3/19 DVELIA-PALMER E-MAIL C. 
3/9-3/15 FIERST/MORRIS E-MAILS D. PARIS 
3129 (2006) E. PARIS 5173 (2005) F. PARIS 
6244 (2006) G. PARIS 7364 (2006) 


Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reas 
ons 1.4b,d 


1. (C) Africa Watcher met March 16 with MFA AF DAS-Equivalent 
Helene Le Gal to discuss Sudanese President Bashir\'s 

rejection of the Heavy Support Package (HSP) for Darfur (Ref 

A). Le Gal expressed French concurrence with the USG effort 

to muster public denunciations of the Bashir letter, and she 

drew attention to March 13 and March 15 MFA statements to the 
press (Ref B). Le Gal mused aloud about whether South Africa 
would demonstrate greater engagement in addressing Darfur. 


2. (C) Asked to clarify French views on developing sanctions 
designations under SCR 1591 (2005), Le Gal confirmed the MFA 
did not favor targeting JEM leader Khalil Ibrahim or other 
figures who could emerge as necessary players or 
interlocutors in a political process (Ref C). Better to go 

after criminal field commanders, she said, adding that there 
was no shortage of appropriate targets in that domain. Asked 
about reported French reservations about designating persons 
who were already the object of ICC investigation, e.g. 

Haroun, Le Gal confirmed MFA objections and gave no sign of 
flexibility. She explained that the ICC had made a direct 
request to the Gor to help avoid overlapping designations, 
because the ICC feared this would weaken its claims to 
autonomy from the UNSC. 


3. (C) Comment: In the past, Le Gal had been Khalil Ibrahim\'s 
nemesis atthe MFA. She was personally responsible for 
blocking the renewal of the laissez-passer normally accorded 
to refugees in France. This has prevented Khalil Iprahim\'s 
return to the Schengen Zone after he departed French 
territory in 2006. On several occasions in 2005 and 2006, 
both the MFA and the French Presidency suggested to Africa 
Watcher that Khalil Ibrahim\'s designation under SCR 1591 
would be welcome, as it could provide the legal grounds for 
the GoF to strip him of the refugee status that the French 
Office for Refugee Protection accorded him in December 2003 


Column 3 

despite MFA objections (Refs D, E, F). Le Gal even went the 
extra mile in furnishing detailed identifiers on Khalil 

Ibrahim to facilitate USG procedures on sanctions 
designations (Ref G). In this context, French backtracking 
on action under SCR 1591 is intriguing; it almost certainly 
reflects input from N\'djamena, as well as a sense that Darfur 
Peace Agreement Rejectionists like Khalil Ibrahim and even 
SLM leader (and frequent visitor to Paris) Abdulwahid El-Nur 
should not yet be written out of the game. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 


STAPLETON 
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STATE FOR EUR AND PM FROM THE AMBASSADOR 


E.O. 12958: N/A 

TAGS: MARR, MCAP, PREL, RO 

SUBJECT: AUTHORIZATION REQUEST FOR HOS AND MOD TO BOARD US 
MIL AIRCRAFT 


| FORMALLY REQUEST DEPARTMENT OF DEFENSE AUTHORIZATION TO FLY 
THE ROMANIAN HEAD-OF-STATE - - PRESIDENT TRAIAN BASESCU, THE 
ROMANIAN MINISTER OF DEFENSE - - SORIN FRUNZAVERDE, THE 

DEPUTY MOD FOR POLICY - - STATE SECRETARY CORNELIU DOBRITOIU, 
AND THE CHIEF OF DEFENSE - - ADMIRAL GHEORGHE MARIN, ABOARD A 
US MILITARY AIRCRAFT ON OR ABOUT 3 MAY 2007. 


US AIR FORCES IN EUROPE (USAFE) WILL CONDUCT EXERCISE \"SNIPER 
LANCE 20071" AT MIHAIL KOGALNICEANU AIR BASE, NEAR CONSTANTA, 
ROMANIA FROM 21 APRIL THROUGH 4 MAY 2007. THE EXERCISE WILL 
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INCLUDE USAFE-ASSIGNED F-15 AND KC-135 AIRCRAFT. A CIVIC 

LEADER AND MEDIA DAY IS PLANNED FOR 3 MAY 2007. INVITATIONS 
HAVE BEEN EXTENDED TO THE ROMANIAN PRESIDENT AND MINISTER OF 
DEFENSE TO ATTEND. FURTHER, GENERAL WILLIAM HOBBINS, 
COMUSAFE, AND | WISH TO OFFER AN ORIENTATION FLIGHT TO THESE 
ROMANIAN LEADERS ABOARD A KC-15 OR F-15 AIRCRAFT. 


ALL APPLICABLE MEDICAL AND PHYSICAL SCREENING WILL BE 
PRECOORDINATED IF ANY INDIVIDUAL INTENDS TO FLY ON BOARD THE 
HIGH-PERFORMANCE FIGHTER AIRCRAFT (F-15D). 

TAUBMAN 
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SITUATION MARCH 16 - 19, 2007 
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CLASSIFIED BY: June Carter Perry, Ambassador, EXEC , STATE. 
REASON: 1.4 (b), (d) 


1. (C) Over the past three and a half days, Ambassador Perry 

has met with the Southern African Development Community (SADC) 
Executive Secretary and his senior staff, the diplomatic corps 

and all leaders of the opposition parties concerning the current 
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political crisis and stay-away occurring in Lesotho. The 

purpose of the March 18 meeting with SADC was to seek their 
facilitation/mediation with the opposition parties to avert a 
stay-away which had been called for March 19-21. The purpose of 
the stay-way in terms of actual objectives was not clear and a 

later meeting on March 18 with all leaders of the opposition 

parties did not shed further light on their proposed action. 

The purpose, as discussed with the diplomatic community over the 
past several days, is to protest what they perceive as the lack 

of dialogue with the ruling Lesotho Congress for Democracy (LCD) 
government and the allocation of proportional seats in 

Parliament, but expected results remain unspecified. Donors, 
beginning with a March 16 meeting, have emphasized to the 
opposition that a stay-away would only hurt Basotho workers at 
the lowest level who desperately need their jobs and would not 
accomplish the political resolution desired; that could only be 

done through established procedures. We learned early March 19 
that the opposition had met with the SADC Executive Secretary 
late on the day before and had been asked by SADC to call off 

the stay-away. Negotiations would take time and there is no 

clear positive result that could come from potentially violent 
reactions during the stay-way. Donors found disturbing All 
Basotho Convention (ABC) Leader Thomas Thabane\'s refusal to call 
off the strike, and in also the intent of opposition supporters 

to intimidate public transport drivers as well as private taxi 

owners. We have, in various discussions, recommended that the 
Government of Lesotho (GOL) reach out to the men and women on 
the street through a public statement indicating its concern for 
service delivery as well as its openness and willingness for 
dialogue with various sectors of the Basotho population, 

including the opposition. The promises made by ABC Thabane that 
he would call for peace and stability have not proven true as 

tires have been burned on various streets around Maseru, rocks 
thrown at numerous individuals, and taxi drivers taken from 

their burning vehicles and subsequently beaten. Post convened 
an Emergency Action Committee (EAC) (septel) and continues to 
update American citizens and mission staff of the situation. 

Donors have been promised a briefing by the SADC Executive 
Secretary concerning the organizations negotiations on the 


SIPDIS 
matter. End Summary. 


2. (C) During the March 19 meeting with Dr. Tomaz Salomao, 
Executive Secretary of SADC, his Deputy and other SADC 
officials, we brought to his attention the fact that there are, 
according to opposition leaders, unresolved issues following the 
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February 2007 election according to opposition leaders. We 
expressed our concern that peace and stability reign in order 

for the people of Lesotho to carry out their normal activities 

and for the international community to effectively continue its 
development efforts in all sectors. | specifically raised the 
question of what the opposition could define as an end result or 
objective of a stay-away since their questions seemed to center 
around the Mixed Member Proportional (MMP) representational 
system in Parliament and the alliance between the LCD and the 
National Independent Party (the NIP). We further discussed a 
potential role for SADC to stall the stay-away and to act as a 
mediating body between the government and the opposition. Dr. 
Salomao summarized the key points and said that he would raise 
with the opposition leaders that day, March 19, this question of 
what could be achieved by a stay-away which could in fact turn 
violent. (Comment: The leader of the Monarchist Freedom Party 
had told the diplomatic community several week ago that a 
stay-away equaled \"free shopping" (that is, a looting of stores 
and businesses throughout the country). Dr. Salomao also 
raised the question of striking in Maseru City and Maseru 
District, and learned that, in fact, opposition parties had won 

in that urban area as well as other towns in the country, but 
remained a minority party. He asked if this situation might be 
contained and upon learning that it is believed it could -- with 

the proper intervention -- said that he would also raise this 

with the opposition parties. 
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3. (C) Late on Sunday, March 18, opposition party leaders, who 
had requested a meeting with the diplomatic corps to air their 
grievances, convened with Ambassadors from the United States, 
China and Ireland as well as the Charge of the South African 
High Commission, the United Nations Development Program (UNDP) 
representative and the European Union (EU) Head of Delegation. 
Thomas Thabane took the lead in making a presentation to the 
international group and said that he was concerned that the 
opposition had not had a dialogue with the government and that 
questions remained about the MMP and particularly the fact that 
no senators had been appointed from parties other than the LCD 
under the cover of the NIP. He stated that the Minister of 
Tourism, Mrs. NtsVinyi, who had lost her constituency had been 
appointed a Senator since she was on the NIP list and had also 
been appointed as Minister (a fact he found disturbing and one 
that has been discussed freely in the press). When members of 
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the donor community pressed the opposition leaders further about 
the grievances, Dr. Raditapole (member of parliament) and 
General Lekhanya (Basotho National Party) stated they felt the 
purpose of the MMP, which is to allow representation by smaller 
political parties, had been misused by the LCD and they also 
blamed the Independent Electoral Commission (IEC) for accepting 
a list of NIP candidates that had not been blessed by the 90 

plus year old NIP leader, Mr. Manyeli, who was also present at 
this meeting. General Lekhanya then held up a sheet of paper, a 
chart which had been drawn up by the EU Head of Delegation, 
showing what the actual proportional representation should have 
been. The EU representative responded strongly to this and 
stated that his chart was strictly hypothetical and would not 

stand up in a court of law. (Comment: The role of the EU both 

in the pre-electoral and post-electoral period has been somewhat 
puzzling since the representative has seemed to make an effort 
to demonstrate support of ABC Leader Thabane. Thabane had been 
invited by the EU, without consulting other members of the donor 
community, to a Chief of Mission (COM) breakfast meeting at his 
home several weeks ago. The EU member had also been 
specifically asked by the Irish Ambassador not to wear a yellow 
tie, the symbol of the ABC party, to the opening of Parliament, 
since he felt this could be inflammatory and partisan. However, 
the Head of the EU not only wore a yellow tie, but a yellow suit 

as well to the March 15 opening of Parliament. End Comment) 


4. (C) During the March 18 meeting with opposition leaders, | 
specifically asked Thabane what he expected to achieve with a 
stay-away. It would only hurt the people most in need not only 
of development aid but the poorest of the poor who needed their 
jobs. He never fully responded to this, but said it was too 

late to call off the strike. | said that all he had to do was 

go on the radio and make a statement, as he had previously 
promised the diplomatic corps he would do, to urge peace and 
stability. Thabane said in turn that his followers wanted to 

take to the streets of Maseru, and in order to appease them, he 
had agreed to a stay-away. The UNDP representative also tried 
to eek out of Thabane the specific objectives of the stay-away 
and Thabane simply said this was \"a part of our strategy." 
Throughout this discussion, none of the leaders of the 
opposition seemed to demonstrate any concern for the impact such 
action would have on the citizenry. The various leaders did say 
that the GOL Minister of Communications had been on the radio 
earlier Sunday to say that workers were to report as usual and 
that transportation drivers who did not carry out their duties 
would have their permits rescinded. Thabane then demanded to be 
on the radio saying that he must have equal time, and in his 
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broadcast, urged people to continue with the stay-away as 
planned. After this discussion, the donors repeated the 
importance of dialogue, peace and security for the good of the 
country. Thabane and monarchist opposition leader Malepo 
insisted that \"they are trying to kill us and we will not be 
insulted.\" They did confirm that they would meet the SADC 
Secretariat following their meeting with the international 


SIPDIS 
community representatives. 


5. (C) lt was agreed among the donor representatives that any 
further information garnered from various sources would be 
shared. Each mission had made provisions for transportation of 
its employees, if it were safe to come to work on Monday, March 
19. In a conversation with Lesotho\'s SADC Chair, Finance 
Minister Timothy Thahane, on March 19, the U.S. Ambassador 
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learned that the SADC Executive Secretary had briefed him both 
on his meeting with us as well as his meeting with the 

opposition leaders. According to Thahane, Dr. Salamao stated 
that he also had raised very firmly with the opposition leaders 
what they hoped to achieve in a stay-away, an action which could 
result in instability. He did not receive an answer, just as 

the diplomatic corps did not receive an answer. Some citizens 
believe ABC wants to show that it can shut down Maseru City. 
However, this would not achieve any objective in addressing the 
MMP issue nor lack of more opposition seats in the Senate. 
According to the Minister of Finance, the issue that the 
opposition was raising could not be resolved in Parliament, but 
by law had to go before the Independent Electoral Commission. 
He reported this information had been communicated to SADC. He 
believed that SADC could act as a facilitator to urge peace and 
security and use of the legal system to resolve the question; he 
planned to discuss this further with Dr. Salomao. 


6. (C) From Sunday evening, and into Monday, post has received 
reports that opposition followers had not received directives to 
cease activities and in fact had begun burning tires across the 
roads, spilling oil making it impossible for vehicles to proceed 

and throwing rocks at various individuals. There were also 
reports of shots being fired in two areas of the city located 

near the Lesotho Sun Hotel where the SADC Ministerial Council is 
to take place March 21-23, and where the SADC delegation has 
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held a series of meetings. During a conversation with the Irish 
Ambassador, we found out that he had spoken with Minister of 
Civil Service Sekatle and that Minister had indicated the 
opposition could not use the civil service as a pawn in this 
stay-away. He reportedly agreed that the dialogue should take 
place. However, according to Minister Thahane, the opposition 
has yet to make a request to the Prime Minister for such a 
meeting. The Irish Ambassador did inform Sekatle that the 
Diplomatic Corps had, through the former Dean (the South African 
High Commissioner), requested its own meeting with the Prime 
Minister and had not received a response. (Note: According to 
the South African High Commissioner, the Prime Minister at first 
said \"No\" because he was afraid the diplomatic corps was coming 
to present criticisms of the 2007 national elections. However, 

the High Commissioner explained that the meeting was for the 
purposes of (1) congratulating the party on its victory, and (2) 

to encourage dialogue with others in Parliament. End Note) 
Minister Sekatle did not seem to be aware that the international 
community had made this request, but we do not find that unique 
since communication between various branches of government and 
individuals does not always occur. Dr. Pontso Sekatle, spouse 

of Minister Sekatle, and herself Minister of Local Government, 
reportedly called the UNDP representative angrily denouncing the 
involvement of donors in trying to assist in the dialogue. We 

note that Dr. Sekatle is well known for her outbursts on many 
issues and do not find her statement unusual; she has regularly 
irritated her fellow members of Cabinet, but because of her 
closeness to the Prime Minister, she has been tolerated by them. 
Her husband, also a member of the Cabinet, is more balanced and 
rational in his approach to issues. Furthermore, the 

international community has repeatedly stressed to the GOL and 
opposition parties its non-interference in internal affairs, but 

for its desire to ensure peace, stability and the democractic 
process. 


7. (C) Given the situation, post held an Emergency Action 
Committee (EAC) meeting March 19 to review information from all 
sources and will follow up on its previous security and consular 
notices issued March 16 to alert American citizens of the 

situation (septel). The Ambassador is to participate in a 

second meeting with the SADC Executive Secretary for an update 
on his efforts to mediate/facilitate resolution of the stay-away 

and to ascertain the response from the opposition parties 
concerning use of the legal route to resolve their procedural 
questions. 


8. (C) Comment: We reiterated in conversations today with 
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Minister Thahane and Acting Foreign Minister Phooko the 
potential value of a full government statement indicating its 
willingness to address questions by any party members and to 
signal its openness to dialogue. Such action may help to calm 
the waters since clearly the oppositon, especially the ABC and 
Monarchist leaders, have not followed through on their 
commitment to urge stability and call off the stay-away. We 
have heard through various sources that a number of workers did 
not come into town out of fear and that the taxi drivers were 
being intimidated, beaten and/or vehicles set aflame. The 
police commissioner did make a statement on the radio saying 
that her forces would be patrolling the streets to deal with the 
situation. We understand that as soon as the police put out one 
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fire another is started. They have, it seems, been successful 

in clearing the streets of oil. All U.S. Mission staff 

personnel who can be reached have received transportation via 
Embassy vehicles. Others, who have experienced road blocks or 
tire burnings have been told to stay out of harm\'s way and 
remain at home in order to avoid any injury. We will continue 

to work with the international community and SADC in hopes that 
the stay-away can be stopped today, particularly in light of the 
need for dialogue and the mid-week SADC Ministerial which one 
hopes will proceed peacefully. End Comment 

PERRY 


101006 

PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPW RUEHROV 
DE RUEHRH #0550/01 0781536 

ZNY SSSSS ZZH 

P 191536Z MAR 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC PRIORITY 4739 

INFO RUCNISL/ISLAMIC COLLECTIVE PRIORITY 

RUEHJI/AMCONSUL JEDDAH PRIORITY 8480 

RUEAIIA/CIA WASHDC PRIORITY 

RUEKDIA/DIA WASHINGTON DC PRIORITY 

RUMICEA/USCINCCENT INTEL CEN MACDILL AFB FL PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","S E CR E T SECTION 01 OF 02 RIYADH 000550 


SIPDIS 


NOFORN 
SIPDIS 


DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN/RJACHIM 


Column 3 

E.O. 12958: DECL: 03/18/2027 

TAGS: PTER, PGOV, PINR, PREL, PHUM 

SUBJECT: FROM QASSIM - ONE VIEW ON EDUCATIONAL REFORM AND 
TERRORIST REHABILITATION 


Classified By: Acting Deputy Chief of Mission David Rundell for reasons 
1.4 (b) and (d). 


1. (S/NF) SUMMARY. Governor of Qassim Province Prince Faisal 
bin Bandar bin Abdulaziz Al Saud and his advisor, Dr. Yousef 
Al Romaih, a professor at the University of Qassim, told 
Ambassador during their March 6 meeting that the merger of 
Imam College and Qassim University was a positive step that 
resulted in more resources and a lower student to professor 
ratio. Al Romaih said that to meet local needs, the 

University has added several new programs and that two 
community colleges have been established. One was opened in 
Buraidah in 2006, and the facility in Unaizah will open this 

year. Al Romaih stated that there are also increased 
educational and employment opportunities for women, although 
limited in nature. Al Romaih, who is involved in efforts to 
rehabilitate individuals arrested for extremism, advocates 
long-term re-education and re-integration as necessary 
components of a successful program. He indicated that he has 
worked with 16 individuals with no recidivism thus far. Al 
Romaih\'s efforts comprise just one slice of the broader Mol 
program aimed at re-educating and rehabilitating detainees. 
Preliminary information on Mol\'s program also indicates a low 
level of recidivism, and the numbers make a credible argument 
for the program. However, it is still new and too early to 
understand the program\'s long-term strategic impact. END 
SUMMARY. 


2. (C) Governor of Qassim Province Prince Faisal bin Bandar 
bin Abdulaziz Al Saud told Ambassador during their March 6 
meeting that he is pleased with the overall progress in 
Qassim Province and the support of the SAG for initiatives 
there. He agreed that Qassim is extremely conservative and 
pointed out that the King visited Buraidah (capital of Qassim 
Province) last year carrying a message of economic 
development, reform, and tolerance. 


3. (C) The Governor invited Dr. Yousef Al Romaih to join the 
meeting when the discussion turned to educational reform. 
(BIONOTE: Al Romaih holds a PhD in criminal science and was 
educated at various universities in the northwestern part of 

the U.S. He is a professor at the University of Qassim. END 
BIONOTE.) Al Romaih, whom Prince Faisal described as the 
head of his \"think tank,\" stated that Iman College and the 
University of Qassim had been combined so that all resources 
would be co-located. He admitted to some initial concern 
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that the prestige of the institution would decline, but said 

the change has resulted in more availability of resources and 
a lower ratio of students to professors. He added that the 
curriculum is basically the same; however the University has 
added several new programs, such as pharmaceuticals, which 
was driven by local needs. (NOTE: A large pharmaceuticals 
factory, Spimaco, is located in Qassim\'s \"industrial city." 
END NOTE.) By responding to these local drivers, Al Romaih 
said that Qassim Province is positioned to meet \"Saudization\" 
goals, as well as increase services. 


4. (C) In an effort to respond to the needs of those 
individuals who do not continue their education at the 
university level but still require job skills/training, two 

new community" colleges have been established. The first 
opened in 2006 in Buraidah, and the second will open this 
year in Unaizah. Al Romaih said that students will receive 
certificates upon completion of their course of study, and 

will be able to transfer to the University if their grades 

are good enough. He emphasized that it is extremely 
advantageous for employers to hire students from these 
institutions because the government subsidizes their salaries 
at 50 to 75 percent for two years. He added that those 

skills that are most in demand -- Arabic and English language 
proficiency and computer science -- comprise the curriculum. 
Both the Prince and Al Romaih agreed that this kind of 
forward thinking did not exist in the Kingdom until recently. 


5. (C) Al Romaih noted that the same opportunities are 

available for women -- just at separate facilities. He 

stated that there is a growing trend for employment of women 
vis-a-vis \"social centers," where women are taught important 
capacity-building skills that will enable them to launch 

small enterprises. (NOTE: Head of the ladies branch of the 

Riyadh Chamber of Commerce told PolOffs on March 4 that women 
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tend to gravitate towards such ventures -- especially those 
that provide services to other women -- and that 
capacity-building is their greatest training need. END NOTE.) 


6. (C) Al Romaih continued that he is actively involved in 
\"re-educating\" individuals detained for extremism. He 

posited that what he described as the \"takfiri problem began 
with the Saudi youth who were recruited to go to Afghanistan 

in the 1980\'s and then sent back to teach this ideology to 
young, \"ideologically fickle\" Saudis. (NOTE: Al Romaih 
described takfirism as the concept of Muslims being deemed as 
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\"kafir\" or non-believers due to their affiliation with U.S. 

or western thought. END NOTE.) He emphasized several times 
that this ideology must be addressed through education and 
not with arms. \"It is easier to kill, 1" he said, \"but we must 
change minds," adding that the ideology is passed from 
generation to generation, therefore deeply inculcated in 
these youth. He admitted that we do not follow \'takfiri 
peopleW but need to.\" He suggested that it is possible keep 
takfirism as a theoretical concept as opposed to one that 
mandates action, but insisted that very strong anti-terrorist 
ideology is a must. He stated bluntly that those who believe 
in extremist ideology must be \"brainwashed\" with 
anti-terrorist ideology and that it requires a great deal of 
time and effort. 


7. (C) In order to prevent detainees from spreading extremist 
ideology, stated Al Romaih, they must be separated from the 
general population and experts must work with them to change 
their way of thinking. He added that detainees would not 

trust the police, so qualified individuals with credentials 

such as his are key to the re-education process. He cited 

his own success with such a program, saying that he has 
worked with 16 individuals thus far -- with no recidivism to 
date. (NOTE: Al Romaih works with individuals in detention 
facilities. He did not indicate whether his work is part of 

Mol\'s broader program, which uses such local resources. END 
NOTE.) He pointed out that re-education is a long-term 
commitment that requires up to two years, with additional 

work upon a detainee\'s release, in order to ensure effective 
re-integration into the community. 


8. (S/NF) COMMENT: The Saudis have very much embraced this 
concept of \"re-education\" and, indeed, have had some initial, 
success. Al Romaih claimed he has experienced a 100 percent 
success rate, which taken on its own, is impressive. 

However, his is just one slice of the broader Mol program 
aimed at re-educating and rehabilitating detainees. Although 
preliminary information on Mol\'s program also indicates a low 
level of recidivism, the program is still new and it is too 

early to understand its long-term strategic impact. Clearly 

the Saudis are addressing extremism in a context that is 
relevant to them culturally. While it is still too early to 

know whether the Saudis\' approach will be successful in the 
long term, Al Romaih -- and the numbers -- make a credible 
argument for the program. END COMMENT. 

OBERWETTER 
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E.O. 12958: DECL: 03/18/2017 

TAGS: PREL, PGOV, PINR, PHUM, IZ, SA 

SUBJECT: SAUDI MFA OFFICIAL ON ARAB LEAGUE SUMMIT, IRAQ 
NEIGHBORS\ CONFERENCE, AND IRAN 


Classified By: Acting Deputy Chief of Mission David Rundell for reasons 
1.4 (b) and (d). 


1. (C) MFA Deputy Director for Arab Affairs Talal Al Maliki 
told PolOff on March 13 that he is not convinced that the 
recent public statements of the Israelis that they are ready 
to \"treat seriously" the 2002 Saudi proposed Arab Peace 
Initiative carry any weight. He claimed that the Israelis 
typically make such statements of support, but never take 
concrete steps to back them up. Al Maliki added that the 
ongoing Israeli/Palestinian conflict is the fundamental 
reason behind tensions in the region. He suggested that most 
regional conflicts would \"fall into place once this issue 
has been resolved. Al Maliki decried the IsraelisW poor 
treatment" of the Palestinians, stating bluntly that Israel\'s 
relationship with Palestine is the primary concern of its 
Arab neighbors. 


2. (C) Al Maliki continued that he expects the Arab-Israeli 
conflict to take center stage during the March 28-29 Arab 
League Summit in Riyadh, but does not think there will be any 
major developments as a result of the discussions. Al Maliki 
said that other key agenda items are likely to include the 

Iraq crisis, Somalia, and Sudan. While he does not 

anticipate any significant statements or actions resulting 

from these discussions either, he did intimate that observers 
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should expect as a result of Summit discussions some 
substantive movement and solidarity regarding Lebanon -- 
although he did not specify what that would entail. 


3. (C) Al Maliki further speculated that the Summit would 
expand on earlier efforts to address organizational issues 
and the Arab League\'s ability to effectively carry out its 
mandate. He brushed off criticisms that the Arab League is 
not an effective forum, noting changes such as the 
elimination of the consensus requirement for decision, saying 
reforms such as this have helped to keep the forum relevant 
and current. He agreed, however, that it is critical for the 
Arab League to continue adjusting to global changes in order 
to effectively address regional issues. He added that Saudi 
Arabia and Egypt are the \"big players" in the Arab League, 
but acknowledged that Egypt\'s influence has waned in recent 
years. 


4. (C) Al Maliki briefly discussed the March 10 Iraq Expanded 
Neighbors\' Conference, stating that what little information 

he had was based on rumor or press reports. (NOTE: At one 
point, Al Maliki asked PolOff if it was true that the Syrian 
delegation walked out of the Conference prior to its 
conclusion. END NOTE.) Al Maliki was not optimistic that 
the Conference would do anything to ameliorate the violence 
in Iraq, pointing out that the killing had only increased 
following President Bush\'s announcement of his new strategy. 
However, he lauded the Conference as a positive step, 
emphasizing that the U.S. must engage with Iran and Syria for 
there to be any solution to the conflict. He further stated 

that the Iranians would never \"do something for nothing,\" 
advising that the USG must offer Iran concessions in some 
form if it hopes to convince Iran to refrain from interfering 

in Iraq\'s internal affairs. 


5. (C) Although Al Maliki agreed that Saudis are concerned 
about Iranian influence in the region -- especially regarding 
its nuclear aspirations -- he was somewhat dismissive about 
the extent to which the Iranians are actually a threat to the 
region. He pointed out that any country\'s possession of 
nuclear weapons capability should be condemned -- including 
Israel's. 


6. (C) COMMENT: Al Maliki was extremely measured in his 
response to PolOff\'s questions and said little that was 
surprising. However, his take on the Iranian threat was 
interesting in that it very much echoed what we often hear 
from both the general public and many of our mid-level 
contacts. These interlocutors tend to point to the 
Israeli/Palestinian conflict as the \"crux of the problems\" in 
the Middle East, while expressing surprisingly little concern 
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about Iranian efforts to obtain nuclear weapons capability or 
Iranian interference in the region. Given his position as 

the second highest ranking official in the MFA\'s Arab Affairs 
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Department, one would expect Al Maliki\'s analysis of the 
Iranian threat -- as well as his take on Israel\'s recent 

public comments on the Arab Peace Initiative -- to be much 
more closely aligned with that of the SAG\'s senior 

leadership. While this certainly supports the view that the 

SAG is much more progressive than the population as a whole, 
it also highlights how greatly centralized authority and 
decision-making in the Kingdom remains. END COMMENT. 
OBERWETTER 


101008 

PP RUEHAG RUEHROV 

DE RUEHDM #0280 0781545 

ZNY CCCCC ZZH 

P 191545Z MAR 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC PRIORITY 3172 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0364 

RUEAIIA/CIA WASHDC PRIORITY 

RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL PRIORITY 
RHEHNSC/NSC WASHDG PRIORITY""CONFIDENTIALDAMASCUS 000280 


SIPDIS 

SIPDIS 

PARIS FOR WALLER; LONDON FOR TSOU 
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TAGS: PGOV, PREL, PHUM, SY 

SUBJECT: REACTION TO SOLANA\'S DAMASCUS VISIT MIXED 
REF: 06 DAMASCUS 05447 

Classified By: CDA Michael Corbin, for reasons 1.4 b/d. 

1. (C) Summary: European diplomats, including German 
Ambassador Wenzel, stressed the frank and generally positive 
nature of EU Representative Solana,s talks with Syrian 
President Asad, especially with regard to Lebanon. In 


addition, Syrian state media put a mostly positive spin on 
the visit, asserting that the Europeans had finally realized 
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their policy of pressuring the SARG for change had failed. 

The Syrian opposition registered its disappointment with 
Solana\'s visit and fear that Wa deal" is in the offing that 

would cause the Europeans to weaken their commitment to 
Syrian civil society and promoting human rights. End Summary. 


2. (U) EU High Representative for Common Foreign Policy and 
Security Policy Javier Solana visited Damascus on March 14 as 
part of a regional trip that also included Lebanon and Saudi 
Arabia. Solana met separately with President Bashar Asad, 
Vice President Farouk al-Shara\'a, and Foreign Minister Walid 
MuVallim. Solana then briefed EU ambassadors and held a 
joint press conference with MuVallim. 


3. (C) German Ambassador Wolkmar Wenzel and other German 
diplomats, said Solana,s March 14 trip was designed to 
present a united European position to the Syrians on 

important regional issues such as lraq and Lebanon. Wenzel 
stressed that Solana\'s separate meetings with Asad, 
al-SharaVa and Mu\allim were generally positive and they were 
characterized by a frank exchange, especially with regard to 
Lebanon. (Note: According to Wenzel, the meeting with 
al-SharaVa was not as cordial as the others. End Note.) 
According to one mid-level German diplomat, Solana was able 
to hear parts of the Syrian argument that he had not 

previously heard. For instance, according to Wenzel, 
President Asad spent a long time trying to defend Syria,s 
actions in Lebanon to Solana. At one point, Asad told Solana 
that Hizballah is defending UNIFIL from al-Qaeda, Wenzel 
said. 


4. (C) Wenzel also noted that German Deputy State Secretary 
in the Federal Ministry of the Interior August Hanning, who 

is the former head of German intelligence, had visited Syria 
March 6 and was struck by the level of concern in the Syrian 
government over internal security, especially as expressed by 
Minister of Interior Bassam Abdel Majid. Although Wenzel did 
not go into details about the Hanning visit, the concern in 

the Syrian government seems to match the concern Asad 
expressed in general terms to visiting CoDELs in December 
(reftel) that internal Syrian stability was being affected in 
different ways by developments in Iraq. 


5. (U) Syrian state-run media focused on the positive aspects 
of the visit. The Syrian Arab News Agency (SANA) coverage of 
the joint Solana-MuVallim press conference focused on 
Solana\'s expression of EU support for Syria,s right to have 
returned the occupied Golan, to the Line of June 4, 1967. 
SANA also reported that Solana expressed hope that Syria 
would help resolve ongoing conflicts in Iraq and Lebanon. In 
contrast, the semi-independent Syrian daily al-Watan reported 
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that Asad told Solana that Syria will only cooperate fully 

with the EU and the US when it is in Syria\'s interests. 
Al-Watan went on to report that Asad told Solana that Syria 
was no longer interested in an Association agreement with the 
EU. 


6. (C) Some in the Syrian opposition have expressed confusion 
and consternation at the Solana visit. While not 
automatically opposed to EU engagement with the Syrian 
regime, some civil society activists told poloff they could 

not understand the logic behind the Solana visit or the 
long-range goal of the EU toward Syria. Others in the 
closely monitored Syrian opposition told poloff they assumed 
that the EU is overlooking the internal situation in Syria in 
favor of regional stability. (Note: A mid-level source at 

the German Embassy said it did not seem that Solana raised 
any internal issues, such as elections. End Note.) 

CORBIN 
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MARR 

SUBJECT: DOD USDP EDELMAN AND FRENCH POLITICAL DIRECTOR 
ARAUD DISCUSS MISSILE DEFENSE, AFGHANISTAN, IRAQ, IRAN 
Classified By: AMB Craig Stapleton for reasons 1.4 (B € D). 


1. (S) SUMMARY: During a March 15 meeting with USDP Edelman, 
MFA Political Director Araud accepted fully the U.S. right to 
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deploy MD in the Czech Republic and Poland while noting the 
need for careful Russia management. Agreeing with Edelman 
that this was more a problem of politics than physics, Araud 
expressed concern that the U.S. might be considering 
deployment of an MD element to Georgia and asked whether the 
U.S. also had plans to push for Georgian participation in 
NATOVs MAP process in connection with the 2008 summit. Araud 
responded to Edelman\'s description of PRT successes in 
Afghanistan with a request for documentation and analysis of 
PRTs that might serve to produce a more favorable GOF 
attitude following the upcoming presidential elections, 

reiterated familiar concerns about the need to keep France 

and other NATO governments informed in advance of ISAF 
operations, and said France would raise as a matter of 

Alliance principle Turkey\'s denial of blanket authorization 

for ISAF-related overflights at NATO if France and Turkey did 
not reach an understanding soon. In response to Edelman\'s 
briefing on the surge in Iraq, Araud agreed that Iran was 
reassessing its operations in Iraq in response to the recent 
operations against the IRGC(QF) in Iraq and the dispatch of a 
second carrier battle group to the Gulf. However, he saw no 
moderating of Iran\'s \"obsession\" with enrichment and said the 
IranianVs were using Russia\'s current refusal to deliver fuel 

as another argument for an indigenous capability. END 
SUMMARY. 


2. (SBU) DOD Under Secretary for Policy Eric Edelman and 
Ambassador Stapleton met March 15 with MFA Political Director 
Gerard Araud to discuss missile defense, Afghanistan, and the 
situation in Iraq. Araud was joined by Policy Planning 
A/S-equivalent Pierre Levy, IO PDAS-equivalent Marc 
Giacomini, Strategic Affairs A/S-equivalent Philippe Carre, 
Advisor to FM Douste-Blazy for Strategic Affairs and North 
America Francois-Xavier Carrel-Billard, Nonproliferation 

Affairs DAS-equivalent Philippe Errera, Strategic Affairs 

office desk officer for missile defense issues Arnaud Mentre, 
NATO desk officer for Afghanistan Xavier Chatel, and Special 
Assistant to the Political Director Gael Veyssiere. POL/MC, 
LtGen John Sattler of J-5, Military Assistant COL Tracy 

Warren, LTC Nate Lucas of OSD, LTC Chad Lemond of DATT, and 
POL Deputy (notetaker) accompanied Edelman. 


MISSILE DEFENSE 


3. (S) Ambassador Edelman briefed on U.S. deployment plans, 
explaining U.S. sites were optimal to intercept missiles from 
North Korea but that the Czech and Polish sites were needed 
to defend fielded forces and European allies against an 
eventual Iranian threat. He reviewed U.S. efforts at 
transparency within NATO and with Russia, including in the 
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NATO-Russia Council, and pointed out the contradiction 
between Russian opposition to a U.S. site defending against 
Iran and Russia\'s own claims that it needed to abrogate the 
INF Treaty for the same reason, among others. Finally, 
noting Russian statements that they would prefer a U.S. site 
in the UK even if technically such a site would theoretically 
enable interception of a Russian missile, he concluded that 
the Russian problem appeared to be one of politics, not 
physics. 


4. (C) Araud responded that the U.S. had a right to defend 
itself, that Poland and the Czech Republic were friends and 
allies who had the right to agree to missile sites, and that 

the Russian complaints and implicit threats were 
unacceptable. He agreed that the Russian reaction was 
political in essence, and, recounting Putin\'s ravings during 
the most recent meeting of Foreign and Defense ministers in 
Moscow, cited traditional Russian fears of encirclement close 
to their \"geopolitical borders\" and their rekindled imperial 
ambitions. The Poles and Russians attached a similar 
importance to a U.S. presence -- if for opposite reasons. 

But Russian reactions still needed to be taken into account, 
since they had consequences for Europe. He said France\'s 
position of calling for more dialogue reflected its status as 

a concerned observer; while the Germans had perhaps 
overreacted to the U.S. announcement, the situation created 
was also uncomfortable for France. Edelman acknowledged the 
concern and stressed the continuing importance the U.S. 


PARIS 00001063 002 OF 003 


attached to cooperation with Russia on Iran, Kosovo, and 
other issues. 


5. (C) Carre asked whether Russia had accused the U.S. of 
violating NATO commitments on stationing and infrastructure 
on the territories of new members. Edelman responded that 
the Russians had not yet raised the issue in any of his 
conversations, adding that any deployment would involve 
neither substantial forces nor bases. 


6. (S) Edelman pointed out that the likelinood that any 
potential Iranian missile would invariably cross Russian 
territory, with the possibility of significant debris, might 

yet persuade Russia to take a more cooperative approach. 
Araud responded that concerns about debris, and the 
possibility that a missile might be intercepted over German 
territory, might help explain the stronger German reaction. 


BUT WHAT ABOUT GEORGIA? 
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7. (S) Araud asked if, as has been reported, the U.S. was 
thinking of basing a radar site in Georgia, commenting that 
while the U.S. had the right to do so, this would be viewed 

by Russia as a red flag. Edelman acknowledged that, to be 
fully effective, the system would eventually need a forward 
radar site, but this could be in Turkey, Georgia, or even 
Azerbaijan. Noting that the Russians themselves had a radar 
site in Azerbaijan, he explained to Araud that the U.S. at 

one point had proposed a cooperative arrangement at the same 
site with the Russians (the Russians had yet to respond). 
Araud asked whether the U.S. would be pushing to admit 
Georgia into the NATO MAP process in 2008, which he said 
would pose new difficulties for Russia. Carre added that 
eventual NATO membership for Ukraine was also a 
consideration. Edelman registered the French concerns, 
noting that Russia had not raised concerns about Georgia and 
Ukraine in its discussions with the U.S. of MD. 


AFGHANISTAN 


8. (C) Edelman described the improving economic situation in 
Afghanistan; noted his just-held talks with the Afghans on 
security, economic development, counter-narcotics, and 
governance; and noted the Administration\'s USDOL 11.8 billion 
assistance request for Afghanistan. Afghan military 
capabilities were improving, with police capabilities still 
lagging. President Karzai was feeling encouraged by U.S. and 
NATO support. Additional UK and Polish battalions would be 
arriving soon in advance of any potential Taliban spring 
offensive. Edelman explained that this was not a \"military\" 
campaign at all, but more a terrorist one directed against 
schools, health clinics, police stations, and economic 
development -- in short, the fundamentals of civilization. 


9. (C) Edelman recounted his visit to a U.S.-led PRT in 
Jalalabad, an operation which he described as proving 
effective. In response to a number of Araud\'s questions, 
Edelman explained how PRT activities were nested in brigades 
in order to serve as an enabler for reconstructive activity. 
Araud noted that the current French Administration \"did not 
believe in PRTs,\" but indicated that this might change after 
the elections. He asked if the U.S. had documentation on and 
analyses of the PRTs that it would be prepared to share (with 
the eventual aim of changing minds). Edelman undertook to 
provide him materials as quickly as possible. (NOTE: As a 
first step, Post provided Araud\'s office March 16 with USIP 
reports and USAID\'s June 2006 interagency study on PRTs in 
Afghanistan.) 
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10. (S) Araud asked if the Achilles operation was a response 
to current Taliban activity or was designed to preempt it. 
Edelman and Gen Sattler explained that it was essentially 
intelligence driven and designed to block Taliban 

infiltration routes and protect infrastructure. 

Carrel-Billard asked whether Afghan troops had a significant 
role in the operations and were gradually taking over. 

Edelman and Gen Sattler responded that Afghan troops fought 
well, but that they lacked enablers and mobility; it was for 

this reason that U.S. trainers were embedded in them. 


11. (C) In a brief exchange, Araud reiterated familiar 
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French concerns that French political authorities be informed 
in advance of major ISAF operations. U.S. participants noted 
that the issue had been raised and appeared to have been 
satisfactorily addressed at the March 14 NAC. 


12. (C) Edelman and Sattler noted that there would be a 
rotary wing shortfall in the south with the rotation out of 

U.S. equipment and hoped France might be able to think about 
helping there or in other areas. Araud expressed the hope 
that the U.S. properly recognized the contributions France 

was already making, including the recent decision to move an 
aircraft carrier into the Arabian Sea. Edelman assured him 
that this was the case. 


13. (C) Araud raised Turkey\'s decision to cease providing 
blanket overflight authorization for ISAF missions, saying 

that this affected Alliance operations and was therefore a 

matter of principle. Edelman agreed with the French position 
that Allies should adhere to their NATO responsibilities. 

Araud expressed the hope that France and Turkey would resolve 
their differences at a meeting scheduled for March 20. If 

not, he said, France would take the issue to the NATO Council 
(NAC). 


IRAQ 


14. (C) Edelman noted that while it was still early to draw 
definitive conclusions about current operations in Baghdad, 
the initial phases were proceeding well. Operations had 
proceeded effectively, and there had been no political 
interference by the PM with operations. Sectarian killings 

had declined somewhat. Economic activity appeared to be on 
the increase. On the political side, the hydrocarbon law had 
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passed the Council of Ministers, an important step forward. 
The key to future success hinged on being able to build in 
the areas cleared and held, but the U.S. had plans to deploy 
ten additional PRTs in the near future. 


15. (S) Araud asked about the Iranian role. Edelman noted 
that, while an Iranian hand was still visible in IED attacks, 
the U.S. decision to pursue Iranian agents more actively and 
to deploy an aircraft carrier to the region appeared to be 
have catalyzed a process of reassessment. Araud agreed, 
affirming that Iran was worried about a possible military 
operation. Edelman agreed this was probably the case, while 
reiterating that the U.S. had no current plans for attacking 
Iran. Araud discerned signs of Iranian willingness to 
negotiate, although they continued to refuse suspension of 
their nuclear activities. They were obsessed by enrichment, 
he said, and were now citing the Russian refusal to deliver 
fuel to Bushehr as a justification for an indigenous 
capability. 


16. (U) This message was cleared by USDP Edelman. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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1. (SBU) Summary: Maseru\'s Emergency Action Committee (EAC) 
convened on March 19 to discuss the first day of a three-day, 
opposition-led work stoppage (\"stay away\"), to assess potential 
threats to USG personnel, and to review the mission\'s security 
posture. Day One of the stay-away was widely observed in Maseru 
(mostly due to fear of potential violence), bringing the local 
economy and government services to a halt. Maseru remained calm 
but tense throughout the day, although there were several 

notable acts of intimidation and violence. There is no evidence 

that diplomats or foreign residents have been targeted. The 

post has issued security and warden notices advising personnel 
and Amcits of developments and the potential for violence. The 
Embassy will remain on reduced local staffing through March 21, 
providing transport for essential local staff and advising other 
employees to remain at home if local conditions prohibit safe 
commuting. End Summary. 


2. (U) On March 15 opposition leader Tom Thabane, head of the 
ABC political party, called for a three-day country wide strike 
March 19-21 (known locally as a stay away). The call for mass 
action, supported by several opposition parties, is a show of 
strength and symbol of opposition displeasure over 
election-related issues, including the distribution of 

legislative seats. On the evening of March 15, GOL security 
authorities, including military units, forcibly removed Thabane 

and several other parliamentarians who had attempted an 
overnight sit-in at the Parliament building (reftel). 


3. (U) EAC members assessed that the first day of the stay-away, 
March 19, was widely observed in greater Maseru and 
significantly disruptive to the local economy. Public 
transportation was non-existent, as most local taxi and bus 
companies actively participated in the stay-away, or declined to 
put their vehicles and drivers on the road for fear of violent 
retribution from opposition supporters. Although Maseru 
remained calm throughout the day, the following incidents were 
observed or reported to EAC members: 


--at least three taxis were attacked and burned, and one taxi 
driver was beaten; 

--opposition supporters set up numerous informal roadblocks, 
preventing many commuters from outlying villages and towns from 
entering Maseru; 

--shots were heard at two locations, although no injuries were 
reported; 
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--several vehicles were stoned, reportedly including the 

Minister of Health\'s car; 

--during the night of March 18 and early morning March 19, 
opposition supporters burned tires at several locations 

throughout the city; 

--a GOL-owned vehicle supplied to the Government of Botswana for 
the upcoming SADC Council of Ministers was carjacked during the 
night of March 18-19; the driver was robbed and tied up, but 
unharmed. Security officials have not determined if the 

incident was politically or criminally motivated; 

--the vast majority of shops and commercial establishments 
remain shuttered throughout the day. Vehicular traffic was 
minimal, with a noticeable increase in pedestrians; 

--local textile factories reported a 20 percent attendance rate, 
leading to closures of production lines. Similarly low 

attendance rates at other factories resulted in trucks returning 

to South Africa, unable to load or offload in Maseru. 


4. (U) On the eve of the work stoppage, GOL officials had warned 
government employees to turn up at work locations and also 
warned public transport operators that they would face license 
revocation if they failed to transport workers. Embassy 

officers observed large crowds of workers gathering at taxi and 
bus stops in the early hours of the day. Lacking transportation 
options, however, many civil servants were unable to travel to 
work. About half of U.S. mission local staff were unable to 

make the commute; Embassy drivers ferried essential staff, while 
several employees used their private vehicles. 


5. (SBU) The EAC recommended or concurred with the following 
security measures and assessments: 


--The city of Maseru remains tense but calm. Interior cities 

and towns are calm, with most reports indicating that the 
stay-away was not widely observed outside of Maseru. 

--There is no evidence that diplomats or foreign workers and 
residents have been targeted. All Peace Corps volunteers have 
been accounted for; other than those on business or attending 
training in Maseru, all PCVs have been advised to stay in place 
for the duration of the stay-away period. 

--Diplomatic efforts continue, led by key resident missions, and 
are aimed at engaging the SADC Secretariat (in Maseru for the 
March 21-23 SADC Ministerial) to encourage a dialogue among the 
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GOL and political parties (septel); 

--A post security notice was issued on March 16 advised all 
personnel of the potential for a work-stoppage and associated 
violence; an updated message was issued on March 19. 
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--a parallel Warden Message was issued to all registered Amcits 
on March 16, updated on March 19; 

--absent any statements from key opposition leaders ending the 
stay-away, post will remain on reduced local staffing through 
March 21, providing transport for essential staff and advising 
other employees to remain at home if local conditions prohibit 
safe commuting. 

PERRY 
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SUBJECT: NORWAY EXPLAINS DECISION TO RECOGNIZE PALESTINIAN 
UNITY GOVERNMENT 


1. (SBU) Summary: On March 19, MFA Political Director Kai 
Eide briefed the EU/NATO ally countries on the GON decision 
over the weekend to have direct political contacts with the 
Palestinian National Unity Government (NUG). He explained 
that the GON welcomed the NUG because: 


--the NUG is taking steps toward complying with international 
community requirements, as demonstrated by the Mecca 
Agreement and the NUG platform; 

--the NUG is important to ending the inter-Palestinian 
violence and creating stability in Palestine; 

--the NUG provides a broad basis for Abbas to negotiate with 
Israel. 
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End Summary 


2. (SBU) The alternative, Eide said, would be continued 
violence, a weakened Abbas; and the undercutting of moderate 
Arab states who were heavily engaged in creating the NUG. 
Eide commended Abbas for his efforts and explained the GON 
has been constantly in touch with Abbas throughout the 
process. The GON sees the Mecca Agreement, the NUG platform 
and the statements by the Palestinian Prime Minister as 
containing positive elements. While not ideal, they do 

provide a foundation from which to move forward. Eide 
stressed the GON hopes that its action will lead to more 
moderation by Palestinians and others in the wider region. 

Eide briefed that the GON will have direct contacts with the 
NUG based on functional needs, not party affiliation. They 

look to work closely with the NUG Finance Minister in 
determining how to move back to normality and end the 
&perversion of the Palestinian economy.8 


3. (SBU) Eide stressed that the GON decision is not a carte 
blanche. Instead, the GON will assess how the NUG policies 
and actions comply with the international requirements in 
particular regarding: 


--recognition of Israel; 

--renunciation of violence; 

--stability in Palestine; 

--end to rocket attacks; 

--release of the Israeli solider held captive; 
--recognition of previous international laws; and 
--political and economic reforms within Palestine. 


In regard to the latter, the GON found the Palestinian Prime 
Minister,s emphasis on reform encouraging. Eide 
re-emphasized that the GON will be looking for more than just 
words, and will monitor actions. He pointed out however that 
the GON had at this point concluded it should build on what 
has been achieved because the costs of not doing so are very 
high. 


4. (SBU) Eide then briefed on State Secretary Johansen,s 
ongoing visit to Palestine. Meetings with the Prime Minister 
and Foreign Minister have already taken place and meetings 
with Abbas and the Finance Minister are scheduled. At the 
meetings, Johansen is offering support but also clearly 
explaining Norway,s expectations for positive action. He 
has specifically said that the GON will modulate its 
relationship based on performance. In the meeting with the 
Prime Minister, Johansen explicitly urged the release of the 
Israeli solider and the BBC journalist. At the meeting with 
the Foreign Minister, Johansen stressed Norway,s 
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interpretation of the Mecca Agreement and the NUG platform as 
implicitly recognizing previous UN resolutions. The Foreign 
Minister confirmed that this interpretation was one he shares. 


5. (SBU) In a question and answer session that followed, Eide 
emphasized that the GON will not distinguish between Hamas, 
Fatah, and Independent Ministers in their contact with the 
NUG. With the NUG, the GON will meet at political levels. 
However, with the Hamas party, the GON will continue to meet 
only at the civil servant level. On the type of financial 
assistance and mechanism for it, Eide said this would depend 
on the discussions with the Finance Minister. Responding to 
questions about Israeli,s reaction (note: Israel was not 

invited, nor were other non-NATO, non-EU states), Eide said 
he could not speak to other country,s views but said that 

the best diplomacy comes when strength is combined with 
engagement. One without the other will lead to failure, but 
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the combination can foster moderation. In response to the 
DCMs question regarding the Palestinian Prime Minister,s 
statement that violence will continue, Eide re-emphasized 

that the GON will modulate its policy based on the behavior 

of the new government. The GON reads the question of 
resistance in the Palestinian PM\'s statement as coming within 
the context of international norms and charters. 
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1. Post requests the Department\'s assistance in screening 
the following candidates of the Jamaican Defense Force (JDF) 
who have been nominated for training in the U.S., pursuant to 
the Leahy Act and Foreign Assistance Act. Post has no 
derogatory information. 


2. The names of the proposed candidates follow: 


Name: WILLIAM, Roderick Anthony 
Gender: Male 

Passport No.: A2112982 

Occupation: MAJ/JDF 


Unit: 2JR 
Service No.: JCA/1384 
DOB: 15 Aug 72/Kingston, Jamaica 


Type of Training: CIVIL MILITARY RESPONSES TO TERRORISM 
(GLOBAL) 

NAVAL POST GRAD SCHOOL, MONTEREY, CA 
Training Starts: 28 March 2007 
Travel Date: 27 March 2007 


Name: HINDS, Glenroy 
Gender: Male 

Passport No.: A2209599 
Occupation: Staff SGT/JDF 


Unit: 2 JR 
Service No.: JDF/23315 
DOB: 15 Feb 62/St Ann, Jamaica 


Type of Training: FIRST SERGEANT, FORT BLISS, TX 
Training Starts: 29 March 2007 
Travel Date: 28 March 2007 


Name: EWEN, Overton 
Gender: Male 

Passport No.: A2073692 
Occupation: SGT/JDF 


Unit: 1 JR 
Service No.: JDF/23906 
DOB: 30 May 68/Westmoreland, Jamaica 


Type of Training: FIRST SEARGEANT, FORT BLISS, TX 
Training Starts: 29 March 2007 
Travel Date: 28 March 2007 


3. Post appreciates Department\'s assistance. 
JOHNSON 
101013 
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SUBJECT: LEBANON: HADDAD UPBEAT ON WTO ACCESSION, 
PRIVATIZATION 


Classified By: Ambassador Jeffrey Feltman for reasons 1.4 (b) and (d). 


SUMMARY 


1. (C) Following his recent Washington trip, Economy 

Minister Haddad expressed regret that he had not seen more 
members of Congress, but he was optimistic about the aid 
promised at the Paris Ill donor conference. He understands 
USG wishes about debt reduction, and expects to discuss this 
again in a month. Haddad is concerned about any USG attempt 
to link its own funds to conditionality, and would prefer 

that we join with other donors in stipulating comprehensive 
conditions that have an international, not USG, character. 

He does not see any major barriers to WTO accession in 2007. 
The IMF\'s EPCA for Lebanon should be concluded soon, and that 
program is causing concern for the Central Bank governor. 
There are positive signs regarding both the reduction in 

cable piracy and the restructuring of the telecom sector, 

both due to creation of the new telecom regulatory agency. 
Running out of cash, the GOL is on the verge of bankruptcy, 
and the annual inflation rate is running at 6 percent. End 
summary. 


MEETINGS IN WASHINGTON NOT ALL THEY COULD HAVE BEEN 


2. (SBU) A cheerful, chipper Minister of Economy and Trade 
Sami Haddad reviewed his recent trip to Washington at a March 
15 meeting with the Ambassador and Econoff. Haddad, who 
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admitted to being \"very excitedW about recent government 
activities (possibly meaning the cabinet meeting of the 
previous day during which 101 items were agreed upon), ducked 
out of a Higher Privatization Council meeting to discuss his 
recent trip to Washington. He reported that the visit went 
\"very well,\" and said that he had learned in Washington that, 
Vall roads lead to you (Ambassador Feltman) and (USAID 
Director in Lebanon) Raouf Youssef. Haddad appeared to be 
disappointed that he was not able to see more people in 
Congress, but accepted the blame, saying that usually 

visitors use lobbyists to make their appointments. He did 

not and \"we got what we got. He mentioned meeting with 
Senator Cochrane, and the staff of both Senator Byrd and the 
Senate Appropriations Committee. 


USE OF U.S. FUNDS - STILL REQUIRES DISCUSSION 


3. (SBU) Haddad shared with us his recent discussions in 
Washington about use of U.S. contributions. He understands 
that the USG generally does not favor cash transfers, and 
that we would prefer that any cash given by the USG would be 
used to pay down debt. Repayment should begin with debt to 
the U.S. and then follow with repayment to institutions where 
the U.S. plays a major role, such as the World Bank. Haddad 
said that Lebanon\'s debt to the U.S. was insignificant at 
about $50,000 (NFI) and should be repaid. He also said that 
he had checked with the World Bank, which does not wish to be 
repaid at this time. Therefore, his position is that Lebanon 
should repay the most expensive debt first. His 
understanding is that he will meet again with USG officials 

on this subject in one month to discuss it further. He did 

not specify where or with whom these meetings would take 
place, but we presume he was referring to the end of April 
IMF/IBRD meetings. 


4. (SBU) As for the modalities of debt repayment, he 
understands that the USG would prefer to pay the creditors 
directly. However, if the GOL insists on paying its 

creditors directly, he believes that in the worst case the 
money would go through the Central Bank (BDL) directly to the 
creditors, rather than pass through temporarily as GOL 
revenues. Further discussions regarding the conditions that 
the USG might impose on any support centered around four 
points: the telecom sector; the power sector; the 
establishment of a Debt Management Office in the Ministry of 
Finance (MOF); and raising taxes. Of the four he sees the 
tax issue as the most controversial within the GOL, touching 
as it does on gasoline prices. Although the GOL would use 
improvements in fuel efficiency and other inducements to 
soften the blow of increased gasoline prices, planned by the 
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Ministry of Finance for this year, this tax is a very 
unpopular idea and at this time the GOL is only willing to 
discuss it, rather than commit itself to higher taxes. 


5. (C) Haddad feels that any overt action on the part of the 
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USG to impose conditions on its financial support would 
automatically be viewed as a subversive form of control, and 
should be avoided. His suggestion was that all donors should 
jointly impose conditions, possibly led by the World Bank. 

He admitted that only the USG and the World Bank have been 
talking about conditions. The Arab donors have none. The 
IMF, through the Emergency Post-Conflict Assistance (EPCA) 
program, which is expected to be finalized this week, is 
talking about \"monitorable actions!" rather than 

conditionality. In Haddad\'s opinion, the USG should choose 
its conditions based on that agreement, masking USG 
conditionality for something more international in appearance. 


WTO ACCESSION MOVING AHEAD 


6. (C) When the discussion turned to the next World Trade 
Organization (WTO) Working Party meeting, Haddad explained 
that it had originally been scheduled for the end of March, 

but had been postponed until the end of April. He went on to 
say, with some degree of embarrassment, that Prime Minister 
Siniora wanted Haddad to attend the Arab Summit, where the 
awkward possibility of duelling Lebanese delegations cannot 
yet be ruled out. Although his attendance was not yet 
confirmed, the Working Party meeting was postponed to 
accommodate his possible attendance in Riyadh. At another 
point in the conversation, Haddad, somewhat unsettled, 
pointed out that he did not know if he would be in this 

cabinet that long, nor did he wish to be in any new cabinet. 

It is unclear if he is aware of the rumors about his possible 
ouster, but there is no doubt that given the discussions 

about possible smaller cabinets, he must be reviewing his 
options. 


7. (SBU) Discussing his meeting with the Office of the U.S. 
Trade Representative (USTR) during his Washington trip, 
Haddad felt that there was strong support for GOL accession 

to the WTO. He looked forward to getting the USG response to 
the GOL offers regarding goods, after he, per requirements, 
resubmited the offers in a different format. That was done 
immediately on his return from Washington, he said, 
expressing hope for a response shortly. He did request USG 
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assistance with Australia, and possibly Japan, which are 
being \"difficult\" about tariffs. Saying that the U.S. is 
usually the last country to approve new entrants, he felt 
that U.S. engagement in the favor of Lebanon would be 
advantageous. When pressed, he said that in the area of 
services he also expected some difficulties from the European 
Union, the U.S. and Taiwan. But the GOL believes that it 
already matches U.S. regulations on at least 60 percent of 
the items, and the remaining differences are largely in the 
spirit of the Doha Round. 


LEBANESE-MADE BARRIERS 


8. (SBU) Regarding GOL barriers to WTO accession, Haddad was 
upbeat at the news that the newly appointed head of the 
Telecom Regulatory Authority (TRA) might have discovered a 
legal fix in the area of cable piracy. This would 

potentially allow the GOL to begin to require licenses from 

all cable providers without additional legislation. Cable 

piracy is a large barrier, and the enforcement of licensing 
would be the responsibility of Haddad\'s ministry. Asked if 
the GOL has the political will to end piracy, Haddad said 

that he had to be realistic and therefore somewhat 
pessimistic. However, he believes that it is making some 
progress in this sensitive area. In meetings with his staff 

the previous day, there was general agreement about the 
potential of this new and favorable interpretation of 

existing legislation. It strengthens the belief in his 

ministry that WTO accession could happen in 2007. 


9. (SBU) Haddad agreed that this timing is possible. He 
pointed out that pending legislation currently in Parliament 
can stay there despite changes in cabinets, unless the 
newly-responsible minister chooses to withdraw it. He cited 
the example of the e-commerce law which he has allowed to 
remain on the table for action, although it was initiated by 
his predecessor. All of the legislation believed to be 
required for WTO accession is with Parliament, either ready 
for passage, or in the final states of discussion. Other 

legal steps remain, such as the cancelling of ministerial 
decrees, but those he feels are minor. Acknowledging that 
there would possibly be public outcry about some changes, 
such as the right-to-trade section of the labor law, he 
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later the same day in an article for the local 
English-language newspaper, the Daily Star, about the April 
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WTO meeting: \"I hope this will be the last meeting before we 
become a member in the international trade organization." 


VALUE OF THE EPCA 


10. (SBU) Regarding the IMF, Haddad said the Emergency Post 
Conflict Agreement (EPCA) would be signed by the end of the 
week. The EPCA will give Lebanon 25 percent of its IMF 
quota, \"either $75 million or $100 million 1" which he views 

as \"insignificant\" in terms of absolute value, but what will 

be significant will be the IMF \"medical reportA" He claimed 
that the Governor of the BDL, Riad Salameh, was not happy 
about the EPCA, and that he has sent a letter (Haddad may 
have meant to the Prime Minister) to that effect. Haddad 
suggested that although he did not know who wrote the letter, 
it seemed as if it was from someone who had something to 
hide. Haddad said the IMF has seen \"unusual\" things at the 
BDL, and will now begin to report on what it sees. While 
there is an agreement not to report on net foreign assets, 

the Fund will possibly report on \"creative transactions.\" 

The problem, as Haddad sees it, is comparing the value of 
shaking up the body politic to the potential for undermining 
public confidence. 


LEBANONVS FINANCIAL STATE PRECARIOUS 


11. (C) Haddad revealed that, in terms of actual cash on 
hand, the GOL is on the verge of bankruptcy. He expressed 
his concern for Minister of Finance Jihad Azour who had to 
press the Minister of Telecom in the recent cabinet meeting 
to turn over revenues. He also said that Azour had to deal 
with sudden unexpected demands for funds to pay for oil for 
the electricity company, EDL. At the same time Azour is 
unable to get short-range forecasts so that he can budget for 
those expenses. Haddad and his staff pointed out that they 
are currently seeing inflation rates of about 6 percent, 

which is worrying. 


WHERE IS PRIVATIZATION? 


12. (C) Haddad also expressed satisfaction with the 
functioning of the newly appointed Telecommunications 
Regulatory Authority (TRA). He sees the TRA as potentially a 
power center which will remove some clout from the Ministry 
of Post and Communications. He thinks that the TRA Vlooks 
viable.\" He said that the head of the IFC is coming on March 
26, and might give Lebanon a mandate for up to five 
Post-Privatization Programs (PPP). He hinted that Telecoms 
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Minister Marwan Hamadeh was initially not happy when he 
learned he was going to have a meeting with EB/CIP chief 
Ambassador David Gross in Washington. That meeting resulted 
from Haddad\'s earlier meeting, and according to Haddad, 
Hamadeh apparently feared it might raise issues that Hamadeh 
would rather not address. (We know from Hamadeh separately 
that, whether he had misgivings at first, he now welcomes 

fully the cooperation and assistance from Ambassador Gross 
and EB/CIP.) Regarding other potential targets for 
privatization, Haddad reported that there is no short-term 

fix for the power sector; the best option is to open the door 

to private production. If that happens, ten years into the 

future the current \"mess\" will still exist, but might then 

only represent 20 percent of the sector. 


FELTMAN 
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E.O. 12958: DECL: 03/19/2017 

TAGS: PGOV, PREL, PTER, ECON, EFIN, LE 

SUBJECT: LEBANON: BANKS COMMISSIONER FRUSTRATED WITH GOL 
INACTION ON CAPITAL MARKETS REGULATION 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1.(C) Banking Control Commissioner Walid Alameddine in 
early March expressed his concern that the GOL is not doing 
enough to promote financial stability. He argued that 
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Lebanon urgently needs a more proactive government, and 
argued that that if the present stalemate is allowed to 

continue, financial vulnerabilities will worsen. He also 

argued that a proactive, business-savvy GOL would enable 
Lebanon to \"outgrow\" its problems with debt and Hizballah. 

We suspect Alameddine was also trying to convince the Embassy 
that removing the current Prime Minister and cabinet team and 
electing Bank du Liban Governor Salameh as President would 
end the political stalemate. End Summary. 


GOL DAMPENING CONFIDENCE, 
WEAKING FINANCIAL SECTOR WITH INACTION 


2. (C) Head of the Banking Control Commission (BCC) Walid 
Alameddine in early March requested a meeting with DCM and 
Econoff to express his concern that the GOL is not doing 
enough to promote banking sector stability. GOL 
mismanagement and a lack of transparency are making 
international investors less interested in buying Lebanese 
debt. Paris Ill did nothing we expected, Alameddine 
explained, because the political stalemate continues and the 
GOL does not inspire confidence anymore. The current 
political leaders are acting like a political party fixated 

on a few sensitive issues, Alameddine complained. 


3. (C) Lebanon needs a proactive leader to address its 
economic problems, Alameddine told us, but Prime Minister 
Siniora is a procrastinator. He said that Siniora has been 
known for the sign on his desk, \"It can be done. Now the 
joke around town is, \"OK, just do it.\" In contrast, 

Alameddine said, Banque du Liban (BDL) Governor Salameh is 
one of the most serious presidential candidates because he is 
proactive, has business instinct, understands the economic 
problems, and gets things done. Showing some confidence in 
the current administration, Alameddine suggested that Finance 
Minister Azour should be among the candidates to replace 
Salameh as BDL governor if Salameh moves to the Presidency. 


4.(C) Alameddine explained that Lebanon\'s Eurobonds are on 
the verge of junk status, and the BCC believes that Lebanon 
needs a functioning, confidence-inspiring government able to 
borrow internationally, not just from Lebanese banks. 
Instead, the Prime Minister demonstrated unacceptable 
interference when he called the BDL in late February to ask 
that it pay off a tranche of $1 billion in Eurobonds for the 
cash-strapped Ministry of Finance (MOF). In contrast, 
Governor Salameh enabled the MOF to pay off market-held 
Eurobonds by reissuing the full tranche on the BDL\'s books. 
Lebanon needs a strong government with ample financial 
management skills to pay off another $1 billion in maturing 
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Eurobonds this year and cover an expected 2007 deficit of $2 
billion, Alameddine urged. About $19 billion in GOL debt is 
at the BDL, half in foreign and half in local currency; can 

the GOL reasonably ask the BDL to take on another $3 billion 
in GOL debt? 


5. (C) Alameddine cited a second area of consternation with 
the GOL; several small banks need to be bailed out, but the 
Prime Minister has delayed issuing the new bank merger law. 
Alamaddine explained that he has taken the unusual step of 
sending a letter to Siniora -- on behalf of the banking 
community -- requesting cabinet approval of the pending bank 
merger law. On a broader level the government\'s 
procrastination and distraction are hurting the financial 
system, Alameddine went on. For example, the late February 
global stock market instabilities did not affect the Beirut 

stock market at all, indicating that unlike the banking 

system, the Lebanese financial system is not internationally 
linked. In addition, vigilant GOL supervision is needed to 
curb bank and business \"mischief.\" 


VULNERABILITIES 


6. (C) Lebanese banks are increasingly frustrated with the 
government; they have reached a turning point and no longer 
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want to hold so much Lebanese debt, Alameddine told us. \"We 
can\'t talk about it because that would undermine the system.\" 
Siniora, Haddad, and Azour understand the vulnerabilities, 

but seem to mistakenly believe that the banks will continue 

to roll over GOL debt indefinitely. 


7.(C) Luckily, opposition economists don\'t understand the 
sensitivity of the debt situation, Alameddine said, or they 
could have exploited the situation. The opposition 
mistakenly targeted those connected to Hariri and Solidere 
with their sit-in, but those wealthy entities are losing at 
most 10 percent of their net worth, and they can easily 
withstand that kind of shock. Instead the opposition is 
hurting small businesses in Solidere. 


8. (C) Major vulnerabilities now center on the exchange rate 
mismatch and potential illiquidity in the system if a 

continued decrease in confidence cause people to move their 
dollars and deposits overseas. Several small banks that have 
already been disproportionately hit by a flight to quality 

will need to be merged with stronger, larger banks. The BDL 
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can always take these banks over and appoint a manager at a 
small cost to the BDL based on collateral, but this takes ¡ts 

toll on confidence. The merger law would provide a soft loan 

to the purchasing bank -- which would then buy high yield 

t-bills and use the resulting subsidy to compensate the 
employees it must lay off. The merger law probably makes the 
process more costly, but a clearly transparent merger would 

be a business success. (Note: In a separate, mid-March 
meeting, Governor Salameh commented that despite a spate of 
33 bank mergers a few years ago, 10 more bank mergers are 
needed. He criticised the Prime Minister for holding up 

cabinet approval of the mechanism for implementing the new 
merger law. Of the 33 mergers performed earlier, one -- 
Wedge Bank, owned by Issam Fares -- triggered a political 
scandal when President Lahoud and others accused the BDL of 
giving Fares a preferential merger package. Despite passage 
of a new bank merger law two years ago, Siniora has feared 
further scandals if the bank merger process is allowed to 
proceed. End Note.) 


9. (C) It is a good thing that the opposition does not 
understand the banking system enough to challenge the fixed 
currency, Alameddine said. The BDL has only the Lebanese 
commercial banks\' money with which to defend the local 
currency, because it has nearly no net reserves. Of $13 
billion in gross foreign currency assets, roughly $11 billion 
consists of commercial bank deposits at the central bank, and 
$1 billion is a long term Saudi deposit, or loan. 


FINANCIAL GROWTH KEY TO 
OVERCOMING HIZBALLAH, DEBT 


10. (C) Lebanon needs a political solution to reach its 
potential prosperity; financial reform and economic growth 
are essential because they could destroy Hizballah 
economically. If the minimum wage rose beyond $200 a month, 
Hizballah would have a harder time paying protestors or 
supporters a higher monthly wage. Lebanon doesn\'t need a 
Paris lll to address the debt to GDP ratio -- it just needs 
growth. The financial boom before the July war saw $1.2 
trillion in contracts signed with the Gulf and bank 
capitalization increased 30 percent in 9 months, something 
unprecedented in a country with a B rated financial sector. 


COMMENT 


11. (C) Alameddine has expressed to us before his 
enthusiasm for Riad Salameh as Lebanon\'s next president. So 
has at least one other senior figure at the Central Bank, 
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Head of the Special Investigation Commission, Mohamed 
Baasiri. The source of Alameddine\'s antipathy for Siniora 
may be Alameddine\'s own long-rumored links to the Syrians. 
Alameddine spent 22 years with a major U.S. international 
bank, serving in mostly in the region, and while his 

political views may be suspect, we find that his financial 
analysis is worth tracking. End Comment. 

FELTMAN 
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SIPDIS 
SIPDIS 
DEPARTMENT PLEASE PASS TO EUR/WE, DRL FOR P SAWCHYN 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PHUM, PO 

SUBJECT: REQUEST FOR VETTING UNDER LEAHY AMENDMENT OF 
PORTUGUESE PERSONNEL 


1. (U) This is an action request. Embassy Lisbon requests 
the Department initiate a review of the following Portuguese 
nationals: 


NAME: Bruno Goncalo Vieira Torcato 

DOB: November 12, 1977 

POB: Lisbon, Portugal 

PASSPORT NUMBER: H011965 

COURSE TITLE: Flight Safety Officer/Jet Engine Mishap Inv. 
COURSE DATES: March 26 - June 21, 2007 


NAME: Pedro Manuel Mestre Ferreira 

DOB: October 9, 1980 

POB: Lisbon, Portugal 

ID NUMBER: 11712555 

COURSE TITLE: Flight Safety Officer/Jet Engine Mishap Inv. 
COURSE DATES: March 26 - June 21, 2007 


NAME: Jose Manuel Penteado e Silva Carreira 
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DOB: February 16, 1949 

POB: Santarem, Portugal 

ID NUMBER: 54567 

COURSE TITLE: Senior Executive Seminar at the George C. 
Marshall Center in Europe 

COURSE DATES: April 18-25, 2007 


2. Embassy Lisbon has completed an internal vetting on the 
individuals listed above and found no derogatory information. 


3. The Department\'s prompt consideration and reply to this 
request is greatly appreciated. The Embassy POC is Pol-Econ 
Gina Felix, ph 351-21-770-2331. 

Hoffman 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 8516 

INFO RUEHBY/AMEMBASSY CANBERRA PRIORITY 2642 
RUEHBUL/AMEMBASSY KABUL PRIORITY 0255 
RUEHNO/USMISSION USNATO PRIORITY 2157 


SIPDIS 
SIPDIS 
STATE FOR P, SCA, EUR/RPM, EUR/UBI 


E.O. 12958: DECL: 03/19/2017 

TAGS: NATO, PINS, PREL, MARR, MOPS, AF, AS, NL 

SUBJECT: NETHERLANDS/AFGHANISTAN: RESPONSE ON AUSTRALIAN 
SPECIAL FORCES DEMARCHE 


REF: STATE 34078 
Classified By: Ambassador Roland Arnall, reasons 1.4 (b,d) 


1. (S) Summary: MFA Deputy Director for Political Affairs Wim 
Geerts described on-going discussions with the Australian 
Government on sending additional Australian special forces to 
Uruzgan province as \"no controversy.\" He expected the Dutch 
and Australians to resolve the issue of placing the new 

special forces under ISAF or OEF during Australian Chief of 
Defense Forces Angus Houston\'s visit to The Hague on March 
21-22. Geerts discussed reftel points with Ambassador Arnall 
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on March 19. End summary. 


2. (S) Geerts said reftel points were \"quite clear,\" and 
emphasized that the Dutch and Australians were in \"no fight" 
on this issue. To the contrary, Geerts said the Dutch 

greatly appreciate the additional contribution from the 
Australians, and he is confident that The Hague and Canberra 
can find a way forward from which to work together on the 
ground in incorporating these new special forces. 


3. (S) That said, Geerts noted that the Dutch prefer the 
Australian special forces be placed under the ISAF chain of 
command. He argued that ISAF is responsible for Uruzgan 
province. Both the Dutch and Gov. Monib believe placing the 
special forces under ISAF is optimal in order to preserve 

unity of command. Geerts described Dutch efforts in Uruzgan 
as \"civilian as possible, as military as necessary." and 
suggested ISAF rules of engagement were sufficiently robust 
for Australian special forces. He added that Dutch Foreign 
Minister Verhagen called Australian Foreign Minister Downer 
on March 16, and suggested the two sides will be able to work 
out their differences during the upcoming visit of Australian 
Chief of Defense Forces Houston to The Hague. 


4. (S) Geerts also pointed to the GONL\'s domestic management 
of the issue as a determining factor. He said that managing 
the public\'s perception of the mission in Uruzgan was 
important, even if he described the on-going debate within 
the Dutch Parliament regarding the feasibility of 
reconstruction efforts vs. the need to undertake kinetic 
operations as \"not the right discussion.\" He said Parliament 
is seized with the issue, which will play an instrumental 

part in the upcoming decision on whether to maintain some 
sort of a Dutch presence in Uruzgan past August 2008 -- from 
that perspective, explaining an increase in OEF vs. ISAF 
forces in the province will be difficult. 


ARNALL 
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INFO RUCNAFG/AFGHANISTAN COLLECTIVE PRIORITY 
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RUEKJCS/OSD WASHINGTON DC PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 

RHMFISS/COMSOCCENT MACDILL AFB FL PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 3777 

RUCNIRA/IRAN COLLECTIVE" "CONFIDENTIAL SECTION 01 OF 02 KABUL 000910 


SIPDIS 
SIPDIS 


STATE FOR SCA/FO DAS GASTRIGHT, SCA/A, S/CRS, SA/PB, S/CT, 
EUR/RPM 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC PASS TO AHARRIMAN 

OSD FOR KIMMITT 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD, JICCENT 


E.O. 12958: DECL: 10/25/2016 

TAGS: PREL, PGOV, PTER, ASEC, MARR, AF, IR 

SUBJECT: PRT HERAT: IRAN INCREASES VISIBILITY IN WESTERN 
AFGHANISTAN 


Classified By: A/PolCouns Martin Murphy for reasons 1.4 (B) and (D). 


1. (C) SUMMARY: Iran has recently taken steps to establish 
\"operational centers\" for police cooperation in three 
provinces in western Afghanistan: Nimroz, Herat and Farah. 
These new centers complement Iranian efforts to establish 
relations with Afghan security forces and increase the range 
of their cooperative agreements with Afghanistan. Senior 
Afghan officials, such as the Minister of Interior (MOI) and 
provincial officials, including Governors and Provincial 
Council leaders, appear receptive to these new overtures. 
END SUMMARY. 


New Operational Centers 


2. (C) GOA officials in late January concluded an agreement 
with Iranian security counterparts on police cooperation. 

The new agreement covers a range of fields, including border 
management, exchange of information, and establishment of new 
border checkpoints. The three police bilateral operational 
centers would be established in the provincial capitals of 

Herat, Farah and Nimroz and are designed to focus on 
counter-narcotics and illegal migrants. Iranian officials 

claim that these issues are the chief obstacles to improving 
bilateral Afghan-lranian relations. 
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Reaction in Herat 


3. (C) Iranian officials have sought to deepen their links 

with Afghan security forces, including the ABP and NDS. 
PRToff\'s senior Herati contacts who include senior GOA 
officials conveyed their sense that Iranian officials feel 

they have missed an opportunity to be more deeply involved in 
Afghan police training activities and now appear to be 
playing catch-up. Most police training for Afghans currently 
takes place primarily at the five Regional Training Centers 
(RTCs) that are operated by DynCorps under a contract from 
State/INL. The operational centers the Iranians are 
establishing are designed to create new inroads with a new 
cadre of Afghan police officers. The Iranian effort is 

directed at ordinary policemen rather than high-level 

officials. 


Similar Pattern in Kabul 


4. (C) In Kabul, Embassy contacts at the Ministry of 
Counter-Narcotics (MCN) inform us that the Iranians have 
expressed interest in becoming a major donor. Their 
purported engagement ranges from an offer to pay for new MCN 
provincial offices in six provinces -- including in Herat -- 

all the way up to a potential \"buy-out\" of the Ministry, 

where the Iranian government would replace the salary 
supplements that the UK has been paying since establishing 
the Ministry. According to this offer, the Iranians would 

also participate in capacity building programs at the MCN. 
While we regard the offer of establishing provincial offices 
more likely than the \"buy-out\", we have heard from several 
reliable sources that Minister Qaderi has been shopping the 
MCN around town (including to the U.S. Embassy) in an effort 
to replace the UK funding. An Iranian suitor would make a 

lot of sense and is consistent with actions observed in 
Afghanistan\'s western provinces. 


Comment 


5. (C) lranian influence in western Afghanistan is visible 

and growing daily. Much of this influence is subtle, i.e., 
cultural and commercial. On the other hand, overtures, such 
as police cooperation initiatives, are more overt and 
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official and represent stepped up Iranian government efforts 
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to line up key support for their policies and initiatives in 

the region. While Heratis and Afghans in general are 
receptive, it is clear that they favor economic and cultural 
over security cooperation given Iran\'s historical dominance 
of the region. 

NEUMANN 
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SIPDIS 
SIPDIS 
STATE FOR EUR/SE AND PM/PPA 


E.O. 12958: DECL: 03/16/2017 
TAGS: MASS, PARM, TU 
SUBJECT: TURKEY: POST SUPPORTS FY07 SECTION 1206 SUBMISSION 


REF: STATE 30853 


Classified By: Political-Military Counselor Carl Siebentritt, reasons 1 
.4 (b) and (d). 


1. (S) In response to reftel request, post stands by its FY07 
1206 program request. The proposal was comprised of two 
parts: an $8.5M UAV training and maintenance program for the 
upgrade of and training on three grounded Unmanned Aerial 
Vehicles currently in Turkey\'s inventory, and a $2.5M 
counter-terrorism program which includes an IED component. 
We understand, however, that the $8.5M UAV program was not 
approved and that it has been determined that the DOD Joint 
IED Defeat Organization (JIEDDO) could support the 
IED-training request, eliminating the need for 1206 funding. 


2. (S) The two components of our FY07 1206 program were 
designed to support the efforts of the US Special Envoy to 
Counter PKK Terrorism General (ret) Ralston to faciliate 
coordinated actions by Turkey and Iraq to stop the PKK 
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terrorist threat to Turkey emanating from northern Iraq. By 
getting grounded Turkish UAVs of US origin back into 
operation along the porous mountain border with Iraq where 
PKK terrorists cross unseen, Turkey would have greater 
visibility on terrorist entry points. IED and other 
counter-terrorism training courses would expose the Turkish 
military and Jandarma to the range of IED types and tactics 
being used in Iraq -- which are increasingly showing up in 
Turkey -- as well as broader counter-terrorism tactics in 
order to increase their ability to identify and respond to 

this unconventional threat both in Turkey and in NATO and UN 
peacekeeping operations outside of Turkey. 


3. (C) Post would welcome the provision of additional JIEDDO 
IED training in Turkey. JIEDDO has already established a 
relationship with Turkey through its provision of a one-day 
training course in 2005 at TGS request and a February 2007 
visit to Turkey\'s Center of Excellence for the Defense 

Against Terrorism (COE-DAT) to identify areas where JIEDDO 
could assist the COE-DAT to develop a counter-IED training 
curriculum. If JIEDDO funds prove to be unavailable, 
however, post would request reconsideration of 1206 funds to 
cover this immediate need. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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SIPDIS 

DEPT FOR EUR/NCE AARON JENSEN 
E.O. 12958: DECL: 03/19/2017 


TAGS: PGOV, PINR, KCOR, RO 
SUBJECT: FOREIGN INTELLIGENCE CHIEF RESIGNS 


Classified By: Polcouns Theodore Tanoue for 1.4 (b) and (d) 
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1. (SBU) The head of the Foreign Intelligence Service (SIE), 
Claudiu Saftoiu, resigned March 19, following his 
controversial testimony last week before the special 
parliamentary committee to investigate the president for 
abuse of constitutional authority. PC President Dan 
Voiculescu, who chairs the special investigating committee, 
wrote to the speakers of the two Chambers of the Parliament 
on March 15 suggesting that there may have been a serious 
infringement of law and a violation of civil rights by the 

SIE. According to transcripts of his testimony published on 
March 19, Saftoiu reportedly acknowledged that the SIE--with 
the authorization of prosecutors--illegally monitored and 
taped private domestic conversations. (Note: Under Romanian 
law, only the Domestic Intelligence Service (SRI) can monitor 
private conversations, after obtaining a bench warrant from a 
competent judge and based on probable cause.) According to a 
published transcript of discussions between Saftoiu and the 
members of the special investigating committee, Saftoiu also 
did not exclude the possibility that other national security 
institutions may have illegally monitored private 
conversations. 


2.(SBU) Voiculescu admitted that this issue exceeded the 
scope of his special parliamentary committee to investigate 
the evidence to suspend the president, and that his committee 
was only notifying Parliament their concerns in the hope that 
Parliament would take the necessary steps to address these 
possible violations of the law. Subsequently, following 
Saftoiu\'s resignation, Parliament announced on March 19 the 
formation of a new joint special investigating committee to 
look into issues raised by Saftoiu\'s testimony and the 
allegations of abuse and illegal actions by Romanian 
intelligence and national security services. Part of this 

new joint committee\'s mandate will be to investigate which 
institutions have the technical means to monitor 
communications and how these capabilities are used. 


3. (SBU) Following his testimony last week, Saftoiu 
attempted to explain in a press interview that he was 
misquoted and that his statements were simply abbreviated 
remarks about the complex procedure necessary for obtaining 
authorization to monitor private conversations; he said that 

his mistake lay in not going into details during the 

hearings. He acknowledged that the taping authorization is 
given by a judge and is conducted by the SRI which only 
reports its findings to SIE. 


4.(C) Comment: A senior PSD contact had told us last week 
that while Voiculescu\'s investigation of the charges against 
the President for abuse of office had run its course (and 
would duly submit a report to Parliament on March 21), the 
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PSD was now pushing for the creation of a separate new 
committee to investigate charges that the SIE had abused its 
authorities in monitoring private conversations. This is 
consonant with the opposition strategy of weakening President 
Basescu since it would put one of his few explicit 
constitutionally-mandated authorities under new scrutiny. 
Saftoiu\'s resignation appears to be the first casualty of 

this effort to open up a new front against the President. 
Saftoiu\'s wife, Adriana, is one of the President\'s closest 
advisors so the political embarrassment will inevitably 

splatter on Basescu. The fledgling spymaster reportedly did 
not distinguish himself in his new role as SIE director, and 

his name also cropped up in January press accounts that 
accused Saftoiu of having used his influence to improve a 
road leading to his new country home. Under these 
circumstances, the normally combative Basescu may decide not 
to rise to this particular new challenge by the opposition. 

End Comment. 

TAUBMAN 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, EAIR, EWWT, ELTN, EC 

SUBJECT: AMBASSADOR JEWELL MEETS ECUADOR,S NEW TRANSPORT 
MINISTER 


1. (SBU) Summary: On March 13, the Ambassador paid an 
introductory call on Trajano Andrade, Minister of 
Transportation. Andrade explained the GOE\'s strategic vision 
for the ministry, stressing that ground transport and port 
management are priorities. He said the Ministry wanted to 


Column 3 

fight corruption and to serve as a positive, impartial force 
that would rebuild the country's transport infrastructure. 
Notably, he added that he believed that the private sector 
should be an ally of the government, in contrast to \"the 
situation in Venezuela." End summary. 


2. (SBU) On March 13, the Ambassador met with Minister of 
Transport Trajano Andrade. Andrade explained that with the 
formation of the new administration, the Ministry of 
Transport had been divided into four under secretariats: 
ground transport (including public transit and the railroad 
system), maritime transport and port management, air 
transport, and public works (a type of policy under 
secretariat that will guide the tasks of the other three). 
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Each of these would contribute to a single national transport 
plan, which would be set forth in a national transportation 

law. The GOE has asked the embassies of Chile and Spain for 
technical assistance to help develop this transport plan. 


3. (SBU) A top priority for the national transport plan is 

the highway system. Andrade said that Ecuador\'s highways 
were destroyed, and described corruption in the construction 
sector as untenable. He noted the MOT\'s plans to lower costs 
by contracting with the Ecuadorian Army Corps of Engineers, 
and by using existing equipment rather than buying new. 
Likewise, instead of building new highways, the Ministry 

plans to repair existing roads and finish ongoing projects. 

He added that the Ministry is seeking ways to work with 
contractors to fight corruption. 


4. (SBU) When the Ambassador mentioned U.S. support for the 
construction of bridges and roads in the northern border area 
in the context of our alternative development efforts, 

Andrade commented that fighting narco-trafficking is 

important to the GOE. He said that the MOT is presenting to 
President Correa alternative plans on how to continue 
counter-narcotics cooperation when the Manta FOL agreement 
expires in 2009. Noting his experience as the former 

director of the Manta port, he said that managing the 

situation would be very important since Manta port activity 

has multiplied twenty times in the last two years. 


5. (SBU) Andrade confirmed that plans to develop the 
\"Manta-to-Manaus\" intermodal transport link were still 
underway. The GOE is pursuing international cooperation on 
the project, and Andrade estimated that in 15 years it would 
provide Ecuador access to the Atlantic and Brazil access to 
the Pacific. 
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6. (U) When the Ambassador mentioned a recent FAA visit to 
Quito, Andrade said briefly that the GOE was happy with our 
joint efforts to improve airport security and that continued 

U.S. assistance was most welcome. 


7. (SBU) Finally, Andrade commented that the private sector 
should be an ally of the government, in contrast to \"the 
situation in Venezuela\" and that he did not think that Correa 
wanted things to be otherwise. 


8. (SBU) Comment: Andrade came across as a new minister 
determined to show that his ministry is committed to changing 
the status quo. As the highest-ranking Correa administration 
official hailing from the key coastal province of Manabi, 
Andrade has political weight beyond his portfolio. National 
highways and the Manta port will clearly be his priorities, 
possibly leaving aviation to be managed at the under 
secretary level. Andrade\'s efforts to differentiate Ecuador 
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from Venezuela echoed comments from Mauricio Davalos, 
Minister for Coordination of Production and Economic Policy 
in a meeting with the Ambassador earlier the same day. His 
comment about cooperation to replace FOL flights 
post-agreement seems to reflect a typically murky 
understanding of the FOL presence; we suspect Andrade is 
hinting at U.S. support for Manta\'s airport and seaport. We 
will try to convince him that renewal of the FOL is the best 
means to garner on-going USG support for Manta\'s airport and 
transportation infrastructure. End comment. 

JEWELL 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 03/19/2017 

TAGS: PREL, PTER, ASEC, ET, ER 

SUBJECT: UK SEEKS CONTINUED COLLABORATION TO EFFECT RELEASE 
OF ETHIOPIAN HOSTAGES 


REF: A. ADDIS ABABA 853 
B. ASMARA 300 (NOTAL) 


Classified By: ERIC WONG, ACTING POL-ECON COUNSELOR. REASON: 1.4 (D). 


1. (C) DCM and poloff met with UK Ambassador to Ethiopia 
Robert Dewar on March 16 to discuss the recent release of 
five European hostages and their return to Addis Ababa. 
Dewar expressed deep appreciation for USG cooperation 
throughout the hostage ordeal, especially for providing 
information on the Afar region and its stakeholders, where 

the kidnapping occurred, and called for continued 
collaboration among UK and U.S. embassies in Addis Ababa, 
Asmara, and Djibouti. Dewar confirmed that the five former 
hostages (4 Britons and 1 French national) returned in good 
health, and were treated decently by their captors. The 

freed hostages include: Peter Rudge, First Secretary, British 
Embassy; Jonathan Ireland, administrative support staff, 
British Embassy; Malcolm Smart, Department for International 
Development (DFID); Laure Beaufils, a French national 
employed by DFID; and Rosanna Moore, spouse of the head of 
the British Council in Addis Ababa. 


2. (C) Amb. Dewar said HMG continued to be concerned about 
nine remaining Ethiopian hostages and their welfare, and that 
their safe return and release was a priority for British 

Foreign Secretary Margaret Beckett. As highlighted in a 

March 14 public statement issued on behalf of the freed 
hostages, Dewar said statements and speculation should be 
limited so as to not jeopardize the remaining hostages\' safe 
release. (NOTE: Media and the GOE report that eight hostages 
remain captive, but the British Embassy believes there may be 
nine. END NOTE.) 


3. (U) Dewar said the French Embassy initially alerted the 

British Embassy to suspicions of an abduction. A false but 

widely circulated report that a French tourist group was 

missing in the same area had heightened UK Embassy suspicions 
regarding the safety of the largely British tour group in the 

Afar region in northern Ethiopia. While the earlier rumor 
regarding the French tourists was soon proven false, the 
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British Embassy had confirmed that the British tour group had 
been abducted on March 1. Photographs of the tourists\' 
bullet-ridden vehicles circulated in the media less than a 
week after the abduction. Dewar reported that the emptied 
vehicles were completely disabled by gunfire, but that no 
hostages were injured as a result. He confirmed details of 
their abduction in the midst of an ARDUF raid on an Ethiopian 
tax office (ref B). 


4. (U) In response to the hostage-taking, Post issued a 
warden message on March 8 announcing new restrictions on 
travel of Embassy personnel along the Ethiopia-Eritrea border. 


5. (C) COMMENT: We refer to intel channels for the extent of 
Eritrea\'s role in the hostage-taking. In a subsequent meeting 

on March 19 with P-5, EU, and other Ambassadors (ref A), 

State Minister for Foreign Affairs Tekeda blamed Eritrean 
intelligence for orchestrating the hostage-taking, and said 

Ethiopia would seek to condemn Eritrea at the African Union 

and the UN. Ethiopia\'s desire to highlight Eritrean 

culpability runs counter to the UK\'s belief that such 

publicity could endanger the remaining hostages. END COMMENT. 
YAMAMOTO 
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STATE FOR ISN/MTR AND EUR/AGS 

E.O. 12958: DECL: 03/15/2032 

TAGS: ETTC, MNUC, MTCRE, PARM, KSCA, TSPA, GM, FR 

SUBJECT: USG REACTION TO DISCUSSION PAPER ON MTCR DENIAL 
NOTIFICATIONS PASSED TO GERMANY 

REF: A. STATE 28937 


B. BERLIN 281 
C. 06 STATE 188791 
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Classified By: Global Affairs Counselor Donald R. Shemanski, for reason 
s 1.4 (b) and (d). 


1. (C) Global Affairs officer passed ref A message to German 
MFA Export Control Division Desk Officer Ina Schuett March 
12. Schuett thanked us for the reaction to Germany\'s 
discussion paper on Missile Technology Control Regime (MTCR) 
denial notifications (ref B). She said the German Government 
will review the responses from all four recipients of the 
discussion paper--the U.S., France, Japan, and the UK--and 
revise it in light of the comments/suggestions offered. 
Germany will then submit the revised discussion paper to all 
MTCR partners in time for it to be discussed at the April 
Reinforced Point of Contact (RPOC) meeting in Paris. 
Germany\'s goal is for the paper to become an agenda item for 
the 2007 MTCR plenary later this year. 


2. (C) Schuett commented on some specific U.S. points. 
Concerning the U.S. objection to Germany\'s proposal in the 
\"Use of Information for Industry Awareness\" subheading, 
Schuett asked whether the USG ever shared license denial 
information with exporters whose applications have been 
denied. She said the German Federal Economic and Export 
Licensing Agency (BAFA) shares some information on license 
denials if the exporters appeal the decision. She said the 
German proposal is intended to enable MTCR Partners to share 
unclassified information with exporters. This, she added, 
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could be clarified in the revised draft. 


3. (C) Post will forward the revised German discussion paper 
or other additional MTCR material upon recejpt. 
KOENIG 
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E.O. 12958: 3/13/2022 
TAGS: ETTC, EINV, EPET, FR, IR 


SUBJECT: TOTAL DISCUSSES PROSPECTIVE IRANIAN INVESTMENTS 


Classified by Econonomic Counselor Stuart Dwyer for Reasons 1.5 
(d) and (e). 


1. (C) On March 8, Deputy Assistant Secretary for Energy, 
Sanctions, and Commodities Paul Simons met with Total 
Exploration and Production President Yves-Louis Darricarrere to 
discourage Total\'s prospective energy sector investments in 
Iran. Darricarrere said that Total would not make a final 
investment decision on whether to participate in a liquefied 
natural gas (LNG) project in Iran\'s South Pars field in the next 
few weeks, and would consider all political and economic factors 
before doing so. Certain elements of the project were not 
progressing quickly, and the GOI, somewhat surprisingly, was not 
pressuring Total to decide soon. End summary. 


2. (U) On March 8, Deputy Assistant Secretary for Energy, 
Sanctions, and Commodities Paul Simons met with Total 
Exploration and Production President Yves-Louis Darricarrere to 
discuss Total\'s prospective investments in Iran and other 

issues. Total International Relations Vice President Romaric 
Roignan, State Energy and Natural Resources Division Chief Peter 
Haymond, and Econoff accompanied. 


3. (SBU) Darricaarrere began by noting that Total pays great 
attention to U.S. policy when making investment decisions. 
Total was one of the earliest major international oil companies 
to recognize that the energy industry would have to adjust to an 
approaching peak in oil production. The energy industry would 
not be able to deliver much more than 100 million barrels of oil 
a day, and the industry must be prepared for declining 
production. Total views the universe of countries open to 
international oil company involvement as limited and declining 
in view of growing resource nationalism. Total also takes the 
climate change issue very seriously, he added. Total is focused 
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on growth, but the twin challenges of controlling carbon 
emissions and finding new conventional oil reserves are 
significant. 


4. (C) Simons stressed continuing U.S. concerns over Iran\'s 
political behavior and the negative consequences of major new 
foreign investments in Iran\'s energy sector. There have been 
few new deals signed with Iran in the past few years, he said, 

due to widespread objections to Iran\'s nuclear program and 
Iran\'s own reputation as a difficult and unreliable partner. 

More recently, however, Iran has been more aggressively seeking 
new energy investment deals, and making public announcements of 
progress in negotiations in an effort to demonstrate a \"business 
as usual\" environment. If such deals actually go forward, they 
would have an extremely negative impact on U.S. foreign policy 
objectives and on the reputations of the foreign firms involved 

in the United States. Simons outlined the range of Congressional 
concerns on Iran, including recent hearings and pending 
legislation. He pressed hard for Total to issue a more nuanced 
public statement on its interest in moving ahead on Iran-related 
investment which, like the recent Shell statement, gave due 

credit for geopolitical factors. Finally, Simons noted that 

the new UN Security Council resolution addressing Iran\'s nuclear 
program would likely include language recommending that UN 
members exert restraint on extending export credits to Iran, and 
the French Government had already announced plans to cut its 
export credit lines for the coming year. In that atmosphere, 

any forward movement on energy sector investment plans would be 
extremely poorly timed. 


5. (C) Darricarrere responded that Total had made no final 
investment decision regarding investment in Iran\'s South Pars 
Liquid Natural Gas (LNG) project. He noted that certain 
financial elements of the project were \"not progressing very 
quickly\" and did not believe Total would make a final investment 
decision \"within the next few weeks.\" Total said that it wanted 
more time before making a final investment decision and that, 
somewhat surprisingly, the Iranians were not pushing Total into 
deciding quickly. He stated that the rates of return being 
offered were still not sufficient to satisfy the Total board. 
Darricarrere noted that Total understood the \"entire political 
issue\" and would take foreign policy factors into consideration, 
but argued that sanctions, if not well adapted, would impact the 
international oil price. Nonetheless, Total would abide by any 
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UN Security Council resolutions, as well as any GOF or EU 


regulations regarding trade with Iran. Darricarrere hinted that 
Total will also wait to see the policies of the new French 


Column 3 

government before making a decision. Simons pressed again for a 
more nuanced public statement from Total, including a deferral 

of the final investment decision beyond \"weeks\" into calendar 
year 2008. 


6. (C) Turning to the broader question of Iranian reliability as 

a long term gas supplier, Simons asked Delacarriere for his 
views on whether the Iranians had firmly made up their minds to 
enter the global LNG industry when there appeared to be an 
unresolved domestic debate over whether that gas would continue 
to be needed to supply the burgeoning domestic market. The 
Iranians did not meet their relatively modest gas export 
commitments to Turkey, for example, when temperatures dropped in 
the winter and the gas was needed for domestic heating; would 
the preference to supply domestic markets impact Iran\'s 
reliability as an LNG supplier? Iranian LNG investments could 
combine high levels of economic risk in addition to the 
well-known political risks. Judging by the paucity of deals 
signed in the past three years, the GOI has not been willing to 
compensate investors for these increased risks. Simons 
suggested that these factors contributed in part to the decision 

of the Japanese oil firm Inpex to pull out of the Azadegan 

Project. Darricarrere agreed that Iran had not been prepared to 
provide such compensation for investors, and acknowledged that 
Total was not/not interested in pursuing the Azadegan project. 
However, he disagreed on Iran\'s attitude toward LNG, asserting 
that the oil ministry was determined to put Iran on the map as a 
global supplier. 


7. (C) Simons noted that other firms potentially interested in 

Iran are also pulling back. At their recent annual conference, 
Cambridge Energy Research Associates staff supported the USG 
assessment that banks and businesses are reducing their exposure 
to Iran, complicating the financing of energy sector 

investments. Simons questioned whether Chinese firms were 

likely to develop an LNG project in Iran by themselves. With 

the recent rise in natural gas prices, Daricarrere agreed that 
Chinese interest in LNG has decreased. Simons also noted that 
the U.S. had approached Shell, Repsol, and their respective 
governments after press reports had circulated of a new 
Memorandum of Understanding on developing Iran\'s South Pars gas 
field. These firms publicly stated that these investments are 

not final and that no final investment decision would be made 

until 2008. 


8. (C) Darricarrere asserted that Total would factor all these 
points into its Iran investment decision. 


9. (U) DAS Simons has cleared this cable. 


STAPLETON 
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E.O. 12958: N/A 

TAGS: UNESCO, SCUL, IS 

SUBJECT: (SBU) UNESCO -- INFORMATION MEETING ON TECHNICAL MISSION 
TO THE OLD CITY OF JERUSALEM 


1. (U) Summary and background: Six Arab state members of UNESCO 
have requested an extraordinary and unprecedented special meeting of 
the UNESCO Executive Board to discuss Israeli archaeological work on 
the ramp leading to the al-Mughrabi Gate on the Temple Mount. At 

the invitation of the Israeli government, UNESCO\'s Director General 
dispatched a technical mission to report on conditions at this 

sensitive World Heritage site. The mission\'s report was issued on 
March 12 and is available on the UNESCO website - www.unesco.org. 


2. (U) Summary and background continued. In a surprisingly brief 
and low-key information meeting on March 19 for UNESCO delegations, 
the technical mission reported that while the digging had caused no 
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damage, they recommended that the Israelis halt work until there are 
consultations with other concerned parties like the Government of 
Jordan and until there is a clear plan for continued work on the 

site. There was no clear sign about what steps the Israelis might 
take next in advancing the repair and reconstruction of the ramp to 
the Temple Mount. Both the Israeli and Palestinian representatives 
(the Palestinian observer heads the Arab group at UNESCO) used 
measured language, helping to keep the tone of the meeting calm 
while conveying different messages. Delegates respected the 
Director General\'s request not to turn the information meeting into 

a debate on whether a special session of the Executive Board should 
be held, and it remains unclear what decision will be taken by the 
Executive BoardWs Chairman following the Executive Board Bureau 
meeting scheduled for Wednesday, 21 March. US Ambassador Oliver sits 
on the Bureau. End summary. 


3. (U) Today\'s information meeting presided over by Director 
General Matsuura was held to review the report on the UNESCO 
Mission to Jerusalem related to the archaeological work undertaken 
on the access ramp to the Mughrabi Gate, 27 Feb-2 March, 2007. 
Matsuura began by explaining that the Old City of Jerusalem was 
placed on the World Heritage List after being nominated by Jordan, 
and is also on the World Heritage \"Danger\" list. He briefly went 
over the timeline, following the start of excavation work by the 
Israelis, which led to an increase in tensions in early February, 
prompting his decision to send a technical mission to assess the 
nature of the work in progress around the Mughrabi Gate. The 
technical mission\'s report was received by the Director General on 
their return, and published on 12 March. 


4. (U) The Director General said that the report, while easing some 
fears about the work and the state of the ramp, also highlighted 

some problems that he said UNESCO must address urgently. Matsuura 
said \"given UNESCO\'s mandates, we cannot afford to fail,\" making it 
clear he understands the importance of UNESCO both staking its claim 
to cultural issues within the UN system, yet doing its best to keep 

the issue from becoming politicized, noting that that is the General 
Assembly\'s work in New York. He also twice referred to consultations 
he has had on this issue with Secretary General Ban. 


5. (U) Assistant Director General for Culture, Francoise Riviere 
added that no work has been done inside the Haram es-Sharif, and 
that the work did not threaten the Al-Aqsa Mosque in any way. She 
explained that the Israeli Antiquities Authority (IAA) had described 

the work being done as \"preventative archeology\", and said that they 
reported the work could last up to six months. At this point it is 

not clear whether the work will simply fortify the ramp, or if a 

bridge will be built. Riviere noted that the report states clearly 

that the technical mission had found that the work does respect 
professional norms. The current work underway, according to the IAA 
is to maintain the solidity of the structure. 


Column 3 


6. (U) Riviere called for the work now underway to stop, and called 
for consultations among all concerned parties. She then noted the 
five recommendations proposed by the technical mission: 


- The Government of Israel should be asked to comply with its 
obligations regarding archeological excavations and heritage 
conservation in World Heritage sites such as the Old City of 
Jerusalem ana, in particular, with Decision 30 COM.34 adopted by the 
World Heritage Committee in Vilnius in July 2006 on this matter; 


- The Government of Israel should be asked to stop immediately the 
archeological excavations, given that the excavations that had been 
undertaken were deemed to be sufficient for the purpose of assessing 
the structural conditions of the pathway; 


- The Government of Israel should then clearly define the final 
design of the access structure, whose principal aim should be to 
restore the Mughrabi pathway without any major change to its 
structure and shape, in order to maintain the values of authenticity 
and integrity of the site. A clear work plan thereon should be 
communicated to the World Heritage Committee in the shortest 
possible time; 


- The Government of Israel should be asked to engage immediately a 
consultation process with all concerned parties, in particular the 
authorities of the Wagf and of Jordan, the latter having signed a 

peace agreement on 26 October 1994, and agree upon a plan of action 
before taking any further action and decision thereon; 


-This process should be supervised by an international team of 
experts coordinated by UNESCO and involving in particular structural 
engineers, specialized in archeological consolidation works, in 

order to ensure the most appropriate solution for the restoration of 
the Mughrabi pathway. 


7. (U) The Palestinian observer to UNESCO, Elias Sanbar, spoke 
first, on behalf of the Arab Group. He said that the key concepts 
that are guiding the group\'s actions and proposals are \"urgency\" and 
\"status quo\". Calling the matter a Wcomplex political situation," 
Sanbar said that it is important to remember that East Jerusalem is 
an occupied territory, and that this fact cannot be removed from the 
character of this place. He also noted that Jerusalem is part of 
joint agreement concluded between Israel and the Palestinians at 
Oslo. He said that each and every time a change is made in 
Jerusalem, it alters future negotiations on the final territorial 

status of the city. 


8. (U) Sanbar also noted Item 6 from the New Delhi Accords that, 
according to him, says parties shall refrain from undertaking any 
archeological excavations in occupied territories. He added that 
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Jerusalem must be maintained in its present state. He asked that 

the Mission\'s five recommendations \"assume concrete form\" and be 
implemented. 


9. (U) Sanbar then requested that an \"extraordinary\" session of the 
Executive Board be held, so that delegates could proceed to discuss 
these issues. Sanbar then mentioned the planned museum project, the 
\"House of Tolerance\" that he said is expected to be built on the 

oldest Arab cemetery in Jerusalem. Sanbar went on to say that he 

had visited Jerusalem and came back with a sense of urgency, given 
what he saw as a deteriorating situation on the ground, which he 
described as \"very worrisome.\" He also said that he felt he had 
confirmation that the Israelis would not take any decision without 
consultations with the Jordanians. 


10. (U) Sanbar said that given the succession of problems, he is 
convinced that of the need for a special session of the Executive 
Board to have an in-depth discussion on the Old City of Jerusalem. 
He went on to say that the call for a special session was endorsed 
by the Secretary General of the Arab League and Arab Foreign 
Ministers. 


11. (U) In his closing comments, Sanbar said that he understood that 
UNESCO is not the forum for resolving the Israeli-Arab conflict or 
the future of Jerusalem. He said, however, that he requests three 
things: 


- Clarify and review the state of the site; 


- Protection. Consider joint efforts to protect the site, owing to 
these repeated problems; 


- Prevention. Ensure a constructive spirit and dialogue and not 
worry about politicization. 


12. (U) The Director General then intervened saying that UNESCO must 
accept the political status quo, as we are not to engage in debates 

on political issues. He added that that is why he is in constant 

touch with New York on this subject. Matsuura then said that the 

issue of whether or not to hold a special session of the Executive 

Board is a matter for decision by the Chairman of the Executive 

Board who was scheduled to arrive in Paris later in the day. 

Finally, Matsuura specifically asked that delegates not use this 
information meeting to debate the question of whether a special 

session of the Executive Board should or should not be held. 


13. (U) The Israeli ambassador, David Kornbluth, then spoke, 
thanking the DG for his efforts and the Palestinian delegate for the 
\"tenor of his remarks, if not the entirety of the content.\" 


14. (U) Kornbluth noted that the technical mission had been \"invited 
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to Israel" in the spirit of diplomacy, and given Israel\'s policy of 
complete transparency on this issue. 


15. (U) Kornbluth added that the report confirms that the original 
concerns regarding the archeological work at the site were 
unwarranted, and reassured the room that Israel intends to continue 

to fulfill its commitments under the 1972 World Heritage Convention, 
Vas it has done in the past." He also said that consultations are 

now going on in Jerusalem Von a wide basis" (though he would not say 
who was consulting), and that he looks forward to discussions on the 
subject at the World Heritage Committee meeting in New Zealand. 
Kornbluth added that \"this is a matter of utmost sensitivity for the 
parties concerned\", and that the World Heritage Committee meeting in 
New Zealand \"is the way forward." 


16. (U) The Indian ambassador spoke on behalf of the Asia-Pacific 

group at UNESCO (ASPAC) expressing concern about possible damage to 
the Outstanding Universal Value of the site, and asked the World 

Heritage Center to send a technical mission to investigate. 


17. (U) She noted that she welcomes that fact that Israel says a 
consultation process is starting. Mukherjee also asked that 
Francisco Bandarin, director of the World Heritage Center provide 
details for an \"action plan!" that is being developed for the Old 
City. Finally, Mukherjee expressed solidarity with the Arab Group 
but, notably, said that India (note: not ASPAC) supported the call 
for a special session of the Executive Board. 


18. (U) Bandarin spoke briefly, noting that the World Heritage 

Center is now finalizing an action plan which will be submitted to 

the World Heritage Committee in June. The DG promised to send out 
more information on it when it is ready. It has four key elements: 


- Detailed and complete map of monuments and housing located in 
Jerusalem; 


- 20 project profiles and sheets; 
- Manual for housing conservation; 
- Scheme for micro-financing for housing renovation. 


19. (U) The ambassador from the Dominican Republic intervened 
briefly to say that UNESCO has an important role to play which is 
above and beyond the purely political aspects of such an issue. 


20. (U) The German ambassador, speaking on behalf of the 27 European 
Union states, welcomed the report of the technical mission. He said 

that the EU aligns itself with the reports recommendations and said 

that there must be further debate at UNESCO on this issue, without 
specifically commenting on the call for a special session of the 
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Executive Board. 


21. (U) Gabon\'s ambassador\'s said that the Africa Group supports the 
technical mission to Jerusalem, but added that she \"won\'t talk about 
our position regarding the holding of the special session." 


22. (SBU) Comment: The Director General chaired what had the 
potential to be a long and turbulent meeting with a surprisingly 

firm hand. The Palestinian offered an appealing argument 
undoubtedly designed to bring undecided delegates on board for the 
Arab Group\'s call for a special session of the Executive Board. The 
Israeli tried to kick the problem back to where many think it should 
be dealt with - in New Zealand at the next World Heritage Committee 
meeting in June. At the same time, the timing of the Executive 
Board Chairman Zhang\'s return to Paris (for an Executive Board 
Bureau meeting on Wednesday) and the support of the US, Russian, 
Japan, and other heavyweights could potentially win the day with a 
combination of strong arguments and a Chinese strategy to run out 
the clock. End comment. 

OLIVER 
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AF/S FOR S.HILL 

ADDIS ABABA FOR USAU 

ADDIS ABABA FOR ACSS 

STATE PASS TO USAID FOR E.LOKEN 

STATE PASS TO NSC FOR SENIOR AFRICA DIRECTOR B.PITTMAN 


E.O. 12958: N/A 

TAGS: PREL, PGOV, PHUM, ZI 

SUBJECT: AMBASSADOR DELL WALKS OUT ON GOZ FOREIGN 
MINISTER\S SET PIECE ADMONISHING WESTERN DIPLOMATS 


REF: HARARE 218 AND PREVIOUS 


Classified By: Ambassador Christopher W. Dell under Section 
1.4 b/d 


1. (U) GOZ Foreign Minister Simbarashe Mumbengegwi summoned 
Western diplomats March 12 for a \"briefing\" on the current 
situation. Before the briefing began, Ambassador Dell sought 
assurances that the minister would give diplomats the 

opportunity to respond and express their concerns. When he 

did not receive these assurances, he departed. Mumbengegwi 
read a prepared statement and then adjourned the gathering 
without answering questions. In his statement, he accused 

the MDC of unlawful and violent activity, failed to discuss 

beatings of opposition leaders and activists, and without 

naming names, accused Western ambassadors of \"complicity\" in 
MDC violence. He threatened to declare persona non grata 
diplomats who violated Zimbabwe\'s laws or interfered in its 
internal affairs. End Summary. 


2. (U) The MFA on March 19 summoned Western diplomats for a 
briefing by Foreign Minister Mumbengegwi on the current 
situation in Zimbabwe in light of the violent events of the 

past week. Mumbengegwi had briefed African and Non-Aligned 
Movement diplomats on March 16. The briefing was covered by 
State-controlled media and will doubtless feature prominently 

on ZBC tonight. 


3. (U) Before the briefing began, Ambassador Dell requested 
assurances that he and other diplomats would be able to ask 
questions and express their concerns about current events. 
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He also expressed dismay that what had been billed as a 
diplomatic briefing was being turned into a one-sided press 
conference with television cameras. When MFA officials 
refused to give such assurances, the Ambassador departed, 
saying he was not prepared to participate in such a sham. 
Polecon chief remained as notetaker. 


4. (U) Mumbengegwi began by averring that for over a year 

the MDC had planned a campaign of lawlessness and violence 
and had set up country-wide networks to attack law 

enforcement and render the country ungovernable. MDC leaders 
had announced they would not respect the rule of law and had 
chosen the platform of the international media to make 

seditious statements aimed at world capitals. Despite all 

this, he continued, the GOZ did not take actions; Zimbabwe 
might be the only country in the world as tolerant. 

(Comment: Sic.) 


5. (U) Mumbengegwi discussed several opposition rallies in 
February which he claimed the GOZ had authorized, and in 
which opposition leaders had advocated mass action and 
lawlessness. Turning to March 11, he stated police refused 
to grant a permit for a rally in light of MDC rhetoric during 


HARARE 00000226 002 OF 003 


the previous month and the increasing threat of violence. 
The MDC and other opposition leaders sought to contravene the 
police by denominating the protest a prayer meeting. 


6. (U) Mumbengegwi alleged that on March 11 over 200 
opposition supporters used children as shields and attacked 
police with tear gas and other weapons. They also vandalized 
a police checkpoint. At one point, police fired 18 warning 
shots and then in self-defence shot a student ringleader. 
(Note. Presumably Gift Tandare. End Note.) He also alleged 
that on two different occasions (he did not specify dates) 

MDC youths threw petrol bombs at police. In the second 
incident three officers were injured. 


7. (U) Mumbengegwi stated MDC leaders Morgan Tsvangirai and 
Arthur Mutambara along with National Constitutional Assembly 
leader Lovemore Mahduku were arrested for inciting violence. 

He did not mention the arrests of others or the beatings they 
endured while in police custody. Nor did he mention this 

past weekend\'s events, including the assault on MDC 
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spokesperson Nelson Chamisa, seized at the airport while 
waiting to board a flight to South Africa (septel). 


8. (U) Without naming names, Mumbengegwi attacked Western 
diplomats, accusing them of \"feverish\" support for the MDC 
and \"complicity in an orgy of violence.\" He said they 
considered themselves self-appointed guardians of democracy 
and law and order, but had condoned and supported the MDC 
factions in planning and executing violence. 


9. (U) Stating that eight ambassadors had visited police 

stations on March 11 to provide food and water, and had had 
\"the nerve\" to instruct police to bring detainees to court, 
Mumbengegwi stated that Zimbabwe was a sovereign state, not 
subject to outside influence, and diplomats seeking access to 
GOZ officials must go through the MFA. He also stated that 

the same ambassadors had inappropriately observed proceedings 
when detainees were brought to court. 


10. (U) Mumbengegwi concluded by stating that Zimbabwe did 
not require instruction from former colonial masters and that 
any attempts to re-colonize it would be resisted. Citing the 
Vienna Convention, he said that ambassadors must desist from 
interference in Zimbabwe\'s internal affairs and obey the law. 

If they did not, they would be declared persona non grata. 

He then left the room without allowing for any questions or 
responses from the diplomats. 


11. (SBU) Clearly stung by intense international focus on 
Zimbabwe over the past week, Mumbengegwi\' \"briefing\" was a 
feeble rant aimed at blaming the opposition and Western 
diplomats for the violence of the past 10 days. It hada 

surreal quality, as diplomats sat around a table listening to 
Mumbengegwi\'s warped version of reality which completely 
exonerated the GOZ for any wrongdoing, and were admonished 
that Zimbabwe would expel diplomats who did not behave (not 
the first time the GOZ has made such a threat and likely not 

the last). In the end, he succeeded only in convincing the 
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assembled diplomats that the GOZ is acting out of fear, and 
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that it is very conscious of the international disapproval it 
has engendered. 

DELL 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES FOR 1.4 (D) 


1. (C) Despite ceding almost total legislative power to 
President Chavez in late January, the National Assembly (NA) 
has incorporated 26 laws into its legislative agenda, in 
addition to Chavez planned constitutional amendments. The 
agenda includes some important, controversial laws, such as 
the International Cooperation Law, restricting foreign 
assistance to NGOs (Ref A); the Education Law, which would 
increase government control over the education system and 
make \"Bolivarian ideology\" a mandatory subject (Ref B); and 
the long-languishing National Police Law (Ref B), which is 
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designed to unify state and local police under national 
government control. The NA\'s agenda seems both ambitious to 
the point of being almost entirely unrealistic, given its 

lackluster performance last year (it passed only one minor 

piece of substantive legislation), the time it will likely 

take to pass the constitutional changes, and the fact it took 
three months to devise a work plan. End Summary. 


2. (C) Although in late January it gave President Chavez the 
authority to decree laws in 11 very broad areas for 18 

months, the National Assembly (NA) announced that it will 

pass Chavez\' proposed constitutional amendments and 26 laws 
this year in addition to those enacted by Chavez\' decrees. 
Some significant laws remain with the NA. For example: 


-- The International Cooperation Law (Ref A): NA First Vice 
President Desiree Santos Amaral said this bill, aimed at 
further constraining civil society and controlling foreign 
assistance to NGOs, will be approved during the first half of 
the year. 


-- Organic Education Law (Ref B): Chavez third motor of 
\"socialist\" transformation, this law is designed to 

make education available to all, but will also increase 
government control of private, church-run, and traditionally 
autonomous schools, and make \"Bolivarian ideology\" a 
mandatory subject. BRV efforts to similarly \"reform\" the 
educational system five years ago generated massive, 
regime-threatening resistance in civil society, so the BRV 
appears to be moving cautiously (so far) on this issue. 


-- National Police Law (Ref B): The Assembly will also 
attempt to again push this bill, which would create a single 
police force under the central government\'s control. The NA 
spent most of last year working on this bill, which it 
suggests will address rampant crime. It would also be a 
dramatic new centralization effort, consistent with Chavez\' 
desire to have direct control of all aspects of government in 
Venezuela. It was initially included in ChavezY decree 
authority, but then negotiated back to the NA. (Comment: If 
the NA doesn\'t move on this one, it will likely be issued by 
decree.) 


3. (C) Other notable bills include a reform of the 2003 
Organic Supreme Tribunal of Justice (TSJ) Law, which 
reportedly will seek to reduce the number of TSJ justices; 
the Law of Religion and Cults (Ref B), which would require 
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religious entities to register with the government and 

empower an Office of Religion to recognize clergy; a reform 

of the Foreign Service Law, which critics charge would 
increase politicization of the diplomatic corps; and the 

Organic Labor Law. While the contents of the latter bill are 
unknown, it will not eliminate National Electoral Council 

(CNE) oversight of labor union elections, an action that can 
only be repealed by constitutional amendment. (Comment: The 
CNE has undercut reforms in non-Chavista unions for several 
years by refusing to permit internal elections.) Ten of the 

26 laws are ready for second discussion, the last step 
(assuming passage by the all-Chavista NA) before presidential 
approval. 


Update on Constitutional Reform 
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4. (C) The head of Chavez Constitutional Reform Commission, 
NA President Cilia Flores, told reporters March 14 that the 
commission will likely present its proposal for changes to 
Chavez the week of March 19. Embassy understands that 
substantial portions of the draft were already sent to Chavez 

in late February. Commission member and NA Deputy Carlos 
Escarra (Fifth Republic Movement - Aragua) publicly 
speculated the same day that Chavez would likely present the 
NA with a formal proposal of amendments by the end of March 
or early April, and that a national referendum to approve 

them might be held as early as mid-August. (Note: This is a 
slightly accelerated and feasible, but unlikely, version of 

the timetable Escarra gave PolCouns and Poloff in January.) 


5. (C) While Chavez will do most of the heavy lifting to 
effect Venezuela\'s socialist transformation through decree 
laws, he appears to have given the NA a significant clean up 
role in bringing traditionally independent institutions, such 

as civil society and the Church, in line. The agenda is 
ambitious to the point of being almost completely 

unrealistic, given the Assembly\'s lackluster 2006 legislative 
record, its three-month delay in developing this year\'s 
agenda, and the distraction of preparing for a single 
revolutionary party. The NA\'s main goal will be pushing 
Chavez! constitutional amendments, which with three required 
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readings and planned consultations with the public, may be a 
time-consuming task. In the end, the mercurial Chavez may 
grow frustrated and take over some laws, such as the National 
Police and Education Law, that he deems crucial to his 
\"socialist\" program, and simply issue them as decree-laws. 


WHITAKER 
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E.O. 12958: DECL:03/19/17 
TAGS: PTER, KISL, PREL, SR 
SUBJECT: ARRESTS OF WAHABBIS IN SOUTHWEST SERBIA 


Classified by: Ambassador Michael Polt, reasons 1.4 (b,d) 
1. (U) This is an action request for DS/DSS/ATA; see paragraph 5. 


2. (U) Four men were arrested near Sijenica, in the Muslim-majority 
Sandzak region of Serbia March 16, at what authorities allege is a 
terrorist training camp for a group that was plotting to attack 

moderate Sandzak Mufti Muamer Zukorlic and to blow up the Novi Pazar 
mosque. The men were found with automatic rifles, explosives, and 
RPGs. Local press reported that one member of the group remains at 
large, and say their sources believe there are as many as 30 members 
of this group that move around the Sandzak region, regularly changing 
location. Rasim Ljajic, President of the Sandzak Democratic Party 
(SDP) and a Zukorlic ally, told local media that the Wahabbis should 
not be underestimated, and that the best way to combat their 

influence is to strengthen the moderate Islamic community in the 
region. 


3. (S) Zukorlic, who told the press he is not surprised by the plot, 

told emboffs there were 11 more men in the group, and that he 

believes they are still planning to assassinate him. Zukorlic 

believes the goal of these Wahabbis is to destabilize the local 

moderate Muslim community. He told us he believes these men came to 
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Sandzak from Bosnia, not as part of the official Sarajevo Islamic 
Community, but rather an extremist element likely funded and/or 
supported from outside the country. He believes this incident 
underlines the need for a unified Islamic Community in Serbia, as a 
fragmented community opens the possibility of extremism. 


4. (S) Interior Minister Dragan Jocic told the media that the 

arrests show the determination and preparedness of state authorities 

to prevent violence and terrorism. He claims this was a small, closed 
group with well-trained members. We are preparing a statement 
commending the MUP for their action. Meanwhile, the local MUP chief 
in Novi Pazar told emboffs that police have found a second cache of 
weapons and supplies, and that this second cache included MANPADS. 


5. (C) COMMENT AND ACTION REQUEST: Zukorlic is in the middle of a 
political tug-of-war with rivals in Belgrade for control of Serbia\'s 
Islamic community - thus the references to the need to unify the 
community. Despite some questions about his ties to Sarajevo, 
Zukorlic has consistently been a force for moderation and engagement 
in the Serbian Islamic community; he is politically closest to 

Ljajic, but has also used his influence in the community in support 

of Tadic in the past. In a March 16 meeting with the Ambassador, 
Zukorlic requested assistance with training for his personal security 
detail. This incident lends some urgency to that request. We would 
welcome Washington\'s input regarding possible training opportunities 
that can be made available to Zukorlic\'s security staff through the 
ATA program or other means. 


POLT 
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SIPDIS 
CORRECTED COPY -- (ADDING PORTION MARKING PARA 1) 


E.O. 12958: DECL: 03/15/2021 
TAGS: PGOV, PREL, TU 
SUBJECT: TURKEY: PRESIDENTIAL ELECTIONS ONE MONTH OUT 


REF: A. ANKARA 588 


B. ANKARA 011 
C. 06 ANKARA 6427 
D. ANKARA 563 
E. ANKARA 610 


Classified By: Political Counselor Janice G. Weiner for 
Reasons 1.4 (b, d) 


1. (C) SUMMARY: With the presidential election process beginning 
in just four weeks, political circles are bursting with 

theories about what the ruling Justice and Development Party 
(AKP) will do. For his part, Prime Minister Erdogan has 
stuck to his declared intention not to signal any decision on 
candidates until right before the election window opens on 
April 16. While Erdogan remains the most likely candidate, 
other names are rumored. Pressure against Erdogan\'s 
candidacy for this highly symbolic office stands to build in 

the coming weeks (refs A and B), but so far, can best be 
characterized as an anyone but Erdogan\" campaign. The 
military and other secular institutions believe an Erdogan 
presidency would upset the state\'s secular balance, and will 
challenge the government at every turn to reinforce their 
authority and make clear to Erdogan the difficult 

relationship he would face as president. Should Erdogan buck 
those who oppose him, he can anticipate challenges to his 
legitimacy both during the election process and after the 
parliamentary vote. If Erdogan chooses the more cautious 
route of remaining PM and putting forward a less 
controversial presidential candidate, he would lower the 
temperature and probably also bolster AKP\'s performance in 
the fall parliamentary elections. END SUMMARY. 


2. (U) The presidential election process begins Monday, 
April 16, with the opening of the 10-day window for the 
registration of candidates. All candidates must be declared 


Column 3 
by midnight at the end of April 25. Parliament will then 
take up the issue pursuant to the following schedule: 


May 1: First round (requires 367 votes to elect the president) 
May 5: Second round (requires 367 votes to elect the 
president) 

May 9: Third round (requires 276 votes to elect the president) 
May 13: Fourth round (runoff between the top two contenders; 
requires 276 votes to elect the president) 

May 16: New president is sworn in 


Parliament will convene on the weekend as necessary to comply 
with this schedule. AKP holds 354 seats in parliament, 
suggesting that at the latest, the incoming president will be 
elected on May 9 in the third round of voting. Turkey\'s 

previous presidents have generally been elected in the third 
round. An opposition-backed plan (allegedly with TGS 

support) to scuttle the election by challenging the first 

round of voting for lack on quorum, based on a specious 
interpretation of the constitution, could hijack the process, 

if forced to a Constitutional Court ruling. 


3. (C) Prime Minister Erdogan is still the only obvious 

choice and is widely believed to have a keen desire to become 
president, despite the position\'s largely ceremonial role. 
Some contend that Erdogan\'s pugnacious, street-fighter 
personality will push him to go for the presidency, even if 
pragmatic political considerations would advise against it, 

if only to beat back opposition taunts that he lacks the 
courage to take on the job. Many also believe his wife is 
eager for him to accede to the highly symbolic office. 

Health concerns add to speculation that the presidency would 
be more comfortable for him; a herniated disk on March 12 
reportedly forced him to cancel all his appointments through 
the weekend. 


4. (C) The controversy surrounding Erdogan\'s presidential 
ambitions and possible reaction (refs A & B) has kept 
discussion of other candidates afloat. The opposition lacks 
the numbers to field a viable candidate. The successful 
candidate -- who will have to renounce party affiliation, at 
least officially -- will be determined and elected by the 

AKP. A recent poll of the AKP provincial organizations by 
the party leadership surveyed respondentsV views on the 
candidacy of Defense Minister Vecdi Gonul, State Ministers 
Besir Atalay and Mehmet Aydin, and Justice Committee Chairman 
Koksal Toptan, possibly indicating the front-runners. Among 
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our contacts, Gonul, Minister of State Mehmet Ali Sahin, and 
former Chief of the General Staff Hilmi Ozkok come up most 
frequently. The names of former Foreign Minister and 
Parliament Speaker Hikmet Cetin and retired Ambassador Kamran 
Inan surface periodically, both of whom are respected senior 
statesmen of Kurdish background. Parliamentary speaker 
Bulent Arinc is the only one who has promoted his own name, 
declaring that if Erdogan does not run, he will. Party 
members have downplayed Arinc\'s remarks to refute the 
implication that an Erdogan designee may face competition 
from within the party. Earlier rumours of a Gul candidacy 
have long since died out, although Gul remains Erdogan,s 
undisputed successor as AKP leader and prime minister if the 
PM becomes president. 


5. (C) The Turkish General Staff (TGS) remains concerned that 
an Erdogan presidency would upset the traditional secular 
balance of state and government in which the military and 
president have historically provided ballast to an erratic, 
often-changing parliament. Known for his direct, open 
communication style, Chief of Staff Buyukanit has been 
particularly pointed in his public criticism of AKP foreign 

policy in recent months (ref D). Most of our contacts 

believe the military will continue to use both public and 

private \"diplomacy\" to make its views known. In the month 
ahead, we expect the TGS to step up its public challenges to 
the government on the wide array of issues which the military 
places in the \"security\" basket. We note, though, that 
Buyukanit\'s March 16 remarks to the War Academy in Istanbul 
were closed to the press and there have been no \"leaks\" 
since. In addition, contacts report a TGS black-out on 
meetings between diplomats and active and retired military 
officials during the election period. 


6. (C) The National Security Council (NSC), originally 
scheduled to meet in the midst of the election process, has 
announced it will hold its meeting three weeks early, on 

April 9. Some observers speculate this move is designed to 
allow the generals to gauge Erdogan\'s intentions before 
candidacies are announced; others see an opportunity to put 
the most direct pressure on the prime minister yet not to 
pursue the presidency. 
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7. (C) Business leaders and financial market investors, 

having analyzed the different scenarios for months, have 
assigned a significant probability to an Erdogan candidacy, 
although many would prefer a consensus candidate. In recent 
months both analysts and the business community seem to have 
concluded that even if Erdogan goes for the presidency, life 
will go on. For example, in a softening of the 

organization\'s previous position, the Association of Turkish 
Industrialists and Businessmen\'s (TUSIAD) new chairperson, 
Arzuhan Yalcindag, stated that the President should be a 
person who embraces all sectors of society but acknowledged 
that the president will be selected by the 
democratically-elected parliament. TUSIAD\'s previous 
leadership had encouraged the AKP to find a social consensus 
on potential candidates and avoid political tension. 

Turkey\'s financial sector seems to have already factored in 
volatility relating to the presidential elections. 


8. (C) Business people and investors show more concern about 
the fall parliamentary election, particularly if Erdogan 

weakens his party\'s chances by moving to the presidency. The 
worst scenario for markets and the business community is a 
coalition government, on the theory that such a government, 
like its 1990\'s precursors, would lack the political will and 
accountability to push through controversial economic 

reforms. Some financial analysts speculate that if AKP fails 

to garner enough votes to form a government without going 

into coalition, it will opt to sit out for a year or so while 

a multi-party left-right coalition dithers, then expect to 

benefit from an electoral rebound when the coalition 
government (inevitably) falls apart. More broadly, the 

business community worries about the spillover from rising 
nationalism to political stability and economic policy (ref 


9. (C) Erdogan himself recently stated that surprises may 
emerge in the presidential election. Whatever candidate AKP 
puts forward, members of parliament mindful of their position 
on the party lists in the upcoming general elections -- in 
which AKP seems set to lose seats, even if it comes in first 
place -- are likely to be easily steered by party leaders. 

The presidential election outcome will clarify the conditions 
for the general elections, currently scheduled for November 
4. The pressure on Erdogan ultimately shapes the terms of 
this presidential election: Erdogan must choose whether to 
defy pressure and take on his opponents, or ease tensions in 
society by proposing a compromise candidate. The 
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establishment -- particularly the TGS -- must calculate the 

risk to its credibility with the public if it continues to be 

seen as putting pressure on the (civilian) presidential 

election process. The upcoming NSC meeting and public 
protests scheduled for April 8 and 15 in Ankara will provide 
openings for a last-minute squeeze on Erdogan. However, the 
business and financial community has clearly factored an 
Erdogan presidency into its decision making process and does 
not appear overly alarmed by the prospect. Lacking the votes 
and a political platform that extends beyond slamming the 
AKP, the opposition has relegated itself to the sidelines. 

It\'s ErdoganYs move. END COMMENT. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 03/16/2017 

TAGS: PREL, PHUM, PINR, IV, FR 

SUBJECT: FRANCE/COTE DVIVOIRE: LINKING THE OUAGA ACCORD TO 
UNSC ROADMAP 


REF: 3/7 DVELIA - AMB. JACKSON EMAIL 


Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reas 
ons 1.4b,d 


1. (C) Summary: French MFA AF DAS-Equivalent for West Africa 
Francis Blondet reviewed developments in Cote d\'Ivoire during 

a March 14 meeting with AF/W Deputy Donald L. Heflin. 

Blondet did not deviate from the supportive French stance 

toward the Ouagadougou Accord; however, he reiterated French 
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concerns that Ivoirian President Gbagbo might move 
precipitously to dismiss PM Konan Banny without consulting 
the UN Security Council. He emphasized the need to reinforce 
linkages between the Ouagagdougou Accord and the 
international roadmap, namely SCR 1721. Blondet said that 
the French military presence in Licorne was diminishing, but 
would likely stop short of a complete withdrawal. End 
Summary. 


2. (C) In a March 14 meeting with visiting Af/W Deputy 

Director Donald L. Heflin and Africa Watcher, MFA AF 
DAS-Equivalent for West and Central Africa Francis Blondet 
outlined continuing GoF anxieties that Ivoirian President 
Gbagbo would invoke the Ouagadougou Accords to dismiss PM 
Konan Banny and form a new government. Consistent with his 
March 7 remarks (Ref), Blondet underscored the need to 
reinforce linkages between the Ouagadougou Accord and SCR 
1721 (2006). Blondet held that since the UNSC had in effect 
appointed PM Konan Banny, the UNSC should also have a say in 
the appointment of his successor. Blondet demurred when 
cautioned against the UNSC treating Cote dVlvoire as a 
trusteeship. 


3. (C) In a telling departure from his March 7 remarks, 

Blondet did not dismiss the prospect of Soro becoming prime 
minister. Agreeing with Deputy Director Heflin, Blondet 

thought Konan Banny might be looking for the right moment to 
step down as prime minister, cloak himself in the mantle of 
peacemaker, and position himself for an eventual presidential 
run. Blondet disclosed that he had just concluded a meeting 
with Konan Banny adviser, Leon Koffi, who had flown from 
Abidjan to discuss terms for a possible handover of authority 

to Forces Nationales leader Guillaume Soro. Konan Banny was 
clearly assessing whether he could capitalize on the moment; 
still, he was not quite ready to go, Blondet judged, and 

sought to prolong his term by a few weeks or months, with 
Blondet even citing the figure of three months. The notion 

had come up, he said, for Konan Banny to serve somehow to 
implement the Ouagadougou Accords. Blondet added that Koffi 
was open to consultations in Washington and at UNHQ in New 
York. 


4. (C) The French military presence in Cote dVlvoire was 
diminishing, Blondet asserted. \"Every month we reduce a 

little bit,\" Blondet said. He related that the Licorne 

commander had claimed he could meet mandated responsibilities 
with only 500 or fewer personnel. Licorne\'s mission was 
essentially to provide \"quick air transport\" for UNOCI; three 

to four airplanes and three to four helicopters were 

sufficient. Blondet confirmed that PM Villepin would put 
Licorne\'s future on the table during his New York visit with 
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SYG Ban Ki-Moon. (Note: Villepin recently indicated he 
wanted to set out a timetable for Licorne withdrawal before 
the end of his term as Prime Minister in May.) Blondet noted 
there was interest in the French MoD in possibly transferring 
substantial Licorne forces to reinforce the French operation 
in Chad. 


5. (C) A transition to a mini-Licorne was more likely than a 
complete shutdown of French military operations in Cote 
d\'lvoire, Blondet volunteered. France would reconfigure and 
reduce Licorne forces following the elimination of the Zone 

of Confidence, but the specter of Rwanda would slow the rush 
to withdrawal, he predicted; the risk of complicity in 

another African bloodbath would lead France to keep some 
boots on the ground. That said, French equities were nearly 
nil, Blondet stated. French citizen presence was down from a 
peak of between 40,000-60,000 to about 4,000, a figure which 
included many Lebanese or African dual nationals. Cocoa, 
coffee and cotton were no longer vital staples for French 
commerce. Harbor and water management remained commercial 
interests, he admitted, yet French engineering firm Bouygues 
was ready to disengage. 


6. (C) Speculating on Compaore\'s motivation in brokering a 
peace deal for Cote d\'Ivoire, Blondet, who was French 
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ambassador in Ouagadougou from 2003 to 2006, described the 
Burkinabe President as secretive by nature. Blondet guessed 
that Compaore had come to the conclusion that Gbagbo was too 
powerful, that he would not vanish from the landscape, and 

that the time had come to cut a deal. In late 2003, by 

contrast, Compaore had excoriated Gbagbo and conveyed a wish 
to see the Ivoirian President dead, \"with a bullet in his 

head,\" Blondet commented. Now Compaore was committed to 
coping with the immutable reality of Gbagbo\'s presence, 
assuming Compaore could obtain guarantees on behalf of the 
three million Burkinabe living and working in Cote d\'ivoire 

and that Ouagadougou would also gain access to Ivoirian ports 
and thus to broader markets. 


7. (C) Post Comment: The Gor is straining to harmonize its 
goals for Cote dVlvoire with the Ouagadougou Accord. The GoF 
had no real hand in the deal, yet it does want the Accord to 
work, despite reflexive skepticism, if only in the hopes of a 
chance to downsize Licorne rapidly. The GoF has invested 

both national and UNSC prestige and resources in devising the 
rather bumpy international roadmap for peaceful elections 

that culminated in SCR 1721 and the monthly exercise of the 
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International Working Group. Konan Banny, for Paris, 
represented \"the man of the international community," even if 
the MFA has often conceded offline that Konan Banny had 
failed to live up to his billing. An abrupt and undignified 
departure for Konan Banny would be difficult for Paris to 
stomach. It could drive a wedge between the Ouagadougou 
Accords and the UNSC, and complicate efforts by the outoing 
French government to devise a calendar for the extraction of 
French troops from the Ivoirian theater. 


8. (C) Comment cont\'d: Girardin, Minister-Delegate for 
Cooperation, Development and Francophony, insisted in aMarch 
11 interview with Jeune Afrique that there was no dissonance 
between Ouagadougou and SCR 1721, arguing that the genius of 
the Ouagadougou Accord lay in its Wappropriation by the 
Ivoirians themselves of the roadmap defined by the 

international community.\" Blondet, who returned this summer 
from his posting in Burkina Faso, is less sanguine. In 

official meetings he will recite the party line, arguing for 

the almost forced harmonization between SCR 1721 and the 
Ouagadougou Accord. But in private, Blondet disassociates 
himself from that resolution, stressing that he was not yet 

in his present MFA position during the negotiations, and that 

he wasn\'t \"shedding any tears\" over its declining relevance. 


9. (U) AF/W Deputy Donald L. Heflin cleared this cable. 


Please visit ParisW Classified Website at: 
http://www. state.sgov.gov/p/eur/paris/index.c fm 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, UNSC, IR, LO 
SUBJECT: SLOVAKIA ON BOARD WITH UNSC RESOLUTION ON IRAN 


REF: A. STATE 33329 
B. 15 MARCH 2007 SILVERBERG-VALLEE EMAIL 


(SBU) Per refs a and b, Ambassador March 18 asked FM Jan 
Kubis for support and cooperation on the draft UNSCR Iran 
resolution. Kubis could not have been more helpful. He said 
Slovakia was completely on board with both the general and 
specific requests from the U.S. (contained in ref B), and 
would send the appropriate instructions to Slovak PermRep 
Burian. 

VALLEE 
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SUBJECT: ON ZIMBABWE: PORTUGAL\'S VIEWS ON EU, HRC, AND 
AFRICA UNION 

REF: A. STATE 33357 


B. STATE 34009 
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Classified By: POL CHIEF TROY FITRELL, REASONS 1.4 (B,D) 


1. (C) Summary: The EU is already discussing action to 
condemn Zimbabwe in the Human Rights Council, but that action 
may merely be an EU statement during deliberations. Portugal 

is actively engaged in negotiations with the African Union on 

a joint strategy in the lead up to a potential EU-AU summit 

during Portugal\'s EU presidency. The presence or absence of 
Zimbabwe\'s president at such a summit complicates all policy 
and logistical planning. End summary. 


2. (C) Deputy Director General for Foreign Policy Antonio 
Ricoca Freire told us March 19 that the Government of 
Portugal (GOP) agrees with U.S. positions regarding recent 
events in Zimbabwe (reftels) and that the European Union (EU) 
was discussing how to proceed in the Human Rights Council 
(HRC) and in other venues. He and Africa Department official 
Isabel Bela Ferreira also noted that Zimbabwe issues were on 
the agenda for the EU\'s Africa Group meeting on March 21. 


3. (C) Ricoca Freire told us that he was leaving directly 

from our meeting to fly to Brussels for meetings with EU 
counterparts on United Nations (UN) issues. Ricoca Freire 
noted that as those issues include the HRC, he expected to 
discuss Zimbabwe with those colleagues. He also noted that 
his German colleague would host a Troika meeting with U.S. 
officials, at which Ricoca Freire expected to discuss 
Zimbabwe on the margins. 


The Human Rights Council 

4. (C) Ricoca Freire noted that EU Heads of Mission (HOM) in 
Geneva met March 16 to establish a list of potential 
coordinated actions that member states could take in the HRC. 
While discussions continue over which course of action the 
EU would take, Ricoca Freire said that the options under 
discussion were as follows: 


-- The HRC passes a resolution condemning Zimbabwe: This 
course, Ricoca Freire opined, would either be a strong 
resolution bound to be rejected or a weak resolution that the 
government of Zimbabwe could spin to its own advantage. 


-- A statement from the HRC Chair regarding Zimbabwe: As 
this course would require general consensus of the 
participants, Ricoca Freire suggested such a statement would 
be even weaker than any resolution. 


-- An EU statement during the HRC sessions: Ricoca Freire 
said that the third week of the session would be dedicated to 
country-specific deliberations. He noted that the EU was 
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steadfast that the situation in Zimbabwe would be an agenda 
item and that a strong coordinated EU statement would be 
supported by individual statements from EU member states. He 
recognized, however, that any strong statement would be 
balanced by statements of support for Zimbabwe by those 
delegations sympathetic to President Mugabe. 


5. (C) Ricoca Freire also noted that the HRC needed to take 
action on Sudan in regard to the Darfur situation. He 
suggested that conflict over Zimbabwe will make agreement on 
a Sudan resolution even more difficult to achieve. 


6. (C) Ricoca Freire said that Portugal\'s Ambassador in 
Geneva had been authorized to negotiate and reach agreement 
with his EU counterparts regarding Zimbabwe and that a 
delegation from the Ministry was in Geneva this week to 

assist on the matter. He noted, however, that the GOP\'s 
desire to have strong action within the HRC was tempered by 
its desire to develop the HRC as an institution. A rejected 
resolution, he cautioned, would damage the HRC more than no 
action at all. 


7. (C) Ricoca Freire suggested that the very states with 

which the EU and the U.S. would be doing battle over Zimbabwe 
were those with which one needed to collaborate in order to 
develop the institution. Work on that reform, he noted, 

needed to be done before the end of June. Fellow EU member 
Romania would take over the chairmanship in July and the GOP 
did not want an EU state to inherit a dysfunctional system. 

He recognized that an HRC that could not act on such a clear 
case as Zimbabwe was of little value, but maintained that 

they needed to create \"the best HRC possible." 


The African Union 
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8. (C) Bela Ferreira noted that Ghanaian President John 
Kufuor would visit Portugal March 20. Although the meeting 
is ostensibly a bilateral visit at the invitation of 

Portugal\'s President Cavaco Silva, Kufuor would also act in 
his capacity as the current African Union (AU) Chairman and 
Portuguese officials would act as representatives of the 
incoming EU presidency. 


9. (C) Kufuor has a meeting scheduled with Minister for 
Foreign Relations Amado to discuss the EU-AU Joint Strategy 
and the substantive issues that would be addressed at a 
potential EU-AU Summit during the Portuguese EU presidency. 
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Ricoca Freire noted that Zimbabwe\'s participation in such a 
summit was not on the agenda for any of Kufuor\'s meetings, 
but that the current situation in Zimbabwe may arise as a 
point of discussion. Bela Ferreira said that the Kufuor 
meetings would preview the next set of Joint Strategy 
discussions scheduled for next month in Addis Ababa. 


10. (C) Ricoca Freire suggested that ongoing discussions of 
summit substance must be kept separate from discussions of 
attendance. That said, Ricoca Freire recognized that 
Mugabe\'s presence may damage any possibility of substantive 
achievement at a summit and Mugabe\'s control of the media 
ensured that he could spin the summit\'s activities any way he 
liked to the people of Zimbabwe. 


Comment 

11. (C) The GOP\'s agreement with our views of the recent 
events in Zimbabwe stands starkly in contrast with expected 
efforts to do anything about it. Ricoca Freire refused to 
offer predictions of what the EU representatives in Geneva 
might decide to do, but he was clearly preparing for an EU 
statement instead of any official HRC action. 


12. (C) The potential EU-AU summit will be a great challenge, 
both on a policy front and logistically. The struggle to 

hammer out a substantive agenda for a summit is necessary to 
make the meeting palatable to skeptical EU members and so 
that the summit can be Portugal\'s crowning achievement during 
its presidency. Each passing day discussing the agenda, 
however, only defers the difficult decision regarding 

Mugabe\'s presence and only increases the difficulty of 

hosting 60 to 70 heads of state on ever-shorter notice. 

Hoffman 
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E.O. 12958: DECL: 03/18/2017 

TAGS: PREL, PGOV, YI, KOC, RU, LO 

SUBJECT: KOSOVO: FICO REASSURES DIPLOMATS; MPS WORK ON A 
NON-BINDING RESOLUTION; RUSSIANS SCARE MFA 


REF: MOSCOW 1143 
Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4 b and d. 


1. (C) Summary: PM Fico reassured EU ambassadors March 16 
that Slovakia would support the consensus EU position on 
Kosovo, including in the UNSC. Nonetheless, political 

parties continue discussions on a parliamentary resolution 
expressing objections to the Ahtisaari plan and Kosovo 
independence, although all now agree that such a resolution 
would be \"non-binding.\" The MFA is now just as worried about 
the message from Moscow as the message from Slovak 
politicians. Russian interlocutors told the Slovak PolDir 

that they do not want the UNSC to take up the issue as 
presented by Ahtisaari. Kosovo will likely be on the agenda 

of the March 30-31 GYMNICH, prompted by the March 28 Contact 
Group meeting. End summary. 


Fico Tells EU Ambassadors Slovakia Will Support EU Position 
2. (SBU) At a March 16 lunch with EU Ambassadors, Prime 
Minister Robert Fico (Smer) firmly stated that Slovakia would 
stay with its EU partners, support the EU position, and not 

be isolated on Kosovo. He said he expected a fierce debate 

in parliament on the issue, and he was not certain how it 

would end. However, FM Kubis takes instructions from the 
government office, not from the parliament. When asked how 
Slovakia would vote on a UNSCR, Fico replied that Slovakia 
would expressly support Ahtisaari, consistent with the EU 
position. Fico also said that he did not expect to have any 
serious discussion on Kosovo when he visits Moscow, since 
Slovakia was clearly adhering to the EU position. Fico 
reconfirmed that Speaker of Parliament Pavol Paska (Smer) was 
preparing his own draft resolution on Kosovo, which would 

meet the needs of the GOS. Fico complained vociferously 
about opposition leader and former PM Mikulas Dzurinda (SDKU) 
for being irresponsible in taking a political position on 

Kosovo final status without considering hte foreign policy 
consequences. 


How Many \"Single\" Resolutions Are There? 


3. (C) Political parties continue work on a parliamentary 
resolution on Kosovo. The Foreign Affairs Committee\'s 
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members agreed in principle March 14 to co-draft a resolution 
to which all could agree, but this now seems unlikely. The 
Slovak National Party caucus leader Rafael Rafaj told poloffs 
March 19 that SNS was sticking to its original, non-binding 

draft. He said that although SNS MP Jozef Rydlo had 
suggested a common draft, Dzurinda jumped on the suggestion 
only because \"he is a more clever politician.\" Rafaj 

rejected the SDKU version because it is full of the word 
\"must.\" Rafaj said that parliament cannot instruct the 
government in foreign policy. SDKU interlocutors have told 

us that they have removed \"binding\" language from their 

draft. Paska confirmed to the Ambassador and other diplomats 
that he is working on a draft resolution, though we have not 

yet seen it. He said he prefers to avoid a parliamentary 

debate on the issue, although it may be procedurally 
impossible. Vice-Chairs of Meciar\'s HZDS party Milan Urbani 
and Zdenka Kramplova told the Ambassador March 19 that Rydlo 
had sought their support. They also said that Christian 
Democrat MP Jan Carnogursky was also lobbying for his own 
draft resolution. (Comment: Carnogursky is a poisonous actor 
on Kosovo: he published an op-ed in Russian media urging 
Moscow to veto any UNSCR based on the Ahtisaari plan.) They 
gave the impression that HZDS would vote for something, but 
they did not know exactly what. They reiterated support for 
Minister Kubis and recognized the need not to bind the 
government\'s hands. Smer MP Moimir Mamojka told us March 19 
that he did not know how the members of his club would be 
instructed to vote; he had only seen the \"innocuous\" SNS 
resolution. 


4. (SBU) Rafaj said there is a joint drafting session 
scheduled for March 20, though he did not expect the parties 
to be able to agree. The foreign affairs committee will then 
discuss the draft(s) on March 22. The soonest the issue will 
be discussed in plenary is March 27. 


Lajcak on the Russians on Kosovo 

5. (C) MFA PolDir Miroslav Lajcak told the Ambassador March 
19 that his Russian interlocutors on Kosovo (Lajcak was in 
Moscow March 15-16) signaled a firm line in working to 
prevent the Ahtisaari plan from being considered by the UNSC 
anytime soon. Lajcak knows that the Russians may be 
practicing brinkmanship and he did not want to sound unduly 


pessimistic, but he found the GOR dug in on forcing further 
negotiations between Serbs and Kosovars and confident in 
their resistance to the rest of the Contact Group. 


6. (C) Dep. Foreign Minister Titov and Kosovo envoy 
Botsan-Kharchenko told Lajcak that while the Vienna 
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discussions provided a good basis for negotiation, the 

Ahtisaari plan needs amendment, and Ahtisaari is not the 
person to conduct further talks between the parties. A new 
envoy should be named. Implementation of non-status aspects 
of the plan could go forward; discussion of status issues 

could not. Titov and Botsan-Kharchenko claimed that there 
was no daylight between Tadic and Kostunica, and that Russia 
could accept only what the Serbs accept in the key areas of 
border, no UN membership, and no Kosovo army. When Lajcak 
spoke of Russia,s responsibilities in the UNSC, the Russians 
said they understood these, but they would not accept blame 
for promises others made to the Kosovars. (Comment: Lajcak 
believes that Moscow and Belgrade are now coordinating very 
closely on strategy and tactics.) 


7. (C) The Russians said they would press to keep the Kosovo 
issue off the G-8 Summit agenda, if it came to that. As 

Titov told Amb. Burns (reftel), they stressed to Lajcak that 
Russia did not seek any tradeoffs with other conflict areas. 
The Russians tried to buttress their position that movement 

to the UNSC was premature by citing a lack of consensus even 
among the other five members of the Contact Group. They 
cited a Russian MFA statement following the visit of an 

Italian MFA official that Russian and Italian views were 
\"identical\" in several aspects and clearly more cautious than 
those of the U.S. and others. The Russians see space for 
communication between Moscow and the EU. And while the 
Chinese would not take the lead in New York, the Russians 
claimed Beijing would follow Moscow,s lead. 


8. (C) Lajcak will see Ahtisaari in Vienna March 21 and his 
German counterpart in Berlin March 23. Given the hard 
Russian line he received in Moscow, Lajcak said he saw no 
real need or value in reporting the results of his visit to 

the rest of the EU, as he has in the past. Although the EU 
was not eager for a discussion of Kosovo, he said, he assumed 
the March 30-31 Gymnich would take up the subject, prompted 
by the March 28 Contact Group meeting. 

VALLEE 
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E.O. 12958: DECL: 03/19/2017 

TAGS: PGOV, PHUM, PREL, ASEC, ZI 

SUBJECT: GOZ PREEMPTS ACTIVIST\'S BURIAL, PROMISES MORE 
VIOLENCE 


REF: REFTEL: HARARE 218 AND PREVIOUS 


Classified By: Ambassador Christopher W. Dell under Section 1.4 b/d 


1. (C) President Mugabe on March 16 promised ZANU-PF\'s youth 
wing more violence against opposition supporters. GOZ 
security forces over the weekend severely attacked the MDC 
spokesman, prevented two opposition leaders from seeking 
treatment in Johannesburg of their injuries sustained on 
March 11, and arrested pro-Senate MDC president Arthur 
Mutambara as he also tried to leave the country. In an 
attempt to disrupt the funeral procession of slain MDC 
activist Gift Tandare, GOZ security officials on March 17 
seized his body and forced the family to bury the body in its 
rural homestead. End Summary. 


Mugabe Promises More Violence 


Column 3 


2. (SBU) Brushing aside condemnation of the crackdown on 
March 11 (ref A), Mugabe promised more violence against the 
opposition at meeting of ZANU-PF\'s youth wing on March 16. 
According to press accounts, Mugabe told the youths, who 
often act as ruling party shock troops ahead of national 
elections, that \"the police have the right to bash!" 

opposition activists. Separately, a business contact 

informed us that Mugabe had told the youth wing that ZANU-PF 
was at war and that they could use any means they like 

against the opposition. 


3. (SBU) GOZ security officials continued their harassment 
of opposition leaders over the weekend. On Saturday, police 
stopped Sekai Holland and Grace Kwinje ) the two most 
seriously injured of the opposition leaders ) from boarding 

a medical flight to Johannesburg for treatment. ZHLR lawyers 
informed us that police claimed the activists needed Ministry 
of Health clearance before they could leave the country for 
treatment. Holland and Kwinje were first taken to Harare 
Central Police Station, where their passports were seized, 
and then returned to Avenues Hospital. (Note. The 
Australian ambassador told us that Holland, who is married to 
an Australian citizen, has an infected leg, due to the 

beating, and is in danger of losing it absent medical care in 
South Africa. End Note.) 


4. (SBU) Also on Saturday, police arrested pro-Senate MDC 
leader Arthur Mutambara as he attempted to leave for 
Johannesburg to visit his family there. Mutambara remained 
in jail as of this morning, but pro-Senate MDC sources told 
us he had not been mistreated. The March 19 edition of the 
government-controlled Herald quoted the police spokesperson 
as stating that Mutambara violated orders from the Attorney 
Generals Office that he remain in the country until charges 
stemming from the March 11 prayer rally were filed. (Note. 
Opposition lawyers had earlier told us that the Attorney 
Generals Office had refused to issue charges. End Note.) 


5. (SBU) On Sunday, assailants attacked MDC spokesman and MP 
Nelson Chamisa while he was at the airport awaiting a flight 
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to Brussels to attend an EU-sponsored meeting of 
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parliamentarians. The attackers reportedly beat him several 
times with a metal rod, causing a fracture to his right eye 
socket. Chamisa is currently at Avenues Hospital and 
reportedly in stable condition. The attackers left the scene 
in an unmarked car and were almost certainly affiliated with 
government security services or the ZANU-PF youth militia. 


6. (SBU) Central Intelligence Organization (CIO) agents on 

March 17 seized the body of slain MDC activist Gift Tandare 
against the wishes of his widow, according to MDC sources. 
Instead the CIO forced Tandare\'s father to bury the body in 

his rural homestead in Mt. Darwin, some 200 kilometers north 

of Harare. In vain, Tandare\'s widow and lawyers from 

Zimbabwe Lawyers for Human Rights (ZLHR) on March 18 applied 
for and received a High Court order forbidding the police 

from interfering in Tandare\'s burial. 


7. (SBU) The seizure of Tandare\'s body was a transparent 
attempt to scuttle his funeral procession, planned for March 
19 in Harare, which could have been a rallying point for the 
opposition. Appearing to acknowledge the serious taboos that 
the GOZ has broken, the Herald on March 19 attempted to 
portray the state\'s involvement as benevolently assisting the 
family to bury Tandare. Forthe moment, plans for amemorial 
service for Tandare appear to have been disrupted. However, 
opposition sources tell us it still might occur next weekend. 


8. (C) MDC and civil society leaders over the past two weeks 
have shown great courage in the face of the GOZ\'s brutal 
onslaught. Their unflinching determination appears to have 
galvanized their supporters. However, there is a growing 
danger that the senior leadership of the opposition may fail 

to take advantage of this momentum. Many of the leaders are 
still recovering from serious injuries and others are leaving 

the country to drum up further international support. In a 
meeting with the Ambassador today (septel), Tsvangirai said 
the MDC was planning a \"retreat\" to take stock and plan next 
steps. 


9. (C) More demonstrations and rallies resulting in more 
beatings and arrests may not be the way forward but the 
opposition needs to find ways to keep the pressure on the 
regime and to build on the perception that they have seized 
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the initiative from Mugabe. In that regard, one of the most 
important developments of the past two weeks was the 
emergence of a \"street\" level of pposition leadership. These 
individuals mounted solidarity marches across the country 
while their senior leaders were in jail and recovering in 
hospital. Their emergence means that the opposition is 
developing the capacity to stretch the regime\'s dwindling 
resources and to better sustain itself in the face of 
government repression and efforts to decapitate the movement. 
DELL 
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E.O. 12958: DECL: 03/14/2017 

TAGS: PREL, UNSC, KPKO, KPAL, LE, SY, IS 

SUBJECT: ISRAELI MFA IO HEAD RONNY YAVAR OUTLINES POSSIBLE 
1701 FOLLOW-UP AND IO PRIORITIES 


Classified By: Ambassador Alejandro D. Wolff, per 1.4 (b) and (d). 


1. (C) Summary. During a lunch meeting with lO A/S 

Silverberg, NEA DAS Danin, and Ambassador Wolff on March 13, 
senior Israeli MFA official Ronny YaVar expressed concerns 
about SYG Ban Ki-Moon\'s planned travel to Damascus in April, 
possible references to new UN conclusions about the 
sovereignty of Sheba\'a Farms in the SYG\'s March report on 
UNSCR 1701, and a UNESCO report about construction near the 
Mughrabi Gate of the Temple Mount / Haram al-Sharif. A/S 
Silverberg and DAS Danin shared Ya,ar,s concerns and 
undertook to raise them with UN official Michael Williams 

later that day (septel). If the UNSC cannot respond to the 

March 1701 report with a resolution, YaVar advocated a strong 
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Council statement asking the SYG to take additional measures 
to enforce the arms embargo, measures which he hoped would 
setthe stage for a UNSC resolution in August. YaVar also 
appealed to the USG to work against proposed anti-Israel 
resolutions in the Human Rights Council (HRC) and to support 
Israeli membership in UN regional groupings as well as on the 
boards of several UN organizations. End Summary. 


2. (U) IO A/S Silverberg, NEA DAS Danin, Ambassador Wolff, 
and Poloff (notetaker) joined Israeli MFA IO Deputy 
Director-General Ronny YaVar, Israeli MFA Legal Adviser Tal 
Becker, and Israeli Mission DPR Danny Carmon and Political 
Counselor for lunch on March 13. Earlier that day, YaVar had 
met SYG Ban\'s Chief of Staff Ambassador Kim, and he planned 
to see SYG Special Adviser on the Middle East Michael 
Williams after the lunch. 


SYG Middle East Trip 


3. (C) YaVar expressed concern that SYG Ban Ki-Moon plans to 
visit Damascus in April and said he had urged the Secretariat 
to cancel the trip. A/S Silverberg agreed the Damascus visit 
was ill-advised and also undertook to urge the Secretariat to 
reconsider (septel). As for the SYG\'s March 24-27 trip to 

Israel and the Palestinian territories, YaVar said the SYG 

would at least meet the Israeli Prime Minister, Foreign 

Minister, and Acting President. He reported that the focus 

of the SYG\'s visit to the Palestinian territories would be 

mostly humanitarian, to include meetings with UN agencies in 
the field and possibly travel to Palestinian refugee camps. 
YaVar cautioned that the Secretariat had not ruled out a 

visit to Palestinian institutions in East Jerusalem, such as 
former SYG Annan\'s visits to PLO Headquarters at Orient House. 


UNSCR 1701 Report 


4. (C) Looking towards the Council\'s reaction to the SYG\'s 
March report on the implementation of resolution 1701 (which 
had not yet been released), Ya\'ar suggested that if the 

Council could not approve a resolution now, that it should 

adopt a strong statement asking the SYG to take additional 
measures to enforce the arms embargo. Such a statement could 
set the stage for a UNSC resolution in August, YaVar opined. 

In the meantime, YaVar reported that IDF BG Baidatz, who 
briefed UNSC members and Secretariat officials on arms 
smuggling into Lebanon in early March, would send a 
representative to give the same briefing to German officials 

in Berlin. Ambassador Wolff underscored the importance of 
maximizing the impact of the UNSCR 1701 and 1559 reports as 
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well as the Brammertz report. The momentum behind the 1701 
and Brammertz reports should help apply significant pressure 
on Syria through the April UNSCR 1559 report. 


5. (C) YaVar and Becker expressed deep concern that the 
paragraphs on the Sheba\'a Farms in the March 1701 report 
would suggest that the UN is trying to determine the 
sovereignty of the disputed area rather than define its 
geographical scope. They argued that making such a finding 
is not part of the cartographer\'s mandate under UNSCR 1701 
and that doing so would question both the UN\'s delineation of 
the Blue Line in 2000 and the logic of UNSCR 1680\'s call for 
Syria and Lebanon to delineate their border. YaVar 
emphasized that it would not be possible for Israel to 

advance on the ShebaVa issue now and that it would therefore 
be necessary to buy more time before the UN releases any 
major findings. A/S Silverberg and DAS Danin promised to 
raise the issue with UN official Michael Williams to ensure 

the March report avoids drawing conclusions about sovereignty 
over ShebaVa farms (septel). YaVar agreed to urge FM Livni 
to raise the issue during her meeting with SYG Ban on March 
14. 


UNESCO Report on Mughrabi Gate 


6. (C) YaVar reported that UNESCO\'s report on the Mughrabi 
Gate construction near the Temple Mount / Haram al-Sharif 
would confirm that no damage had been done to the mosque 
structure, but it would also urge the GOI to halt all 

construction there and consult with the Wagf authorities and 

the Jordanian Government on future such work. While the GOI 
and the Jerusalem Municipality had already suspended work 
there and was willing to consult with the Waqf, YaVar said 

Israel could not publicly accept the UNESCO report\'s 
conclusions on such a sensitive issue. He urged the USG to 
pressure the Chinese Chair of UNESCO not to convene a special 
UNESCO session to discuss the Mughrabi Gate issue, as many 
Arab countries have requested, but instead to discuss the 

issue during UNESCO\'s regular session in April. YaVar added 
that Israel could accept a UNESCO information session on the 
Mughrabi Gate issue, but objected to a special session. A/S 
Silverberg agreed to talk to the Chinese about the special 
session. 


Human Rights Council 


7. (C) A/S Silverberg explained the USG decision not to run 
for a seat on the UN Human Rights Council (HRC) for 2008 and 
confirmed that Canada was re-thinking its own posture on the 
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HRC. Acknowledging that the USG would not be a member of the 
HRC, YaVar said Israel was concerned about several new 
proposed HRC resolutions on Jerusalem, human rights, and 
Israeli military operations in the Beit Hanoun section of 

Gaza. Ya\'ar was also concerned that the HRC\'s Special 
Rapporteur for Jerusalem, currently a South African official 
who reportedly favors a one-state solution to the 
Israeli-Palestinian conflict, would be made a permanent HRC 
rapporteur. Noting that Israel had been promised that the 
rapporteur would be replaced in 2007, YaVar warned that if 
that turns out not to be the case that Israel might decide to 
deny the official entry into Israel. He explained that the 
rapporteur in this case is appointed by the HRC\'s Chairman, a 
position which will transfer to Romania this summer. 


UN Regional Groups and Elections 


8. (C) YaVar asked the USG to help persuade New Zealand to 
support Israel\'s membership in the JUSCANZ (Japan, USG, 
Canada, New Zealand, etc.) regional grouping at the UN. 

Noting that Swiss MFA officials were more amenable to 
including Israel in WEOG (Western European and Other Group), 
YaVar predicted the issue could be resolved if New Zealand 
dropped its objections. Proposing a gradual approach to 
integrating Israel into the group\'s deliberations in 

different UN bodies, Ya\'ar suggested focusing first on UNVs 
Fifth Committee, then the Third Committee, and lastly UN 
bodies in Geneva. Turning to upcoming elections for UN 
bodies, Ya\'ar said Israel wanted a seat on the board of the 
Commission on the Status of Women (CSW), but understood that 
the USG was running for the same seat. If the USG really 
wanted the seat, Israel would withdraw. YaVar also said that 
Israel seeks a seat on the World Intellectual Property 
Organization (WIPO) Board. Lastly, he urged support for 

fellow Israeli MFA official Rony Adom\'s candidacy to become 
the next chair of the UN Committee for Program and 
Coordination (CPC), which A/S Silverberg promised. 


9. (U) A/S Silverberg cleared this message. 
WOLFF 
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SUBJECT: PRIME MINISTER ARTHURYS POPULARITY CONTINUES TO 
CLIMB 


REF: 06 BRIDGETOWN 1708 
Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: A recent public opinion poll confirmed that 
Prime Minister Owen Arthur remains the most popular Barbadian 
politician and is well-positioned to lead his Barbados Labour 
Party (BLP) to victory in parliamentary elections expected 

later this year. David Thompson, PM Arthur\'s rival and 

leader of the opposition Democratic Labour Party (DLP), has 
failed to generate momentum in his campaign and continues to 
struggle against perceptions that he and his party are not 

ready to lead the country. While the poll also showed that 
there is a widespread desire among Barbadians for a change in 
government, PM Arthur\'s continued dominance of Barbados 
politics will probably be sufficient to secure an 

unprecedented fourth consecutive term for his administration. 
END SUMMARY. 


A BOOST FOR PM ARTHUR 


2. (U) On March 4, the daily Nation\'s Sunday Sun\" published 
another of its periodic public opinion polls, conducted in 
February and early March in all of BarbadosV 30 
constituencies. The poll again found PM Arthur to be the 

most popular politician in Barbados, with 52 percent of the 
poll\'s respondents giving him the thumbs up. PM Arthur saw 
his approval rating improve by three percent since the last 

poll conducted five months ago (reftel). Other BLP members 
fared less well. The poll found that only 13 percent of 
respondents named Deputy Prime Minister Mia Mottley as their 
preferred candidate for prime minister, down from 15 percent 
in September. Only five percent supported Clyde Mascoll, the 
former opposition leader who crossed party lines to join the 
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Arthur administration as a Minister of State in the Finance 
Ministry in February 2006. 


OPPOSITION SUFFERS 


3. (U) For Barbados opposition leader, David Thompson, the 
latest poll was full of bad news. Only 28 percent of the 
respondents named Thompson as their choice for the prime 
minister\'s job. His popularity changed only slightly from 

the 29 percent approval rating he garnered in the previous 
poll. The DLP\'s efforts to generate some momentum in their 
campaign are not yielding results, since only 22 percent of 
those polled view the party as ready to lead Barbados. 
Thompson can take heart from only one result of the poll: 
within the DLP, Thompson\'s leadership is unquestioned, with 
81 percent of those identifying themselves as DLP supporters 
naming Thompson as their choice for prime minister. For a 
party that only a year ago was in a leadership crisis 

following the departure of Mascoll, this is probably a 

welcome sign. 


DLP FAILS TO EXPLOIT BLP VULNERABILITIES 


4. (U) PM Arthur\'s approval ratings have been undoubtedly 
buoyed by Barbados\' relatively solid economic performance 
over the past two years. With unemployment at its lowest 
level in decades and economic growth forecast to top four 
percent in 2007, PM Arthur, who also serves as the country\'s 
Finance Minister, can claim some credit for these 
achievements. However, economic issues continue to top the 
voters\' concerns. Four of the top five \"major national 
issues\" identified by the poll\'s respondents were pocketbook 
issues: cost of living, unemployment, housing, and the 
economy. High cost of living was a concern for nearly a 

third of those polled, mirroring the recent public outcry 

over climbing prices, especially of food. Thompson and 
others in the opposition have sought to capitalize on these 
concerns, but they have yet to offer a convincing alternative 
to the voters. Some commentators have speculated that with 
the departure of Mascoll from the DLP, the DLP lost its most 
trusted and respected voice on economic issues and may not be 
able to regain the voters\' confidence in time for the 

election. 


5. (C) However, that is exactly what Thompson must do in 
order to take advantage of the growing number of Barbadians 
who say that it is time for a change in government. The poll 
found that 42 percent of respondents would like to see a 
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change in the country's government, up from 38 percent last 
September. Nevertheless, as Thompson\'s low approval ratings 
show, those 42 percent do not necessarily view Thompson as a 
viable alternative to PM Arthur. Last fall, Thompson and his 
DLP appeared to kick their early campaigning into high gear, 
with weekly townhall-style constituency meetings and 

frequent, high-profile attacks against the government\'s 

record on key economic issues. However, as this latest poll 
shows, the DLP\'s efforts have yielded no results. 


6. (C) Following the December 11 victory by Sir John Compton 
in St. Lucia\'s parliamentary elections, commentators in 
Barbados speculated whether Thompson might be able to pull 
off a Compton-style upset. The latest poll indicates that 

such a result is unlikely. While pre-election polls in St. 

Lucia were often contradictory, most observers agreed that 

the race was too close to call. That is not the case in 
Barbados. Thanks to PM Arthur\'s popularity, the BLP remains 
the only party trusted to govern in Barbados. Furthermore, 
Compton, unlike David Thompson, is a proven leader, having 
steered his country to independence in 1979 and served as 
prime minister from 1964-79 and 1982-96. ThompsonWs only 
stint in government was during the early 1990s, when Barbados 
faced an economic meltdown and the DLP government proved 
completely inept at handling the crisis. 


BABY FIRST, THEN ELECTION 


7. (U) PM Arthur recently revealed that his wife was 
expecting their second child later this year. In making this 
happy announcement, PM Arthur also said that he would not 
call the election until after the baby\'s birth: \"I could not 

be in a position to be rushing from the platform to Pampers; 
that couldn\'t work.\" The earliest possible date for the 
parliamentary elections would therefore be sometime in the 
fall of 2007. 


COMMENT 


8. (C) The latest poll has undoubtedly generated some 
soul-searching within the DLP. Clearly, a significant number 

of Barbadians desire a government change, but the DLP has 
been unable to convince potential supporters that the 
opposition is ready to lead the country. Thompson has failed 
to articulate a clear vision or a set of policies that his 

party would implement to address Barbadians\' chief concerns. 
This inability to connect with voters, combined with his 
incessant attacks on PM Arthur and the BLP government, have 
done little to build up his image as a leader. While it 
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appears unlikely that Thompson could win a national contest 
against PM Arthur, Barbados! parliamentary elections are 
decided in individual constituencies on a first-past-the-post 
(simple majority) basis. If the voters who are tired of the 
BLP-led government look past Thompson and vote for the 
opposition candidates in their constituencies, the DLP could 
still have a slim chance of winning. However, PM Arthur\'s 
strong showing in the latest poll shows just how slim that 
chance is. 
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SUBJECT: DEMARCHE DELIVERED ON UN REFORM: INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: STATE 31831 


1. Per reftel instructions, talking points on \"UN Reform: 
Internal Administration of Justice\" were delivered under 
cover of Diplomatic Notes (Antigua #0222, Barbados #0223, 
Dominica #0224, St. Kitts #0225, St. Lucia #0226, and St. 
Vincent #0227) on March 15, 2007. The original Diplomatic 
Notes were also mailed on that date. 


2. Post will forward any responses. 
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DEPT. FOR WHA/CAR, IO/MPR-BRIAN G. HACKETT, 
USUN/MR-BENJAMIN GARCIA 


E.O. 12958: N/A 

TAGS: PREL, ACABQ, AORC, UNGA, APER, XL 

SUBJECT: DEMARCHE DELIVERED ON UN REFORM: INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: STATE 31831 


1. Per reftel instructions, talking points on \"UN Reform: 
Internal Administration of Justice\" were delivered under 
cover of Diplomatic Notes (Antigua #0222, Barbados #0223, 
Dominica #0224, St. Kitts #0225, St. Lucia #0226, and St. 
Vincent #0227) on March 15, 2007. The original Diplomatic 
Notes were also mailed on that date. 


2. Post will forward any responses. 
GILROY 
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E.O. 12958: N/A 

TAGS: PREL, ACABQ, AORC, UNGA, APER, XL 

SUBJECT: DEMARCHE DELIVERED ON UN REFORM: INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: STATE 31831 
1. Per reftel instructions, talking points on \"UN Reform: 


Internal Administration of Justice" were delivered under 
cover of Diplomatic Notes (Antigua #0222, Barbados #0223, 
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Dominica #0224, St. Kitts #0225, St. Lucia #0226, and St. 
Vincent #0227) on March 15, 2007. The original Diplomatic 
Notes were also mailed on that date. 


2. Post will forward any responses. 
GILROY 
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TAGS: PREL, ACABQ, AORC, UNGA, APER, XL 

SUBJECT: DEMARCHE DELIVERED ON UN REFORM: INTERNAL 
ADMINISTRATION OF JUSTICE 


REF: STATE 31831 


1. Per reftel instructions, talking points on \"UN Reform: 
Internal Administration of Justice\" were delivered under 
cover of Diplomatic Notes (Antigua #0222, Barbados #0223, 
Dominica #0224, St. Kitts #0225, St. Lucia #0226, and St. 
Vincent #0227) on March 15, 2007. The original Diplomatic 
Notes were also mailed on that date. 


2. Post will forward any responses. 
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SUBJECT: PRIME MINISTER ARTHURYS POPULARITY CONTINUES TO 
CLIMB 


REF: 06 BRIDGETOWN 1708 
Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: A recent public opinion poll confirmed that 
Prime Minister Owen Arthur remains the most popular Barbadian 
politician and is well-positioned to lead his Barbados Labour 
Party (BLP) to victory in parliamentary elections expected 

later this year. David Thompson, PM Arthur\'s rival and 

leader of the opposition Democratic Labour Party (DLP), has 
failed to generate momentum in his campaign and continues to 
struggle against perceptions that he and his party are not 

ready to lead the country. While the poll also showed that 
there is a widespread desire among Barbadians for a change in 
government, PM Arthur\'s continued dominance of Barbados 
politics will probably be sufficient to secure an 

unprecedented fourth consecutive term for his administration. 
END SUMMARY. 


A BOOST FOR PM ARTHUR 


2. (U) On March 4, the daily Nation\'s Sunday Sun\" published 
another of its periodic public opinion polls, conducted in 
February and early March in all of Barbados\' 30 
constituencies. The poll again found PM Arthur to be the 

most popular politician in Barbados, with 52 percent of the 
poll\'s respondents giving him the thumbs up. PM Arthur saw 
his approval rating improve by three percent since the last 

poll conducted five months ago (reftel). Other BLP members 
fared less well. The poll found that only 13 percent of 
respondents named Deputy Prime Minister Mia Mottley as their 
preferred candidate for prime minister, down from 15 percent 
in September. Only five percent supported Clyde Mascoll, the 
former opposition leader who crossed party lines to join the 
Arthur administration as a Minister of State in the Finance 
Ministry in February 2006. 
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OPPOSITION SUFFERS 


3. (U) For Barbados opposition leader, David Thompson, the 
latest poll was full of bad news. Only 28 percent of the 
respondents named Thompson as their choice for the prime 
minister\'s job. His popularity changed only slightly from 

the 29 percent approval rating he garnered in the previous 
poll. The DLP\'s efforts to generate some momentum in their 
campaign are not yielding results, since only 22 percent of 
those polled view the party as ready to lead Barbados. 
Thompson can take heart from only one result of the poll: 
within the DLP, Thompson\'s leadership is unquestioned, with 
81 percent of those identifying themselves as DLP supporters 
naming Thompson as their choice for prime minister. Fora 
party that only a year ago was in a leadership crisis 

following the departure of Mascoll, this is probably a 

welcome sign. 


DLP FAILS TO EXPLOIT BLP VULNERABILITIES 


4. (U) PM Arthur\'s approval ratings have been undoubtedly 
buoyed by Barbados\' relatively solid economic performance 
over the past two years. With unemployment at its lowest 
level in decades and economic growth forecast to top four 
percent in 2007, PM Arthur, who also serves as the country\'s 
Finance Minister, can claim some credit for these 
achievements. However, economic issues continue to top the 
voters\' concerns. Four of the top five \"major national 
issues\" identified by the poll\'s respondents were pocketbook 
issues: cost of living, unemployment, housing, and the 
economy. High cost of living was a concern for nearly a 

third of those polled, mirroring the recent public outcry 

over climbing prices, especially of food. Thompson and 
others in the opposition have sought to capitalize on these 
concerns, but they have yet to offer a convincing alternative 
to the voters. Some commentators have speculated that with 
the departure of Mascoll from the DLP, the DLP lost its most 
trusted and respected voice on economic issues and may not be 
able to regain the voters\' confidence in time for the 

election. 


5. (C) However, that is exactly what Thompson must do in 
order to take advantage of the growing number of Barbadians 
who say that it is time for a change in government. The poll 
found that 42 percent of respondents would like to see a 


change in the country\'s government, up from 38 percent last 
September. Nevertheless, as Thompson\'s low approval ratings 
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show, those 42 percent do not necessarily view Thompson as a 
viable alternative to PM Arthur. Last fall, Thompson and his 
DLP appeared to kick their early campaigning into high gear, 
with weekly townhall-style constituency meetings and 

frequent, high-profile attacks against the government\'s 

record on key economic issues. However, as this latest poll 
shows, the DLP\'s efforts have yielded no results. 


6. (C) Following the December 11 victory by Sir John Compton 
in St. Lucia\'s parliamentary elections, commentators in 
Barbados speculated whether Thompson might be able to pull 
off a Compton-style upset. The latest poll indicates that 

such a result is unlikely. While pre-election polls in St. 

Lucia were often contradictory, most observers agreed that 

the race was too close to call. That is not the case in 
Barbados. Thanks to PM Arthur\'s popularity, the BLP remains 
the only party trusted to govern in Barbados. Furthermore, 
Compton, unlike David Thompson, is a proven leader, having 
steered his country to independence in 1979 and served as 
prime minister from 1964-79 and 1982-96. ThompsonWs only 
stint in government was during the early 1990s, when Barbados 
faced an economic meltdown and the DLP government proved 
completely inept at handling the crisis. 


BABY FIRST, THEN ELECTION 


7. (U) PM Arthur recently revealed that his wife was 
expecting their second child later this year. In making this 
happy announcement, PM Arthur also said that he would not 
call the election until after the baby\'s birth: \"I could not 

be in a position to be rushing from the platform to Pampers; 
that couldn\'t work.\" The earliest possible date for the 
parliamentary elections would therefore be sometime in the 
fall of 2007. 


COMMENT 


8. (C) The latest poll has undoubtedly generated some 
soul-searching within the DLP. Clearly, a significant number 
of Barbadians desire a government change, but the DLP has 
been unable to convince potential supporters that the 
opposition is ready to lead the country. Thompson has failed 
to articulate a clear vision or a set of policies that his 

party would implement to address Barbadians\' chief concerns. 
This inability to connect with voters, combined with his 
incessant attacks on PM Arthur and the BLP government, have 
done little to build up his image as a leader. While it 

appears unlikely that Thompson could win a national contest 
against PM Arthur, Barbados! parliamentary elections are 
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decided in individual constituencies on a first-past-the-post 
(simple majority) basis. If the voters who are tired of the 
BLP-led government look past Thompson and vote for the 
opposition candidates in their constituencies, the DLP could 
still have a slim chance of winning. However, PM Arthur\'s 
strong showing in the latest poll shows just how slim that 
chance is. 

GILROY 
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1. (U) This is the 20th cable in our series on Dominican 
politics in the third year of the administration of President 
Leonel Fernandez. 


(U) The presidential election in the Dominican Republic will 
not take place until May 2008; however, the Dominican 
Liberation Party\'s internal primary race is heating up. We 
therefore offer these anecdotes on what Dominicans politely 
call \"the pre-campaign.\" 


FERNANDEZ WILL RUN FOR RE-ELECTION 


-- (C) The \"announcement watch\" continues. No one doubts 
that Leonel Fernandez is seeking a third term in office, even 
though he has still not formally declared his candidacy. In 
February, the political committee of Fernandez\'s PLD party 

put his name on the slate of three \"pre-candidates\" for the 
presidency for its May primary. His support committee has 

put up a large number of campaign billboards in recent weeks, 
many of them artfully designed to suggest spontaneous popular 
support for him. 


-- (U) All of this raises the question, When will Fernandez 
announce? The answer may have come this week, as the 
newspaper Hoy reported that the President will formally 
declare his candidacy on March 25 at an event at the Palacio 
de los Deportes. The Embassy is seeking confirmation of this 
report. 


PRIMARY CAMPAIGN OPENS 


-- (C) The PLD\'s National Electoral Commission declared the 
presidential \"pre-campaign\" open on March 13. Facing 
Fernandez in the primary race are Danilo Medina, the 
incumbent President\'s powerful former Chief of Staff, and 
Jose Tomas Perez, a former Senator. A poll by Carlos Fara 
and Associates showed Fernandez leading Medina by 89 percent 
to 9 percent. Given Medina\'s longstanding position of power 
in the PLD, the Embassy\'s contacts foresee a closer race that 
this poll indicates -- while they still argue that Fernandez 
maintains a sizable lead. As for Perez, he polled at just 

over one percent, which supports our earlier speculation -- 
and it is only that -- that his candidacy was encouraged by 
party leaders who believed that having a third candidate 

would make the primary process appear to be more open and 
democratic. 


-- (U) The PLD primary vote will be held May 6 at voting 
stations throughout the country. Some 1,159,000 party 
members are eligible to vote in a process that will be 
supervised by the Central Election Board. 


Column 3 
CHURCH AND STATE 


-- (SBU) The Bishop of La Vega, Antonio Camilo, caused a stir 
this week when he criticized the practice of presidential 
re-election. Camilo said that re-election had historically 

been \"fatal\" for the Dominican Republic, a country that since 
1930 has experienced the 31-year dictatorship of Rafael 
Trujillo and the 22-year rule of strongman Joaquin Balaguer. 
The Bishop argued the risk of the use of official resources 

for political campaigns is high, and that when incumbents run 
for office Wa great deal of Government funds that belong to 
the people are lost.\" Camilo also lamented the re-election 
campaigns distract bureaucrats from their official duties, 
saying that \"we should call attention (to this problem), that 
officials should be serving the country and attending to 


their obligations in this nation that has so many needs." 


-- (SBU) Camilo\'s comments drew an immediate response from 
the Fernandez campaign, which had already been goaded by 
anti-re-election arguments put forward by both its PLD rival 
Medina and the opposition Dominican Revolutionary Party 
(PRD). Ligia Amada Melo, PLD party leader and Minister of 
Higher Education, accused the Bishop of being a supporter of 
the PRD, citing the fact that Camilo did not oppose the 2004 
re-election campaign of the PRD\'s Hipolito Mejia. Amada did 
qualify her comments, saying that the PLD was not \"fighting 
with the priests\"; rather, the party opposed the prelates 
\"getting involved in issues that do not concern them. 


-- Drafted by Peter Hemsch 


2. (U) This report and extensive other material can be 
consulted on our SIPRNET site, 

http://www .state.sgov.gov/p/wha/santodomingo/ 
HERTELL 
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SECSTATE FOR WHA/CAN, WHA/PD, DS/IP/WHA 


E.O. 12958: N/A 
TAGS: PGOV, PTER, PHUM, PINS, KDEM, KWMN, SOCI, CA 


SUBJECT: Mosaic under pressure: Quebec\'s identity and religious 
tolerance debate (Part 1 of 2) 


This message is Sensitive but Unclassified 


1. (SBU) An undercurrent of social conflict has emerged between 
Quebec\'s identity as a secular" province and the more overt 
expressions of faith, particularly by immigrants whom Quebec has 
received in recent years. While Wreasonable accommodation 
originated in jurisprudence of labor relations between employers and 
employees, it has become the political catch-all term for this 

building tension, as Quebec\'s, particularly Montreal\'s, increasingly 
multicultural society questions to what extent its society should 

shape its rules and values to \"accommodate\" religious or cultural 
considerations. The reasonable accommodation debate has built even 
more momentum recently. Several high profile incidents have stoked 
intense public discourse and political opportunism, especially as 
QuebecQs provincial election hits full momentum, with politicians, 
academics, media, religious leaders, minority advocates and everyday 
Quebeckers all weighing in on what is \"reasonable\" accommodation of 
racial, ethnic and religious minorities in an increasingly diverse 
society. Even if the issue recedes slightly after the elections, 
Canada\'s most recent census and ongoing academic, think-thank, and 
policy planning assessments indicate that the reasonable 
accommodation debate will continue, given immigration trends and 
Quebec\'s reliance on immigrants for economic, cultural and political 
influence vis-a-vis the rest of Canada and pro-Quebec federal 
policies. 


2. (SBU) Quebec\'s identity as a \"secular\" province, as well as the 
emphasis placed on gender equality in public and private life, can 
be traced to the \"Quiet Revolution,\" the revolt against the Catholic 
Church, which occurred during the 1960s. While traditional Quebec 
culture tended to be patriarchal and a majority of Francophone 
Quebeckers adhered strongly to Church teachings, the Quiet 
Revolution of the 1960s produced a society that cast off Catholic 
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teachings (and religion in general) and elevated the status of 

women. Although, according to Statistics Canada, 83% of Quebeckers 
identify themselves as Catholic, only an estimated 20% of those are 
practicing (compared to 88% of Quebeckers who attended Church on a 
weekly basis in the 1950s). A prominent CBC radio personality and 
political analyst commented privately to PAO: to be politically 

correct demands that he \"intellectually\" understand the Quebec 
Muslim woman\'s argument when she says she \"chooses\" (and is not 
intimidated into) wearing the hijab, but he admitted that he and his 
Quiet Revolution generation still have an emotional knee-jerk 

reaction to anything perceived as challenging gender equality or 
Quebec\'s cultural identity as a fervently secular society. 


3. (SBU) Quebec also registers a strikingly low birth rate, among 

the lowest in North America, (although it made modest gains last 
year, which some attribute to new daycare subsidies). A 
recently-released census snapshot of Canada\'s population shows that 
Quebec\'s population grew by 4.3% between 2001 and 2006, a growth 
predominantly fueled by immigration. Quebec has not kept up with 
the 5.3% average growth rate in the rest of the country, producing a 
slight decline in the province\'s overall share of the Canadian 
population. In fact, this low birth rate is one of the main factors 

behind the provincial government\'s proactive policy of attracting 
immigrants, especially those from Francophone countries, to bolster 
its workforce (reftel A). (Ironically, however, in Quebec, the 

historical under-employment of members of ethnic minorities is most 
acute in public institutions.) Quebec\'s reliance on immigration as 

a source of population growth concerns some Quebeckers. One ADQ 
candidate was dismissed from his party for stating that native 
Quebeckers need to \"boost their birth rate; otherwise the ethnics 

will swamp us.\" This sentiment is far from universal, but reveals 

the increasing tension related with incorporating immigrants into 
Montreal\'s social fabric while it strives to maintain its identity 

as a French-speaking minority within Canada. 


4. (SBU) On February 26, 2007, a Muslim referee in the Montreal-area 
town of Laval ordered an 11-year old Muslim girl from Ottawa to 
remove her hijab or be prohibited from playing in a soccer 
tournament. When the girl\'s team forfeited the match, in protest of 
the referee\'s decision, the issue quickly gained national prominence 
as the latest reasonable accommodation case. The Quebec Soccer 
Federation sided with the referee, stating that all religious 


MONTREAL 00000132 002 OF 003 


headgear was prohibited for safety reasons. The International 
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Football Association Board (IFAB) ruled on March 3rd that Law 4 on 
players\' equipment covers the issue, in essence letting the Quebec 
Soccer Federation\'s ban prohibiting the hijab because of safety 
reasons - including the possibility of accidental strangulation -- 

stand. Many questioned the ban\'s rationale, charging it was less 
about safety and more about politics regarding reasonable 
accommodation. Ironically, Montreal and other cities across Canada 
are to host FIFAYs Under-20 World Cup Tournament this summer, and 
Canada is vying for the Women\'s Soccer World Cup in 2011. 


5. (SBU) This incident was only one in a series of situations that 

have brought the long-simmering issue of reasonable accommodation to 
a boil. Several Montreal schools and social institutions have 

grappled for some time with the need to provide prayer space for 
Muslims and allow for other tangible expressions of faith, such as 

the wearing of Sikh ceremonial daggers or the hijab. Other events 

have included: complaints from a Hasidic Jewish synagogue about 
young men catching glimpses of latex-clad women working out prompted 
a downtown YMCA to frost its windows (at the expense of the 
synagogue) in November 2006; an incident at a Montreal-area school 

in which a Filipino-Canadian boy was chastised by his teacher for 

his eating habits (the boy\'s family claimed that his Filipino 

tradition of spoon and fork eating caused the teacher to accuse him 

of eating \"like a pig\") became front-page news in the Philippines 

and even provoked a small gathering of spoon-and-fork-wielding 
demonstrators at the Canadian Embassy in Manila in April 2006; and 

in 2005, the Quebec Human Rights Commission ruled that private 
schools did not have the authority to expel a young woman for 

wearing her hijab and also rejected the use of Islamic tribunals for 

the settlement of family disputes. 


6. (SBU) The Montreal police has prided itself on (and often been 
praised for) its positive engagement with various cultural 
communities. However, the city\'s police force fell into the debate 
at the end of 2006 when an internal Montreal police magazine 
suggested female officers step aside to let male colleagues deal 
with male Hasidic Jews. The publication\'s advice drew criticism by 
those who viewed the suggestions as setting an institutional policy 
in direct conflict with the traditionally-held Quebec value of 

gender equality. At the same time, some members of the Hasidic 
community dismissed the advice as unnecessary, noting that there had 
not been any complaints from their community with regard to 
interactions with female officers. A Montreal police contact said 
that the suggestions formed part of a series of brochures to help 
police officers deal with members of various cultural communities, 
and noted that there had been no complaints by female officers. 
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7. (SBU) The remote town of Herouxville (population 1,275 according 
to the most recent census; its citizens include one black family 

among a population that is otherwise exclusively white and Roman 
Catholic.), 100 miles north of Montreal, became the center of the 
controversy when its city council adopted a controversial code of 
conduct for immigrants, apparently aimed at Muslim immigrants, in 
January 2007. A hodgepodge of social norms and values, the code of 
conduct prohibits head coverings (but not applicable to Catholic 

nuns attire), the stoning of women, and female circumcision. As 
international, Canadian and Quebec media descended upon the small 
town, Herouxville presented a political and societal challenge to 
Quebec\'s multicultural model of diversity and tolerance, which 
Herouxville\'s council claimed has reached its limits. On February 

11, a delegation of Muslim women, wearing head scarves, visited 
Herouxville to educate town council members and residents about the 
Islamic faith and to appeal for changes to the town\'s \"code of life\" 
which the women argued unfairly targeted religious minorities. The 
town toned down portions of the code, removing references to burning 
women with acid and stoning women to death, but claimed the code of 
conduct was misinterpreted by media. 


8. (SBU) The Herouxville controversy is still causing ripples of 
reactions. For example, a young Lebanese Montrealer\'s poem for an 
Arabic-language newspaper that praised Muslim women for wearing the 
veil and criticized Quebecoise women for drinking and promiscuity 
provoked another round of reflection. Likewise, bloggers\' comments 
show how raw and emotionally-charged the issue is, especially to 

those who view it as part of a larger trend of religious concessions 

to Muslim immigrants in what should be a secular state: \"I think 

that anyone who comes from another country, for whatever reason, and 
wants to benefit from all our freedoms and social benefits, should 

act like one of us\" reads one. \"This is ANOTHER attempt by some 
religious fringe trying to impose their religious habits on the 

general population. Either fit in or get out!!!\" 
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9. (SBU) Some analysts and commentators have described the recent 
firestorm about reasonable accommodation as a purely media-created 
phenomenon resulting more from news competition than real citizen 
concern, or as a fickle, easily manipulated election issue that has 

no real impact on the lives of Quebec 7.6 million residents. Others 
have stated that Quebec is simply catching up to other parts of the 
Western world on the issue, citing similar multicultural societies 
growing pains and debates in France and the Netherlands. 


Column 3 

Regardless, drawing on historical identity and religious 

sensitivities, Herouxville and youth soccer were the incendiary 
events that have guaranteed reasonable accommodation\'s place in 
Quebec\'s provincial election rhetoric (see septel). 


10. (SBU) The debate about reasonable accommodation reveals deeper 
concerns in Quebec about the integration of immigrants into society, 
and also illustrates the vast differences in how immigration and 
multiculturalism are perceived by Quebec\'s urban and rural 
inhabitants. Even in Montreal, Quebeckers have begun to question 
whether the \"mosaic\" model of multiculturalism, so prized as a 
component of Quebec and Canadian society, might have unforeseen 
consequences for social cohesion and whether the accommodation of 
diversity in Quebec society should, at some point, be subject to 

limits. One Montreal human rights law expert summed up the current 
situation, in which small, relatively innocuous symbols have taken 

on provocative meanings, as stemming from Quebeckers\' tendency 
towards \"not caring what color you are, or what religion you 

practice, so long as you act exactly as we do.\" The insatiable 

popular appetite, as reflected in hyperactive media coverage, 
academic discussion and popular culture, coupled with QuebecQs 
religious history, immigration trends and public policy assessments 
indicate reasonable accommodation will continue to touch nerves and 
be a major component of Quebec\'s social, political and cultural 
discourse on its identity. 


MARSHALL 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, BL 
SUBJECT: MORALES RENEWS VERBAL ATTACKS ON MAINSTREAM MEDIA 


1. (SBU) President Morales renewed his attacks on the 
mainstream media this week. First, he attacked leading daily 
newspaper La Razon March 14 for errors in its reporting on a 
decrease in hydrocarbons revenues and the GOB\'s loss of 
Millennium Challenge Account (MCA) funds (septel). On March 
13, La Razon published a front-page article stating that 
hydrocarbons revenues for the month of February had plummeted 
from USD $30 million to USD $4 million. Then, on March 14, La 
Razon\'s page-one headline read \"(Bolivia) Loses USD $600 
million from the Millennium Challenge Account.\" The evening 
of March 14, President Morales held a press conference in 
which he waved an edition of La Razon and criticized the 
newspaper for both stories, which he characterized as \"lies 
and misinformation.\" He said his administration has \"never 
lied, and never will lie,\" and then accused the paper of 
discriminating against him and his government. Morales 
sardonically stated that perhaps the Spanish-owned La Razon 
should be \"nationalized,\" implying that if it were a 
Bolivian-owned newspaper that it would not continue with its 
\"lies upon lies.\" 


2. (SBU) A couple of days later, during a March 15 
anniversary celebration of Radio San Gabriel, a 
pro-government station, Morales launched a verbal assault on 
the Unitel network. (Note: Unitel is based in the opposition 
stronghold department of Santa Cruz, is highly critical of 
President Morales and his administration, and frequently 
mixes editorialism into its reporting. End Note). The 
president alleged that Unitel never ceases its attempts to 
humiliate and defame his administration. Morales then 
suggested that Unitel should consider imitating Radio San 
Gabriel by acting as a voice of the people and not of the 
\"empire.\" 


3. (SBU) On March 18, Morales responded in Santa Cruz to the 
Interamerican Press Society\'s comments that there are 
\"worrying signs\" that press freedoms are deteriorating in 
Bolivia. Morales said accusations that he doesn\'t respect 

the press are \"false\" and that not only is there freedom of 
press in Bolivia, but also freedom to \"discriminate, 

marginalize, humiliate and accuse falsely.\" 


4. (SBU) Comment: President Morales\' attacks on the press 
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continue to build steam. Such attacks are inappropriate, and 
are sometimes based on Morales hypersensitivity over a 
questionable story or headline, as was the case with La 
Razon\'s MCC story. Professional journalists acknowledge that 
problems regarding bias, ethics and a lack of training plague 
the Bolivian press, but they have publicly urged the 
president to file complaints with the press tribunal, a 
self-regulatory body established by journalists, rather than 
publicly assailing their profession. Morales\' growing 
frustration with the press, however, is not likely to be 
assuaged by a formal complaint. He has cut all GOB 
advertising with Unitel, and is probably further irritated by 
the fact that despite such cuts, Unitel remains Bolivia\'s 
most popular and lucrative TV station. End comment. 
GOLDBERG 
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HAVANA 00000271 001.3 OF 002 


Classified By: COM Michael E. Parmly; Reasons 1.4 (b/d) 


1. (C) Summary: CubaYs Damas de Blanco (Ladies in White), 
spouses/relatives of political prisoners, commemorated the 
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fourth anniversary of the 2003 crackdown with their trademark 
appearance at Santa Rita Church and march down Havana\'s 5th 
Avenue, followed by an emotional video-conference with former 
political prisoners and their relatives in Miami (hosted 

jointly by USINT and Radio/TV Marti). The day before, the 
Damas marched down the seafront \"Malecon\" avenue, and posed 
for pictures in a mock jail cell. Sunday evening they 

attended a mass for Miguel Valdes Tamayo, a former political 
prisoner from the 2003 crackdown who died soon after the 
Cuban regime released him. The Damas (please protect 

strictly) are coordinating an opposition-wide appeal to the 

UN Human Rights Council to free all Cuban political 

prisoners. We have learned (and are reporting septel) that 

the Damas! continuing activities have put them on a collision 
course with regime security forces. 

End Summary. 


2. (U) Attending Sunday mass and marching down 5th Avenue are 
the Damas! stock in trade. However, Sunday, March 18 was not 
just another Sunday, but rather the fourth anniversary of the 

2003 crackdown that put 75 dissidents in jail. That was the 
proximate cause for the founding of the Damas de Blanco, who 
are the female relatives, mostly wives, of those 75. March 

18, 2007 attracted considerable media attention and a healthy 
turnout at Santa Rita Church by European members of the 
diplomatic corps, as well as USINT. Additionally, five 

members of the Italian Radical party (including one Member of 
Parliament and another European Parliamentarian) unfurled a 
banner saying W Freedom and non-violence for Cuba\" and marched 
near Santa Rita Church. 


3. (SBU) Video-Conference: Following the march, most of the 
Damas, accompanied by some of the 75 who have been released 
from prison on health grounds, reassembled at the USINT PAO 
residence, just two blocks from Santa Rita. With the help of 
Radio/TV Marti and Cuban exile NGOs based in Miami, USINT 
staged a live video-conference with the Damas on this end and 
former Cuban political prisoners and family members in Miami. 
This was an emotional event for both audiences, providing 
each with a sense of connectedness and community under the 
cruel circumstances imposed upon them by the Castro 
dictatorship. 


-- In Havana, principal Dama representative Laura Pollan said 
the contact with the exile group gave her more courage and 
energy to carry on the fight to release her husband and the 
others. Most of the Damas present, plus some of the released 
75ers, got a turn to identify themselves and make a similar 
statement about: 1) the enduring agony of having a loved one 
imprisoned; and 2) the importance and the energy that they 
derive from support from the exile community, the diplomatic 
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corps and publicity of their activities. 


-- The Miami group, which included many close personal 
friends of the Damas and 75ers, was as sympathetic and 
supportive as possible. One of the organizers wrote us to 
say: \"This has truly been the most memorable event | have 
been privileged to be a part of. From our end we could feel 
the electricity, and everyone was extremely pleased to have 
been able to participate ... | will never forget their faces 

and their words. Determination, courage and dignity are the 
best words to describe the guiding principles of the 
interaction. There was not a dry eye in the room; not even 
the people providing technical assistance could avoid it.\" 


4. (SBU) Other Activities: The Damas on Saturday set up a 
makeshift jail cell at Laura Pollan\'s home and posed for 
photographs. Also on Saturday they marched down Havana\'s 
seafront \"Malecon\" avenue. They attended a mass for fallen 
75er Miguel Valdes Tamayo. During the video-conference, 
Laura Pollan announced that five Damas from Ciego de Avila 
and Camaguey gathered and marched to mark the occasion. Some 
of the Damas in these Cuban cities and elsewhere were 
forcefully prevented from traveling to Havana. One 

participant in the video-conference said she had to disguise 
herself to be able to travel from her home in the interior to 
Havana. Another called home to Santiago and learned that her 
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house was surrounded by State Security agents. One of the 
Miami participants in the video-conference said that parallel 
March 18 events in support of the Damas were taking place in 
Italy, Germany, The Netherlands, Spain, and elsewhere. We 

and the Damas also saw media reports of the mock Cuban prison 
cell set up this week in a Prague public square by the Czech 
NGO \"People in Need.\" 


5. (SBU) Additionally, USINT has learned that 84 activists in 
Villa Clara are holding a week-long fast, and that a dozen 
dissidents gathered at the Havana home of former political 
prisoner Leonardo Bruzon to commemorate March 18. We are 
aware of at least two dissidents being detained over the 
weekend, including Aurelio Bachiller, one of the leaders of 
Cuba\'s free labor movement. 


6. (C) Follow-Up: Pollan and COM discussed the former\'s 
initiative to circulate a broad Cuban opposition appeal to 
the UN Human Rights Council to release all Cuban political 
prisoners (numbering roughly 280). Given some of the 
rivalries in the democratic opposition, the Damas recognize 
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that they are the one group, representing the one cause that 
unites everybody: \"Release the Political Prisoners.\" The two 
most well-known opposition figures, Martha Beatriz Roque and 
Oswaldo Paya, have indicated to us that they would agree to 
sign onto such an appeal, if/when asked. 


7. (C) Comment: We could not possibly imagine a better use 
of video-conferencing than this. We already heard on March 
19 from a dissident in Matanzas, that the Radio Marti 
rebroadcast of the video-conference was on the air and 
well-received. This is gratifying, but also an opportunity 

to create momentum to push harder for the release of the 
political prisoners. 

PARMLY 
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Classified By: COM Michael E. Parmly for Reason 1.4(d). 


1. (C) Summary: Deploying 16 vehicles and dozens of 

officials, Cuban State Security prevented 20 \"Ladies in 

White\" from approaching Revolution Plaza at around 8:30 pm on 
March 18, the fourth anniversary of the start of the 2003 
crackdown. The incident marked the first time in recent 
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memory that the Cuban Government had physically impeded the 
Ladies progress, although the regime has on at least one 
occasion dispatched communist militants to intimidate them. 
No reporters were on hand to cover the latest incident. The 
group was not planning to demonstrate at the Plaza, but 
rather passing nearby en route to one member's home. The 
Ladies told us they intend to carry out at least two other 
controversial activities over the next 24 hours, activities 

that could put them on a collision course with the regime. 
End Summary. 


2. (C) Leading Ladies Laura Pollan, Julia Nunez and Bertha 
Soler told Poloff late on March 19 that the GOC blocked their 
path late March 18 while they and 17 other Ladies were 
walking to Pollan\'s home after attending an evening mass. 
When they reached within one and a half blocks of the Plaza - 
ground zero of the Cuban \"Revolution\" - around 15 marked and 
unmarked police cars drew near, along with a police bus. At 
least two dozen people got out of the vehicles, mostly brawny 
men in plainclothes but also a number of muscular women, 
limbering up as if to take part in martial arts training. 
According to the Ladies, a senior State Security official 

named Samper -- alleged to be the head of Department 21, 
which oversees Interior Ministry operations against USINT and 
dissidents - approached on foot and asked to speak with 
Pollan. Pollan agreed, but only if Soler could come as well. 
Samper then told the two that the Damas! would not be 
allowed to proceed, because an event was taking place in the 
Plaza. Soler called this a lie, to which Samper allegedly 
responded, You know how it is, the country is in a difficult 
moment. The standoff continued for a few minutes, and then 
the Ladies told Samper that they were leaving. Pollan said: 
\"We\'re not going to demonstrate in the Plaza tonight. When 
we do, you\'re not going to see it coming.\" Added Soler: 
\"We\'re leaving, but not because we have any fear. The 
Ladies, en masse, then chanted, Freedom!" and broke into 
song. 


WAKEUP CALL 


3. (C) Around 7:30 am on March 19, Samper and a female 
acquaintance appeared at Pollan\'s house, where she and a 
dozen other Damas were sleeping. Pollan agreed to meet with 
him, and heard Samper say that the Ladies would not be 
allowed to visit Revolution Plaza. Pollan said the group 

retains the right to visit the Plaza, but offered to stay 

away in the event that the regime freed the 59 75ers who 
remain in prison. Pollan added, \"We\ll keep marching. And, 
pointing to Samper\'s friend, a suspected State Security 

agent: WYouVd better go find 700 or 800 more like her and 
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send them to the streets, and they\'re going to have to kill 

us, because we will not give up until our husbands are free." 
Pollan then referred to Samper\'s statement from the night, 
asking why, if the country is going through a difficult 

moment, did the GOC waste gas to send 16 vehicles to block a 
group of peaceful women. Samper called it a necessary 
exercise guarding against invasion" Responded Pollan: \"An 
invasion of the Plaza by the Damas?\" 


MORE ACTIVITIES 


4. (C) Pollan told us that (please protect) late evening on 
March 19, the Ladies planned to march to Havana\'s Central 
Park area, hopefully reaching a statue of founding father 

Jose Marti and releasing a number of doves. She added that 
(please protect) early on the afternoon of March 20, the 
Ladies planned to march to Revolution Plaza and demonstrate 
there. 


COMMENT 


5. (C) By using GOC vehicles and personnel to block the 
Ladies\' path, the regime has upped the stakes in trying to 
suppress the group, which has received tremendous support 
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from pedestrians over the past two days, in which they have 
walked long distances. Now that the GOC has made clear that 
it will not tolerate any visit to the Cuban Revolution\'s 

foremost shrine, a confrontation seems likely between the 
regime and the Damas on March 20. If it occurs near the 
Plaza in early afternoon, the incident will be difficult to 

conceal. 

PARMLY 
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WHA/CAR FOR LAURA LUFTIG AND MATHEW BUFFINGTON, ISN/RA FOR 
RICHARD NEPHEW, AND EB, NEA, IO, VCI, P, T, AND TREASURY-TFI 


E.O. 12958: DECL: 03/20/2017 

TAGS: PREL, NS, KNNP, IR 

SUBJECT: IRAN: AS USUAL, SURINAME LARGELY SILENT ON 
INTERNATIONAL ISSUE 


REF: A. SECSTATE 14071 
B. SECSTATE 23001 
C. SECSTATE 24344 
D. PARAMARIBO 802 


1.(C) SUMMARY: According to an official at the government 
of Suriname,s (GOS) Ministry of Foreign Affairs (MFA), 
Suriname has no position with regard to pressuring Iran on 
UNSCR 1737 or nuclear proliferation. Typically for Suriname, 
the official was reluctant to express clear positions and 

sought to frame Suriname,s position in the framework of 
CARICOM * Suriname,s primary international policy goal is 

to avoid conflict--for itself. END SUMMARY 


2. (C) MFA Head of the Americas Division Terence Craig 
(protect) said that Suriname has no position on pressuring 

Iran at this time, but that it might possibly develop one in 
conjunction with CARICOM (NOTE: This is nothing more than a 
stalling tactic). If so, according to Craig this position 

would be developed by CARICOM Ambassadors caucusing in New 
York. When asked whether its CARICOM positions sometimes 
conflict with its positions as a member of other 

organizations such as the Islamic Conference, Craig said 
Suriname will likely seek to abstain from the Islamic 
Conference on this issue, and that abstention is its favored 
strategy in such instances. Craig said that in principal 
Suriname stands for peace, security, and non-proliferation, 

and is in sympathy with the international community in 
opposition to the Iranian nuclear program. Craig said 

Suriname has little or no contact with Iran, or for that 

matter with any country in the Middle East. Craig said that 

if Suriname wishes to contact Iran or vice versa, they 
communicate via the Iranian Embassy in Caracas. 


3. (C) COMMENT: PolOff conducted a wide ranging discussion 
with Craig in seeking information on Suriname,s attitude 
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towards Iran. Having been stymied in numerous other attempts 
to receive a reaction--any reaction--to a demarche (ref D), 
PolOff first sought to ask questions rather than deliver 

points. While this led to a lengthy discussion (which Craig 
referred to as &brainstorming8), essentially the outcome 

was the same: if the GOS does have a position, it doesn\'t 
want to say what it is, and would prefer to take no position 

at all. Morevoer, officials in Paramaribo may not know what 
is being decided by GOS officials in New York. Craig 
detailed his personal theory of involvement, and it is a 

handy summary of GOS MFA modus operandi: by not getting 
involved in issues, Suriname maintains sovereignty and room 
to maneuver. In other words, we expect that Suriname will 
continue to avoid taking a position on international issues 
whenever possible. END COMMENT 


SCHREIBER HUGHES 
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E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; US-ARGENTINE BILATERAL TIES; US PRESIDENT 
BUSH LATAM TOUR; ARGENTINE NEGOTIATIONS WITH THE PARIS CLUB; 
03/19/07; BUENOS AIRES 


1. SUMMARY STATEMENT 


Weekend international stories include Argentina\'s cooperation with 
the US on matters related to the fight against international 
terrorism and its impact on the bilateral relationship; the 

aftermath of US President George W. Bush\'s trip to Latin America; 
and the US influence on Argentina\'s negotiations with the Paris 
Club. 
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2. OPINION PIECES 
- \"There is still more smoke than fire\" 


Eduardo van der Kooy, political columnist of leading \"Clarin,\" 
writes (03/18) \"... President Kirchner again lashed out against 
George W. Bush although the US president has already left the 
region. Kirchner is convinced that Bush\'s lack of popularity will 
help him in his election campaign. Instead, Kirchner praised Hugo 
Chavez although there is no evidence that the -\caudillo\' is very 
popular here. Kirchner values (Chavez\’) financial cooperation and 
some good business he thinks he has started with Venezuela. 


\"Also, not everything is exactly the way it appears to be. 

Kirchner\'s anti-Bush and anti-Washington speech is limited to 
economic and financial issues. There is increasing agreement here on 
policies related to the fight against international terrorism. It 

happened with the decision related to the AMIA case and the judicial 
request for an international warrant against eight former members of 
the Iranian government, which Interpol has just endorsed. 


\"The Supreme Court also decided that the Israeli Embassy case will 
not face a statute of limitations. This was a joint wish of 
Washington, Israel and the Jewish community... 


Y"... The Tehran regime is the main concern of both Washington and 
Tel Aviv. The Argentine Government\'s relationship with Iran is 
low-key, although no one thinks that there could be a rupture. 
Argentina expects the discord among the \'biggies\' to be solved in 
diplomatic circles.\" 


- \"Just for a moment" 


Jorge Elias, international columnist of daily-of-record \"La Nacion,\" 
penned (03/18) \"... In appearance, Bush is in one extreme and Chavez 
is in the opposite. However, Venezuela is one of the closest 

countries to the US, not only due to oil supply. Venezuelans 

identify more with the US lifestyle than with that of Latin America. 

The fact that Chavez is Bush\'s adversary does not mean that 
Venezuela is an enemy of the US. 


\"In contrast to 2005, when Bush traveled to Argentina, Brazil and 
Panama, this time Bush did not highlight the FTAA in order to not 
underline Chavez\' Bolivarian alternative for the Americas. Bush just 
emphasized plain free trade, which must be hard to understand by 
those who live on less than two dollars a day... 


‘eQOleio Qyu(ipau5.h.Q]a-Oties to Popular Congress Party (PCP) leader Hassan Al Turabi 


